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ABSTRACT

Given the sheer size of the consumer credit market and the huge number of
consumer credit users, credit risk modeling, or predicting delinquent (or default) prob-
abilities of borrowers to aid financial institutions in granting and managing consumer
credits, has become a critical problem in the consumer credit industry. The advent
of the big data era and advanced machine learning techniques have opened up new
opportunities in the field of credit risk modeling. The ability to collect large volumes
of alternative data, such as borrowers’ mobile phone communication data and social
network data, has provided financial institutions with fuller and more accurate profiles
concerning borrowers’ creditworthiness. However, alternative data are stored at exter-
nal entities independent to financial institutions. Insecure use of alternative data for
credit risk modeling would severely infringe on consumer privacy. Aiming at effectively
considering information from external resources for credit risk modeling while preserv-
ing users’ privacy simultaneously, this dissertation proposes three new and crucial credit
risk modeling problems and develops novel solution methods to these problems.

The first study in this dissertation highlights a challenge in effectively predicting
credit risk by utilizing both intrinsic user data and social network data, where collect-
ing the latter is difficult due to privacy concerns. To address this challenge, we propose
to use latent network information instead of social network data. Accordingly, we de-
velop a novel credit risk prediction model that considers both users’ intrinsic data and
latent network information. We then design a new method that estimates the model
parameters, learns latent network information, and integrates this information with

users’ intrinsic data for credit risk prediction. We further extend our method to the

x1



multiclass and numerical credit risk prediction problems. Extensive empirical evalu-
ations with real-world data demonstrate the superior predictive power of our method
over benchmark methods for a broad spectrum of credit risk prediction problems.

In the second study, we focus on the challenge of how to effectively utilize alter-
native data for credit risk prediction while preserving users’ privacy at the same time.
In response, we define a new problem of privacy-preserving credit risk prediction with
alternative data and propose a novel federated learning method to solve this problem.
We demonstrate the lossless, privacy-preserving, and model-confidential properties of
our method theoretically. Using real-world data, we show that our method achieves
the same performance as the method that insecurely uses alternative data for credit
risk prediction. We also show substantial performance advantages of our method over
a common practice of credit risk prediction at financial institutions.

The third study introduces a novel challenge of publishing social graphs with
vertically partitioned credit attributes. The problem aims to empower a financial
institution that privately owns credit attributes to securely generate and release a
synthetic social graph with credit attributes of nodes for data analytical purposes, while
ensuring the data confidentiality of the social network owner who exclusively owns the
social graph. To address this problem, we propose a method that allows the financial
institution and social network owner to fit the attributed graph model jointly. Then,
a synthetic graph with credit attributes is sampled from the fitted model via reject
sampling. In particular, the Paillier encryption and a differential privacy mechanism

are adopted in the model fitting procedure to ensure the confidentiality of datasets.

xii



Chapter 1

INTRODUCTION

Consumer credit refers to an amount of money loaned to a consumer by a
financial institution (Hand and Henley 1997). Over the years, the number of consumer
credit users as well as the size of consumer credit market have grown tremendously.
Taking the U.S. as an example, its consumer credit market, including credit cards,
auto and student loans, as well as mortgages, reached $14.6 trillion or 69.5% of its
GDP at the end of 2020! and more than 90% of U.S. adults held at least one credit
card in 2020.2 As the number of consumer credit users and the size of the consumer
credit market continue to expand, it has become increasingly important to develop
effective credit risk models to predict probabilities of borrowers defaulting on their
loans or failing to meet their credit obligations (Altman et al. 2005, Chatterjee et al.
2007, De Almeida Filho et al. 2010). Answers to this problem could significantly
affect consumers, financial institutions, and even national and international economies.
Effective credit risk prediction benefits consumers by giving valued consumers access to
much-needed credits as well as financial institutions by understanding credit risk levels
and reducing default losses. Consequently, effective credit risk prediction has a positive
impact on national and international economies. On the other hand, ineffective credit
risk prediction hurts both consumers and financial institutions, which in turn damages

the economies. For example, the global financial crisis of 2007-2008 was partially

1 See  https://www.cnbe.com/2021/02/17 /household-debt-rises-to-14point6-trillion-
due-to-record-breaking-rise-in-mortgage-loans.html (last accessed on March 26,
2022).

2 See https://www.experian.com /blogs/ask-experian /consumer-credit-review (last ac-
cessed on March 26, 2022).


https://www.cnbc.com/2021/02/17/household-debt-rises-to-14point6-trillion-due-to-record-breaking-rise-in-mortgage-loans.html
https://www.cnbc.com/2021/02/17/household-debt-rises-to-14point6-trillion-due-to-record-breaking-rise-in-mortgage-loans.html
https://www.experian.com/blogs/ask-experian/consumer-credit-review

caused by ineffective credit risk management (Thomas et al. 2017), and the estimated
cost of the crisis ranges from $6 trillion to $14 trillion in the U.S. alone (Atkinson et al.
2013).

The advent of the big data era and advanced machine learning techniques have
opened up new opportunities in the field of credit risk modeling. The ability to collect
large volumes of alternative data, such as borrowers’” mobile phone communication
data and social network data, has provided financial institutions with fuller and more
accurate profiles concerning borrowers’ creditworthiness, leading to better predictions
of credit risks, improved comprehension of user spending habits, and more accurate
explanations of user default behaviors (Wei et al. 2015, World Bank 2018, Lu et al.
2019). However, alternative data are stored at external entities independent to financial
institutions, such as social network platforms and e-commerce firms. Insecure use of
alternative data for credit risk modeling would severely infringe on consumer privacy,
considering recent regulations on data protection and user privacy, such as the General
Data Protection Regulation (GDPR) in Europe and the California Consumer Privacy
Act (CCPA) in the United States (World Bank 2018). Aiming at effectively considering
information from external resources for credit risk modeling while preserving users’
privacy simultaneously, this dissertation proposes three novel and crucial credit risk

modeling problems and develops novel solution methods to these problems.

Latent Network Information-Enhanced Credit Risk Prediction

Credit risk prediction problems can be formulated as a classification problem
and solved using a classification method, such as Logistic regression, multilayer per-
ceptron, and XGBoost (Thomas 2000). These classification methods rely solely on
data about borrowers’ intrinsic characteristics such as their demographic and spending
data for credit risk prediction, and implicitly assume that borrowers are isolated and
behave independently. In reality, they are often connected by various social networks
(such as their Facebook friendships and LinkedIn connections). As a result, behav-

iors of a borrower’s network neighbors couldcbe predictive of the borrower’s behavior



(e.g., delinquency or not; Lin et al. 2013, Tan and Phan 2016). herefore, an effective
credit risk prediction method should leverage borrowers’ intrinsic data as well as their
social network data, and several recent studies have demonstrated empirically and an-
alytically the superior performance of the methods employing both intrinsic and social
network data for credit risk prediction, in comparison to those using intrinsic data only
(Tan and Phan 2016, Tan et al. 2016, Wei et al. 2015).

While utilizing social network data can improve the performance of credit risk
prediction, it is difficult to acquire such data due to privacy concerns: borrowers are
unwilling to disclose their social network data to financial institutions. Therefore, we
are facing a paradox. On the one hand, considering social network data can boost the
performance of credit risk prediction. On the other hand, it is difficult to collect such
data due to privacy concerns. In this study, we address this paradox methodologically.
Instead of collecting social network data, we consider borrowers’ social relations un-
observed to our method and treat them as latent network information. Accordingly,
we propose a latent network information-enhanced credit risk prediction method that
leverages both borrowers’ intrinsic data and latent network information for credit risk
prediction. Specifically, we operationalize latent network information as latent con-
necting tendencies between borrowers, each of which denotes the tendency of forming
connections between a pair of borrowers. According to homophily theory (McPherson
et al. 2001, p. 415), “similarity breeds connection”. In addition, different people have
different likelihoods of being connected by others (Barabasi and Albert 1999). There-
fore, the latent connecting tendency between two borrowers can be modeled based on
the observed and unobserved similarities between them as well as their unobserved
likelihoods of being connected. Our method learns latent connecting tendencies be-
tween borrowers and then integrates them with borrowers’ intrinsic data for credit risk

prediction.

Privacy-Preserving Credit Risk Prediction with Alternative Data: A Novel
Federated Learning Method



Traditionally, a financial institution constructs a credit risk prediction model
by applying a classification method to credit borrowers’ demographical, financial, and
credit history data (Thomas et al. 2017). These data are held by financial institutions
and referred to as traditional data (Thomas et al. 2017). Beyond traditional data,
the widespread use of digital technologies enables the collection of alternative data
that are useful for credit risk prediction, including social network data, e-commerce
transaction data, and mobile phone communication data (Thomas et al. 2017, World
Bank 2018). Alternative data allow financial institutions to acquire fuller and more
accurate profiles concerning borrowers’ creditworthiness. As a result, recent industry
practices and academic studies have demonstrated that the performance of credit risk
prediction can be significantly augmented by combining traditional data and alternative
data (Wei et al. 2015, World Bank 2018, Lu et al. 2019). For example, Wei et al.
(2015) analytically prove the power of social network data for credit risk prediction
whereas Lu et al. (2019) empirically show the benefit of mobile phone communication
data. However, alternative data are stored at external entities independent to financial
institutions, such as mobile service providers and e-commerce firms, and direct use of
alternative data for credit risk prediction severely infringes consumer privacy (World
Bank 2018).

In summary, while combining traditional and alternative data can significantly
enhance the performance of credit risk prediction, insecure use of alternative data
severely violates consumer privacy. As discussed above, existing privacy-preserving
methods have limitations in addressing this challenge. In response, we introduce a
new problem, namely privacy-preserving credit risk prediction with alternative data.
The problem aims to effectively combining traditional and alternative data for credit
risk prediction while protecting consumer privacy and model confidentiality. We then
propose a novel federated learning method to solve the problem. In comparison to
PPDP methods, the novelty of our method lies in its full privacy-protection of tradi-
tional and alternative data as well as intermediate model learning results. Moreover,

unlike PPDP methods that achieve their objective of privacy-preserving at the cost of



reduced model performance, our method preserve not only consumer privacy but also
model performance. That is, the model learned by our method performs the same as
the model learned by insecurely combining traditional and alternative data in plaintext
form.

Differentially Private Publication of Social Graphs with Vertically Parti-
tioned Credit Attributes

A number of recent studies have revealed that combining social network data
with credit data can lead to enhanced predictions of credit risks, better comprehension
of users’ spending habits, and improved explanations of user default behavior (Lin et al.
2013, Tan and Phan 2016, Wei et al. 2015). Despite the advantages of incorporating
social network data into credit modeling, acquiring social network data can be chal-
lenging for financial institutions due to privacy concerns and regulations, as well as the
proprietary nature of the social network data. Furthermore, financial institutions are
also prohibited from sharing users’ credit data with social network owners to carry out
data analysis tasks related to credit modeling. This presents a dilemma. On the one
hand, merging credit data with social network data could provide financial institutions
with better insights into users’ spending habits and offer more accurate explanations of
user default behaviors, thus enabling them to better serve customers while mitigating
credit risks. On the other hand, financial institutions face challenges in collecting social
network data or sharing their credit data with social network owners due to privacy
concerns and regulatory constraints.

To resolve this dilemma methodologically, in this study, we formally introduce
the Social Graph Publication with vertically partitioned Credit Attributes (SGPCA)
problem, then we propose a method to solve the problem. Our method facilitates the
collaborative generation of synthetic social graphs with credit attributes by a financial
institution and a social network owner. The proposed approach ensures that the data
confidentiality of the financial institution and the social network owner is protected
via an encryption scheme and a strong differential privacy guarantee. Moreover, the

generation process can maintain data utility, thereby enabling effective outcomes when



conducting data analysis tasks on synthetic data. Concretely, we allow a financial
institution with credit attributes and a social network owner with a social graph to
jointly fit the attributed graph model without violating the confidentiality of their re-
spective data. Then, a synthetic graph with credit attributes is sampled from the fitted
model via reject sampling. In particular, all sensitive information is encrypted using
the Paillier encryption scheme before being exchanged between the parties involved.
Meanwhile, random noises satisfying the differential privacy requirement are injected
into the model fitting procedures, thereby ensuring that the approach is under a strong

guarantee of differential privacy.



Chapter 2

LATENT NETWORK INFORMATION-ENHANCED CREDIT RISK
PREDICTION

2.1 Introduction

Given the huge number of consumer credit users and the sheer size of the con-
sumer credit market, credit risk prediction, or how to predict delinquent (or default)
probabilities of consumer credits to aid financial institutions in granting and managing
consumer credits, has become a critical problem in the consumer credit industry. There
are two types of credit risk prediction: application scoring and behavioral scoring.
Application scoring targets credit applicants and aims at predicting their individual
probability of defaulting a loan if granted (e.g., how likely a loan applicant will fail
to repay the loan as scheduled). Behavioral scoring, on the other hand, focuses on
existing borrowers and attempts to predict and monitor their individual probability of
delinquency (e.g., how likely an existing borrower will fail to repay the minimum pay-
ment due). Both application scoring and behavioral scoring are important to financial
institutions. The former assists financial institutions to identify and filter out risky
credit applicants whereas the latter helps them mitigate risks of existing loans. More-
over, with the advent of the Basel Accord banking regulations, financial institutions
are required to estimate the risks for all of their existing loan portfolios and set aside
regulatory capital accordingly (Thomas et al. 2017). As a result, behavioral scoring
has become an essential tool for financial institutions and is the focus of this study.

Both application scoring and behavioral scoring can be formulated as a classi-
fication problem and solved using a classification method although training data for
behavioral scoring are richer with additional information such as borrowers’ repayment

and billing data (Thomas 2000). Logistic regression is the most common classification



method for credit risk prediction (Thomas et al. 2017). Other popularly used classi-
fication methods include multilayer perceptron, and support vector machine (Baesens
et al. 2003, Sinha and May 2004, Yao et al. 2015). Ensemble methods, which combine
multiple classifiers through bagging or boosting (Breiman 1996, Freund and Schapire
1997), have also been employed for credit risk prediction (West et al. 2005, Paleologo
et al. 2010). Among the ensemble methods, XGBoost (or extreme gradient boosting)
has gained popularity with its excellent predictive performance (Chen and Guestrin
2016). In addition, recent studies have proposed deep learning-based methods, such as
recurrent neural network, for credit risk prediction (Babaev et al. 2019).

The methods discussed above rely solely on data about borrowers’ intrinsic
characteristics such as their demographic and spending data for credit risk prediction.
These methods implicitly assume that borrowers are isolated and behave independently.
In reality, they are often connected by various social networks (such as their Facebook
friendships and LinkedIn connections). As a result, behaviors of a borrower’s network
neighbors could be predictive of the borrower’s behavior (e.g., delinquency or not;
Lin et al. 2013, Tan and Phan 2016). Therefore, an effective credit risk prediction
method should leverage borrowers’ intrinsic data as well as their social network data.
To that end, several recent studies have demonstrated empirically and analytically the
superior performance of the methods employing both intrinsic and social network data
for credit risk prediction, in comparison to those using intrinsic data only (Tan and
Phan 2016, Tan et al. 2016, Wei et al. 2015). For example, Tan and Phan (2016)
show substantial predictive power enhancement by considering social network data of
borrowers’ Facebook friendships in addition to their demographic data whereas Wei
et al. (2015) analytically uncover the benefit of using social network data for credit
risk prediction.

While utilizing social network data can improve the performance of credit risk
prediction, it is difficult to acquire such data because of the following reasons. First,
due to privacy concerns, borrowers are unwilling to disclose their social network data

to financial institutions. Although several recent studies employ social network data



for credit risk prediction under certain circumstances (e.g., peer-to-peer lending and
microfinance loans in underdeveloped countries) (Lin et al. 2013, Tan et al. 2016,
Tan and Phan 2016), it is challenging for financial institutions to access this type
of data in most other situations. Second, social network data in these studies only
capture borrowers’ partial social relations in a single social network. For example,
social network data used by Tan and Phan (2016) only contain data about borrowers’
direct connections in Facebook. However, a borrower is often involved with multiple
social networks (e.g., social networks of Facebook friendships, phone communications
etc.). As a result, social network data used in these studies are incomplete as they
cannot reflect a borrower’s complete social relations in various networks. Therefore,
we are facing a paradox. On the one hand, considering social network data can boost
the performance of credit risk prediction. On the other hand, it is difficult to collect
such data due to privacy concerns; even if we can, the collected data may be incomplete.

We address this paradox methodologically. Instead of collecting social network
data, we consider borrowers’ social relations unobserved to our method and treat them
as latent network information. Accordingly, we propose a latent network information-
enhanced credit risk prediction method that leverages both borrowers’ intrinsic data
and latent network information for credit risk prediction. Specifically, we operational-
ize latent network information as latent connecting tendencies between borrowers, each
of which denotes the tendency of forming connections between a pair of borrowers.
According to homophily theory (McPherson et al. 2001, p. 415), “similarity breeds
connection”. In addition, different people have different likelihoods of being connected
by others (Barabési and Albert 1999).! Therefore, the latent connecting tendency be-
tween two borrowers can be modeled based on the observed and unobserved similarities
between them as well as their unobserved likelihoods of being connected. Our method
learns latent connecting tendencies between borrowers and then integrates them with

borrowers’ intrinsic data for credit risk prediction. Compared with existing credit risk

1 For example, people with large number of connections are more likely to be connected
by others than those with few connections (Barabasi and Albert 1999).



prediction methods, the key novelty of our method lies in its learning and use of latent
network information (i.e., latent connecting tendencies between borrowers) for credit
risk prediction. In particular, unlike the methods that employ social network data
for credit risk prediction (e.g., Tan and Phan 2016), our method uses latent network
information rather than social network data, thereby avoiding the infringement of bor-
rowers’ privacy. It also differs from these methods that utilize borrowers’ intrinsic data
solely for credit risk prediction (e.g., Baesens et al. 2003) as our method employs both
borrowers’ intrinsic data and latent network information for more effective credit risk

prediction.

2.2 Related Work

In this section, we review representative methods for credit risk prediction as

well as their recent developments using social network data.

2.2.1 Methods for Credit Risk Prediction

In general, credit risk prediction, including application scoring and behavioral
scoring, can be modeled as a classification problem, which is then solved with a classifi-
cation method (Thomas 2000). Training data for application scoring typically contain
loan applicants’ demographic data (e.g., age), financial data (e.g., income), and credit
history data (e.g., credit score). In addition, training data for behavioral scoring also
consist of existing borrowers’ repayment and spending data (Thomas 2000). Once
training data are constructed, common classification methods can be applied to the
data for application scoring or behavioral scoring.

The most widely used classification method for credit risk prediction is logis-
tic regression (Thomas et al. 2017), which models a binary dependent variable (e.g.,
delinquency or not) using a linear combination of independent variables transformed
through a sigmoid function. Aside from logistic regression, other classification meth-
ods, such as discriminant analysis, Naive Bayes and nearest neighbor, have also been

applied to credit risk prediction (Hand 2001). Fostered by the advancement of artificial
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intelligence in recent years, credit risk prediction methods have also been developed
based on machine learning algorithms including multilayer perceptron (Malhotra and
Malhotra 2003, Sinha and May 2004), decision tree (Lessmann et al. 2015), and sup-
port vector machine (Yao et al. 2015). Meanwhile, it is well known that combining
multiple classifiers through bagging or boosting can outperform a single one in predic-
tive performance (Freund and Schapire 1997, Breiman 1996). Accordingly, West et al.
(2005) investigate different ensemble strategies for the neural network model and find
that the generalization ability of the ensembled model is superior to the single-best
model in credit risk prediction. Paleologo et al. (2010) adopt an ensemble technique,
namely subagging, to improve the performance of base classifiers for credit risk predic-
tion. Because of its excellent performance, XGBoost is one of the most commonly used
ensemble methods for credit risk prediction (Chen and Guestrin 2016); the method
keeps the scheme of gradient boosting machine (Friedman 2001) but introduces a more
advanced regularization mechanism to avoid model overfitting. In addition, recent
studies have employed deep learning methods, such as recurrent neural network and
graph convolutional network, for credit risk prediction (Babaev et al. 2019, Lee et al.
2021). Designing effective classification methods is one way to improve the perfor-
mance of credit risk prediction. Since the predictive performance also depends on the
informativeness of training data, another way is to enrich training data with additional

data from other sources, which we review next.

2.2.2 Credit Risk Prediction with Social Network Data

Recent studies have demonstrated the predictive power of alternative data (e.g.,
textual, mobile, and social network data) for credit risk prediction, in addition to tra-
ditional demographic, financial and credit history data (Iyer et al. 2016, Lu et al. 2019,
Jagtiani and Lemieux 2019). Alternative data, often used in combination with tradi-
tional data, enable lenders to acquire a fuller and more accurate profile with respect
to borrowers’ creditworthiness, which in turn improves the performance of credit risk

prediction. Moreover, they are particularly useful in situations where certain type of
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traditional data is unavailable. For example, borrowers from some developing countries
do not have credit history data, due to the lack of credit bureaus in these countries
(Tan et al. 2016). One type of alternative data is textual data in loan applications, the
linguistic features of which have been extracted for credit risk prediction (Iyer et al.
2016) Mobile data, such as cellphone usage and mobility trajectories, have also been
employed for effective credit risk prediction (Mehrotra et al. 2017, Lu et al. 2019).

More importantly, a number of studies have shown consistent and strong evi-
dences that the performance of credit risk prediction can be significantly augmented
by considering social network data. For example, Lin et al. (2013) study the rela-
tionship between online friendships and loan outcomes in the context of peer-to-peer
lending. They find that borrowers’ online friendships function as signals of their credit
quality and thus can be predictive of their default probabilities. Tan and Phan (2016)
employ social network data of borrowers’ Facebook friendships and demonstrate that
the performance of credit risk prediction can be improved substantially by combining
social network data and demographic data. Using social network data of borrowers’
phone communications, Tan et al. (2016) demonstrate the enhanced predictive power
by considering these data for loan repayment prediction. In addition to these empiri-
cal evidences, Wei et al. (2015) analytically prove the benefit of using social network
data for credit risk prediction. Indeed, employing social network data can significantly
improve the performance of credit risk prediction in particular and predictive analytics
in general. For example, predictive power enhanced by social network data has been
reported in a diverse set of predictive analytics applications such as product adoption
(Fang et al. 2013), consumers’ responses to advertisements (Goel and Goldstein 2014),
and social security fraud prediction (Van Vlasselaer et al. 2016).

Our literature review suggests the following research gaps. First, traditional
credit risk prediction methods rely solely on borrowers’ intrinsic data but ignore the
predictive power of social network data. Second, while recent studies have demon-
strated the potential of combining borrowers’ intrinsic and social network data for

more effective credit risk prediction, it is difficult to collect their social network data
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due to privacy concerns. To address these gaps, we propose to use latent network infor-
mation (i.e., latent connecting tendencies between borrowers) instead of social network
data and to integrate borrowers’ intrinsic data and latent network information for
credit risk prediction. In doing so, we leverage the predictive power of borrowers’ la-
tent network information while avoiding the infringement of their privacy at the same
time. Therefore, the key novelty of our study is the learning and use of latent network
information for credit risk prediction. To implement this novelty, we propose a new
credit risk prediction model that takes into account borrowers’ intrinsic data and la-
tent network information for credit risk prediction. We then develop a novel credit risk
prediction method that estimates the model parameters and predicts borrowers’ delin-
quent probabilities. We further extend our model and method to solve the multiclass

and numerical credit risk prediction problems.

2.3 Problem Formulation and Model

Let V = {vy,v9, -+ ,v,} denote a set of n users of a credit product (e.g., credit
card). They are granted credit by a financial institution and need to repay statement
balances or installments periodically. These users are connected by pairwise ties in
various social networks (e.g., online social networks such as Facebook). We do not
assume these network ties being observed since they are usually not accessible to credit
risk analysts. For user v;, let x;, € R? represent p observed intrinsic characteristics of
the user in billing cycle t, 7 = 1,2,...,n. A billing cycle is typically a month. Besides,
we denote the credit delinquency outcome for user v; in billing cycle ¢ as a binary
variable y; ;, where v, + = 1 represents delinquency and y;; = 0 means no delinquency.
More specifically, in the credit card example, x;; describes v;’s information available at
the end of billing cycle t such as income level, education level, statement balance at the
end of the billing cycle, and number of transactions in the billing cycle, whereas the
outcome variable y; ; represents whether the user repays at least the minimum payment
due within 21 days after the closing date of the billing cycle, i.e., y;; = 0 if the user

repays the minimum payment due or more and y; ; = 1 otherwise. Now we can formally
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define the credit risk prediction problem studied in this paper.

Credit Risk Prediction Problem. Let U denote the current billing cycle.
Given a set of n credit product users V' = {wvy,vq, -+ ,v,}, their observed intrinsic
characteristics x;, and delinquency outcomes y;; in each of the previous L billing
cycles t for t =W — L,--- W — 1, as well as their characteristics x; ¢ in the current
billing cycle ¥, ¢ = 1,2,--- ,n, we aim to predict these users’ delinquency outcomes
y;w in the current billing cycle.

We next describe our model for credit risk prediction. As a distinguishing
feature, we intend to take advantage of latent network information to help predict
credit risk beyond the sole use of users’ observed intrinsic characteristics. For the
sake of simplicity, we drop the time subscript ¢ from x;, and y;;, since our model
is applicable to each billing cycle. Given any user pair {v;,v;} from V with i # j,
we denote the latent connecting tendency between them as s;; (i.e., the tendency of
forming connections between v; and v;). According to homophily theory (McPherson
et al. 2001), similar users are more likely to be connected. Moreover, different users
have different likelihoods of being connected by others (Barabasi and Albert 1999).
Therefore, we model s;; as:

sij = o + o + X Xj + 7] 7, (2.1)
where «; denotes the unobserved user-specific connection score of v;, X; = x;/[|%l,
is the normalization of x;, and z; € R? represents the vector of unobserved intrinsic
characteristics of v;. Connection score «; models a user’s likelihood of being connected
by others; a larger connection score indicates a higher likelihood. The term X} X; cor-
responds to the observed similarity between v; and v;, which is measured based on

their observed intrinsic characteristics (e.g., those recorded in the data).? Similarly,

T

z; z; captures the unobserved similarity between v; and v;, which is gauged based on

2 It is a common practice to measure the similarity between two entities using the
inner-product of their feature vectors (Goodfellow et al. 2016).
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their unobserved intrinsic characteristics (e.g., those not recorded in the data). In ad-
dition to their observed similarity, the unobserved similarity between users also affects
their tendency of connection, which is referred to as unobserved or latent homophily
(Shalizi and Thomas 2011, De Matos et al. 2014). According to Equation (2.1), the
connecting tendency between users (s;;) depends on their individual likelihoods of be-
ing connected by others (a; and «;) as well as the observed and unobserved similarities
between them (x!x; and z] z;), which is congruent with theories (Barabdsi and Albert
1999, McPherson et al. 2001).

More specifically, by homophily theory (McPherson et al. 2001, p.416), “a con-
tact between similar people occurs at a higher rate than among dissimilar people”.
The flow of information from one user to another follows a decreasing function of the
distance between them in the Blau space, which is defined on users’” demographic and
behavior characteristics (McPherson 1983). As a result, two users who are more similar
in terms of their demographic and behavior characteristics are separated by smaller
distance in the Blau space; thus, they are more likely to be connected (McPherson
1983, Jackson 2008). Moreover, people self-select their “social world” by choosing
those they want to interact with. Similarity could localize the inter-user interactions
and thereby lead to the creation of social niches (McPherson and Ranger-Moore 1991).
Such self-selection mechanisms and the resulting social niches imply the important
role of similarity in the establishment of connections between users (McPherson and
Ranger-Moore 1991). In short, “similarity breeds connection” (McPherson et al. 2001,
p.415). Therefore, rooted in homophily theory, we model the observed similarity be-

T

tween users (i.e., X! X;) and the unobserved similarity between users (i.e., z! z;) in our
definition of latent connecting tendency.

In addition, Barabéasi and Albert (1999) observe that many real world social
networks share a common feature that the distribution of their local connectivity follows
a power law distribution, independent of their scale. Such feature, however, cannot be
explained by prior social network theories, such as the random graph theory (Erdés

and Rényi 1960) and the small world model (Watts and Strogatz 1998). An important
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reason that these social network theories fail to explain this feature is that they assume
that the likelihood of a vertex being connected by other vertices is uniform (Barabési
and Albert 1999). In contrast, the likelihood of a vertex being connected by others
varies across different vertices (Barabési and Albert 1999). Therefore, by scale-free
theory of social networks (Barabasi and Albert 1999), different users have different
likelihoods of being connected by others. Accordingly, in Equation (2.1), we introduce
parameter «; (o) to model v;’s (v;’s) user-specific likelihood of being connected by
others.

For user v; € V, the user’s delinquent probability p; is determined by the user’s
observed intrinsic characteristics x; as well as delinquent probabilities of other users
who influence the user (Lin et al. 2013, Wei et al. 2015, Tan and Phan 2016). Moreover,
the influence power between two users depends on the latent connecting tendency
between them (i.e., s;;; Rice et al. 1990, Fang and Hu 2018). Therefore, we model p; as
the probability of delinquency, conditioning on v;’s intrinsic characteristics x;, latent
network information S; = {s;; : v; € V, v; # v;}, and delinquent probabilities of other
users Pjjz = {pj 1 v; €V, v; # v}

pi = Pr(y; = 1%, i, Pjjjizi)- (2.2)

Let 6; denote v;’s log-odds of delinquency and 6#; = log 7 . Following the same idea

of modeling p;, we subsequently model 6; as:

97; = XZT,B + ¢; Z Sijeja (23)
v EV:j#i
where 3 € R? is the coefficient vector and 6, denotes v;’s log-odds of delinquency, j # i.

Here 6; is expressed as the addition of two components: the first component x! 3 is
a regular linear combination of v;’s intrinsic characteristics; the second component
Zvj ev. ji Si0; 1s related to latent network information and is the sum of other users’
log-odds of delinquency weighted by the latent connecting tendency between each of
them and v;. User-specific parameter ¢; regulates the relative importance between the

user’s intrinsic component (first component) and latent network component (second
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component) in predicting ;. In sum, Equations (2.1) and (2.3) constitute our credit
risk prediction model, the parameters of which are 3, ¢;, oy, and z;, 2 = 1,2,...,n. Our
model distinguishes from existing models for credit risk prediction in its consideration
of latent network information, i.e., the model of s;; in Equations (2.1) and the latent

network component in Equation (2.3).

2.4 Solution Method
In this section, we propose how to estimate our model parameters and predict

users’ delinquent probabilities based on the estimated parameters.

2.4.1 Objective Function

_ T o, _ T _ T

We define vectors @ = (01,605, --- ,0,)", ¢ = (c1,¢0,- - , )", 0 = (g, 0, -+ )",
: _ T v _ (2 2 < \T _ T
and matrices X = (x1,Xg, - ,X,)", X = (X1,X0, -+ ,X,)", Z = (21,22, ,Zp)",
C = diag(c), G = [sij]lnxn, where C is a n x n diagonal matrix with ¢, co, - , ¢,

as its diagonal elements and diagonal elements in G' are defined to be 0. With these

definitions, by the model of #; in Equation (2.3), it can be seen that
0=Xp+CG6o. (2.4)

Moreover, by the model of s;; in Equation (2.1), we have

G =1,a" + a1? — 2diag(a) + XXT + 227 — Z(f{?f{l + 2] z;)e;e! (2.5)
i=1

where 1,, € R™ is an all-ones vector, diag(a) is a nxn diagonal matrix with oy, g, - -+,
as its diagonal elements, and e; € R” is a standard unit vector with its i element
being 1 and other elements being 0. The derivations of Equations (2.4) and (2.5) are
given in Appendices A.1 and A.2, respectively.

By Equation (2.4), we have

0= (E,—CGQ)'XB=M'Xg3. (2.6)
where M = FE,, — CG and F, is an identity matrix of size n. Interestingly, Equation

(2.6) reveals an explicit form for each user’s log-odds of delinquency, which depends
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on the user’s intrinsic characteristics in X, coefficient vector 3, and latent network
information captured in M (that involves Z, «, and ¢).

To estimate parameters 3, Z, a and ¢, we obtain the negative log-likelihood
h(B,Z,a,c) from a training data set of users’ observed intrinsic characteristics and

their delinquency outcomes {x;,y; };:

n

1 0
h(B.Z, o) = =) —yif; + log(1 + ). 2.7
The derivation of h(3,Z, a,c) is given in Appendix A.3. To avoid overfitting, we

impose ridge-type regularization (Hastie et al. 2009, p. 61) on the parameters and use

a penalized objective function ¢(3, Z, e, ¢) for parameter estimation,

Az Aa oy Ae A
4B, Z, e, c) = (B, Z, e, ¢) + | 2| + ledly + llell; + Bl (2:8)
where ||-|| is the Frobenius norm, [|-||, is the fo-norm, and Az, A, Ac and Ag are

positive hyper-parameters.

2.4.2 Parameter Estimation

Given objective function (2.8), we propose an alternating minimization approach
formally presented in Algorithm 1, which learns parameters 3, Z, «, and c of the credit
risk prediction problem via blockwise minimization iteratively until convergence. Ow-
ing to its computational efficiency and excellent performance, alternating minimiza-
tion has been widely adopted to solve nonconvex problems (Goodfellow et al. 2016) As
shown, the algorithm takes a training data set of users’ observed intrinsic characteristics
and their delinquency outcomes {x;,y;}/; as inputs and produces estimations for the
parameters. It first randomly initializes these parameters. In our implementation, we
initialize each element in Z(© and B(O) by randomly sampling from a standard normal
distribution, and set each element in &% and ¢© to 0 and %, respectively, where 7 ©),
B(O), d(o), and ¢® denote the initializations of the parameters. The algorithm then
iteratively updates one set of parameters while fixes the others until convergence (lines

4-11 of the algorithm). For example, in line 5, it minimizes the objective function with
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respect to the parameters in Z while fixing the rest of the parameters as constants.

Algorithm 1 An alternating minimization algorithm for parameter estimation.

Input: € > 0: convergence threshold
{xi,y;}"_,: training data

Output: [3, Z,d,é: parameter estimations

1: Set iteration count r = 0.

2: Initialize Z, &, & B(T).

w

. Compute ¢\ = q(,@ Z(’” al, é(r)) according to Equation (2.8).

=

repeat

5. Zt) = argminy q(B(T), Z,am ey,

(@2}
Q>

(+1) — arg ming, (B(r) Zr) o, &™),

7. &Y = argmin, q(,@ Z(T“) A e).
8: ,@(H - arg ming ¢(3, A ARDE é(rﬂ)).

9:  Compute ¢+ = q(B(Hl), 2D g+, é(rﬂ)) according to Equation (2.8).
10: r=r+1.
11:

—_

until |¢") — ¢ V| < e.

12: return (3,2,a,e) = (8,20, &M &),

Although Algorithm 1 is built upon the general framework of alternating min-
imization, there are problem-specific obstacles to be conquered. Particularly, we need
to find an efficient way to solve the optimization problems in lines 5-8 of the algo-
rithm with stable numerical performance. In response, we analyze the properties of
our problem in Propositions 1-3, propose an efficient algorithm to solve these optimiza-
tion problems, and show the convergence of Algorithm 1 in Theorem 1. Specifically,
we solve the optimization problems with gradient descent and derive the gradients in

Proposition 1.
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Proposition 1. The gradients of the objective ¢(8, Z, o, ¢) w.r.t. Z, e, ¢, and 3 are

g_; - (MlXﬁ)(%MlCZ) + (C(Ml)T%)(ﬂTXT(M )'Z)
—2706 (M'XB) e (C(M‘l)Tg—Z)li) +AzZ,
%~ xpy o) + ey I e ()
— 207 XB) © (COU T + Aac
% = ((M‘l)Tg—Z) © (GM™'XB) + Acc,
g_g = XT(M—l)Tg—Z + AsB,
where 2 — L=y +m). y = (g1, sy o = (r(01), -, m(0))7, 7(6)) = 7
8‘97’} = (%)T, ® denotes the element-wise product, and 1,, € R" is an all-ones vector.
Proof. See Appendix A .4. 0J

With these explicit forms of gradients, it seems straightforward to solve these
optimization problems with gradient descent. Nevertheless, the credit risk prediction
problem typically involves a large number of users and it is computationally prohibitive
to calculate the inverse of the n x n matrix M in the gradients, where n is the number
of users. Computing the inverse of a n X n matrix can have a large time complexity
of O(n?), except for some special matrices (e.g., diagonal matrix)3. To overcome this
technical difficulty, we analyze the special structure of matrix M in Proposition 2 and
propose an efficient way to compute its inverse in Proposition 3 by leveraging its special
structure. We note that existing alternating minimization algorithms, such as the ALS
algorithm (Hastie et al. 2015), are designed to overcome the computational challenge of
conducting the singular value decomposition operation on a large and sparse matrix.
Thus, they are not applicable to the specific technical difficulty encountered in our

problem.

3 Although some efforts have been made to improve the computational efficiency of
matrix inversion, LU decomposition remains a widely used method to compute the
inverse of a matrix, which has a time complexity of O(n?)(Press et al. 2007).
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Proposition 2. Define D, = E, + C(2diag(a) + >, (XI'%; + z] z;)e;el ), Q1 =
(1,, a, X, Z) and @)y = («, 1,, X, Z), where @ is the column-wise concatenation of
1,, o, X, Z and Qs is the column-wise concatenation of e, 1,,, X, Z. By the definition

of M in Equation (2.6), we have

M = D, — CQ,Q%.

Proof. See Appendix A.5. O

It is noted that D, is a diagonal matrix of size n and both @); and @), are
n X (p+d+2) matrices, where p and d respectively denote the number of observed and
unobserved characteristics of a user. In our intended applications, we have p+d+2 < n
as the combined number of observed and unobserved characteristics of a user is much
less than the number of users. Moreover, the rank of CQ;Q% is at most p + d + 2,
since C' is a diagonal matrix of size n and the rank of both (); and ()» cannot exceed
p+d+ 2. According to Proposition 2, M can be expressed as a low-rank correction
(i.e., CQ1QL) to a diagonal matrix of size n (i.e., D,,). Employing the special structure

of M discovered in Proposition 2, we can efficiently compute M~ by Proposition 3.

Proposition 3. Based on Proposition 2, we have
M = D'+ D, CQi(Eprasz — Q1 D,'CQ1) QT D,
where I, 442 is an identity matrix of size p 4+ d + 2.
Proof. Given the special structure of M in Proposition 2, Proposition 3 follows from

a direct application of the Sherman-Morrison-Woodbury formula (Press et al. 2007, p.
80). O

By Proposition 3, computing the inverse of the large-sized matrix M can be
equivalently converted to an expression that involves inverting matrices D,, and Ep,; 412—
QYD 1CQ,, both of which can be efficiently inverted. Matrix D,, is a diagonal ma-
trix, whose inverse can be directly and efficiently obtained by replacing each diagonal

element with its reciprocal. Matrix E,, 410 — QI D, 'CQ; is a square matrix of size
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p + d + 2 (typically much smaller than n); thus it is more time-efficient to invert
Epiare — QYD 'CQy than inverting M. Equipped with Proposition 3, our proposed
Algorithm 1 is particularly suitable for real-world credit risk prediction problems with
a large number of users.

Based on Propositions 1-3, we propose how to solve the optimization problems
in lines 5-8 of Algorithm 1. In particular, Algorithm 2 solves the optimization problem
in line 5 of Algorithm 1 and updates parameter estimations Z. Algorithms for solving
the other optimization problems are similar to Algorithm 2 and thus omitted for reasons
of space. As shown, Algorithm 2 updates Z via gradient descent, where the gradient
can be computed using the formulas given in Propositions 1 and 3. It employs the
backtracking line search with the Armijo rule (Nocedal and Wright 2006, p. 33) to
choose step size (lines 6-9 in Algorithm 2), which ensures that the objective function
keeps going downhill and converges (Bertsekas 1999). Next, we show the convergence

of Algorithm 1.

Theorem 1. The proposed Algorithm 1 for parameter estimation converges.

Proof. See Appendix A.6. O

Taken together, Algorithm 1 iteratively updates estimations for parameters 3,
Z, a and c¢ via blockwise minimization. FEach optimization step in the algorithm
is solved using Algorithm 2 or a similar procedure, which are developed based on

Propositions 1-3. Theorem 1 guarantees the convergence of Algorithm 1.

2.4.3 Credit Risk Prediction

We use training data in the previous billing cycles to estimate the parame-
ters. Specifically, we employ training data of users’ observed intrinsic characteristics
x;+ and delinquency outcomes y;; in each of the previous L billing cycles ¢, where
t=V—-L,--- , UV—-1,7=1,2,--- ,n, and ¥ denotes the current billing cycle. We sub-
sequently construct the negative log-likelihood h,(8, Z, a, ¢) for each of the previous

billing cycle the same way as that of Equation (2.7) and form the composite negative
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Algorithm 2 A gradient descent algorithm for updating Z in line 5 of Algorithm 1.

Input: £Z: convergence threshold for updating Z, €2 > 0
7, ¢: Armijo parameters, 0 <y <1/2, 0 < (<1

Output: Z+D

1: Set iteration count p = 0.
2: Initialize Z() Z(’” §\) = Q(,B Z(P Lal A(r))

3: Define ¢(2) = (,B Z & ey,
4: repeat

5. Compute the gradient of ¢(Z) at Z = Z), denoted by 3 9 (Z(p ), with the for-
mulas given in Propositions 1 and 3.

6:  Set stepsize u = 1.

7. while ¢(Z) —ufL(20))) > ¢(Z20)) —yu|| 55(2¥)|} do

8: u=Cu. (choose step size u via a backtracking line search)
9:  end while

10 20N — 200 _ 0

(Z(f’)).

11:  Compute §lrt) = q(,B(T), AGONNGE é(r)) according to Equation (2.8).
122 p=p+1.

13: until |¢?) — g=D| < 7.

14: return Z+) = Z(0),
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log-likelihood objective function "1, hi(B, Z,c,¢) (Varin et al. 2011). We then
substitute h(8, Z, a, ¢) in Equation (2.8) with the composite negative log-likelihood
objective function and the proposed Algorithm 1 remains applicable for parameter es-
timation. In doing so, our model can effectively learn parameters z; and «; based on
users’ diverse historical repayment behaviors and time-variant intrinsic characteristics.
With the estimated parameters (B 7,4, ¢) and users’ observed intrinsic characteristics
X; v in the current billing cycle ¥, ¢+ = 1,2,--- ,n, we can compute their log-odds of
delinquency Oy = (015,025, - ,0,¢)" using Equation (2.6). The predicted individual

delinquent probabilities are then given by p; ¢ = 7(0;v) = i=1,2,-,n.

1
14e Ve

In summary, our proposed credit risk prediction method is distinct from exist-
ing methods in its leverage of latent network information. Specifically, our method
models this information in Equation (2.1) and incorporates it into credit risk predic-
tion in Equation (2.3). It then estimates the model parameters using Algorithms 1

and 2, based on the findings in Propositions 1-3 and Theorem 1. These algorithms,

propositions, and theorem constitute the methodological novelty of our study.

2.5 Extensions
We next extend our model to solve the multiclass credit risk prediction problem

in Section 2.5.1 and the numerical credit risk prediction problem in Section 2.5.2.

2.5.1 Multiclass Credit Risk Prediction Problem

For the multiclass credit risk prediction problem, credit risk outcome y; takes
one of the more than two categories, i.e., y; € {0,1,---, K} with K > 2. For exam-
ple, credit card companies make a significant portion of their revenues from interests
charged on cards with partially paid statement balances.* Therefore, it is reasonable
to further categorize non-delinquent users into two subgroups: those who pay off their

statement balances (i.e., no interests charged) and those who make partial payments

4 See https://www.experian.com/blogs/ask-experian /how-do-credit-card-companies-
make-money (last accessed on March 26, 2022).
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(i.e., interests charged). In this example, y; can be one of the three outcomes defined

below:

;

2 if user v; is delinquent (failing to pay the minimum due),

Yi = § 1 if user v; is non-delinquent but only makes partial payment,

0 if user v; is non-delinquen and pays off the statement balance.
\

Let pr; be the probability that the credit risk outcome of user v; is k. To
define the log-odds of being a credit risk outcome, we set credit risk outcome 0 as the

reference. Accordingly, for user v;, we define the user’s log-odds 0}, of being credit

Pk,i
Po,i

risk outcome k as 0y, = log (i.e., the logarithm of the probability of being credit
risk outcome k to that of being outcome 0), for k = 1,2,--- | K. Following the same
reasoning of modeling log-odds for the binary credit risk prediction problem, we model

O, as

Ors =] By, + i Z 8ii0k.; fork=1,2... K, (2.9)
v;EV: jF#i
where 3, € R? is the coefficient vector associated with credit risk outcome £ and s;; is

the latent connecting tendency between v; and v;, which is modeled by Equation (2.1).
According to Equation (2.9), 6,; depends on user v;’s observed intrinsic characteristics
x; as well as log-odds of other users who influence the user. Parameter ¢; denotes the
relative importance between the component of the user’s intrinsic characteristics and
the latent network component in determining 6y ;.

Denoting 6, = (0x.1,0k2, - ,0kn)” and using notations X, C, G, and E, de-
fined in Section 2.4.1, we can derive the following equation from Equation (2.9).

where G is given in Equation (2.5). The derivation of Equation (2.10) is similar to

that of Equation (2.4) shown in Appendix A.1 and thus omitted. By Equation (2.10),
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we obtain the explicit form for the log-odds @:

0, = (E,—CGQ)'XB, = M 'X3,, (2.11)
where M = E, — CG. For the simplicity of notation, we denote the coefficients
set (81,8, ,Bk) as Bp.gy To estimate parameters By, Z, o, and ¢ for
the multiclass credit risk prediction problem, we derive the negative log-likelihood
h™(B1.ky: Z, @, ¢) from a training data set of users’ observed intrinsic characteristics
and their multiclass credit risk outcomes {x;, y;}1";:

" (Bg.ky: 2, ¢, ) Z( Z —0k,i0k:) + log( 1—|—Zee’“ ) (2.12)

1=

where 05, = 1 if y; = k and 05, = O othervvlse. The derlvatlon of the equation is given

in Appendix A.7. Consequently, the regularized objective function is given by,

Az Ao
0" (Brixy 2,0, €) = W By, 2o €) + — | 2l + —llely + HCH#Z BN
(2.13)

where Az, Ao, Ac and Ag are positive hyper-parameters.
We estimate the parameters by optimizing objective function (2.13) with alter-
nating minimization algorithm 3. The algorithm is similar to Algorithm 1, except that
it uses the gradients given in Proposition 4 and updates By} instead of 8 in each

iteration.

Proposition 4. The gradients of the objective ¢™(8(;.x}, Z, @, ¢) w.rt. Z, e ¢, and
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Algorithm 3 An alternating minimization algorithm for parameter estimation (Mul-
ticlass Case).

Input: e: convergence threshold, £ > 0
{xi,y;}1~: training data

Output: B{LK},Z,&,& parameter estimations

1: =0. // r: iteration count

2: Initialize 2, &, 6{1 K}

3: Compute ¢"™ (") = (BF{?K}, Z" &, &™) according to Equation (2.13).
4: repeat

5. Zt) = argminy qm(,éf{?:K}, Z, & e,

7. ¢V = argmin, m(fiﬁ)K} Zr+) gt e).

(r+1) r ~(r ~(r
8: /8{1 K} — argmlnﬁ{1 (K} q (/8{1 K}aZ( +1),Oé( +1),C( +1))'

9:  Compute ¢™+h) = (,8{7;2, A(T“),d(rﬂ),é(rﬂ)) according to Equation
(2.13).
10: r=r+1.

11: until g™ ") — g™=D| < ¢

12: return (B{lzK}, Z7d,é) = (BF{EK}’ ZA(r), &(r)’ é(r))_
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,6{1:1(} are
K

&Lm _ ML aL 1 -1 Taﬂ T~ T/ —I\T
97 = M XB) G M OZ) + ()T G LX) 2)
oh™
—2Z® (M'XB,) ® (C(M—I)TaT)ﬁ)] + Az 7,
k
aqm_ " -1 on™ 1 -1 8h T 5T T
Ta = I KB G ML) + (OO g BEXT (471,
1 7 OR™
—2(M*XB,) o (C(MHT—)] + laa,
00,
" & O™ B
oq™ T O™ B
0ﬁk_X (M~ ) 80 + g8, for k=1,2,... K,
where %hT = l(—ék + ), 0k = (Oka,- ,0kn)t, w0 = (T, - ,W,Q’fn)T, T =
&0k, m m
e, o e = (G
Proof. See Appendix A.8. 0

It is noted that Propositions 2 and 3 remain applicable to efficiently compute
the inverse of the large-sized matrix M in the gradients given in Proposition 4. As a
result, Algorithm 2 is still applicable to the multiclass credit risk prediction problem,
with a simple modification of using the gradients in Proposition 4 for the multiclass
case. Therefore, this subsection generalizes the credit risk prediction problem defined
in Section 2.3 to the multiclass scenario and maintains the convenient computational
scale-up.

Applying the algorithm developed in this subsection to the training data of
users’ observed intrinsic characteristics and credit risk outcomes in the previous L
billing cycles, we obtain parameter estimates (B (1K} A , &, ¢). With these parameter
estimates and users’ observed intrinsic characteristics x; ¢ in the current billing cy-
cle ¥, 7 = 1,2,...,n, we employ Equation (2.11) to compute the log-odds ;¢ =
(Ok1.9,0k20, + ,0knw)’ for each credit risk outcome k, k =1,2,..., K. Recall that

pkz\I/

Orivw = log and Zk oPriw = 1. We thus can calculate the predicted probability
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of each credit risk outcome for user v; in the current billing cycle ¥ as
1 efkiw

—,  Dkiv = - for k=1,2,--- K.
1+ Zszl eek,i,‘l/ 1+ Z?:l eek,i,\IJ

Poiw =

2.5.2 Numerical Credit Risk Prediction Problem
Numerical credit risk indicators, such as repayment rate (i.e., the proportion of
repaid statement balance), uncover more granular information about users’ credit risks
than categorical credit risk outcomes. For example, non-delinquent users who repay
their minimum payment dues can be further differentiated according to their repayment
rates. We thus extend our model to predict numerical credit risk indicators. Let p;
denote the estimation of user v;’s numerical credit risk indicator y;. Similar to the
binary credit risk prediction problem, we model p; as the addition of two components:
one component defined on v;’s observed intrinsic characteristics x; and the other one
is based on latent network information. Accordingly, we have
pi=xBtc Y. sy, (2.14)

v; €V j#i
where B € RP denotes the coefficient vector, ¢; represents the relative importance

between the two components, and s;; is defined in Equation (2.1). We denote p =
(g1, proy -+« 5 pin) T and use notations X, C, G, and E,, defined in Section 2.4.1. Similar
to the derivation of Equation (2.4) in Appendix A.1, we obtain the following equation
from Equation (2.14):

p=Xp+CGu, (2.15)
which implies that
pw=(E,—CGQ)'XB= M'Xg3, (2.16)
where M = E,, — CG.
To estimate parameters B, Z, a, and ¢, we employ a penalized ordinary least

squares (OLS) approach and obtain the OLS loss function A" from a training data

set of users’ observed intrinsic characteristics and their numerical credit risk indicators
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{xi vi iy
(¥ - )" (Y - ), (2.17)

where Y = (y1,%2, - ,9n)?. The penalized objective ¢"(3, Z, a, ¢) is then given by

1
h"(B,Z, a,c) = 5

n

Az o Ao Aal o A
(B, Z,0.¢) = (B, Z,0,0) + 2%+ Slells + Sllali + U815 (2.18)
where Az, Ao, Ac and A\g are positive hyper-parameters.

An alternating minimization algorithm is proposed to estimate the parameters
by optimizing objective function (2.18). Note that given Z , @ and ¢, estimating pa-
rameters 3 reduces to the parameter estimation for a ridge linear regression problem
and has a closed-form solution (e.g., Hastie et al. 2009, p.64):

B=(XLXy+\E,) XLy, (2.19)
where X, = M=1X, M = E, — CG according to Equation (2.16), C = diag(é), G
is computed by plugging Z and & into Equation (2.5), and E, is an identity matrix
of size p. Parameter estimation algorithm 4 is similar to Algorithm 1, except that
it updates B according to Equation (2.19) and other parameters with the gradients
given in Proposition 5. The algorithm enjoys the same advantages as demonstrated
from Propositions 2 and 3 for the efficient computation of M1 in the gradients given
in Proposition 5. We can obtain parameter estimates (B, Z , &, ¢) by applying the
algorithm to the training data of users’ observed intrinsic characteristics and credit risk
indicators in the previous L billing cycles. With the estimated parameters and users’
observed intrinsic characteristics x; ¢ in the current billing cycle ¥, ¢+ = 1,2,...,n,

their predicted credit risk indicators, pg, can be computed by Equation (2.16).

Proposition 5. The gradients of the objective ¢"(3, Z, ¢, ¢) with respect to Z, o and
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Algorithm 4 An alternating minimization algorithm for parameter estimation (Nu-
merical Case).

Input: e: convergence threshold, € > 0; {x;,y;};_: training data
Output: B Z Q, ¢: parameter estimations

1: 7=0. //r: iteration count
2. Initialize Z, &™), &,

Compute ,@(r) according to Equation (2.19).

3:

4: Compute ¢™) = (8™, 2" ), ) according to Equation (2.18).
5: repeat

6:  ZUt) = argming g ( & ey,

7 &) = argming ¢ ( 20+ o, ).

8. &Y = argmin. ¢ (B L 20 qr ) ).

9:  Compute B(TH according to Equation (2.19).
10:  Compute ¢+t = q"(,@(rﬂ), Z0) o) e+ according to Equation (2.18).

11: r=r+41.

12: until g™ — g0—D| < e

13: return (3, 2,&, &) = (8", 20, &M, &),
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C are.

dq" -1 on" 4 O ey o
—=M"X M—~CZ M — X (M Z
57 = M XB) (5 M C2)+ (OO 5 (87X (M) 2)
oh™
-2Ze (M'XB)o (C(M‘l)TW)ldT) + Az 2,
% — -1 % -1 -1 T% T T —I\T
5o = (M XB) (MO + (O )T 5 (8T XT ()1,
—2(M'XB) e (C(M‘l)Taa}L ) + Aac,
9q" _1yrOh" -1
— =((M — M—X
5 — (M7 aM)@(G B) +Acc,
where % =p—Y and % = (%)T.
Proof. See Appendix A.9. O

2.6 Empirical Evaluation
2.6.1 Data and Evaluation Procedure

We obtained data from a non-U.S. commercial bank’s provincial branch. One
data set contains 11,761 credit card users’ repayment information over 22 billing cy-
cles/months. For every user in each billing cycle, the data set shows the user’s minimum
payment due as well as the repayment amount within 21 days after the closing date
of the billing cycle. A user v; is delinquent for billing cycle t if the user’s repayment
amount is less than the minimum payment due and we set y;; = 1; otherwise, the
user is considered non-delinquent and y;; = 0. On average, there are 3,932 delinquent
users (or 33.43% of the credit card users in our data set) in a billing cycle.” The delin-
quency rate ranges from from 28.89% to 35.07% across 22 billing cycles with a median

of 33.81%.

® The delinquency rate calculated from our dataset is higher than that reported by the
industry because our dataset excludes data on inactive users who do not have spending
data for a long time period (e.g., six consecutive months). On the other hand, when a
financial institution calculates its delinquency rate, inactive users are included in the
calculation and treated as “no delinquency”.
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Another data set depicts the billing information of these users over the same
time period. In particular, it includes the spending amount and number of transactions
by a user in a billing cycle as well as the user’s statement balance, accumulated interest
owed by the end of the billing cycle, and the number of historical delinquencies. The
third data set contains these users’ demographic information, including the type of
residence (rent or own), income level, account holding branch, education level.® User
v;’s billing and demographic information in billing cycle ¢ was used to construct the
user’s observed intrinsic characteristics x; ;.

We next detail the evaluation procedure. Let U be current billing cycle. We
constructed training data using users’ intrinsic characteristics x;; and delinquency out-
comes y;; in each of the previous 12 billing cycles t, t = ¥ —12,--. | ¥ — 1. Using the
training data, we then trained our and each benchmark method to predict delinquent
probability p; for every user in the current billing cycle based on x;.” The perfor-
mance of a method was evaluated using common metrics for credit risk prediction that
include precision, recall, F1 score, and AUC (Khandani et al. 2010, Lu et al. 2019).
Specifically, for a method, top-@) users refer to the group of @) users with the highest
delinquent probabilities predicted by this method and deemed as delinquent by the
method. Let T'Py denote the number of true delinquent users among the top-() users
and n¢, be the number of true delinquent users in billing cycle ¥. Precision is the

fraction of predicted delinquent users who are actually delinquent:
TPy

precision = ——.

Q

6 In this country, it is prohibited to employ protected attributes such as gender, age,
and marital status for credit risk prediction. Hence, these attributes are not included
in the demographic information.

" The objective of behavioral scoring is to employ borrowers’ historical billing and
demographic data as well as their historical delinquency outcomes to predict their
delinquency probabilities in the current billing cycle. Therefore, we split our training
and test data on the temporal domain.
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Recall is the fraction of true delinquent users who are correctly predicted as delinquent:

TPy
nd

F1 score is the harmonic mean of precision and recall:

recall =

Pl — 2 X precision X recall

precision + recall
In our evaluation, AUC reveals the probability that a randomly chosen delinquent

user will be predicted to have a higher delinquent probability than a randomly chosen
nondelinquent user (Fang et al. 2013). The value of AUC is in the range of [0,1] and a
higher AUC indicates better performance of credit risk prediction.

We carefully chose representative existing methods for credit risk prediction as
benchmarks. Logistic regression is the most widely used method and industry stan-
dard for credit risk prediction (Thomas et al. 2017). Moreover, the key methodological
difference between our latent network information-enhanced method (LNIE) and ridge
logistic regression (RLR, Le Cessie and Van Houwelingen 1992) is the consideration of
latent network information by LNIE. Therefore, RLR was chosen as a useful bench-
mark. The performance difference between our method and RLR not only reveals
the practical value of our method but also demonstrates the performance contribution
from its methodological novelty. Besides, we benchmarked against two representative
methods for credit risk prediction: multilayer perceptron (MLP) and support vector
machine (SVM). Both methods have been shown excellent performance for credit risk
prediction (Baesens et al. 2003). We also compared our method with a popular ensem-
ble method for credit risk prediction — extreme gradient boosting (XGBoost, Chen and
Guestrin 2016). Recent studies have proposed deep learning-based methods for credit
risk prediction. A representative method in this category is developed by Babaev et al.
(2019), who propose a recurrent neural network (RNN) model based on gated recurrent
unit (GRU) for credit risk prediction. We adapted this method for our data set and
named it as RNN-GRU. In addition, Lee et al. (2021) propose to construct similar-
ity networks among users and then apply graph convolutional network (GCN) (Kipf

and Welling 2017) to the constructed similarity networks for credit risk prediction. In
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particular, each user is a node in a similarity network and there is an edge between
two users if the similarity computed based on their observed intrinsic characteristics is

greater than a threshold. We named this benchmark method as SIM-GCN. Table 2.1

summarizes the methods compared in our evaluation.

Table 2.1: Summary of Methods Compared in the Evaluation

Method Note
LNIE Latent Network Information-Enhanced method, our method
RLR Ridge Logistic Regression, benchmark
MLP Multilayer Perceptron, benchmark
SVM Support Vector Machine, benchmark
XGBoost eXtreme Gradient Boosting, benchmark
RNN-GRU Recurrent Neural Network based on Gated Recurrent Unit, benchmark
SIM-GCN | Graph Convolutional Network Applied to Similarity Networks, benchmark

To tune hyperparameters for each compared method, we trained the method
with users’ observed intrinsic characteristics and delinquency outcomes in billing cycles
1 to 12 to predict each user’s delinquent probability in billing cycle 13 (¥ = 13).
Values of hyperparameter that enabled the method to achieve its best performance
(measured with the metrics elaborated above) were chosen. For our method, we set
its hyperparameters Az = 0.01, A = 0.5, A\ = 1, A\g = 0.001, and d = 2, and set
convergence thresholds in Algorithms 1 and 2 to 0.001. Each user has a connection
score «; that needs to be learned whereas regression coefficients 3 are shared by all
users. Therefore, a large A\ was chosen to reduce the model complexity while a small Ag
was selected to help learn the relation between users’ observed intrinsic characteristics
and delinquency outcomes. The Armijo parameters v and ¢ in Algorithm 2 were set
to 0.1 and 0.5, respectively. For RLR, its ridge parameter was set to 10~*. MLP had
3 hidden layers of sizes 128, 64, and 32, respectively. SVM employed the RBF kernel
(Burges 1998) with its regularization parameter being set to 10. XGBoost used tree
boosters with a maximum depth of 7 and the number of boosting rounds was set to
400. RNN-GRU was trained using the Adam optimizer with a learning rate of 0.001
and a batch size of 256, and the size of its hidden states was set to 128. SIM-GCN
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consisted of 3 GCN layers with an embedding size of 16.

2.6.2 Evaluation Results and Analysis

Following the evaluation procedure, we conducted experiments to evaluate the
performance of each method in Table 2.1 by varying current billing cycle from ¥ = 14
to ¥ = 22. Given the average number of delinquent users in a billing cycle being
3,932, we set (Q = 3,900 in all the experiments. Take the experiment with ¥ = 14
as an example. In this experiment, each method was trained with users’ observed
intrinsic characteristics and delinquency outcomes in billing cycles 2 to 13 to predict
each user’s delinquent probability in billing cycle 14 and the top-3, 900 users with the
highest delinquent probabilities were predicted to be delinquent by the method.

Table 2.2: Performance Comparison for Credit Risk Prediction Problem.

Metric Method V=14 ¥=15 ¥=16 ¥U=17 ¥=18 ¥=19 ¥=20 ¥U=21 V=22 Mean Std.
LNIE 0.829 0.837 0.843 0.848 0.851 0.843 0.839 0.841 0.836  0.841 0.006

(Our Method)
RLR 0.579 0.573 0.569 0.556 0.581 0.563 0.563 0.566 0.568  0.569 0.008
Precision MLP 0.660 0.677 0.634 0.674 0.693 0.700 0.643 0.664 0.695  0.671 0.023
(Q = 3,900) SVM 0.613 0.624 0.631 0.618 0.627 0.628 0.614 0.612 0.613  0.620 0.008

XGBoost 0.770 0.775 0.778 0.775 0.792 0.785 0.771 0.775 0.774  0.777 0.007
RNN-GRU 0.747 0.752 0.751 0.754 0.757 0.751 0.753 0.747 0.749  0.751 0.003
SIM-GCN 0.685 0.704 0.708 0.683 0.689 0.703 0.699 0.680 0.694 0.694 0.010
LNIE
(Our Method)

0.810 0.809 0.823 0.852 0.819 0.832 0.842 0.858 0.832 0.831 0.017

RLR 0.566 0.553 0.556 0.559 0.559 0.555 0.565 0.578 0.564 0.562 0.008
Recall MLP 0.644 0.654 0.619 0.678 0.667 0.690 0.645 0.678 0.691  0.663 0.024
(Q = 3,900) SVM 0.598 0.603 0.616 0.622 0.604 0.620 0.616 0.625 0.609  0.612 0.009

XGBoost 0.752 0.749 0.760 0.780 0.762 0.775 0.773 0.790 0.770  0.768 0.013
RNN-GRU 0.729 0.726 0.733 0.758 0.729 0.741 0.755 0.762 0.744  0.742 0.014
SIM-GCN 0.669 0.680 0.692 0.686 0.663 0.694 0.701 0.693 0.690 0.685 0.012

LNIE .
(Our Method) 0.819 0.823 0.833 0.850 0.834 0.837 0.841 0.849 0.834  0.840 0.007
RLR 0.572 0.563 0.562 0.558 0.570 0.559 0.564 0.572 0.566  0.564 0.005
F1 Score MLP 0.652 0.666 0.627 0.676 0.680 0.695 0.644 0.671 0.693  0.669 0.025
(Q = 3,900) SVM 0.605 0.613 0.623 0.620 0.615 0.624 0.615 0.618 0.611  0.618 0.005

XGBoost 0.761 0.762 0.769 0.777 0.777 0.780 0.772 0.782 0.772  0.776  0.005
RNN-GRU 0.738 0.739 0.742 0.756 0.743 0.746 0.754 0.755 0.747  0.749 0.006
SIM-GCN 0.677 0.692 0.700 0.684 0.676 0.698 0.700 0.686 0.692  0.691 0.009
LNIE
(Our Method)

0.931 0.934 0.938 0.944 0.937 0.941 0.943 0.942 0.937 0939 0.004

RLR 0.752 0.746 0.744 0.747  0.756 0.742 0.752 0.761 0.754  0.750 0.006
AUC MLP 0.806 0.817 0.787 0.829 0.822 0.840 0.804 0.826 0.838 0.819 0.017
SVM 0.770 0.781 0.786 0.790 0.782 0.789 0.787 0.793 0.784  0.785 0.007

XGBoost 0.894 0.891 0.896 0.906 0.902 0.909 0.901 0.908 0.899  0.901 0.006
RNN-GRU 0.880 0.878 0.883 0.893 0.881 0.888 0.890 0.892 0.887  0.886 0.005
SIM-GCN 0.831 0.842 0.852 0.843 0.827 0.856 0.854 0.849 0.851  0.845 0.010

Table 2.2 summarizes the performance of the investigated methods, and LNIE

is shown to outperform each benchmark across different evaluation billing cycles in all
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four performance metrics. Averaged across ¥, the average precision of LNIE is 0.841;
that is, on average, 84.1% of the users predicted to be delinquent by our method are
truly delinquent. In comparison, the average precision of XGBoost (the best perform-
ing benchmark) is 0.777, which is 8.18% lower than that of our method. In addition,
LNIE surpasses XGBoost by 8.19% in average recall, 8.28% in average F1 score, and
4.20% in average AUC. By applying the paired t-test to the experimental results in
Table 2.2, the performance improvement by LNIE over each benchmark in every evalua-
tion metric is statistically significant (p < 0.001). The observed performance advantage
of our method over the benchmarks can be attributed to its methodological novelty,
i.e., learning and using latent network information for credit risk prediction. This is
particularly evidenced by the performance improvements of our method over RLR (i.e.,
47.87% in average precision, 47.89% in average recall, 48.79% in average F1 score, and
25.06% in average AUC), as our method is largely reduced to RLR if we drop the
methodological novelty from it. Therefore, these performance improvements reveal the
performance contributions by the methodological novelty of our method. Besides, the
outperformance of LNIE over SIM-GCN (i.e., 21.18% in average precision, 21.19% in
average recall, 21.51% in average F1 score, and 11.07% in average AUC) also sheds
light on the value of latent network information for credit risk prediction. Unlike SIM-
GCN, which relies on observed similarities between users for credit risk prediction, our
method is built on both observed and unobserved similarities between users as well as
their unobserved likelihoods of being connected by others.

Moreover, we conducted an ablation study to empirically investigate the con-
tribution of factors z and a to the performance of our method separately. In the
ablation study, we only dropped the term involving factor z from Equation (2.1) but
kept Equation (2.3) intact. We call this simplified method without factor z as LNIE-Z.
The performance difference between our method LNIE and LNIE-Z reveals the contri-
bution of factor z to the predictive accuracy of our method. Similarly, we only dropped

the term involving factor a from Equation (2.1) but kept Equation (2.3) intact. We
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refer to the resulted method without factor o as LNIE-a and the performance differ-
ence between our method LNIE and LNIE-«a shows the contribution of factor « to the
predictive performance of our method. As reported in the table below, LNIE outper-
forms LNIE-Z by 3.79% because of its consideration of factor z and surpasses LNIE-«

by 2.87% due to its consideration of factor .

Table 2.3: Ablation Analysis of LNIE (@ = 3900, ¥ = 14)

AUC Improvement

Method AUC
by LNIE
LNIE
0.931
(Our Method)
LNIE-Z 0.897 3.79%
LNIE-« 0.905 2.87%

For robustness check, we further varied the number of predicted delinquent
users from @ = 3,000 (~ 25% of all users) to @ = 4,800 (~ 40% of all users),
with an increment of 300. Table 2.4 reports the evaluation results for billing cycle

= 14 in terms of precision, recall, and F1 score. Averaged across (), the average
precision of LNIE is 0.824, outperforming that of benchmark methods by a range
between 7.14% and 42.38%. Moreover, the average recall of LNIE surpasses that of
benchmark methods by a range between 7.32% and 42.53%, and the average F1 score
improves by a range between 7.23% and 42.46%. The performance improvement by our
method over each benchmark in every evaluation metric, as reported in Table 2.4, is also
statistically significant (p < 0.001). Similarly, we obtained significant improvements
by LNIE over benchmarks for other billing cycles and omitted these evaluation results
here for space consideration. Having demonstrated the superiority of our method
in predicting delinquency outcomes, we show the economic value generated from its

superior predictive power using a case study.
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Table 2.4: Performance Comparison for Credit Risk Prediction Problem: Varying ()
(U = 14).

Metric ~ Method  Q =3000 Q =3300 Q=3600 Q=3900 Q =4200 Q =4500 @ =4800 Mean Std.
LNIE

, 0.888 0.871 0.853 0.829 0.805 0.777 0.748  0.824 0.051
(Our Method)

RLR 0.634 0.617 0.598 0.579 0.560 0.541 0.524 0.579  0.040
Precision MLP 0.722 0.702 0.681 0.660 0.633 0.605 0.581 0.655 0.051
SVM 0.669 0.648 0.630 0.613 0.595 0.576 0.553 0.612 0.041
XGBoost 0.847 0.821 0.796 0.770 0.743 0.717 0.692 0.770  0.056
RNN-GRU 0.836 0.806 0.775 0.747 0.720 0.695 0.670  0.750 0.060
SIM-GCN 0.781 0.753 0.723 0.685 0.649 0.628 0.598 0.688 0.068

LNIE
(Our Method) 0.667 0.720 0.769 0.810 0.847 0.876 0.899 0.798 0.084
RLR 0.476 0.510 0.539 0.566 0.589 0.610 0.630  0.560 0.055
Recall MLP 0.542 0.580 0.614 0.644 0.665 0.682 0.698 0.632  0.057
SVM 0.503 0.536 0.568 0.598 0.626 0.649 0.664 0.592  0.060
XGBoost 0.636 0.678 0.718 0.752 0.782 0.808 0.832 0.744 0.071
RNN-GRU 0.628 0.666 0.698 0.729 0.757 0.783 0.806 0.724  0.064
SIM-GCN 0.587 0.623 0.652 0.669 0.682 0.708 0.719 0.663 0.047

LNIE
(Our Method) 0.762 0.788 0.809 0.819 0.826 0.824 0.816 0.806 0.023
RLR 0.544 0.558 0.567 0.572 0.574 0.573 0.572 0.566 0.011
F1 Score MLP 0.619 0.635 0.646 0.652 0.649 0.641 0.634  0.640 0.011
SVM 0.574 0.587 0.597 0.605 0.610 0.610 0.603 0.598 0.013
XGBoost 0.727 0.743 0.755 0.761 0.762 0.759 0.756 0.752  0.013
RNN-GRU 0.717 0.729 0.735 0.738 0.738 0.737 0.732 0.732  0.007
SIM-GCN 0.670 0.682 0.685 0.677 0.665 0.666 0.653  0.671 0.011

2.6.3 A Case Study

Having demonstrated the superiority of our method in predicting delinquency
outcomes, we show economic value generated from its superior predictive power using
a case study. Consider the following profit matrix for user v;. Each entry of the matrix,
P;(a,b), denotes the profit resulting from predicting the user as outcome a while the
true outcome is b, where a,b € {0,1} with 0 being “no delinquency” and 1 being
“delinquency”. Note that P;(a,b) € R and a negative value of P;(a,b) means cost.
Given a method’s prediction and the true outcome for user v;, we can derive the profit
by the method for v; from the profit matrix. And the overall profit generated from the

method is the sum of the individual profits across all users.

Table 2.5: Profit Matrix for User v;

Actual “No Delinquency” | Actual “Delinquency”
Predict as “No Delinquency” P;(0,0) P;(0,1)
Predict as “Delinquency” P;(1,0) P(1,1)
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Figure 2.1: Timeline of predicted and true delinquency outcomes.

As shown in Figure 2.1, a user’s delinquency outcome is predicted at the closing
date of a billing cycle and the true outcome is observed at the payment due date, 21
days after the closing date. Therefore, to specify each entry in the profit matrix, we
need to determine the impact of the delinquency outcome prediction over the 21-day
period between the closing date and the payment due date of a billing cycle. The
bank where we collected data has two primary sources of profits from its credit card
business: interchange fee and interest. The former refers to the fee charged by the bank
to merchants who process credit card transactions and the later is the interest charged
by the bank to users who do not pay their bills in full. Following the literature (Elkan
2001), we measure each entry in the profit matrix against the same baseline, which is
the state of the bank before it makes a decision regarding a user. Specifically, if a user
is predicted as “delinquency”, the bank suspends the user’s credit card immediately.
As a result, the bank makes no profit and suffers no loss from the user in comparison

to the baseline. Thus we have
Pi(1,0) = P(1,1) =0 (2.20)
If a user is predicted as “no delinquency”, the user will be able to use the credit card
as usual. Let Amt; denote user v;’s credit card spending amount during the 21-day
period. Furthermore, if the user is actual “no delinquency”, we have
Pi(0,0) = Amt; x v/ + Amt; x r™ x (1 —p*) — Amt; x p*. (2.21)
The term Amt; x r/ is the interchange fee charged to merchants, where 7/ is the rate

of interchange fee. The term Amt; x p” represents the expected amount of loss, where

p’ denotes the probability of loss for non-delinquent users. There is a probability of
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1 — p* that the user repays Amt; and its associated interest eventually. Accordingly,
the term Amt; x 7™ x (1 — p%) represents the expected amount of interest charged to
user v;, where " denotes the expected amount of interest harvested from one dollar of
credit card spending. Similarly, if a user is predicted as “no delinquency” but is actual
“delinquency”, we have

Pi(0,1) = Amt; x v/ 4+ Amt; x r™ x (1 — p*P) — Amt; x p™P, (2.22)
where p*P is the probability of loss for delinquent users.

According to the bank, the rate of interchange fee 7/ is 0.45% and the expected
amount of interest generated from one dollar of credit card spending ™ is $0.0117.%
The probabilities of loss for non-delinquent and delinquent users are 0.0046 and 0.0641,
respectively; that is, p¥ = 0.0046 and p*P = 0.0641. In this case study, we set
Q = 3,900; that is, the top-3,900 users with the highest delinquent probabilities
predicted by a method are deemed as “delinquency” by the method. Table 2.6 reports
the profit generated from each method for billing cycle ¥ = 14. As reported, the
profit of LNIE is $66,442, which surpasses that of XGBoost (the best performing
benchmark) by 11.15% and that of RLR (the worst performing benchmark) by 69.83%.
The results for other billing cycles are qualitatively similar. Overall, the profit of
LNIE substantially outperforms that of each benchmark across these billing cycles. In
particular, the profit of LNIE surpasses that of XGBoost by a range between 7.54%
and 18.32% and that of RLR by a range between 53.86% and 86.27%.

2.6.4 Evaluation Results for Multiclass and Numerical Credit Risk Pre-
diction Problems

For the multiclass credit risk prediction problem, we consider a case of three

credit risk outcomes: user v; being delinquent in billing cycle ¢ (failing to pay the

minimum payment due), user v; being non-delinquent in billing cycle ¢ but only making

partial payment, or user v; being non-delinquent in billing cycle ¢ and paying off his

8 All monetary amounts in the case study have been converted to U.S. dollar.
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Table 2.6: Profit of Each Method (¥ = 14).

Improvement
Method Profit by LNIE
LNIE
(Our Method) 00:442
RLR $39,122 69.83%
MLP $46,239 43.69%
SVM $43,423 53.01%

XGBoost $59,778 11.15%
RNN-GRU $52,493 26.57%
SIM-GCN $47,964 38.52%

statement balance. Accordingly, we set y;; = 2,1, and 0 for these three outcomes
respectively. Averaged across 22 billing cycles in our data, 33.43% of the users (or
3,932 users) are delinquent, 11.17% of the users (or 1,314 users) are non-delinquent
with partial payment, and 55.39% of the users (or 6,515 users) are non-delinquent with
full payment. We still used user v;’s billing and demographic information in billing cycle
t to construct x;, as described in Section 2.6.1.

The evaluation procedure for multiclass credit risk prediction is similar to that
for binary credit risk prediction described in Section 2.6.1. Let U be current billing
cycle. We constructed training data using users’ observed intrinsic characteristics x;
and multiclass credit risk outcomes y;; in each of the previous 12 billing cycles ¢,
t =WV —12,--- ¥ — 1. Using the training data, we trained our method and each
benchmark method to predict probability p,; v for every user in billing cycle ¥ based
on the user’s observed intrinsic characteristics x; v, where py, ; v denotes the probability
that the credit risk outcome of user v; in billing cycle ¥ is k (kK =0, 1,2). User v; was
then predicted to be the credit risk outcome associated with the highest predicted
probability. The performance of a method was evaluated by comparing its predicted
credit risk outcome against the true credit risk outcome for each user in billing cycle &
with commonly used multiclass classification metrics: accuracy, macro precision, macro
recall and macro F1 score (Stab and Gurevych 2014, Narasimhan et al. 2016). Here,

accuracy is the percentage of correctly classified users. To compute the other metrics,
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we first calculate binary precision, recall, and F1 score for each credit risk outcome
by treating the outcome as positive and the rest of the outcomes as negative. Macro
precision, recall, and F1 score are the average of binary precisions, binary recalls, and
binary F1 scores across all the credit risk outcomes, respectively.

For the multiclass credit risk prediction case, we tuned hyperparameters for
each method with ¥ = 13 and reported their performance from ¥ = 14 to ¥ =
22 in Table 2.7.° As shown in the table, our method significantly outperforms each
benchmark method across billing cycles in each evaluation metric (p < 0.001). For
example, averaged across ¥, the mean accuracy of LNIE is 0.805. That is, on average,
80.5% of credit risk outcomes predicted by our method turns out to be true, which
outperforms that of RLR and that of XGBoost by 18.05% and 3.47%, respectively.
The superiority of our method reported in Table 2.7 further confirms the value of
considering latent network information for credit risk prediction.

For the numerical credit risk prediction problem, we considered a case of pre-
dicting the repayment rate (or the proportion of repaid statement balance). In this
case, we still used each user’s billing and demographic information in every billing cy-
cle to construct x;; but set v, as the user’s repayment rate in the billing cycle. The
average repayment rate in our dataset is 0.617. Like before, we used training data in
the previous 12 billing cycles to train each method to predict repayment rate p; ¢ for
every user in current billing cycle ¥. The performance of a method is measured using
the mean absolute error (MAE), a widely adopted metric for numerical predictions

(e.g., Yang et al. 2019b):

1 n
MAE: — i — Y; y
0 E |\iw — Yi,w

i=1

9 In this case, we set hyperparameters of our method as: Ay = 0.05, \c = 1, Aq = 0.1,
Ag = 0.001, and d = 2. The ridge parameter of RLR was set to 10~*. MLP had 3 hidden
layers of sizes 128, 64, 32, respectively. SVM had the RBF kernel with regularization
parameter being set to 10. For XGBoost, the number of boosting rounds and maximum
depth of a tree booster were set to 500 and 8, respectively. For RNN-GRU, the size of
hidden states was set to 128. SIM-GCN consisted of 3 GCN layers with an embedding
size of 16.
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Table 2.7: Evaluation Results for Multiclass Credit Risk Prediction.

Metric Method V=14 ¥=15 =16 U=17 U=18 ¥V=19 ¥=20 ¥=21 ¥=22 Mean Std
LNIE 0.800 0.804 0.799 0.805 0.808 0.811 0.810 0.807 0.801  0.805 0.004

(Our Method)
RLR 0.671 0.682 0.675 0.680 0.692 0.688 0.687 0.682 0.678  0.682 0.007
Accuracy MLP 0.713 0.726 0.709 0.724 0.728 0.734 0.741 0.733 0.721  0.725 0.010
v SVM 0.686 0.698 0.692 0.697 0.700 0.702 0.695 0.698 0.687  0.695 0.006
XGBoost 0.769 0.775 0.774 0.778 0.780 0.785 0.789 0.776 0.774  0.778 0.006
RNN-GRU 0.747 0.754 0.750 0.758 0.757 0.760 0.756 0.752 0.753  0.754 0.004
SIM-GCN 0.754 0.766 0.775 0.756 0.745 0.768 0.757 0.764 0.769  0.762 0.009
LNIE 0.740 0.748 0.747 0.756 0.762 0.763 0.759 0.767 0.757  0.756 0.009

(Our Method)
RLR 0.558 0.600 0.601 0.590 0.609 0.603 0.595 0.609 0.602  0.596 0.016
Macro MLP 0.464 0.481 0.474 0.478 0.488 0.497 0.494 0.483 0.476  0.482 0.010
Precision SVM 0.598 0.592 0.629 0.598 0.596 0.583 0.594 0.595 0.592  0.597 0.013
XGBoost 0.705 0.711 0.718 0.724 0.726 0.714 0.729 0.720 0.708  0.717 0.008
RNN-GRU 0.502 0.497 0.492 0.495 0.500 0.498 0.497 0.495 0.490  0.496 0.004
SIM-GCN 0.671 0.674 0.680 0.686 0.648 0.703 0.688 0.685 0.674 0.679 0.015
(OurLkl\/’II{a];;:hod) 0.656 0.665 0.660 0.667 0.672 0.677 0.669 0.676 0.673  0.668 0.007
RLR 0.493 0.500 0.494 0.492 0.505 0.514 0.504 0.512 0.505  0.502 0.008
Macro MLP 0.524 0.527 0.520 0.532 0.541 0.529 0.543 0.552 0.535 0.534 0.010
Recall SVM 0.496 0.527 0.510 0.526 0.530 0.525 0.518 0.521 0.501  0.517 0.012
XGBoost 0.634 0.656 0.640 0.649 0.650 0.661 0.652 0.651 0.641  0.648 0.009
RNN-GRU 0.543 0.566 0.556 0.561 0.564 0.571 0.570 0.558 0.562  0.561 0.008
SIM-GCN 0.588 0.595 0.601 0.588 0.575 0.602 0.576 0.590 0.606  0.591 0.011
LNIE 0.669 0.675 0.674 0.681 0.687 0.693 0.683 0.694 0.690  0.683 0.009

(Our Method)
RLR 0.494 0.512 0.505 0.498 0.516 0.519 0.507 0.522 0.514  0.510 0.010
Macro MLP 0.492 0.500 0.496 0.505 0.509 0.512 0.516 0.521 0.501  0.506 0.010
Fy Score SVM 0.504 0.532 0.509 0.535 0.538 0.528 0.525 0.530 0.517  0.524 0.012
XGBoost 0.654 0.669 0.666 0.670 0.676 0.671 0.679 0.669 0.660  0.668 0.008
RNN-GRU 0.518 0.527 0.522 0.525 0.528 0.535 0.532 0.524 0.521  0.526 0.005
SIM-GCN 0.611 0.618 0.622 0.611 0.586 0.626 0.591 0.612 0.625  0.611 0.014
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where p; v and y; ¢ denote user v;’s predicted and actual repayment rate in billing cycle
U, respectively, and n is the number of users. Since RLR and SVM are designed for
classification, we employed their respective regression version: ridge regression (RR,
Hastie et al. 2009, p. 61) and support vector regression (SVR, Smola and Scholkopf
2004), to predict the numerical repayment rate. The other benchmark methods are
also applicable to regression problems. We tuned hyperparameters for each method
with U = 13 and conducted experiments to compare their performance from ¥ = 14
to ¥ = 22.1° As shown in Table 2.8, LNIE significantly outperforms each benchmark
method in terms of MAE (p < 0.001). The average MAE of LNIE is 0.181, which is
lower than that of the benchmark methods by a range between 19.66% and 54.01%.

Table 2.8: Evaluation Results for Numerical Credit Risk Prediction.

Metric Method V=14 ¥=15 =16 ¥=17 ¥V=18 ¥U=19 ¥U=20 ¥v=21 V=22 Mean Std.

(OurLll\\IIg?hod) 0.187 0.179 0.182 0.177 0.183 0.180 0.176 0.183 0.185  0.181 0.004

RR 0.358 0.360 0.359 0.359 0.357 0.359 0.359 0.361 0.367  0.360 0.003
MAE MLP 0.329 0.335 0.318 0.320 0.331 0.327 0.321 0.343 0.334  0.329 0.008
SVR 0.305 0.298 0.291 0.293 0.290 0.294 0.307 0.309 0.302  0.299 0.007

XGBoost 0.230 0.221 0.232 0.230 0.226 0.221 0.219 0.224 0.229  0.226 0.005
RNN-GRU 0.394 0.392 0.389 0.403 0.397 0.386 0.394 0.405 0.390  0.394 0.006
SIM-GCN 0.386 0.389 0.391 0.397 0.382 0.388 0.377 0.396 0.379  0.387 0.007

2.7 Chapter Conclusion
2.7.1 Contributions

Given the sheer size of the consumer credit market and the huge number of con-
sumer credit users, credit risk prediction is a critical problem in the consumer credit
industry. While it is desirable to employ both users’ intrinsic and social network data

for effective credit risk prediction, it is difficult to collect social network data due to

10" The hyperparameters of our method were set as: Ay = 0.01, A\, = 0.1, \q = 1,
Ag = 0.001, and d = 2. For RR, its ridge parameter was set to 10~*. MLP had
3 hidden layers of sizes 64, 32, and 16, respectively. The regularization parameter of
SVR was set to 100. For XGBoost, its number of boosting rounds and maximum depth
of a tree booster were set to 800 and 6, respectively. The size of RNN-GRU’s hidden
states was set to 256. SIM-GCN consisted of 3 GCN layers with an embedding size of
32.
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privacy concerns. To address this challenge, we propose to use latent network informa-
tion instead of social network data for credit risk prediction. Accordingly, we develop
a method that learns latent network information and integrates this information with
intrinsic data for credit risk prediction. We further extend our method to the multi-
class and numerical credit risk prediction problems. Extensive empirical evaluations
with real world data demonstrate the superior predictive power of our method over
benchmark methods for a broad spectrum of credit risk prediction problems (binary,
multiclass, and numerical). We also show substantial economic value generated from
our method through a case study.

Our study belongs to the computational genre of design science research (e.g.,
Yin et al. 2022, Zhao et al. 2022, Xie et al. 2022, Zhang et al. 2023, Li et al. 2016b),
which is concerned with developing computational methods to solve business and so-
cietal problems and aims at making methodological contributions (Rai 2017, Padman-
abhan et al. 2022). In particular, our study solves the problem of credit risk prediction
and adds to extant literature with the following methodological contributions. First,
we propose a novel model that integrates both intrinsic data and latent network in-
formation for credit risk prediction. The introduction of latent network information
distinguishes our model from existing credit risk prediction models and enables it to
capture social relations among users while avoiding the intrusion of their privacy at
the same time. Second, we develop a new credit risk prediction method that estimates
the model parameters, learns latent network information, and predicts each user’s
delinquent probability. Premised in the propositions and theorem, our method is com-
putationally efficient and guarantees to converge. Thus, it is particularly suitable for
solving real world credit risk prediction problems with a large number of users. Third,
we extend our model and method to the multiclass and numerical credit risk prediction
problems. Consequently, we have developed methods that can solve a broad spectrum
of credit risk prediction problems.

Although our proposed method share some similar flavor with user-based collab-

orative filtering (CF) algorithms, there are important differences between them. First,
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they are designed to solve different problems. User-based CF algorithms are designed
for the matrix completion problem whereas our method aims to solve the credit risk
prediction problem. Second, user-based CF algorithms consider the observed similar-
ity between users. In contrast, our method proposes the latent connecting tendency
between users, which captures the observed and unobserved similarities between users
as well as their unobserved connection scores. Third, related to the point above, we

develop a novel credit risk prediction method.

2.7.2 Managerial Implications

Our study offers several implications for business. First, our proposed method
allows financial institutions to conduct credit risk prediction beyond the sole use of
users’ intrinsic data. This is realized through the introduction of latent network infor-
mation by our method. As a result, the predictive power of our method substantially
outperforms that of credit risk prediction methods widely used in the industry such
as RLR, as we demonstrate in our empirical evaluation. Improved predictive power
by our method enables financial institutions to more accurately pinpoint risky users
and prevent losses and to better serve creditworthy users and harvest revenues, which,
in turn, leads to improved profits. As we show in the case study, our method pro-
duces 69.83% more profit than RLR, the industry standard for credit risk prediction
(Thomas et al. 2017), and 11.15% more profit than XGBoost, a popular credit risk
prediction method used by financial institutions. Considering the enormous size of the
consumer credit market, effective use of our method could potentially generate consid-
erable extra profits for financial institutions compared to standard methods currently
used in the industry. On the other hand, our method also benefits creditworthy users.
By differentiating risky users from creditworthy users more accurately, our method re-
duces the chance of creditworthy users being misclassified as risky users, thereby giving
creditworthy users wider access to much-needed consumer credits.

In addition, our study equips financial institutions with tools that can predict
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credit risks at a more refined level. The multiclass credit risk prediction method al-
lows practitioners to further divide non-delinquent users into more business-relevant
subgroups. This is useful as repayment behaviors of non-delinquent users are not ho-
mogeneous. For example, some repay full statement balance and incur no interest while
some others merely repay the minimum due and have to pay interest. The numerical
credit risk prediction method enables practitioners to predict individualized credit risk
indicators such as repayment rate and future spending amount. Armed with these
useful indicators, financial institutions can design personalized services for their users
such as deciding whether to increase the credit limit for a user and, if so, how much
to increase. Moreover, the proposed method could be applied to other business do-
mains. For example, it could be extended to support personalized marketing. The
objective of this task is to predict customers’ future spending behaviors (e.g., spending
amount) from their past spending data and design individualized marketing strategy
(e.g., incentive) for each customer based on the prediction. Understandably, a cus-
tomer’s spending behavior is influenced by the spending behaviors of the customer’s
network neighbors. Therefore, our method could improve the effectiveness of the pre-
diction by considering not only a customer’s past spending data but also the spending
behaviors of the customer’s network neighbors. As another example, our method could
be applied to actuarial risk segmentation. In this task, the objective is to predict the
sizes of customers’ future claims based on their historical claims and set the premiums
for them in accordance with the prediction (Qian et al. 2016). Take car insurance as
an example. Insured customers make claims for accidental damages caused by their
risky driving behaviors. As a consequence, predicting the size of a customer’s future
claim is reduced to forecast his likelihood of dangerous driving behavior, which can be
enhanced by considering his network neighbors’ dangerous driving behaviors via our

method.
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2.7.3 Social Implications

We examine the social implications of our proposed method from the following
two perspectives: (1) whether the introduction of latent social network information
by our method reduces false positive rate in credit risk prediction and thus enables
wider access to credit for creditworthy users, and (2) if so, whether the improved
credit decisions by our method are correlated with the protected attributes. There are
three protected attributes in the raw data: gender, age, and marital status, and it is
prohibited to use these protected attributes for credit modeling in the country where
we collected data. Therefore, the three protected attributes are not included in our
training data nor test data.

In our study, “positive” refers to “delinquent” and “negative” means “non-
delinquent”. Therefore, false positive rate is the percentage of truly non-delinquent
users who are mistakenly classified as “delinquent”. Clearly, reducing false positive
rate gives creditworthy users more chances to access credit. On the other hand, false
negative rate refers to the percentage of truly delinquent users who are mistakenly
classified as “non-delinquent”. Reducing false negative rate benefits lenders financially
by identifying more risky users. Since we intend to analyze the social implications of
our method, we focus on false positive rate.

To investigate whether the introduction of latent social network information
by our method reduces false positive rate, we compare the false positive rate of our
method with that of ridge logistic regression for the following reasons. First, the key
methodological difference between our latent social network-enhanced method (LSNE)
and ridge logistic regression (RLR) is the consideration of latent social network infor-
mation by our method. Therefore, the performance difference between LSNE and RLR
directly reveals the contribution of latent social network information to the reduction
of false positive rate. Second, RLR is the most widely used method and the industry
standard for credit risk prediction (Lessmann et al. 2015, Thomas et al. 2017).

Following the evaluation procedure detailed in Section 2.6.1, we conducted an

experiment with U = 14 and @ = 3,900. That is, each method (LSNE or RLR) was
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trained with data in billing cycles 2 to 13 to predict each user’s delinquent probability
in billing cycle 14 and the top-3,900 users with the highest delinquent probabilities
were predicted to be delinquent by the method. In this experiment, the false positive
rate of RLR is 0.211 whereas that of our method is 0.086. In comparison to RLR,
our method reduces false positive rate by 59.41%. For robustness check, we varied
from @ = 3,000 to @ = 4,800, with an increment of 300. As reported in Table 2.9,
our method reduces false positive rate by a range between 47.0% and 69.49% and the
reduction of false positive rate by our method is statistically significant (p < 0.001). We
further conducted experiments for different billing cycles. As reported in Table 2.10,
our method again reduces false positive rate substantially and significantly (p < 0.001).
Therefore, our experiments demonstrate that the introduction of latent social network
information by our method reduces false positive rate and thus gives creditworthy users

wider access to credit.

Table 2.9: False Positive Rate Comparison between Our Method and RLR: Varying ()
(U = 14).

Methods @Q = 3000 Q =3300 Q =3600 Q =3900 Q —=4200 @ —4500 @ = 4800 Mean Std.
LSNE 0.043 0.055 0.068 0.036 0.105 0.129 0.156  0.092 0.041
RLR 0.141 0.163 0.186 0.211 0.238 0.266 0294 0214 0.055

Table 2.10: False Positive Rate Comparison between Our Method and RLR: Varying
Billing Cycle (Q=3,900).

Method V=14 U=15 ¥=16 ¥=17 U=18 ¥=19 U=20 V=21 ¥=22 Mean Std.
LSNE 0.086 0.082 0.079 0.075 0.076 0.078 0.080 0.078 0.081  0.079 0.003
RLR 0.211 0.216 0.216 0.220 0.212 0.218 0.216 0.213 0.215 0.215 0.003

The reduction of false positive rate by our method can be attributed to its im-
proved credit decisions. That is, our method makes better credit decisions than RLR,
thereby reducing false positive rate. Therefore, to investigate whether our method re-
duces false positive rate at the cost of sacrificing fairness, we further examine whether
the improved credit decisions by our method are correlated with the protected at-

tributes. Our method or RLR ranks each user according to the user’s delinquent
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probability predicted by the method and predicts top-() users with the highest delin-
quent probabilities as “delinquent”. Hence, the credit decision for a user depends on
the user’s rank and we operationalize the improved credit decision by our method using
the difference between the user’s rank predicted by our method and that predicted by
RLR. Accordingly, we conducted an experiment for current billing cycle ¥ = 14. In
this experiment, we first calculated the rank difference for each truly non-delinquent
user in billing cycle 14 because false positive rate is defined for truly non-delinquent
users. We then evaluated the correlation between the calculated rank differences and
their corresponding users’ age using the Pearson correlation and assessed the correla-
tion between these rank differences and their corresponding users’ gender (i.e., male or
female) or marital status (i.e., married or single) using the point-biserial correlation,
which is a variant of the Pearson correlation for binary variables. The correlation co-
efficients between rank difference and gender, age, and marital status are 0.036, 0.082,
and 0.064, respectively. Following the literature discussion such as Cohen (2013) and
Schober et al. (2018), a correlation coefficient falling into the range of (—0.1,0.1) in-
dicates negligible correlation empirically. We further conducted experiments for other
billing cycles. As reported in Table 2.11, all correlation coefficients in this table are less
than 0.1, revealing negligible correlation between rank difference and each protected

attribute across billing cycles.

Table 2.11: Correlation Coefficient between Rank Difference and Protected Attribute.

Protected Attribute ¥ =14 ¥ =15 ¥=16 ¥=17 V=18 ¥=19 U=20 V=21 ¥=22 Mean Std.

Gender 0.036 0.038 0.043 0.047 0.034 0.045 0.047 0.038 0.040  0.041 0.005
Age 0.082 0.091 0.074 0.084 0.060 0.076 0.079 0.067 0.071  0.076 0.009
Marital Status 0.064 0.042 0.063 0.037 0.035 0.046 0.059 0.043 0.051  0.049 0.011

In summary, compared with RLR (the industry standard for credit risk pre-
diction), the introduction of latent social network information by our method reduces
false positive rate substantially and significantly, thereby giving creditworthy users

wider access to credit. The reduction of false positive rate by our method is attributed
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to its improved credit decisions over RLR. We demonstrate that the improved credit

decisions by our method are not correlated with the protected attributes.

2.7.4 Future Work

Our study has limitations and can be extended in several directions. First,
we develop a linear credit risk prediction model that considers latent network infor-
mation. It is therefore interesting to investigate how to incorporate latent network
information into a non-linear model for credit risk prediction, such as a neural network
model. Second, future work could extend our method to the application scoring prob-
lem where no historical data are available to learn latent network information. One
viable approach to addressing this challenge is transfer learning, which could learn a
model of latent network information using users’ historical data collected from other
sources (e.g., spending data on e-commerce platforms) and adapt the model to solve
the application scoring problem. Third, our method considers the number of histori-
cal delinquencies but overlooks the sequential information of historical delinquencies.
Future work could integrate this information into our method to further improve its
performance. Finally, current study models undirected latent connecting tendencies
between users. It is interesting to extend our method to solve the credit risk prediction
problem with directed latent connecting tendencies. To that end, we can model the
directed latent connecting tendency from v; to v; by s;; = af** + oz;-” + x!'x; + 2!z,
where a?* denotes v;’s score of seeking connections and ozé-" represents v;’s score of ac-
cepting connecting invitations. With this model of s;;, our proposed method remains

applicable for parameter estimation and delinquent probability prediction.

52



Chapter 3

PRIVACY-PRESERVING CREDIT RISK PREDICTION WITH
ALTERNATIVE DATA: A NOVEL FEDERATED LEARNING
METHOD

3.1 Introduction

Credit risk prediction is usually formulated as a classification problem and solved
using classification methods such as logistic regression, multilayer perceptron, support
vector machine, and XGBoost (Sinha and May 2004, Chen and Guestrin 2016, Thomas
et al. 2017). Among these methods, XGBoost, an ensemble method of regression trees,
has been widely used for credit risk prediction due to its interpretability and excellent
predictive performance (Li et al. 2020a, Jeff Meli 2018)

Traditionally, a financial institution constructs a credit risk prediction model
by applying a classification method to credit borrowers’ demographical, financial, and
credit history data (Thomas et al. 2017). These data are held by financial institutions
and referred to as traditional data (Thomas et al. 2017). Beyond traditional data,
the widespread use of digital technologies enables the collection of alternative data
that are useful for credit risk prediction, including social network data, e-commerce
transaction data, and mobile phone communication data (Thomas et al. 2017, World
Bank 2018). Alternative data allow financial institutions to acquire fuller and more
accurate profiles concerning borrowers’ creditworthiness. As a result, recent industry
practices and academic studies have demonstrated that the performance of credit risk
prediction can be significantly augmented by combining traditional data and alternative
data (Wei et al. 2015, World Bank 2018, Lu et al. 2019). For example, Wei et al.
(2015) analytically prove the power of social network data for credit risk prediction

whereas Lu et al. (2019) empirically show the benefit of mobile phone communication
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data. However, alternative data are stored at external entities independent to financial
institutions, such as mobile service providers and e-commerce firms, and direct use of
alternative data for credit risk prediction severely infringes consumer privacy (World
Bank 2018).

One possible solution is to modify alternative data and share the modified data
with financial institutions such that a specific privacy-preserving objective is satis-
fied. This solution is generally referred to as the Privacy-Preserving Data Publishing
(PPDP) methods (Fung et al. 2010). For example, the k-anonymity method modifies
original data (e.g., alternative data) such that any record has at least k — 1 other
records with identical attribute values to the record (Sweeney 2002b). As a result, a
record in the modified data cannot be uniquely identified and the method protects the
identification privacy. As another example, e-differential privacy methods add random
noises to original data, where parameter ¢ controls the amount of allowed information
leakage (Dwork 2006). However, PPDP methods have two limitations. First, they
can only prevent the leakage of consumers’ private information to a certain degree and
still result in privacy breaches (Cheng et al. 2021). For example, e-differential privacy
methods have to allow a certain amount of information leakage to ensure that a useful
model can be learned from modified data (Wood et al. 2018). Second, modifying data
by PPDP methods reduces data utility and degrades the performance of the model
(e.g., credit risk prediction model) learned from the modified data (Li and Li 2009).
That is, PPDP methods protect privacy at the cost of reduced model performance (Li
and Li 2009).

Recently, federated learning has emerged as a popular technique for privacy-
preserving machine learning (Kairouz et al. 2021). In a federated learning setting,
multiple parties (e.g., a bank and a mobile service provider) collaborate to build a
machine learning model while storing and processing data locally (Li et al. 2020b).
Unlike PPDP methods, federated learning methods do not exchange or share data
among collaborated parties (Li et al. 2020b, Kairouz et al. 2021). From this stand-

point, federated learning methods are more effective in privacy protection than PPDP
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methods. However, to build a machine learning model, existing federated learning
methods share intermediate model learning results among collaborated parties, which
could be used to infer private data stored at these parties (Li et al. 2020b, Kairouz
et al. 2021). Moreover, existing federated learning methods learn a model distributedly
at each participating party. Consequently, each party knows part or all of the learned
model (Cheng et al. 2021, Wu et al. 2020). However, a financial institution treats its
credit risk prediction model as a closely-guarded trade secret and no information of
the model should be leaked to any other party (Hurley and Adebayo 2016). Therefore,
another limitation of existing federated learning methods is that they cannot learn and
store a model confidentially at one party (e.g., a financial institution).

In summary, while combining traditional and alternative data can significantly
enhance the performance of credit risk prediction, insecure use of alternative data
severely violates consumer privacy. As discussed above, existing privacy-preserving
methods have limitations in addressing this challenge. In response, we introduce a
new problem, namely privacy-preserving credit risk prediction with alternative data.
The problem aims to effectively combining traditional and alternative data for credit
risk prediction while protecting consumer privacy and model confidentiality. We then
propose a novel federated learning method to solve the problem. In comparison to
PPDP methods, the novelty of our method lies in its full privacy-protection of tradi-
tional and alternative data as well as intermediate model learning results. Moreover,
unlike PPDP methods that achieve their objective of privacy-preserving at the cost of
reduced model performance, our method preserve not only consumer privacy but also
model performance. That is, the model learned by our method performs the same as
the model learned by insecurely combining traditional and alternative data in plain-
text form. Our proposed method also differs from existing federated learning methods
in its protection of intermediate model learning results, thereby shielding the privacy
breach of inferring consumers’ private data from these intermediate results. More im-
portantly, rather than learning a model distributedly by existing federated learning

methods, our method learns and stores a credit risk prediction model at a financial
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institution, thereby protecting the confidentiality of the learned model.

3.2 Related Work

There are two research streams related to our paper: the existing credit risk
prediction models with alternative data and the privacy-preserving machine learn-
ing method over vertically partitioned data. In the following subsections, we review
representative literature from each stream, respectively. Then, we discuss the main

methodological novelties of our study.

3.2.1 Credit Risk Prediction with Alternative Data

Prior research formulates credit risk prediction problem as a supervised classi-
fication problem in general and solved by a classification method (Thomas et al. 2005,
Baesens et al. 2003, Sinha and May 2004). Each record of training data consists of vari-
ables that imply borrowers’ creditworthiness. Taking Traditional banks as an example,
they typically use information from borrowers’ credit reports, such as demographical,
financial, and credit history data, namely traditional data.

Recently, an increasing number of researchers have indicated that enriching
training data with alternative data enables lenders to acquire a fuller and more accurate
profile concerning borrowers’ creditworthiness, which in turn improves the accuracy of
credit risk prediction (Iyer et al. 2016, Lu et al. 2019, Jagtiani and Lemieux 2019).
One type of alternative data is textual data. Through extracting linguistic features,
textual data has shown strong predictive power of credit risk. For example, Dorfleitner
et al. (2016) analyze the relationships between linguistic features (e.g., orthography,
text length and the presence of specific keywords) extracted from the loan description
text and the default probability in P2P lending. They find that the probability of
default significantly decreases with the increased frequency of education-related words
appearing in the description text. Jiang et al. (2018) further extract the credit-related
topics by latent Dirichlet allocation (LDA) model and find that these alternative infor-

mation function as signals of consumers’ creditworthiness and thus can help to identify
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risky consumers. In addition, an individual’s mobile usage history, like frequency of
communication and location patterns, has been shown to have predictive power for his
or her socioeconomic status (Blumenstock et al. 2015). Exemplar studies by Tan et al.
(2016) and Mehrotra et al. (2017) propose to acquire borrowers’ mobility trajectories
from mobile usage data and demonstrate that introducing alternative mobile data can
substantially improve the performance of credit risk prediction. Moreover, recent stud-
ies have shown strong and consistent evidence that social network data is valuable
for credit risk prediction. In this vein, Lin et al. (2013) reveal that borrowers’ online
friendships are correlated with their credit quality. Ge et al. (2017) examine the value
of social media information in predicting default risk in P2P lending and explain the
mechanism behind it. Besides, Berg et al. (2020) scrutinize borrowers’ traceable digital
activities left on websites or digital services (e.g., device type and operating system),
namely digital footprints, for credit risk prediction. They find that digital footprints
proxy for financial characteristics, thus the performance of credit risk prediction can
be significantly augmented by considering borrowers’ digital footprints data. Djeundje
et al. (2021) augment the performance of credit risk prediction by simultaneously con-
sidering email usage, psychometric variables, and demographic variables.

While utilizing alternative data can improve the performance of credit risk pre-
diction, insecurely utilizing such information seriously violates users’ privacy (World
Bank 2018). Thus, we are facing the challenge of effectively utilizing alternative data
for credit risk prediction while preserving users’ privacy simultaneously. Recent devel-
opments in privacy-preserving machine learning techniques over vertically partitioned
data (i.e., multiple parties hold different features of common users) can be adapted to
preserve users’ privacy while utilizing alternative data for credit risk prediction (e.g.,

Cheng et al. 2021, Wu et al. 2020), and we review these methods next.

3.2.2 Privacy-Preserving Machine Learning over Vertically Partitioned Data
Traditional machine learning techniques are commonly operated on centralized

data, i.e., the models are learned from a fused dataset by transferring datasets across
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organizations into one site. There are two scenarios based on how data is partitioned
among various sites in the feature and entity space: horizontally partitioned data and
vertically partitioned data (Aggarwal and Philip 2008). A great deal of prior works
securely trains machine learning models under horizontal settings, in which different or-
ganizations collect the same features about different entities (Kantarcioglu and Clifton
2004, McMahan et al. 2017, So et al. 2020). Unlike horizontal settings, vertically par-
titioned data means different data owners hold different data features for the same
entities. Since alternative data are usually held by independent entities external to
financial institutions (e.g., mobile service providers), we focus our review on privacy-
preserving machine learning techniques over vertically partitioned data.

A straightforward thought is to sanitize the datasets before sharing them, which
falls into privacy-preserving data publishing (PPDP, Fung et al. 2010). One of the most
known PPDP model is k-anonymity proposed by Sweeney (2002b). Through applying
generalization and suppression to quasi-identifiers (QIDs), i.e., pieces of non-sensitive
information that do not explicitly identify users (e.g., Age, Sex, and Zipcode), k-
anonymity model enables any records in the modified dataset to have at least k — 1
records with identical QIDs to the record. Unlike k-anonymity only modifies QIDs,
the [-diversity model modifies sensitive attributes (i.e., sensitive person-specific infor-
mation) as well and requires every group with identical QIDs to contain at least [
"well-represented” sensitive values, which avoids privacy disclosure owing to the lack
of diversity of sensitive attributes (Machanavajjhala et al. 2007). Li et al. (2007) further
propose a t-closeness model, which requires the distribution of the sensitive value within
each group to be close to that of the entire dataset, thereby mitigating privacy breach
risk due to the divergence between their sensitive value distributions. Unfortunately,
enforcing these privacy models by generalization (Sweeney 2002a) or anatomization
(Xiao and Tao 2006) would severely degrade the data utility due to the alteration to
the original data. Therefore, various approaches have been proposed to preserve the
utility of modified data. For example, Li and Sarkar (2006) present a perturbation

method to address privacy issues arising in publishing categorical data and attempt to
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preserve the statistical properties of data through a two phases method. Li et al. (2012)
present a new approach called ’slicing,” which breaks the association across uncorre-
lated attributes to protect privacy and groups highly correlated attributes together to
preserve data utility. In addition, there are some other anonymization studies aiming
to preserve privacy against certain more specific attacks, such as classification attacks
(Li and Sarkar 2009), regression attack (Li and Sarkar 2014) and composition attacks
Li et al. (2016a). However, the above anonymization methods lack a solid theoretical
foundation and can only defend against known attacks (Chen et al. 2021, Mohammed
et al. 2011a). Dwork (2006) propose the e-differential privacy model with a rigorous
and provable privacy guarantee for protected data. e-differential privacy injects random
noise to original data, where privacy loss parameter e controls the amount of allowed in-
formation leakage (Dwork 2006). For example, Mohammed et al. (2011a) introduce an
generalization-based algorithm to release a noisy contingency table, where the injected
noises satisfying differential privacy requirement. Soria-Comas et al. (2014) propose to
perform k-anonymity method to the original dataset first and then inject noise, thus
lessening the injected noise required to achieve e-differential privacy and improving
the utility of the modified dataset. Unfortunately, modifying data by PPDP methods
reduces data utility, and thus the performance of the model is unavoidably degraded
by learning from the modified data (Li and Li 2009). Meanwhile, PPDP methods can
only prevent information leakage to a certain degree (Cheng et al. 2021). For example,
existing anonymization methods are only applicable to certain attacks and are vulner-
able to new attacks (Mohammed et al. 2011a). e-differential privacy has to allow a
certain amount of information leakage to preserve the utility of modified data (Wood
et al. 2018).

Yet another research stream focuses on enabling multiple parties to collabora-
tively build machine learning models while protecting user privacy and data confiden-
tiality at each party, namely federated learning (Yang et al. 2019¢). Extant federated

learning research predominantly focuses on horizontal partition scenarios. In contrast,
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vertical federated learning, which enables multiple participants holding different fea-
tures of common users to jointly build a prediction model without privacy leaking, has
received relatively little scrutiny. Fortunately, some recent studies have been aware
of the importance of vertical federated learning and propose several solutions. For
example, Hardy et al. (2017) propose a VFL framework allowing two parties to collab-
oratively train a logistic regression by utilizing an additively homomorphic encryption
scheme. Built on the work by Hardy et al. (2017), Yang et al. (2019a) further adopt a
quasi-Newton method to reduce the communication complexity for training the feder-
ated logistic regression model, and Yang et al. (2019d) remove the third-party coordi-
nator in the framework. Besides logistic regression, other prevalent machine learning
methods are also adopted in various VFL frameworks. In this vein, Cheng et al. (2021)
design SecureBoost, a tree-boosting VFL framework. They theoretically prove that the
proposed method is as accurate as a trivial non-federated scenario. Gu et al. (2020)
focus on nonlinear learning with kernels where the proposed federated kernel method
attains high efficiency and scalability simultaneously. Wu et al. (2020) construct a
novel privacy-preserving decision tree VFL framework not disclosing any intermediate
information, thereby attaining a more stringent privacy guarantee. Moreover, some
studies focus on designing VFL methods for specific application scenarios. For exam-
ple, Zhang et al. (2021) adopt asynchronous computation, which enables parties to
update the model asynchronously. Thus, they can better make use of parties’ com-
putation resources, especially when the computation resources are unbalanced. Kang
et al. (2022) propose a semi-supervised learning approach to improve VFL framework
performance when overlapped common samples are insufficient. Unfortunately, VFL
methods have to store the learned model in a distributed manner, constrained by pro-
tocol designs. In contrast, financial institutions treat their credit risk prediction models
as closely-guarded trade secrets, which must be confidential. Thus, financial institu-
tions cannot adopt VFL methods to build credit risk prediction models due to the

incapacity of keeping learned models confidential.
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Our literature review suggests the following research gaps. First, recent stud-
ies have shown that an effective credit risk prediction method should leverage users’
traditional and alternative data but overlook that insecurely using alternative data se-
riously violates users’ privacy. To address this research gap, we propose a new problem
of Privacy-preserving Credit Risk Prediction with Alternative data (PCRPA), which
considers the privacy constraint for users, model confidentiality constraint for finan-
cial institutions, and lossless constraint of model performance for both. Second, none
of the existing privacy-preserving machine learning methods can solve the problem
while satisfying all three constraints simultaneously. Privacy-preserving data publish-
ing methods fail to satisfy the lossless constraint due to data utility reduction and can
only prevent information leakage to a certain degree. Distributed model training of ver-
tical federated learning method breaches the model confidentiality constraint financial
institutions require. In response, we propose a novel vertical federated learning method
method to solve the PCRPA problem, namely PrivacyCredit. The PrivacyCredit learns
a credit risk prediction model and infers users’ credit risks with alternative data while
preserving users’ data privacy and financial institution’s model confidentiality at the
same time. Meanwhile, we theoretically and empirically demonstrate that the pro-
posed method achieves the lossless performance compared to the model learned from
the insecure use of alternative data. Therefore, our method is distinct from existing

privacy-preserving machine learning methods, as summarized in Table 3.1.

3.3 Problem Formulation

Let F represent a financial institution (e.g., a bank) and A denote an owner of
alternative data. For example, A can be an e-commerce firm, who holds users’ online
shopping data, or a mobile service provider, who stores users’ communication records.
Let V' = {v1,v9,...,v,} denote a set of n common users between F' and A. Financial
institution F owns traditional data: XF e R"*4" and y. Each row XF of matrix
X¥ represents user v;’s df traditional credit-related characteristics, such as annual

income; y; € y denotes v;’s credit status, where y; = 0 represents no delinquency (or
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Table 3.1: Comparison between Our Method and Existing Methods

Privacy-preserving Model-confidential Lossless
Constraint Constraint Constraint

Insecure Combination of
Traditional and Alternative Data, No Yes Yes
e.g., Berg et al. (2020)

Privacy-Preserving Data
Pubhshlng MethOdS, e.g., Yes Yes NO
Soria-Comas et al. (2014)

Vertical Federated Learning

Methods, e.g., Cheng et al. (2021) Yes No Yes
Our Method Yes Yes Yes
no default) and y; = 1 means delinquency (or default), i = 1,2,...,n. In addition,

A owns alternative data X4 € R"*%". Each row XA of matrix X4 represents user
v;’s d* alternative features, such as the average number of calls in a month. There
is no overlapping between traditional characteristics in X¥ and alternative features
in X4, F aims to learn a credit risk prediction model using both traditional data
(XF y) and alternative data X in the privacy-preserving manner. Meanwhile, the
learned credit risk prediction model must be held at F' and no information of the model
can be leaked to any other party because financial institutions treat their credit risk
prediction models as closely-guarded trade secrets (Hurley and Adebayo 2016). Now,
we can formally define the Privacy-preserving Credit Risk Prediction with Alternative

data (PCRPA) problem, as shown in Figure 3.1.

Definition 1 (PCRPA Problem). A financial institution F' privately owns tradi-
tional data (X', y) and an alternative data owner A privately holds alternative data
XA, F aims to learn a credit risk prediction model M that must satisfy the following

three constraints.
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(1) Privacy-preserving constraint: No traditional data at F' can be leaked to A
and no alternative data at A can be leaked to F.

(2) Model-confidential constraint: The learned model M must be privately held
at F' and no information of M can be leaked to any other party.

(3) Lossless constraint: The performance of M should be the same as that of
the credit risk prediction model M° learned from the insecure combination of (X' y)

and X4.1

I Credit Risk Prediction Model

/l-.-)/' M

. ]| 1 o
Alternative Financial
HER

Data Owner Institution

A: xA i F: (XF,y)

Figure 3.1: Privacy-preserving Credit Risk Prediction with Alternative Data Problem.

To solve the PCRPA problem, we need to tackle the following methodological
challenges. First, how to learn a credit risk prediction model from data distributed
at F' and A, while satisfying the three constraints at the same time. Second, how to
predict credit risks for new borrowers, whose data are distributed at F' and A, while
maintaining the three constraints at the same time. In response to these challenges,
we propose a novel vertical federated learning method to solve the PCRPA problem.
Our proposed method is developed based on eXtreme Gradient-tree Boost (XGBoost,
Chen and Guestrin (2016)), the most widely used and effective method for credit risk
prediction. In the following, we first review XGBoost and an encryption scheme wildly

used by privacy-preserving machine learning and then propose the two building blocks

! Insecure combination means that plaintext X4 is transferred from A to F and then
combined with (X*', y). Clearly, learning model M° from the insecure combination of
(X, y) and X4 violates the privacy-preserving constraint.

63



of our method, each of which addresses one of the aforementioned methodological

challenges.

3.4 Background
3.4.1 Vanilla XGBoost

Given a data set of n training instances D = {(x;,v;)|x; € R% y; € {1,0},i =
1,2,...,n}, where x; is a vector of d features of instance ¢ and y; denotes its class label,
XGBoost learns T regression trees from D (Chen and Guestrin 2016).> We denote the
t-th regression tree as 7, t = 1,2,...,T, and the weight of its k-th leaf as w;, where
k=1,2,...,K and K is the number of its leaves. Tree 7, : R* — R takes an instance’s

features as inputs and returns the weight of the leaf that the instance is classified into.

That is,

Te(Xi) = Weau(x,)s (3.1)
where function ¢, : R? — {1,2,..., K} classifies the instance into one of the K leaves

of 7;. For instance i, XGBoost predicts its probability of belonging to class 1, i.e.,

0, = ZTt(Xi>’ pi = o(0;), (3.2)

t
where p; and 6; denote the estimated probability and log-odd for y; = 1, respectively,

1

o(+) is the logistic function, and o(z) = ==

XGBoost learns from training data to construct one tree at each iteration.

Specifically, tree 7; at iteration ¢ is learned by minimizing the following loss:

_ 1
L0 = Z[l(yi, ez(t 1)) + graTe(Xi) + iht,iTE(Xi)] + Q(m), (3.3)

where regularization term Q(7;) = yK + 1A >, Wiy, 7 and X are hyperparameters, K is

the number of leaves in 7;, and w; , denotes the weight of its k-th leaf, £ =1,2,..., K.

2 XGBoost takes numerical features as inputs and categorical features can be converted
to numerical features through one-hot encoding (Chen and Guestrin 2016).
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(2 (2

By Equation (3.2), we have 91@71) = Z;:ll) 7;(%:), Y = J(H(tfl)) and

Uy, 087Y) = —y;log(p" ™) = (1= i) log(1 - ™) = 4,6 +log(1+¢% ). (3.4)

Terms ¢;; and hy; in Equation (3.3) are the first and second order partial derivatives

of I(y;, Qi(t_l)) w.r.t Qgt_l), respectively. We have

ol 1 t—1
gti = 89(t_1) = 1+ 6_0@—1) — Y = p'E ) — Yi, (35)
and
0?1 et " (t—1) (t—1)
hei = 8291@—1) - (1+ e_egtfl))2 =p (1—-p ) (3.6)
We define vectors g: = (911, -, Gtn) and hy = (hey, ..., he ), where notation ” denotes

vector transpose.

To construct tree 7;, XGBoost grows nodes by finding the best split to divide
current training instances, until reaching the user-specified maximum depth. A can-
didate split S is a combination of a focal feature and its associated threshold; current
training instances are divided into two groups depending on whether their focal fea-
tures are less than the threshold. To minimize the loss function (3.3), the best split is
the one achieving the maximum loss reduction among all candidate splits, where the
loss reduction £, ¢ of a candidate split S is given by:

L (eils) | (&l (&l
2'h Ik + XN hIE+ XN hil+ A
1 (G (G G
T2 Hs—i—)\ H S—l—)\ Hy+ A\

In Equation (3.7), vector I € {1,0}" denotes the set of current training instances; its

Lis=
(3.7)

i-th element I; = 1 means that instance 7 is in the set and I; = 0 otherwise. Instances
in [ are divided by S into two subsets: I% and I%, which respectively represent the
set of current training instances with their focal features less than (moving to the left
branch of the tree) and not less than (moving to the right branch of the tree) the
threshold of S. To simplify notations, we denote G5 as the dot product of g; and I§,

e., Gy = gil§. Similarly, Gfig = g/I§, G, = giI, Hlg = hiI§, HYy = hjI§, and

H; = h{I. Since G; and H; are fixed for all candidate splits, comparing loss reduction
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L s is equivalent to compare score; s defined below:

(Gis)® | (Gi)?
Hfs +A Hfs +A
Thus, the best split is the one achieving the maximum score; g among all candidate

(3.8)

scoreys =

splits. Finally, the weight of tree 7,’s k-th leaf, wy , is computed as:
i lr Gy
Wik = 1y — R %
where vector I} € {1,0}" denotes the set of instances in the leaf, its i-th element I z-’ft =1

(3.9)

means that instance i is in the leaf and I, = 0 otherwise, G} = g/I}', and Hf = hjI}.
Interesting readers please refer to (Chen and Guestrin 2016) for the derivations of

Equations (3.7) and (3.9).

3.4.2 Paillier Additively Homomorphic Encryption

Proposed by Paillier (1999), Paillier additively homomorphic encryption, here-
after Paillier encryption, is an encryption scheme wildly used by privacy-preserving
machine learning methods (Cheng et al. 2021, Liu et al. 2020). In Paillier encryption,
plaintexts refer to numerical and textual data that are not encrypted and ciphertexts
refer to those encrypted. We illustrate Paillier encryption in the context of our study.
To implement Paillier encryption, a pair of keys, namely public key and private key, are
created by a trusted party (e.g., a government authority). Plaintexts can be encrypted
with public key but ciphertexts can only be decrypted with private key. The trusted
party only gives public key to financial institution F and alternative data owner A.
Before sending its alternative data to F', A encrypts these data with public key. Since
F' does not have private key, the encrypted data sent by A cannot be decrypted by F',
thereby ensuring no information leaked from A to F. Similarly, F' encrypts its own
data before sending them to A, which guarantees no information leaked from F' to A.
Paillier encryption has several attractive properties.

Non-Deterministic Encryption: If a same plaintext is encrypted several times,

its corresponding ciphertexts are different at different times.
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In addition, Paillier encryption allows certain algebra operations conducted on cipher-
texts without decrypting them, which are summarized in the following homomorphic
properties (Paillier 1999). su, e.g., plaintext 47 and its ciphertext [[47]].
Homomorphic Addition: Given ciphertexts [[m1]] and [[ms]], we have

[[ma +ma]] = [[ma]] X [[mo]]. (3.10)
According to this property, if a party receives ciphertexts [[m1]] and [[ms]], it can obtain
the ciphertext of my + ma, i.e., [[m1 + ms]], although it does not know ms, msy, nor
my + Mma.

Homomorphic Subtraction: Given ciphertexts [[m4]] and [[ms]], we have

[[ma = ma]] = [lr]] < [[=ma]]. (3.11)

Homomorphic Scalar Multiplication: Given plaintext my and ciphertext [[ma]] ,

we have
[[m1 x ma]] = [[ma]]™. (3.12)

Homomorphic Dot Product: Given plaintext vector x and ciphertext vector [[z]],

we can obtain the ciphertext of their dot product by

[x'2]] = H[[zz—]]x% (3.13)

where x; and [[z]]] are elements of x and [[z]], respectively.

3.5 Method

We propose a novel vertical federated learning method, namely PrivacyCredit, to
solve the PCRPA problem. Our method works in the Paillier encryption environment.
In this environment, a trusted authority C' generates a pair of public and private keys
but only sends public key to F' and A. As a result, both F' and A can encrypt data with
public key, but neither F' nor A can decrypt encrypted data. Throughout this section,
we denote encrypted data using notation [[.]]. PrivacyCredit consists of two building
blocks, each of which addresses one methodological challenge of the PCRPA problem.
These two building blocks are described in Sections 3.5.1 and 3.5.2, respectively.
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3.5.1 Privacy-preserving Learning of Credit Risk Prediction Model

Given training data that consist of traditional data (X*', y) at I’ and alternative
data X4 at A, we propose how to learn the credit risk prediction model M from
the training data while satisfying the three constraints of the PCRPA problem. As
discussed in Section 3.4.1, M consists of a series of regression trees. Accordingly,
we show how to learn a regression tree in the privacy-preserving manner in Section
3.5.1.1. Once a regression tree is learned, parameters g; and h; need to be updated for
the construction of the next tree. Thus, we propose how to update these parameters

in the privacy-preserving manner in Section 3.5.1.2.

3.5.1.1 Privacy-preserving Learning of Regression Tree

Since the tree learning process is the same for all regression trees, we drop
tree number subscript ¢ in this subsection for the simplicity of notation. Like regular
XGBoost (Chen and Guestrin 2016), PrivacyCredit first specifies all candidate splits
before model training. Recall that a candidate split is a combination of a feature
and its associated threshold. In particular, F' enumerates candidate splits S¥', each of
which is defined on a traditional feature in X*. Similarly, A specifies candidate splits
S4 defined on alternative features in X“4. We denote all candidate splits S = S USA.
For each S € S, its corresponding vector I§ € {1,0}" represents the set of training

instances whose focal features are less than the threshold of S.

Example 1. Consider example training data of six instances, whose annual incomes are
$100K, $200K, $300K, $150K, $180K, and $205K, respectively. Given an candidate
split S = (feature = Annual Income, threshold = $200K), we have I§ = (1,0,0, 1,1,0)’,

because annual incomes of instances 1, 4, and 5 are less than $200K.

Let vector I € {1,0}" denote the set of current training instances to be split.

By applying a split S on I, current instances are divided into two subsets: those with

3 Set I contains all instances in the training data at the root node but it contains a
subset of these instances at an intermediate node.
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focal features less than the threshold of S, denoted by vector %, and those with focal

features not less than the threshold of S, represented by vector I%.

Example 2. Continue with Example 1. Consider I = (0,0, 1,1, 1,0)’; that is, current
training instances consist of instances 3, 4, and 5. Applying split S = (feature =
Annual Income, threshold = $200K) to I, we have IL = (0,0,0,1,1,0)" and I§ =
(0,0,1,0,0,0)', as instances 4 and 5 have annual incomes less than the threshold and

instance 3 has annual income greater than it.

Vector % can be computed by
I =INIG, (3.14)
where A is the element-wise logical conjunction operator. Equation (3.14) can be easily
verified using 7%, I, and I§ in the previous examples.

Having introduced S and I§, we next describe how PrivacyCredit constructs a
regression tree in the privacy-preserving manner. Specifically, it grows a node of the tree
by finding the best split that achieves the maximum score defined by Equation (3.8).
According to the equation, the score of a split S depends on g = (g1,92,.-.,9n),
h = (hy,ha,...,hy,), I%, and I¥. To build a tree in the privacy-preserving manner, we
need to tackle the following privacy-broken issues associated with g, h, I%, and IZ:

(1) User v;’s credit status y; can be inferred from g; and h;, i = 1,2,...,n. For
example, according to Equation (3.5), g; = p; — v;; thus, one can infer y; = 1 if g; < 0
and y; = 0 otherwise.

(2) If a user belongs to I%, one can infer that the focal feature (i.e.,the feature
of S) of the user is less than the threshold of S. For example, given S = (feature
= Annual Income, threshold = $200K), a user in I} indicates that the user’s annual
income is less than $200K. Similarly, if a user belongs to I¥, one can infer that the
focal feature of the user is not less than the threshold of S

To address the first privacy-broken issue and prevent the leakage of credit status
information from F' to A, g and h must be stored at F' and should not be transferred

to A without encryption. To address the second privacy-broken issue, I% and I must
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be encrypted before transferring from one party to the other. By Equation (3.14),
It is computed from I§ and I. Similar to I%, if a user belongs to IS, one can infer
that the focal feature of the user is less than the threshold of S. Thus, I§ should
be encrypted before transferring from one party to the other. Moreover, current level
training instances I are either instances in I or instances in I, which are resulted
from the split of the instances at one level higher using S. Therefore, I should also be
encrypted.

We first show how F' obtains [[I5]], VS € S, by invoking Algorithm 5. In this
and following algorithms, A : and F : denote data stored and A and F', respectively.
As illustrated, A derives and encrypts I5 for each S € 84 by comparing the focal
feature of each instance in X* and the threshold of S. As the credit risk prediction
model is learned and used by F, A sends [[IS]] to F, VS € 84. Finally, F' derives
and encrypts I for each S € S by comparing the focal feature of each instance in
X* and the threshold of S. This way, F obtains [[/5]],VS € S without violating the

privacy-preserving constraint, and is ready to build a regression tree.

Algorithm 5 F' Obtaining [[IS]]

Input: A: X4, 84, F: XI' S,
Output: F: [[I5]], VS € S.

1: A derives and encrypts I, for each S € §4.
2: A sends [[I5]] to F, VS € §4.
3: F derives and encrypts I5, for each S € S*.

Next, we show how to compute encrypted [[I%]] and [[I¥]], given S and en-
crypted [[/]] and [[IS]]. If we can replace the element-wise logical conjunction operator
in Equation (3.14) with an element-wise addition operator, we can employ the homo-
morphic addition property (i.e., Equation (3.10)) to derive [[I§]]. Let I}, I;, and I
denote an element of %, I, and I §, respectively. We have Ifs =LA I; = 1 if and
only if I; + Iy = 2 (i.e., both I; and IS being 1) and If'g = I; A I = 0 if and only

if I; + I7g < 2 (i.e., at least one of [; and Ilfs not being 1). Therefore, we can derive
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an element [[1/5]] of [[I§]] by computing [[I; 4+ I%]] with the homomorphic addition
property:

(11 + 1s]] = [[L]] > [U5S]),
and then comparing [[/; + I;]] and [[2]] using the encrypted data comparison scheme

(Veugen 2011).* An element [[I/%]] of [[I§]] can be derived with the homomorphic

subtraction property (i.e., Equation (3.11)):

(173560 = ([T = Ll = [15) x [[=T]].

With [[75]] and [[I%]] derived as well as g and h on hand, F needs to compute en-
crypted [[scoreg]] according to Equation (3.8). Specifically, encrypted term [[G%]] of the
equation can be calculated as [[G%]] = [[g'I§]], which can be further computed using the
homomorphic dot product property (i.e., Equation (3.13)). Using the same property, F’
can compute encrypted terms ([GE] = ([g/I81], [[H4] = [b/I4], and [[HE] = [WIF]).
The difficulty of computing [[scoreg]] by Equation (3.8) is that the division operator
on encrypted terms is not defined in the Paillier encryption scheme (Paillier 1999).
We propose the following procedure and Lemma 1 to tackle this difficulty. Specifi-
cally, F generates four random numbers ay, ag, 1, B2, and sends [[V]] = [[GE + a4]],
[Na]] = ([GF + aall, [[MA]] = [[B1(HE + V)], and [[Mo]] = [[B2(HE + A)]] to the trusted
authority C.° Since C has private key, C can decrypt them and obtain plaintexts N,
Ny, My, and M. It is noted that C' cannot infer G5 from Ny, G& from N,, HE from
M, and HE from M, because C' does not know random numbers «a;, as, f1, 32.5 Next,

C' computes and sends encrypted [[S2]], [G25)], [2]), [[22]], [[1L], and [[5] to F

4 The encrypted data comparison scheme takes two ciphertexts as input and outputs
comparison results in the forms of [[1]] or [[0]]. See details in Appendix C.

5 By the homomorphic addition property (i.e., Equation (3.10)), [N1]] = [[GL + a1]] =
[[GL]] x [[a1]]. Using the same property, we can compute [[Ns]]. [[M;]] and [[Ms]] can
be computed using the homomorphic addition property (i.e., Equation (3.10)) and the
homomorphic scalar multiplication property (i.e., Equation (3.12)).

6 The secrecy of the element-wised random mask is guaranteed based on the inability
to definitively solve n equations with more than n unknowns (Du et al. 2004, Vaidya
and Clifton 2002).
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and F' calculates [[scoreg|] by Lemma 1.

Lemma 1. The encrypted score of a candidate split S, [[scoreg|], can be calculated

| o (N1)2 1 N1 201 B1 1 a2p
cores]] = [ [ [

(N2)2 > Ny 20232 1 adpBa

I8 1 Tt [

Proof. See Appendix B.1.

Using the procedure described above, F' computes the encrypted score for each
candidate split. It then finds the best split S* with the maximum score as well as its
corresponding [[I4.]] and [[[£]], by applying the argmaz over encrypted data scheme
proposed by Bost et al. (2015) to all encrypted scores.” Bost et al. (2015) proves that
the argmax over encrypted data scheme is secure. As a result, only F' knows the best
split S* and the model-confidential constraint is maintained. Algorithm 6 summarizes
the privacy-preserving finding of the best split.

To construct a regression tree, Algorithm 6 is iteratively invoked to find the best
split that divides current training instances, until reaching the user-specified maximum
depth of the tree. Finally, F' computes the encrypted weight for each leaf of the tree
according to Equations (3.9). Again, the difficulty of computing Equation (3.9) is
that the division operator on encrypted terms is not defined in the Paillier encryption
scheme. To tackle the difficulty and derive the encrypted weight of the k-th leaf,
[[we]], F generates random numbers ay and B and sends [[Ni]] = [[G* + ax]] and
[My]] = [[B(H* + A)]] to C, where [[G*]] = [[g'I*]], [[H*]] = [0'I*]], and I* € {1,0}"
denotes the set of instances in the leaf. C' decrypts them and sends encrypted [[—2%]]

My,

and [[~ -] to F', which in turn calculates [[wy]] by Lemma 2.

7 Argmaz over encrypted data scheme takes encrypted numbers as input and outputs
the position of the biggest number by the plaintext.
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Algorithm 6 Privacy-Preserving Finding of Best Split

Input: F: A\ g, h, [[I]], [[S]] VS €S
Output: F: S*, [[IL]], [[[5‘]]

1: for each S € S do
2. F derives [[/&]] and [[IZ]] from [[{]] and [[I5]].
3. F computes [[GL]], [[GE]], [[HE]], and [[H%]] by applying Equation (3.13).

4:  F generates random numbers oy, ag, 81, (2, and sends [[Ni]] = [[GE + a4]],
[No]] = [[GE + e, [Mi]] = [[B1(HE + N)]], and [[Ma]] = [[B2(HE + N)]] to C.
5. C decrypts [[N],[[Na]], [MA]], [Mo]] and sends encrypted [[F3-]], [[S2-]),

My Mo

(310 (52 (3] and [[55]] to F.
6: I calculates [[scores|] by Lemma 1.

7. end for

8: F obtains the best split S* as well as its corresponding [[I%.]] and [[IZ.]] by applying
the argmax over encrypted data scheme to all encrypted scores.

Lemma 2. The encrypted weight of the k-th leaf, [[wg]] can be calculated as:

[ L

1
Tl x5

o B

Proof. See Appendix B.2.

3.5.1.2 Privacy-preserving Parameter Updating
After building the t-th tree 7, PrivacyCredit updates g; to g;+1 and h; to hy 4
for the construction of the (¢t + 1)-th tree 74;. According to Equations (3.5) and (3.6),

both ¢;41,; and h;41,; can be derived from p(-t) 1 =1,2,---,n. It is thus imperative to

7 )
compute pgt)

. By Equation (3.2), we have
pg 0(9( )) and
01 = 0" + 7i(xy) (3.15)
H(t Dy Wiq,(x)s by Equation (3.1)
where x; denotes user v;’s traditional and alternative features. Recall that function ¢,

takes x; as the input and classifies v; into one of the K leaves of tree 7;. Therefore, we
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have

Wgu(x Zwtk kL (3.16)

where I}, is the i-th element of If, I}, = 1 1f v; belongs to the k-th leaf of 7, and I}, = 0
otherwise. Note that F' only has encrypted [[w;x]] and [[If]]. To calculate wy g, (x,) from
encrypted [[w;x]] and [[IF]], we propose the following procedure. First, F generates
random numbers oy, and S, and sends [Wi]] = [[wex + ou]] and [[Ok]] = [[IF, + Bi]]
to C, k=1,2,..., K. Next, C deciphers them and sends encrypted [[W} x Ogl] to F,
k=1,2,..., K. By Lemma 3, F calculates [[w; 4, (x;)]| from [[W}, x O]]. To get plaintext
Wig(x;), ' generates another random number ¢ and sends [[Y]] = [[we g, x,) + £]] to C.
Finally, C' decrypts [[Y]] and sends T to F', and F' obtains wy 4, (x,) as T —&. Algorithm 7
summarizes the procedure of computing p . Once p ) is derlved, F' can compute g;41

and hy41,; according to Equations (3.5) and (3.6) respectively, i = 1,2,--- ,n

Algorithm 7 Privacy-Preserving Computation of pgt)

Input: F: [[wl]], [[F5]], k=1,2,...,K
Output: F: p(t)

7

1: F' generates random numbers a4 and S, and sends [Wy]] = [[wir + )] and
[O]] = [[IF, + Bl to C, k= 1,2,... K.

2: C decrypts [[Wi]], [[Ok]] and sends encrypted [[Wy, x Ok]] to F', k=1,2,..., K.
3: F calculates [[wy g, (x,)]] by Lemma 3.

4: F generates a random number ¢ and sends [[T]] = [[we g, x:) + &]] to C.

5. C decrypts [[Y]] and sends T to F.

6: I calculates w4, (x,) = T — § and computes pZ 2 by Equation (3.15).

Lemma 3. Encrypted [[wy g, (x,)]] can be calculated as:

[wraeeol] = LW x O] x [=IED™ x [[=wral]® x [[—anBil))-

k

Proof. See Appendix B.3.
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3.5.2 Privacy-preserving Credit Risk Prediction
The learned credit risk prediction model can be employed to predict the credit
risk of a new user. Let vector x£ € R%" denote the new user’s traditional features

stored at F' and vector x2 € R*" be the user’s alternative features held by A. Since
the model is stored at F', A sends encrypted [[x2,]] to F. We denote the new user’s
data as vector X,e,, which is the concatenation of xI and [[x? ]]. Each tree 7 of the
model takes X, as the input and returns encrypted [[wi g, (x,..)]], Where function ¢
classifies the new user into one of the K leaves of the tree and t = 1,2,...,T. Similar
to Equation (3.16), we have [[wy g, (xnew)]] = (K wix0F]], where wyy is the weight of
the k-th leaf of 7, ¥ € {1,0} denote whether the new user is classified into the k-th
leaf of 7, and £k =1,2,..., K.

For each branch b of 74, let 9, = 1 denote the new user being classified along
the branch and 0, = 0 otherwise. The value of §, depends on the split attribute (e.g.,
number of late payments of phone bills), threshold (e.g., 5), and comparison operator
(e.g., greater than) associated with branch b as well as the new user’s corresponding
attribute value. The value of 9, should be encrypted. For example, if 9, = 1 is disclosed,
one can infer that the new user’s number of late payments of phone bills is greater than
5. To compute [[0p]] for each branch b of 7, F' compare the threshold associated with
the branch and the new user’s corresponding attribute value using the encrypted data
comparison scheme (Veugen 2011).

Let Path,, denote the path from the root node to the k-th leaf of 7, k =
1.2,..., K, which consists of a sequence of branches in the path. In the plaintext
manner, if the summation of dys of these branches equals the depth of 7;, d;, of each
branch in the path must be 1; thus, the new user is classified by following each branch
in the path and we have 6F = 1. On the other hand, if the summation of &, of these
branches is less than the depth of 7, ¢, of some (or all) branches in the path must be 0
and we have §F = 0. However, I has to work with encrypted [[d,]] and [[6F]] to satisfy

the privacy-preserving constraint. To accomplish this, by the homomorphic addition
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property (i.e., Equation (3.10)), F' computes

Y &= ] (& (3.17)

bGPatht,k bGPatht,k

Next, F' derives [[6¥]] by comparing [[>ovepatn, , %vl] and the depth of 7 using the
encrypted data comparison scheme (Veugen 2011).

With [[6F]] derived for the new user and [[w;x]] given by the model, F' generates
random numbers oy and By, and sends [[W;]] = [[wir + ax]] and [[Ok]] = [[6F + B4]] to
C,k=1,2,...,K. Party C then deciphers them and sends encrypted [[W) x Oy]] to

F. By Lemma 3, F' calculates [[wt g, (x,c.)]] as:

[©rgexnen]] = [T AW x O] x [=05T1 x [[=wral]™ x [[=anfil])- (3.18)

k
After deriving [[wy g, (xnen)]] fort = 1,2,..., T, F calculates [[0ew]] = [[Zthl Wit (xmew))] =

H?zl[[wmt(xnw)]] by Equation (3.2) and the homomorphic addition property. To get
plaintext O,,e,,, F sends [[O]] = [[fnew + p]] to C, where p is a random number generated
by F. Party C deciphers [[O]] and sends © to F. Finally, F' obtains €,., = © — p
and calculates the delinquent probability ppe, of the new user by Equation (3.2), i.e.,
Prew = 0(Onew). We illustrate the procedure of privacy-preserving credit risk prediction

in Algorithm 8.
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Algorithm 8 Privacy-Preserving Credit Risk Prediction

Input: F: xf 7, t=1,2,...,7; A x4

new’ new

Output: F: prew

1: fort=1,2,...,T do
2:  F computes [[0p]] for each branch b in 7.
3:  F calculates [ ,cpon, . )] by Equation (3.17), k=1,2,..., K.

4: F derives [[0f]] by comparing [[3,c pas, , 0b]] and the depth of the k-th leaf with

the encrypted data comparison scheme, £k =1,2,..., K.

5. F generates random numbers oy and S, and sends [[Wi]] = [[wir + ax]] and

[OW)] = [[0F + 8] to C, k=1,2,..., K.
6:  C decrypts [[Wi]], [[Ok]] and sends encrypted [[Wy x Ox]] to F, k=1,2,..., K.

7. F calculates [[We g, (x,..))] By Equation (3.18).

8: end for
9: I computes [[0eu]] = [[Zle Wt i (xnew)]] = Hthl[[Wt,qt(xnew)H-
10: F generates a random number p and sends [[©]] = [[0new + p]] to C.

11: C deciphers [[©]] and sends © to F'.

12: F obtains 0, = © — p and computes e, = 0(Opew)-

3.6 Theoretical Analysis

We show that the proposed PrivacyCredit satisfies both the lossless, privacy-
preserving, and model-confidential constraints of the PCRPA problem in the following
theorems and theoretically analyze the PrivacyCredit in terms of computational cost

for the model training and prediction.

Theorem 2. The proposed PrivacyCredit method satisfies the lossless constraint, i.e.,

the performance of M would be identical to the performance of credit risk prediction
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model M° learned from the insecure combination of (X y) and X4.

Proof. See Appendix B.4. O

Theorem 3. The proposed PrivacyCredit method satisfies the privacy-preserving con-
straint, i.e., neither each user’s credit information at F' nor alternative information at
A would be leaked.

Proof. See Appendix B.5. 0

Theorem 4. The proposed PrivacyCredit method satisfies the model-confidential con-
straint, i.e., no information of M would be leaked.

Proof. See Appendix B.6. 0J

3.7 Empirical Evaluation

We collected traditional credit data (X¥, y) from a commercial bank F in
an Asian country. Matrix X7 contains demographical and credit information of the
bank’s 11,992 credit card users; each row of X! describes a user with 7 features,
such as the type of residence (rent or own), annual income, and average statement
balance. A user’s credit status y; € y is set to 1 (i.e., delinquency) if the user miss
the minimum payment due over 90 days and set to 0 (i.e., no delinquency) otherwise.
Out of all 11,992 users, the percentage of delinquent users is 8.59%. We also obtained
alternative mobile data for these 11,992 users: X4, from a mobile service provider
A. X% include 8 characteristics of mobile usages, such as number of phone bill late
payments, social size, and daily duration of calls.

We employed 70% of these users for training and the remaining for test. Using
the training data, we trained our method and each benchmark method to predict the
probability of delinquency for each user in the test data. The performance of a method
was evaluated using common metrics for credit risk prediction: precision, recall, and F'1
score (Khandani et al. 2010, Lu et al. 2019). Specifically, top-Q) users with the highest
delinquency probabilities were predicted to be delinquent by a method. Accordingly,

precision is the fraction of predicted delinquent users who are actually delinquent; recall

78



is the fraction of true delinquent users who are correctly predicted as delinquent; and
F1 score is the harmonic mean of precision and recall.

We summarize the methods compared in our evaluation below.

PrivacyCredit: We implemented our method in a privacy-preserving environ-
ment. In particular, we placed credit data (X¥', y) and alternative mobile data X in
two different servers. More importantly, all data exchanges between these two servers
must be encrypted to meet the privacy-preserving constraint, and all information of
the model cannot leave the server of credit data. As a result, our method learned a
model from both (X', y) and X4, while satisfying the privacy-preserving constraint.

XGBoost-All: This benchmark applied the XGBoost method (Chen and Guestrin
2016) to learn a model from all data in plaintext, i.e., (X, X4, y). That is, XGBoost-
All does not meet the privacy-preserving constraint at all. However, the benchmark
gives us the best predictive performance that can be achieved with XGBoost and all
available data. Thus, the performance difference between our method and XGBoost-All
indicates whether our method meets the lossless constraint.

XGBoost-F: This benchmark applied the XGBoost method (Chen and Guestrin
2016) to learn a model from credit data held by F only, i.e., (X' y). This benchmarks
represents the common practice of credit risk prediction at a financial institution. It
cannot utilize the alternative data at A to learn the model. Thus, the performance
comparison between our method and XGBoost-F reveals the performance contribution
of our method’s major innovation.

To ensure a fair comparison among these methods, we set the maximum depth
of a tree to 6, learning rate to 0.3, number of trees T to 50, and hyperparameter A to
1 for all compared methods, consistent with the default setting of XGBoost®. There
are about 300 delinquent users in the test data. Thus, we initially set ) = 300 in
our evaluation. That is, top-300 users with the highest delinquent probabilities were

predicted to be delinquent by a method. Table 3.2 summarizes the performance of

8 https://xgboost.readthedocs.io/en/latest/parameter.html
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Method Precision Recall F1 Score
PrivacyCredit 0.590 0.586 0.588
XGBoost-F 0.547 0.543 0.545
XGBoost-All 0.590 0.586 0.588

Table 3.2: Performance Comparison (Q=300)

Metric Method Q=200 Q=250 Q=300 Q=350 Q=400 Mean Std.
PrivacyCredit | 0.715  0.644 0590  0.549  0.518 0.557 0.062
Precision  XGBoost-F | 0.635 0568  0.547  0.523  0.488 0.520 0.040
XGBoost-All | 0.715  0.644 0590  0.549  0.518 0.557 0.062
PrivacyCredit | 0.474  0.533 0.586  0.636  0.685 0.633 0.077
Reca]  XCGBoost-F | 0421 0470 0543 0.606  0.646 0.594 0.091
XGBoost-All | 0.474 0533 058  0.636  0.685 0.633 0.077
PrivacyCredit | 0.570  0.583  0.588  0.589  0.590 0.587 0.003
Pl Seore XGBoost-F | 0506 0.514  0.545 0561 0556 0549 0.021
XGBoost-All | 0.570  0.583  0.588  0.580  0.590 0.587 0.003

Table 3.3: Performance Comparison: Varying Q

each compared method.

As shown, our method achieves the same performance as XGBoost-All, which
verifies the lossless property of our method. Moreover, our method performs substan-
tially better than XGBoost-F. For example, it outperforms XGBoost-F by 7.93% in
F1 score. The outperformance of our method over XGboost-F demonstrates the value
of employing alternative data securely for credit risk prediction, which is attributed
to the major methodological innovation of our method. To check the robustness of
our results, we used different () values, ranging from 200 to 400, in increment of 50.
Evaluation results in Table 3.3 further confirm the lossless property of our method as

well as its performance advantages over XGboost-F.

3.8 Chapter Conclusion

Credit risk prediction is an essential task for the consumer credit industry, and
accurate predictions can benefit both financial institutions and consumers. Tradi-
tional data sources, such as demographic and credit history data, have long been used

to predict credit risk. However, with the increasing availability of alternative data
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sources, such as mobile phone communication data and e-commerce transaction data,
the accuracy of credit risk prediction can be improved by combining traditional and
alternative data sources. However, using alternative data directly for credit risk pre-
diction can result in severe privacy breaches, and existing privacy-preserving methods
have limitations in addressing this challenge. In response, we introduce a new problem
of privacy-preserving credit risk prediction with alternative data and propose a novel
vertical federated learning method to solve it. Our method can effectively utilize alter-
native data for credit risk prediction while preserving users’ data privacy and financial
institutions” model confidentiality at the same time. The main methodological nov-
elties of our method and hence the methodological contributions of this study are as
follows. First, we propose how to learn a credit risk prediction model and how to infer
users’ credit risks with alternative data while preserving users’ data privacy and finan-
cial institutions’ model confidentiality at the same time. Second, we demonstrate the
lossless, privacy-preserving, and model-confidential properties of our method theoreti-
cally. Using real-world data, we show that our method achieves the same performance
as the method that insecurely uses alternative data for credit risk prediction. We also
show substantial performance advantages of our method over a common practice of
credit risk prediction at financial institutions.

The proposed method has several important implications for financial institu-

tions, borrowers, and alternative data providers:

e For financial institutions, the proposed method allows financial institutions to
effectively combine traditional and alternative data, resulting in more accurate
credit risk predictions. Meanwhile, by ensuring the appropriate use of clients’
alternative data and confidentiality in credit risk prediction models, financial
institutions can comply with data protection regulations as well as build and

maintain trust with their customers.

e For borrowers, the proposed method ensures that credit risk predictions are based

on a comprehensive set of data, including alternative data, which can lead to more
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accurate creditworthiness assessments. This can result in fairer access to credit

for borrowers, especially for those with limited credit history.

e For alternative data providers, such a method enables them to securely collabo-
rate with financial institutions, creating new revenue streams and business oppor-
tunities. By participating in privacy-preserving credit risk prediction collabora-
tions, alternative data providers can demonstrate their commitment to protecting

consumer privacy, which can enhance their reputation in the market.

The following three ways can extend this study. First, the proposed method
needs the participation of a trusted third party in the Paillier environment to generate
key pairs and participate in conducting the algorithm. However, the issue of arrang-
ing for such parties remains an unresolved problem in practical scenarios. As long as
motivations exist (e.g., greed, politics, revenge), individuals in such parties will create
potential vulnerabilities and compromise trust. In future work, the necessity for trusted
third parties in the method could be eliminated. A feasible solution is to employ the
threshold Paillier cryptosystem, which enables participant parties to collaboratively
decrypt ciphertexts without requiring a passive third party. Second, as credit risk pre-
diction models continue to evolve, future studies could concentrate on developing more
advanced techniques that provide better model performance than XGBoost, which is
the focus of this study. For example, several deep learning-based methods have been
proposed recently for credit risk prediction (e.g., Babaev et al. 2019, Lee et al. 2021).
It is, therefore, interesting to investigate how to design a deep learning-based federated
learning method to predict users’ credit risk using their alternative data. Third, recent
studies have demonstrated empirically and analytically the superior performance of the
methods employing both intrinsic and social network data for credit risk prediction,
in comparison to those using intrinsic data only (Tan and Phan 2016, Tan et al. 2016,
Wei et al. 2015). Thus, future research can explore integrating users’ social network
structures, which are non-tabular alternative data, to further enhance the accuracy of

credit risk prediction models.
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Chapter 4

DIFFERENTIALLY PRIVATE PUBLICATION OF SOCIAL GRAPHS
WITH VERTICALLY PARTITIONED CREDIT ATTRIBUTES

4.1 Introduction

Recent studies have revealed that the combination of social network data with
credit data results in enhanced predictions of credit risks, better comprehension of
users’ spending habits, and improved explanations of user default behavior (Lin et al.
2013, Tan and Phan 2016, Wei et al. 2015). Indeed, incorporating social network data
with other sources can lead to accurate predictions and insights into user behaviors
across a range of domains. For instance, numerous studies have documented enhanced
predictive power in areas such as product adoption (Hill et al. 2006), consumer re-
sponses to advertising (Goel and Goldstein 2014), and detecting social security fraud
(Van Vlasselaer et al. 2016).

Despite the advantages of incorporating social network data into credit model-
ing, acquiring social network data can be challenging for financial institutions due to
privacy concerns and regulations, as well as the proprietary nature of the social net-
work data. Furthermore, financial institutions are also prohibited from sharing users’
credit data with social network owners to carry out data analysis tasks related to credit
modeling. Although several prior studies have utilized and merged real social network
data with credit data, these studies represent special cases where social network data
are collected. For example, Lin et al. (2013) investigate credit risk in the context of
peer-to-peer lending. The focal peer-to-peer lending platform in this study (i.e., Pros-
per.com) allows users to join a friendship social network on the platform’s own website.

That is, the friendship social network is created and maintained by the peer-to-peer
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lending platform. Thus, friendship social network data are internal data to the peer-to-
peer lending platform and can be collected by the platform because it does not require
collecting social network data from external parties. This special case is quite different
from general situations where a financial institution (e.g., a bank) intends to collect so-
cial network data from external social network platforms (e.g., Facebook). As another
example, Tan and Phan (2016) study credit risk prediction for microfinance loans in
an underdeveloped country, where credit bureaus and credit scores are absent. Conse-
quently, to obtain microfinance loans, borrowers have to provide alternative data (e.g.,
social network data) to the lender for the assessment of their creditworthiness (Tan and
Phan 2016). Such practice does not exist in many other countries, especially developed
countries, because of the installment of credit scoring systems in these countries. In
sum, while financial institutions may be able to obtain borrowers’ social network data
under specific circumstances, such as in peer-to-peer lending and microfinance loans in
underdeveloped countries, accessing this type of data can be difficult for them in most
other situations. This presents a dilemma. On the one hand, merging credit data with
social network data could provide financial institutions with better insights into users’
spending habits and offer more accurate explanations of user default behaviors, thus
enabling them to better serve customers while mitigating credit risks. On the other
hand, financial institutions face challenges in collecting social network data or sharing
their credit data with social network owners due to privacy concerns and regulatory
constraints. In this study, we resolve this dilemma methodologically.

Let F represent a financial institution (e.g., a bank) and S denote an owner of
social network data. V' = {vy,vs,...,v,} denotes a set of n common users between F’
and S. Financial institution F' privately owns users’ credit data X. Each column X
of matrix X represents user v;’s d traditional credit-related attributes, such as annual
income and credit status. We denote user v;’s vector of credit-related attributes as

x;. Here, we make the assumption that each element of x; is a binary variable, i.e.,
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x; € {0,1}%.! In addition, social network owner S holds the social graph G = (V, E),
where F is a set of edges representing social connections among user set V. It is evident
that credit data X and social graph G = (V, E) are vertically partitioned, signifying
that multiple participants hold different characteristics of common users. Now, we
can formally define the Social Graph Publication with vertically partitioned Credit
Attributes (SGPCA) problem studied in this paper.

Definition 2 (SGPCA Problem). A financial institution F' privately owns credit
data X, and a social network owner S privately holds social graph G = (V| E). F
aims to generate and release a synthetic attributed social graph G4 = (V,E,X ) for
data analysis, where E and X are synthetic edges and credit attributes for user set V,
respectively. Meanwhile, both S and F' must ensure that their users’ data privacy is

preserved in the process of synthetic data generation and release.

We solve this problem by facilitating financial institutions to produce a synthetic
social graph with credit attributes with the collaboration of social network owners, as
opposed to resorting to insecure data sharing. The proposed approach ensures that
the data confidentiality of the financial institution and the social network owner is pro-
tected via an encryption scheme and a strong differential privacy guarantee. Moreover,
the generation process can maintain data utility, thereby enabling effective outcomes
when conducting data analysis tasks on synthetic data. Concretely, we allow a finan-
cial institution with credit attributes and a social network owner with a social graph
to jointly fit the attributed graph model without violating the confidentiality of their
respective data. Then, a synthetic graph with credit attributes is sampled from the
fitted model via reject sampling. In particular, all sensitive information is encrypted
using the Paillier encryption scheme before being exchanged between the parties in-

volved. Meanwhile, random noises satisfying the differential privacy requirement are

L Tt is worth noting that this method can be easily extended to a more general problem,
since numerical variables can be discretized and transformed into binary variables using
the one-hot encoding technique (Zheng and Casari 2018).
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injected into the model fitting procedures, thereby ensuring that the approach is under
a strong guarantee of differential privacy.

This study can be classified into the field of privacy-preserving data publishing,
which has been studied for numerous years. Some recent developments in privacy-
preserving data publishing have taken into account the releasing of vertically parti-
tioned data (i.e., multiple participants holding different features of common users) and
attributed social graphs (i.e., social graphs with node attributes). Nevertheless, our
approach remains distinct from these extant data publication methods, contributing
significantly to the field. In comparison to vertically partitioned data publishing meth-
ods (e.g., Tang et al. 2019), the novelty of our method lies in that it considers one of
the datasets in the form of social graphs, whereas vertically partitioned data publish-
ing methods only take tabular data into account. Moreover, our approach differs from
privacy-preserving publishing methods for attributed social graphs (e.g., Jorgensen
et al. 2016), as our method considers a social graph where node attributes are verti-
cally partitioned. In other words, users’ social graph and credit attributes are privately

owned by the social network owner and financial institution, respectively.

4.2 Related Work
In this section, we review representative methods for privacy-preserving data
publishing as well as their recent developments for generating synthetic social graphs.

We then discuss the key novelties of our study.

4.2.1 Privacy-Preserving Data Publishing

Privacy-preserving data publishing (PPDP) aims to develop methods and tools
for publishing datasets, which keep data utility while preserving data privacy (Fung
et al. 2010). In a tabular dataset, attributes are typically divided into three categories:
(1) some attributes that can distinctly identify an individual are referred to as explicit
identifiers (ID), such as Name or Social Security Number; (2) some attributes are Quasi

Identifiers (QID), which are pieces of non-sensitive information that do not explicitly
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identify users (e.g., Age, Sex, and Zipcode); (3) Sensitive Attributes (SA) consist of
confidential person-specific information, such as Diseases and Salary. A common mis-
conception is that eliminating IDs before publishing can protect published data against
privacy leakage. However, Narayanan and Shmatikov (2006) have demonstrated that
an adversary can de-anonymize the owner of a record by merging QIDs with data from
other publicly available sources, which is known as a linkage attack, and subsequently
disclose the sensitive information. Hence, much prior research has focused on propos-
ing effective anonymization techniques to prevent linkage attacks. One of the most
well-known methods is the k-anonymity model proposed by Samarati and Sweeney
(1998a,b). By applying generalization (replacement of a value with a broader cate-
gory) and suppression (removal of all or some values of certain attributes) to QIDs, a
k-anonymous dataset meets the requirement that any record in the published dataset
must have at least & — 1 records having identical values of QIDs with the record.
However, k-anonymity only focuses on QIDs and disregards sensitive attributes. The
technique is, therefore, vulnerable to various kinds of attacks, such as homogeneity at-
tack (i.e., records with identical QID values have the same SA value) and background
knowledge attack (i.e., utilizing an association between QIDs with SA to narrow down
possible values of SA). Machanavajjhala et al. (2007) propose I-diversity to address the
aforementioned privacy disclosure problem by increasing the diversity of sensitive value
within a set of k records. To be more specific, this method requires every group with
identical QID values to have at least [ ”well-represented” sensitive values. Although
the [-diversity model considers the diversity of sensitive values within a k-anonymous
group, sensitive information can still be partially exposed when the distribution of the
sensitive value within a k-anonymous group differs from its distribution in the overall
dataset, which is known as a skewness attack. In response, Li et al. (2007) propose
t-closeness, which requires the distribution of the sensitive value within a k-anonymous
group to be close to that of the entire dataset, thereby mitigating the risk of privacy
breach due to a skewness attack. However, the aforementioned methods can signifi-

cantly reduce the data utility due to alterations made to the original data. Therefore,
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various approaches have been proposed to preserve the utility of sanitized data while
ensuring privacy. For example, Li and Sarkar (2006) present a perturbation method
to address privacy issues arising in publishing categorical data and attempt to pre-
serve the statistical properties of the data through a two-phase method. This method
first solves a linear programming problem and then conducts a Bayesian-based swap-
ping procedure. They further propose a bounded swapping approach to resolve the
conflict between privacy protection and data utility for numeric data (Li and Sarkar
2011). Li et al. (2012) present a new approach called “slicing,” which breaks the asso-
ciation across uncorrelated attributes to protect privacy and groups highly correlated
attributes together to preserve data utility. In addition, there are other anonymization
studies that aim to preserve privacy against specific attacks, such as classification at-
tacks (Li and Sarkar 2009), regression attacks (Li and Sarkar 2014), and composition
attacks (Li et al. 2016a).

However, the aforementioned methods are only applicable to limited attacks
and may not defend against newly developed attacks. To provide a rigorous and prov-
able privacy guarantee against any attacks, Dwork (2006) propose differential privacy.
Initially designed to protect the outcomes of queries to a database, differential privacy
has been further extended to publish data. The idea behind differential privacy is to
inject random noise into the output before releasing it, such that the published data
cannot be used to infer whether a particular input belongs to the original data. More
concretely, to guarantee differential privacy in published data, there are two approaches
to achieving this goal. The first line of work designs anonymization methods to san-
itize the data while satisfying the requirement of differential privacy at certain steps.
For instance, Mohammed et al. (2011a) propose a generalization-based anonymization
algorithm to release a noisy contingency table, where the injected noise satisfies the
differential privacy requirement. The second approach involves generating synthetic
data by extending probabilistic generative models to support differential privacy. For
example, Zhang et al. (2017) construct a privacy-preserving generative model based on

Bayesian networks. Acs et al. (2018), on the other hand, adapt the training procedures
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of generative neural networks such as restricted Boltzmann machines or variational
auto-encoders to ensure differential privacy is maintained.

However, neither anonymization algorithms nor synthetic data generation ap-
proaches can preserve explicit identifiers. As a result, it becomes challenging to effec-
tively join vertically partitioned datasets through the combination of sanitized datasets.
To address this issue, several studies are dedicated to tackling the problem of publish-
ing vertically partitioned private data. For instance, Jiang and Clifton (2006) present a
framework that securely integrates data from two vertically partitioned sources, while
ensuring that the published data satisfies the k-anonymity requirement. Mohammed
et al. (2011b) further propose an efficient anonymization algorithm to integrate data
from multiple sites. Due to the vulnerability of anonymization methods mentioned
earlier, Mohammed et al. (2013) apply differential privacy to release vertically parti-
tioned data between two parties. To achieve this, they generalize the raw data through
the proposed distributed exponential mechanism and then add noise to ensure that
the sanitized data satisfies e-differential privacy. Tang et al. (2019) propose a differen-
tially private latent tree approach to corporately generate an integrated dataset from
multiple vertically partitioned sites.

Aside from tabular data, recent studies have proposed privacy-preserving data
publishing methods for generating synthetic social graphs. In the following, we will

review representative studies in this stream.

4.2.2 Privacy-Preserving Synthetic Social Graph Generation

Synthetic graph generation aims to generate offline a synthetic graph that mim-
ics the original graph while also ensuring that the privacy of the connections described
in the original graph is not compromised. Moreover, data mining tasks can be per-
formed on the published synthetic graph, and the resulting model should be a good ap-
proximation of the model using the original graph. In contrast to publishing synthetic

graphs, much prior work proposes to securely release specific statistical information,
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such as degree distribution (Hay et al. 2009, 2010, Day et al. 2016, Ullman and Seal-
fon 2019), subgraph counting (Karwa et al. 2011, Kasiviswanathan et al. 2013, Zhang
et al. 2015), and eigenspectrum (Chaudhuri et al. 2012, Hardt and Roth 2013, Ahmed
et al. 2019). Nevertheless, certain algorithms and result analyses rely on the actual
network structure, rather than just statistical information. Therefore, researchers have
been motivated to investigate methods for publishing a sanitized entire graph while en-
suring network data privacy. To achieve this, a number of prior research has explored
various anonymization techniques (Zou et al. 2009, Cheng et al. 2010, Yuan et al. 2010,
Mittal et al. 2013). Regrettably, it has been demonstrated that these approaches typ-
ically only provide protection against specific attacks and are vulnerable to numerous
newly proposed deanonymization attacks (Narayanan and Shmatikov 2009, Wondracek
et al. 2010, Ji et al. 2015). Moreover, many anonymization techniques have the poten-
tial to alter the structure of the original social network, which can ultimately lead to
poor utility.

To overcome these limitations, differential privacy has been proposed as a more
rigorous method to guarantee privacy when releasing social network data (Dwork et al.
2006). By using a differential privacy mechanism to model the network structure, a
synthetic graph can be generated without compromising the privacy of the original
graph. For example, Mir and Wright (2009) parameterize the social graph using a
Kronecker graph model and construct an estimator that satisfies differential privacy
requirements, allowing them to generate a synthesized graph. Similarly, Sala et al.
(2011) project the original graph onto the dK-series model, which is capable of captur-
ing sufficient graph structure. They then add enough noise into the dK-series statistics
to guarantee differential privacy. By partitioning the statistical representation further
into clusters, the required noise for ensuring differential privacy has been significantly
reduced, thereby improving the utility of the synthetic graph generated through this
method. Moreover, Lu and Miklau (2014) propose a method for privately estimating
the alternating statistics of exponential random graph models. The Bayesian parameter

estimation is redesigned to consider the noise distribution of private statistical values,
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leading to better accuracy in the estimation process. Xiao et al. (2014) encode the
network structure using a statistical hierarchical random graph (HRG) model. Their
proposed approach iteratively learns a good model from the entire model space using
the MCMC method while satisfying differential privacy. The approach’s sensitivity
has been theoretically proven to be much smaller than that of existing works, offer-
ing higher utility. More importantly, Jorgensen et al. (2016) propose an approach to
privately model and release synthetic social graphs that take into account nodes with
sensitive attributes that are correlated with the graph structure. To the best of our
knowledge, this is the first and only study that considers publishing attributed social
graphs.

Our literature review highlights two significant research gaps. First, while
some studies have explored privacy-preserving data publishing for vertically partitioned
datasets, none have considered the scenario in which one of the datasets is in the form
of social graphs. Second, existing methods for generating synthetic attributed social
graphs have not considered the scenario in which node attributes are vertically par-
titioned within social graphs. These research gaps result in significant difficulties for
financial institutions and social network owners who face privacy concerns and regula-
tions when sharing their data with one another. Consequently, it becomes challenging
for financial institutions to utilize social network data for data analysis or Al model
training purposes.

To bridge these research gaps, we propose a method that facilitates the gener-
ation of synthetic social graphs with credit attributes through collaboration between
financial institutions and social network owners. Our approach introduces a strong
differential privacy guarantee to the graph generation process while ensuring data util-
ity is maintained, and effective results can be obtained during data analysis tasks.
Specifically, we propose allowing financial institutions with credit attributes and so-
cial network owners with social graphs to jointly fit the attributed graph model and
subsequently generate synthetic graphs with credit attributes from the fitted model

using reject sampling. Random noises satisfying the differential privacy requirement
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are injected into the model fitting procedures, thereby ensuring the approach is under a
strong guarantee of differential privacy. In the following, we will first review differential
privacy and the attributed graph model that we adapt to generate synthetic graphs
under a differential privacy requirement. We will then propose our method to address

the aforementioned research gaps.

4.3 Background
4.3.1 Differential Privacy

Differential privacy is a privacy concept that has been extensively studied (Dwork
2006). The underlying idea behind this concept is to randomize the output of an algo-
rithm (mechanism). By doing so, the output of the mechanism becomes less unlikely
to be significantly influenced by the presence or absence of any individual sample in
the input data. In other words, a randomized mechanism A is considered to be e-
differentially private if, for any pair of neighboring datasets D and D’ — datasets that
differ in at most one sample — the difference between the output A(D) and A(D’) is
no greater than a factor of e€. In particular, the parameter €, which decides the degree
of output similarity between two neighboring datasets, is commonly referred to as the
privacy budget. Hence, the privacy budget € regulates the strength of the differential
privacy guarantee: a larger € results in a weaker privacy guarantee, whereas a smaller €
provides a stronger guarantee. The formal definition of e-differential privacy is given in
the following Definition 3, where D represents the input space of datasets, O denotes

the mechanism output space, D ~ D’ is a pair of neighboring datasets.

Definition 3 (e-Differentially Privacy). A randomized mechanism A : D — O is
e-differentially private if for all neighboring inputs D, D’ € D, and for all outputs

o € O, we have

Pr[A(D) = o] < exp () Pr[A(D") = 0.

The most prevalent approach for enabling a real-valued function f(-) : D — R"

to satisfy the e-differential privacy guarantee is to carefully inject random noise into the
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output. Recall that the objective of a differential privacy mechanism is to conceal the
difference between the outcomes of an algorithm applied to two neighboring datasets.
Intuitively, to determine the appropriate amount of noise, we must be aware of the
magnitude of the difference. Larger differences need more significant noise. To this
end, the notion of global sensitivity of function f is introduced, which is defined as

follows:

Ay = max| (D) F(D)]. (1)
where ||-||; represents the L; norm. More specifically, global sensitivity refers to the
largest difference between the outcome of a function f when applied to any pair of
neighboring datasets within the input space. Then, by adding random noise drawn
from the Laplace distribution with mean u = 0 and scale A = % (usually denoted as
Lap(0, 21)) to its output, real-valued function f(-) : D — R™ with a global sensitivity

of Ay can be transformed into a e-differentially private algorithm, where the probability

density function of the Laplace distribution is

1 [z — pl
L = — —_——). 4.2
ap(e|p, A) = o3 exp(=———) (4.2)
Such a mechanism that adds Laplace noise to make real-valued functions differentially

private is commonly called the Laplace Mechanism.

4.3.1.1 Properties of Differential Privacy

e Composition

Differentially private mechanisms, such as the Laplace Mechanism, exhibit the
property of Composition. To be more precise, suppose that A; : D — Oy is
a ep-differentially private mechanism and A, : D — O, is a ey-differentially
private algorithm. Then, their combination, denoted by A;5 : D — O; X
O, = (Al(D),AQ(D)) is €; + eo-differentially private. Additionally, if we ap-
ply k differentially private mechanisms A;, As, ..., Aj sequentially to an input
dataset D, where each mechanism is ¢;-differentially private, then the output

(A1(D), A5(D), ..., Ay(D)) satisfies ¢-differential privacy, where ¢ = S e
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In other words, the overall privacy guarantee diminishes linearly as an increasing
number of differentially private algorithms are employed to generate additional

results.

e Post-Processing

Suppose that A : D — O is e-differentially private, and F' : O — Z is an arbitrary
randomized mapping. Then, the composition F'o A is also e- differentially private.
This means that once the output has been privatized, any subsequent randomized
mappings applied to the output cannot influence the degree of privacy guarantee

provided by differentially private mechanism A.

4.3.1.2 Differential Privacy for Attributed Graphs

Initially, differential privacy was defined for tabular datasets, where each row
describes an instance. In this setting, neighboring datasets differ in the presence or
absence of a single instance (Dwork 2006, Mohammed et al. 2011a). In order to apply
differential privacy to graph analysis, it is imperative to establish a notion of "neigh-
borhood” between two graphs. Typically, previous research in this field has defined
two graphs as neighbors if they differ in the presence or absence of a single edge. More
precisely, two graphs G and G’ are considered neighboring graphs if they differ in a
single edge at most. Therefore, an edge-differential privacy mechanism ensures that it
is highly improbable for an attacker to accurately infer whether there exists an edge
between any two nodes in the input graph from the output results (Hay et al. 2009).

However, our study focuses on attributed social graphs, where nodes in the
graph are associated with attributes. Since social graphs and node attributes (e.g.,
credit data) are sensitive information, it is imperative to protect both of them. To
achieve this goal via differential privacy, we adopt the concept of neighboring attributed

graphs introduced by Blocki et al. (2013):

Definition 4 (Neighboring Attributed Graphs). If two graphs, G and G’, differ

in either the presence of a single edge or the attribute vector associated with a single
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node, they are considered to be neighboring attributed graphs.

4.3.2 Attributed Graph Model
4.3.2.1 Model Parametrization

Let GA(V, E, X) denote an attributed social graph, where V = {vy,v,...,0,}
represents a set of n graph nodes or users, and E = {ej,es,...,€,} is a set of undi-
rected edges among nodes. Furthermore, let e;; € E represent the undirected edge
between user v; and v;. Each column X,; of X corresponds to user v;’s d credit-
related attributes, such as their annual income and credit status. We utilize the vector
Xi =< Ti1,%i2, -, Tid >T to denote user v;’s credit attributes, which refers to the i-th
column of X. All attributes are assumed to be binary variables, i.e., x; € {0, 1}%.

The Attributed Graph Model (AGM), initially introduced by Pfeiffer III et al.
(2014), is the first framework that simultaneously models both the structure of a social
graph and its associated node attributes. To be more specific, AGM describes an
attributed social graph using three sets of parameters, namely attribute parameters
Oy, edge parameters O,;, and correlation parameters Op, which we elaborate on

below:

e Attribute Parameters Ox:

Attribute parameters ©y represent the prior distribution of attributes on the

nodes, i.e., Pr(X|Ox), which can be estimated as follows:

Ox(x) = Lov, H;Xi =% e 013" (4.3)

where x denotes any element in the attribute space {0,1}%. Here, 1(-) is the
indicator function. 1(-) evaluates to 1 if the statement within the parenthesis is
true, and 0 otherwise. n represents the total number of nodes in the attributed
social graph. In other words, attribute parameters © y reflect the distribution of

each attribute realization across all nodes.

e Edge Parameters O,;:
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Attributed graph model assumes that there exists an underlying generative struc-
tural model M, which is capable of generating synthetic graphs by iteratively
sampling. Accordingly, edge parameters ©,; characterize generative structural
model M and model the distribution over edges, i.e., Pr(E|0,/). A new synthetic
graph can be generated by randomly sampling each edge according to a Bernoulli
distribution (Pr(e;; = 1|©,/)). Notably, it is assumed that node attributes X do

not affect the structure of a synthetic graph generated by structural model M.

Correlation Parameters Op:

According to homophily theory, individuals with similar attributes are more likely
to be connected in social networks. Thus, real-world graphs often demonstrate
attribute correlations with graph structures. To account for this phenomenon,
correlation parameters O are introduced to parameterize the correlation between
edges and attributes. Let g(-,-) : {0,1}4 x {0,1}¢ — {0,1,2}¢ be a deterministic
correlation encoding function that maps attribute vectors of two linked users into
a d-dimensional vector. Denote g,,(x;,X;) as the w-th element of vector g(x;,x;),
which can be calculated as follows: )

0 if Tiw = Tjw = 0,

gw<Xi7Xj) =41 if Tiw 7é Tjw, (44)

2 if Tiw = Tjw = 1.
\

This way, g(x;,%;) can model the attribute correlation across edge e;;. Therefore,
we construct correlation parameters Oy by
o ZVeij ]lg(xivxj):y

Or(y) - , Vye{0,1,2}" (4.5)

Here, y denotes any element within the space {0,1,2}¢, which represents the
output space of correlation encoding function g(-,-). In other words, O can be
explained as the ratio of edges that yield output y when attribute vectors of their

endpoints are fed into the correlation encoding function.
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4.3.2.2 Synthetic Graph Generation

Using these three parameter sets, generating synthetic graphs is a relatively di-
rect process (Pfeiffer III et al. 2014). More concretely, AGM first generates n
nodes and samples attribute values X’ independently for these n nodes based
on attribute distribution Pr(X|Ox). Subsequently, AGM samples links among
nodes from conditional distribution Pr(e;; = 1|g(xi,x;), O, Op), which con-
siders attribute correlations with graph structures. By doing so, AGM could
construct a synthetic graph G’. Nevertheless, direct sampling from distribution
Pr(e;; = 1|g(xi,x;),On,0F) is not practical. Therefore, the reject sampling
method is employed. The acceptance probabilities of existing edges in G’ are
calculated based on attribute correlations of their endpoints. Next, AGM itera-
tively updates edges in the synthetic graph according to the derived acceptance

probabilities, thereby obtaining the synthetic attributed social graph.

4.4 Method

In this section, we introduce our method to solve the SGPCA problem defined
in Definition 2. Our method facilitates the collaborative generation of synthetic social
graphs with credit attributes by both a financial institution and a social network owner
while protecting the confidentiality of their respective data. Based on the review of
the AGM in Section 4.3.2, an attributed graph can be described by three parameter
sets: attribute parameters ©x, edge parameters ©,;, and correlation parameters Op.
Subsequently, synthetic attributed social graphs can be generated efficiently using the
reject sampling technique. As a consequence, the SGPCA problem is immediately
transformed into the task of jointly learning and releasing attribute parameters Oy,
edge parameters O, and correlation parameters O by the financial institution and
social network owner, while preserving their users’ data privacy.

Indeed, Jorgensen et al. (2016) propose an approach for publishing synthetic at-
tributed social graphs with guaranteed differential privacy. The method they develop

relies on the attributed graph model and injects noises satisfying differential privacy
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requirement into the parameters learning process. More specifically, Jorgensen et al.
(2016) devise three algorithms, LearnAttributesDP, FitTriCycLeDP, and LearnCorre-
lationsDP, to obtain differentially private version of © x, ©,,, and O, respectively. We
denote these differentially private parameter sets are Ox, O, and Op. In particular,
LearnAttributesDP algorithm takes attribute matrix X and a privacy budget ex as in-
put, and produces the desired differentially private attribute parameters © y. Similarly,
FitTriCycLeDP algorithm proposes a new graph structural model, called TriCycLe, as
the structural model M, then privately fits TriCycLe model utilizing the social graph
G = (V, E) solely. Therefore, in the context of our problem, where the social graph and
node attributes (i.e., credit data) are vertically partitioned, both the social network
owner and the financial institution can still use their privately owned data to inde-
pendently generate ©,, and Oy, respectively, by applying the FitTriCycLeDP and
LearnAttributesDP algorithms.

Nevertheless, acquiring private correlation parameters Op in our problem is
not a straightforward task. Intuitively, computing O, as defined in Equation (4.5),
needs access to both the edge set E and node attribute information X. As a result,
the LearnCorrelationsDP algorithm, which produces differentially private correlation
parameters ©p, requires both the graph structure G = {V, E} and node attributes
X as input. However, in the context of our SGPCA problem, the graph structure
G = {V, E} and node attributes X are privately owned by the social network owner
S and the financial institution F', respectively. To preserve the confidentiality of their
respective data and protect their users’ privacy, they cannot share their proprietary
data with each other, making it difficult to obtain correlation parameters ©p or apply
LearnCorrelationsDP algorithm to produce private ©p. To tackle this issue, we begin
by revisiting the LearnCorrelationsDP algorithm introduced by Jorgensen et al. (2016)
in Section 4.4.1. Subsequently, in Section 4.4.2, we propose a privacy-preserving corre-
lation parameters learning algorithm that extends the LearnCorrelationsDP algorithm
to the specific scenario we focus on in this study, where node credit attributes and so-

cial graphs are vertically partitioned. The overall workflow for addressing our SGPCA
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problem is depicted in Section 4.4.3.

4.4.1 Revisit of LearnCorrelationsDP Algorithm

LearnCorrelationsDP Algorithm takes a social graph G = {V, E}, its corre-
sponding node attributes X, as well as a privacy budget ez as input, and produces
private correlation parameters ©p that satisfy ep-differential privacy guarantee. The

details of the algorithm are presented in Algorithm 9. As shown, LearnCorrelationsDP

Algorithm 9 LearnCorrelationsDP

Input: G = {V, E}: social graph; X: node attributes; ep: privacy budget;
k: truncation parameter.

Output: O ep-differentially private correlation parameters.

1: G° = h(G, k).
// h: graph truncation algorithm proposed by Blocki et al. (2013).
2: Calculate ©%(y) of G° by Equation (4.5), Vy € {0,1,2}4.
// {0,1,2}%: output space of correlation encoding function g.
3: for each y € {0,1,2}¢ do
4 Qply) = min(m°, max(0, m° x ©%(y) + Lap(0, %)))
// m°: number of edges in truncated graph G°.

5. end for
6 g™ =3, Qr(y).
7. Op(y) = 29 vy € {0,1,2)4

q%um 9

8: return (:)F

first truncates the edges of graph G to obtain G° by a graph truncation algorithm
h(G, k) proposed by Blocki et al. (2013) (line 1). Applying correlation encoding func-
tion g to truncated graph G° results in a substantially lower global sensitivity than
applying function ¢ directly to original graph G. As a consequence, the algorithm is
capable of achieving differential privacy with better data utility due to the reduced
sensitivity. Next, correlation parameters of truncated graph (0%(y)) are calculated

according to Equation (4.5) (line 2). To attain differential privacy, Laplace noises are
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then added to each numerator of ©% (y) while constraining them to the interval (0, m°),
where m®° represents the total number of edges in truncated graph G° (lines 3 to 5).
Each numerator of ©%(y) counts the number of edges that yield output y when the at-
tribute vectors of their endpoints are fed into correlation encoding function g. Finally,

private correlation parameters © can be obtained by normalizing ©%(y) (line 7).

4.4.2 Privacy-preserving Correlation Parameters Learning

Section 4.4.1 reviews the details of LearnCorrelationsDP algorithm, which takes
social graph G = {V, E'} and node attributes X as input and returns private correlation
parameters Op. Nevertheless, this LearnCorrelationsDP algorithm is not applicable
in the context of our SGPCA problem. The primary challenge arises from the step of
computing the correlation parameters of the truncated graph (line 2 in Algorithm 9).
Such a step requires truncated graph G° derived from social graph G and node credit
attributes X, which are privately owned by social network owner S and financial in-
stitution F', respectively. Due to privacy concerns and regulations, direct data sharing
between them is prohibited, making it difficult to implement LearnCorrelationsDP al-
gorithm to create synthetic attributed social graphs with credit information for data
analysis purposes. To address this challenge, we propose that the financial institu-
tion uses the Paillier encryption scheme to encrypt the credit attributes before sharing
them with the social network owner for the computation of correlation parameters.
The Paillier encryption scheme, which is introduced in Section 3.4.2, is an additively
homomorphic encryption that allows certain algebraic operations to be conducted on
ciphertexts without decrypting them. These operations include homomorphic addi-
tion, homomorphic subtraction, homomorphic scalar multiplication, and homomorphic
dot product. In whats follow, we use [[a]] to denote the ciphertext (i.e., the encrypted
version) of a plaintext a.

In order to enable private computation of correlation encoding function g(-,-) :
{0,1}4 x {0,1}% — {0, 1,2}4, which maps the attribute vectors of two connected users

to a d-dimensional vector, financial institution F' first securely creates a key-pair of

100



Paillier encryption and then enciphers credit-related attribute vectors to obtain [[x;]].
Subsequently, F' discloses each user’s encrypted attribute vector [[x;]], along with the
public key pk, to social network owner S. Recall that each element of x; is assumed to
a binary variable, i.e., x; € {0,1}. Suppose that the credit-related attributes consist
of ”IsHighIncome” and ”IsChurner”. A user v; may have a credit attribute vector
x; =< 1,0 >T indicating that the user has a high income and is not a churner. When
financial institution F shares user v;’s credit information with social network owner S
for computing the correlation encoding function, S will receive encrypted [[x;]], which
is < [[1]],[[0]] >T. As a consequence, S can obtain encrypted [[g.,(x;,%;)]], i.e., the
w-th element of encrypted [[g(x;,X;)]], by computing [[z,; + % ;]] with homomorphic

addition property of Paillier encryption:
(

[[0]] lf .Yli’w = 'rj,w = 0,

(9w (i x)]] = [[w + 2]l = [[w ] X flzwll = (1)) i 200 # 20, (4.6)

K[[2]] if 2 = x5, =1
Next, given encrypted [[g(x;,x;)]] of each edge, social network owner S requires to
calculate [[©%(y)]] of truncated graph G° via Equation (4.5), for all y € {0,1,2}.
Clearly, it is imperative for S to determine a secure method for obtaining the encrypted
numerator of ©%(y), i.e., HZVQZ’ Lg(x; x;)=yl], Where €7 represents a edge in truncated
graph G°. To this end, we first propose a method that enables S to utilize the encrypted
data comparison scheme introduced in Appendix C to securely verify whether each
encrypted element of [[g(x;,%;)]] is equal to the corresponding element of y. Let y,
denote the w-th element of y. Recall that the encrypted data comparison scheme takes
ciphertexts as input and outputs comparison results in the forms of [[1]] or [[0]]. More
specifically, given two ciphertexts [[a]] and [[b]], such a comparison scheme will return
[[1]] if @ < b and return [[0]] otherwise. Furthermore, in order to securely verify the
equivalence of a and b, we can directly perform the encrypted data comparison scheme

twice to verify whether a < b and b < a. It follows that a = b if and only if both of

these two encrypted comparison outcomes are equal to [[1]], leading to a summation of
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[[2]]. Therefore, by conducting another comparison scheme to compare the summation
with 2, we can obtain the encrypted outcome on whether a = b, where [[1]] denotes
affirmative and [[0]] denotes negative. Algorithm 10 summarizes the process for privacy-

preserving verification of the equivalence of two encrypted numbers.

Algorithm 10 Privacy-preserving Verification of Encrypted Numbers Equivalence

Input: [[a]], [[0]].
Output: [[1,-]].

1: Obtain [[1,<)] by encrypted data comparison Algorithm 14.
2: Obtain [[1<,]] by encrypted data comparison Algorithm 14.

3: Calculate [[s]] = [[Ip<a + Lp<a)] = [[Lo<a)] X [[1p<a)] with homomorphic addition
property.

4: Obtain [[12<s]] by encrypted data comparison Algorithm 14.

5: return [[1,-,]] = [[12<s]]-

Algorithm 10 allows social network owner S to securely verify whether each
encrypted element of [[g(x;,x;)]] is equal to the corresponding element of y. Once all
elements have been examined, S can utilize the homomorphic addition property to

calculate [[>°¢ Lg,, (xix;)=yw)]- It is evident that

w=1

d
Lyxixp)=y = 1 & Z L., (xi ) =y = C-

As a result, social network owner S can Zg;uire the encrypted value of [[14(x,x;)—y]]
by executing encrpyted data comparison Algorithm 14 once more, this time comparing
[[Zizl 1y, (xi.x;)=yw)] With d (the length of the attribute vector). Moreover, encrypted
[[>_ves; Lgixixy)=yl] for each y € {0,1, 2} can be computed via the homomorphic ad-
dition property, thereby obtaining [[©%(y)]] of truncated graph G° by multiplying
[[Zv% 1y(x; x;)=y]] With 1/m® using the homomorphic scalar multiplication property of
Paillier encryption. Algorithm 11 outlines the procedure for privacy-preserving com-
putation of [[©%(y)]] by social network owner S.

Next, social network owner S utilizes the homomorphic addition property to

add independent Laplace noise to each [[m° x ©%(y)]], and subsequently clamps them
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Algorithm 11 Privacy-Preserving Computation of [[0%(y)]]

Input: G° = {V, E°}, [[X]] =< [[xi]], [[x2]], - .., [%a]] >, ¥ € {0,1,2}.
Output:[[0%(y)]].

1: for each €7; € E° do

2. forwe {1,2,...,d} do

5 g% %)) = [ + Bugl] = [l X [Tl

4: Compute [[14,(x,x,)=y.]] by Algorithm 10.

5. end for

6: [[Zi:l g, i) =v]] = Hfu:l[[]lgw(xi»xj):yw“'

7. Compute [[14(x, x;)=y]] by using encrypted data comparison Algorithm 14
to compare [[5°%_, . rg)oye]] With .

8: end for

9: HZVefj ]lg(xi,xj):}’]] = HVeZ‘?jH]lg(Xi’xj):y]]'

Lved Latx; )=y

10: [[O3(3))) = [ = [Xves, Lotxixy)=y 1™
11: return [[O%(y)]].
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to range (0, m°) using the encrypted data comparison scheme. As a result, encrypted
[Qr(y)]] for each y € {0,1,2}% are obtained. Subsequently, social network owner S
shares all [[Qp(y)]] with financial institution F, who can use its secret key to decrypt all
information and complete the normalization operation. This ultimately enables finan-
cial institution F to obtain private correlation parameters ©p. We formally present
the proposed algorithm for privacy-preserving learning of correlation parameters in

Algorithm 12.

Algorithm 12 Privacy-Preserving Learning of Correlation Parameters
Input: S: G ={V,E}, €p, k;

F: X =<x1,X9,...,%X, >.
Output: F: Op.

1: F creates a pair of keys, {pk, sk}, and shares public key pk with S.
2: F discloses [[x;]] to S, Vv, € V.

3: S truncates social graph G = {V, E} to G° = {V, E°} by graph truncation algo-
rithm h(G, k) proposed by Blocki et al. (2013).

4: for each y € {0,1,2}¢ do

5. S invokes Algorithm 11 to compute [[©%(y)]].

6: S adds Laplace noise Lap(0, %) to [[m° x ©%(y)]].

7. S obtains [[Qp(y)]] by clamping [[m° x ©%(y) + Lap(O,%)H to range (0,m°)
using encrypted data comparison Algorithm 14.

8: end for

9: S sends [[Qr(y)]] with F, Yy € {0,1,2}¢.

10: F decrypts [[Qp(y)]] and calculates g5 = >y Qr(y).

11: F obtains Op(y) = ) vy e {0,1,2}4.

ar

It is worth noting that Algorithm 12 guarantees the confidentiality of each user’s
credit-related information at F' and their social network information at S during its
execution. Concretely, in the execution of Algorithm 12, financial institution F' only
provides encrypted credit information to social network owner S, and the security of

the Paillier Encryption and encrypted data comparison scheme, as proven by Veugen
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(2011), ensures that no credit information would be leaked to S. Meanwhile, financial
institution F receives Q r(y) from S, which has been perturbed by the Laplace mech-
anism that satisfies differential privacy for social graph information (Jorgensen et al.
2016). As a result, our proposed Algorithm 12 enables the financial institution and the
social network owner to cooperatively learn correlation parameters while maintaining

the confidentiality of their respective data.

4.4.3 End-to-End Workflow

In the previous section, we have explained how we enable financial institution
F to securely learn private correlation parameters © r(y) when social graph G is pri-
vately owned by social network owner S. In this section, we integrate the different
components in Algorithm 13, which illustrates the complete end-to-end workflow to
solve our SGPCA problem. By invoking the algorithm, a financial institution F' and a
social network owner S can collaboratively and securely release a synthetic attributed
social graph with good utility, even though social graph G and credit attributes X are
privately owned by S and F', respectively.

Algorithm 13 End-to-End Workflow to Solve SGPCA Problem
Input: S: G ={V,FE}, eun, €p, k;

F: X = (x1,%2,...,%,)7, €x.

Output: F: GA = (V,E, X).

1: S calculates private edge parameters ©,; via F itTriCycLeDP(G, €pr).

2: S sends private edge parameters O to F.

3: F calculates private attribute parameters Oy via LearnAttributesDP(X, ex).
4: F and S jointly calculate private correlation parameters O via Algorithm 12.

5. F utilizes Oy, Oy, and O to sample synthetic graph G4 = (V, E, X) via rejecting
sampling.

6: return G4 = (V, E, X)

Particularly, algorithms Fit TriCycLe DP and LearnAttributesDP are introduced

by Jorgensen et al. (2016). The former algorithm utilizes TriCycLe as the structural
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model M, which parameterizes a social graph by the number of triangles and node
degree sequence, and then privately fits social graph G = (V, E) to the model. The
resulting private edge parameters ©,; satisfy ep-differential privacy. On the other
hand, LearnAttributesDP algorithm takes attribute matrix X and privacy budget ex
as inputs and returns ex-differentially private attribute parameters Ox. These two
algorithms can be independently executed by S and F, respectively. Upon obtaining
Ox, Oy, and Op, F can use rejection sampling to generate and release a synthetic
graph G* = (V, E, X). The sampling procedure is elaborately presented in lines 6 to
18 of Algorithm 2 in the study by Jorgensen et al. (2016).

4.5 Chapter Conclusion

Consumer credit has become increasingly popular over time. Financial institu-
tions thus continuously seek ways to better understand user behaviors to serve cus-
tomers effectively and mitigate credit risks. Recent studies have suggested that incor-
porating social network data with credit data can lead to better predictions of credit
risks, improved comprehension of user spending habits, and more accurate explana-
tions of user default behaviors. However, collecting social network data by financial
institutions can be challenging due to privacy concerns, regulatory constraints, and the
proprietary nature of social network data.

In this study, we propose a novel approach to address the dilemma faced by
financial institutions seeking to combine credit data with social network data. We
introduce the Social Graph Publication with vertically partitioned Credit Attributes
(SGPCA) problem, then propose a method to solve the problem. Our method facili-
tates the collaborative generation of synthetic social graphs with credit attributes by a
financial institution and a social network owner while protecting the confidentiality of
their respective data. In comparison to existing data publication methods, the novelty
of our method lies in that it considers vertically partitioned social graph data with node
attributes. In contrast, existing methods only consider vertically partitioned tabular

data or attributed social graphs without vertical partitioning.
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This study has several important managerial implications for financial institu-
tions, social network owners, and the research community. First, for financial institu-
tions, by incorporating social network data into credit modeling while ensuring data
privacy and regulatory compliance, financial institutions can gain a competitive ad-
vantage through enhanced predictions of credit risks, better comprehension of users’
spending habits, and improved explanations of user default behavior. Second, for so-
cial network owners, such a method enables them to securely collaborate with financial
institutions, creating new revenue streams and business opportunities. Third, for the
research community, the synthetic dataset generated by our approach would enable re-
searchers to explore new research questions and develop new methods and techniques
for credit modeling. Researchers can use such released datasets to test their hypothe-
ses, validate their models, and develop new insights, which in turn benefit financial
institutions and the credit modeling area.

In the future, we intend to extend this study in the following three directions.
First, an empirical investigation using real-world datasets is required to evaluate the
utility of the produced synthetic dataset. This could be accomplished by executing
predictive methods on the synthetic dataset and comparing the prediction performance
with the results obtained from real-world data. Second, the communication complexity
of the proposed algorithm should be scrutinized and further reduced. By decreasing
the communication complexity of the algorithm, the proposed approach can be further
augmented in terms of scalability and reliability. Third, the proposed method could
be extended to handle more complex data structures, such as social network data with

multiple types of nodes and edges or heterogeneous information networks.
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CONCLUSION

Given the sheer size of the consumer credit market and the huge number of con-
sumer credit users, credit risk modeling has become a critical problem in the consumer
credit industry. While collecting more data from external parties is advantageous for
developing reliable credit risk models, privacy concerns make it challenging to obtain
such information. In this dissertation, our discourse revolves around privacy concerns
within the field of credit risk modeling. Specifically, we propose three new and crucial
problems related to credit risk modeling and develop novel methodologies to address
these challenges.

The first study in this dissertation highlights a challenge in effectively predicting
credit risk by utilizing both intrinsic user data and social network data, where collecting
the latter is difficult due to privacy concerns. To address this challenge, we propose
to use latent network information instead of social network data. Accordingly, we
develop a novel credit risk prediction model that considers both users’ intrinsic data
and latent network information. We then design a new credit risk prediction method
that estimates the model parameters, learns latent network information, and integrates
this information with users’ intrinsic data for credit risk prediction. We further extend
our method to the multiclass and numerical credit risk prediction problems. Extensive
empirical evaluations with real-world data demonstrate the superior predictive power
of our method over benchmark methods for a broad spectrum of credit risk prediction
problems (binary, multiclass, and numerical).

In the second study, we define a new problem of privacy-preserving credit risk

prediction with alternative data and propose a novel federated learning method to solve
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this problem. Our method can effectively utilize alternative data for credit risk pre-
diction while preserving users’ data privacy and financial institutions’ model confiden-
tiality at the same time. The main methodological novelties of our method and hence
the methodological contributions of this study are as follows. First, we propose how to
learn a credit risk prediction model and how to infer users’ credit risks with alternative
data while preserving users’ data privacy and financial institutions’ model confiden-
tiality at the same time. Second, we demonstrate the lossless, privacy-preserving, and
model-confidential properties of our method theoretically. Using real-world data, we
show that our method achieves the same performance as the method that insecurely
uses alternative data for credit risk prediction. We also show substantial performance
advantages of our method over a common practice of credit risk prediction at financial
institutions.

The third study introduces a novel challenge of publishing social graphs with
vertically partitioned credit attributes. The problem aims to empower a financial insti-
tution that privately owns credit attributes to securely generate and release a synthetic
social graph with credit attributes of nodes for data analytical purposes, while ensuring
the data confidentiality of the social network owner who exclusively owns the social
graph. To address this problem, we propose a method that allows the financial in-
stitution and social network owner to fit the attributed graph model jointly. Then,
a synthetic graph with credit attributes is sampled from the fitted model via reject
sampling. In particular, all sensitive information is encrypted using the Paillier en-
cryption scheme before being exchanged between parties. Meanwhile, random noises
satisfying the differential privacy requirement are injected into the model fitting pro-
cedure, thereby ensuring that the approach is under a strong guarantee of differential
privacy. Compared to existing data publication methods, our method’s novelty lies in
considering vertically partitioned social graph data with node attributes. In contrast,
existing methods only consider vertically partitioned tabular data or attributed social
graphs without vertical partitioning.

This dissertation opens up several promising future research directions. First,
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Graph Convolutional Networks (GCN) have demonstrated considerable predictive power
for credit risk prediction. However, in addition to credit attributes, applying GCN to
model users’ credit risk necessitates access to users’ social network data, which financial
institutions do not typically own. Most federated learning methods face difficulties in
facilitating deep learning approaches over vertically partitioned data due to the chal-
lenges associated with applying non-linear functions through Homomorphic encryp-
tion, thereby making GCN implementation using vertically partitioned social graphs
and credit attributes an even greater obstacle. As a result, it is particularly interest-
ing to investigate how GCN can be securely trained and implemented for credit risk
prediction, given that different entities privately own social network data and credit at-
tributes separately. Second, future research could extend our methods to decentralized
user data, where users’ private credit information is stored at local devices instead of
being transferred to a central entity. One feasible solution to address this challenge is
to utilize a local differential privacy mechanism, which injects noise directly into users’
individual data on their devices before transmitting information to a central data cura-
tor. By carefully designing a local differential privacy model, the computation results
on private information can be preserved as that of the original data. Finally, identity
theft has been a persistently difficult issue in the consumer credit industry for many
years. While several research efforts have been undertaken to address this problem, the
privacy-preserving requirements in credit modeling present further challenges to this
issue. Future work should thus develop novel identity theft protection mechanisms for

encrypted or noised user data.
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Appendix A
PROOF OF PROPOSITIONS AND THEOREMS IN CHAPTER 2

A.1 Derivation of Equation (2.4)

For the convenience of reading, we repeat notations defined in Section 2.4.1: 8 =
(01, ,0,)", X = (x1,-+,x0)7, ¢ = (c1,-++ , )T, C = diag(e), and G = [si;]nxn,
where diagonal elements in G are defined to be 0. By the model of §; in Equation (2.3),

we have

97; = XZT,B + C; Z Sijej'

v EV:j#i

Let e; denote a standard unit vector with its i element being 1 and other elements

being 0. It is easy to see that 6; = el 6. Therefore, we have

Qi = elTG = X,LTﬁ + ¢ Z Sijgj

v EV: i
=x! B+ ci(si,. .., Si(i—1)5 0, Si(i+1), Sin )0
=x,; B+ c;e] GO
=e! XB+e CGO
=el (X8 + CGO).

Equation (2.4) follows immediately. O

A.2 Derivation of Equation (2.5)

We use the notation in Section A.1 aswell as Z = (zy, -+ ,2,)7, @ = (a1, -+, a,).

With the definition of G = [s;j],xn, it can be seen that s;; = el Ge;. By Equation (2.1),
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we have
sij = el Ge; = a; + o + X! X; + 77 7.

=ela+a’e+ e;fFf(f(Tej +el Z7"e;
=e/l,a’e;+e/alle; + e;frf()N(Tej +el ZZ"e;
=el (1,a” + a1l + XXT + Z27")e;,

where 1,, € R" is an all-ones vector.

Recall that the diagonal elements of G are defined to be 0. Specifically, the i"

diagonal element of G is given by
el (1,a” + a1l + XXT + 27")e;

=a’e;+el a+ eiTX)E'Tei +el Z27%;

=2q; + 5(?5(2 + ziTzZ-.

To make the diagonal elements of G being 0, we have

G=1,a" + a1’ + XX + 727" — 2diag(a) — Z(iTil +z! z;)ee]

i=1
This completes the derivation of Equation (2.5). O

A.3 Derivation of the Negative Log-likelihood Function (2.7)
Given a training data set of users’ observed characteristics and their delinquency

outcomes {x;,y;}_;, we have

n

h 7 = —il Yi(1 — p. =4
(B,Z,a,c) - og(l_[pZ (1 —p;) )

i=1

1 n
=== wilog(p:) + (1 — i) log(1 — pi)
=1

Di
log(1 — py).
1_p{+0ﬁ Pi)

1 n
= _ﬁ;yibg
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Recall that 0; = log -2~ and we have

1-p;
B, Z, o, c) = E; —yi0i —log(1 — n )
1 n
- EZ —yif; + log(1 + €%).
=1
This completes the derivation of the negative log-likelihood function (2.7). O

A.4 Proof of Proposition 1
We first derive the derivatives of matrix M~ with respect to parameters z;;,

a;, and ¢;, where M is defined in Equation (2.6). These derivatives will then be used
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in the derivation of the gradients in Proposition 1.
oMt oM J(E, — CQ)

— _Mfl_Mfl — _Mfl M*l
Bzij 8zij 8zij
= —M[-C oG M
&zij
_ M‘lCa(lnaT + all — 2diag(a) + XX + ZZ7 = 37 [(XI'%; + 20'7;)ezel) e
3zij
_ M_108<ZZT o Z?:l (ZgTZ%)e%e;T) M_1
(‘9zij
ozt oz 0z! 'z,
=M1'C(Z 7T — el )M
( 82’2']' + 0zij Gzij ! )
(>, 22)
=M7'C(Z(ee])" + (ee] ) 2" — %eie?) Mt
tj
= M"'C(Zeje] + ei(Ze;)" — 2266 )M (A1)
aM_l — _Mfla_MMfl — _Mflg(En B CG) Mfl
80@ 8%- aai
oG
=M *[-C—]M*
[ aai]
_ M_lca(lnaT + a1l — 2diag(a) + XXT + 227 = 30 (&% + Z;TZ€>eEeiT)M_1
30%
T T _ 91
_ M_lcﬁ(lna +al) 2d1ag(04))M_1
aO{Z‘
=M 1'C(1,el +e;1l —2e;el ) M. (A.2)
oOM~! oM
— _M—l_M—l
801' (901'
— _Mfl a(En — CG) M*l
801‘
oC
=M1 -—GM™*
[ 9, ]
_ M—l 3dlag(c) GM—I
861'
=M (e;e] G)M 1. (A.3)
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We also derive the partial derivative of the negative log-likelihood h defined in Equation

(2.7) with respect to 6; as follows:
% _ 8(}1 212;1 —y;0; + log(1 + egz))

1 1
=nt )
Denoting m(6;) = ﬁ, we obtain
oh 1
= = (= A4
O =y o) (A4)

where y = (y1,- - ,y,)" and mp = (7(61), -+, 7(0,))""
Given Equations (2.6), (2.8), (A.1) and (A.4), we have

dqg  Oh
aZij a aZU * )\ZZU
oh 00 L As
~ 0070z Y
_ oh 2(M'Xp)
= 80T aZij + )\Zzij
Oh OM ™1
= 507 D7) XB+ Azzij
oh 1 _1
= 8TM C(Zejel +ei(Ze;)" — 220, YM X B+ Ny2
Oh . 4 T a1 Oh . 4 T a1
— 2zij(%M_lCei)(eiTM_lXﬁ) + )\Zzl-j
T a1 oh 1 T e O a1y
= (e M7XB) (S MO Zey) + (e C(M )T ) (8" XT (M) Ze)
r0h
— QzU(eZTM*lXB)(eZ C(M ) 80> + )\Zzz]
T (171 oh . O ooy T
=e/ (M XBoorM CZ)ej+el (C(M™1) 597 X (M) Z)e;
—2(e/ Zej)(e] (M'XB) © (C’(M_l)Tg—Z))ldTej) + Aze! Ze;,
which immediately implies that
dq oh 1 Oh _
o = (MXB) (M 1CZ) + (M) 55 (B X" (M) 2)
7 Oh
—2Z0 (M'XB)e (C(MHT ae)lT) + Az 2.
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Employing Equations (2.6), (2.8), (A.2) and (A.4), we have
dq oh

8041- - 80@ + Aaai
— %@ + A .
" 967 9,
o a(MXB)
= 59T e, + Aa Qi
Oh OM™!
~ 907 0w XB+ Ao
= ;ThM 'C(1,e] +e1l —2e;el YM ' XB + Ny
= (e MXB) (o ML) + (O S0 (B XT (YL
2l MXB)(EL OO 4 Ao
oh oh
=e/ (M 1X5)( 507 M™'C1,) + e} (C(M_l)T%)(BTXT(M_l)Tln)
—2e/ (M'XBo (M) 22) + \at] a,
which immediately implies that
q _ oh _ 1.7 Oh _
o0 (M 1Xﬁ>(wM 'C1,) + (C(M I)T%)(ﬁTXT(M H'1,)
_ oM 'XB) e (C(Ml)Tg—Z) + hacr

Armed with Equations (2.6), (2.8), (A.3) and (A.4), we have

dq _ Oh
(9ci n 8@1» * ACCZ
— %% + )\ Cs
N 89T 801' “
_ Oh A(MXP)
= 89T aCi -+ >\cci
Oh OM~!
89T ac, X8+ At
_on M le,el! GM Y XB + A
= W( 6'64 ) ,6 -+ cCi
= (el () D e M XB) + e
T r0h

— el ((M7)155) © (GMT'XB)) + Aeele,
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which immediately implies that

dq 7 Oh 1
50 = (M7 HT 5g) © (GMTIXB) + Aec
Given Equations (2.6), (2.8) and (A.4), we have
8(] oh
= +A
86}) aﬁp ﬁﬁp
oh 00
= ——+ A
067 o5, T
oh O(M~1Xp3)
= + A
00" 9B, o
ol
— 80TM 1Xep + )\ﬁ/BTep
8[
which immediately implies that
dqg 1 7Ol
This completes the proof. O

A.5 Proof of Propositions 2
Define D,, = E, + C(2diag(ax) + .1, (X7 %; + 2] z;)ese] ), Q1 = (1,0, X, Z),
and Q3 = (o, 1, X, Z). By the definition of M in Equation (2.6) and the expression
of G in Equation (2.5), we have
M=FE,-CG

= E, — C(1,a" + a1l — 2diag(a) + XX + 22" — Z(f{?f{l + 2] z;)ee] )
i=1

= B, + C(2diag(c —l—Zx X; + 2, z;)ee] ) — C(1,0” +al? + XXT 1+ 727
=1
= B, + C(2diag(a) + Z X% + 27! 7;)e; eT) C(ly, o, X, Z) (e, 1, X, Z)T
=1
=D, — CQ:Q7L.
This completes the proof of Proposition 2. U
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A.6 Proof of Theorem 1

To prove the convergence of Algoritm 1, we first show that each iteration of the
algorithm does not increase the objective (2.8); that is
Q(B(T), 200 & ¢y > q(B(TH), 20D G+ gl 1)y (A.5)
Recall that each iteration of the algorithm consists of four minimization steps, each of
which updates estimations for one subset of parameters while fixing the others. These
minimization steps are implemented using gradient descent with the Armijo rule, which
ensures that the objective (2.8) keeps going downhill after each minimization step.
Therefore, we have

aB”, 20, am &) > ¢(8", 2040 & &)

(
> Q(,B(T), 20D G+, gy
(
(

Furthermore, the objective (2.8) is defined as

Az e o Ae o As

4B, Z,a,¢c) = (B, Z, e, ¢) + — || 2] + —llexlly + llell; + 1Bl
where the negative log-likelihood function h(8, Z, a,¢) > 0 and and Az, Ay, Ac and
Ag are positive hyper-parameters. It immediately implies ¢(3, Z, o, ¢) > 0. Since Al-
gorithm 1 monotonically decreases the lower-bounded objective (2.8), it is guaranteed

to converge. O
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A.7 Derivation of Equation (2.12)
Given a training data set of users’ observed characteristics and their multiclass

credit risk outcomes {x;,v;}, v; € {0,1,... ,K}, i=1,2,...,n, we have

1 n K
= _EZ Z Ok, 10g Pr.is (A.6)

i=1 k=0
where py, ; is the probability that user v; belongs to credit risk outcome £k and o5, = 1

if y;, = k and d;; = 0 otherwise.
Recall that 0y, ; log and Zk o Pki = 1. Therefore, we have
1 e

Poi = — =k o4 Pri= =k 4 k=1,---, K. (A-7)
1+ ZIZ;Kzl ehi 1+ chKzl ek

Substitute the expressions of the probabilities in Equation (A.7) into Equation (A.6),

we have

1 n K K K
hm(IB{lzK}v Z,a, C) = _EZ ( - 50,i 1Og(1 + Z 69,;,1') + Z((S]m@]w — 5k,i log(l + Z 60’;1’))
k=1 k=1

i=1 k=1

1o, K K -
_ EZ (32 =) + (3 ) o1 + Z ")

Noting that Z ko Ok,; = 1 and replacing k with k, we 1mmed1ately have

W (Bpixy 4, e, €) = Z Z —0k,i0k,i) + log(1 +Zee’“
=1 k=1
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A.8 Proof of Proposition 4
We first derive the partial derivative of A" (defined in Equation (2.12)) with

respect to Oy ;:

on™ _ 8(% Z?:l ((Z;;Kzl —5,;7i0,;,i) + log(1 + Zszl eol"c,i)))

0y 00
1 eek,l
= —(—0p; + ———).
n( Ty Dy €
Define 8y, = (8k1,- ", 0kn)?, 77 = (T3, ,ﬂ'gfn)T, and 77" = 1269# We have
k=1¢""
onm 1
= _(=§ my A8

Given Equations (2 11), (2.13), (A.1) and (A.8), we have

oq™  On™ _— O0h™ 08,
Ozij aZij Az = Z 80T Dzi; Az
Oh™ O 1X5 )
Z 00T 0z, Aoy
5L ohm oM
= D X o
80T (921-]- IBk + )\Z/ZU
8hm 1 T T T —1
— Z[WM C(Zje; +eZ] —2ze.e] )M XB,] 4+ Azzj
; oh™ oh™
=Y (7zM7'CZ)(e] M'XB)) + (7 M 'Ce;)(Z] M~ X 3y
— 00, 00,
ahm —1 T —1
- QZij(WM Ce;)(e; M XB,)] + Azzi
k
= o™ Ohm
- Z[( TM 1X’6k)(ﬁM 1026]) (e?C(M_l)TW)(BgXT(M_l)TZej)
k=1 k k
2l MOXB) L OO T 4 Az
k
K
oh™ L OR™ _
=> lef (M 1X6kaTM 'CZ)ej+e (C(M I)TW PXT(M YT Z)e,
k=1 k k
o™

—2(ef Zej) (ef (MT'XB,) © (C(M™M)'52-)) 1)) + Aze! Ze;,

207
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which implies that

K oh™ - Oh™

7 = X (o) T

L BEXT(M)Z)
k=1

— 226 (M7 XBY © (C) D] + 127

With Equations (2.11), (2.13), (A.2) and (A.8), we have

dqm  oh™
8ai N (9041' +>\aaz
K
oh™ 00,
= Z — + Aoy
— 80£ Oay;
B O™ O(M~1X3,)
Z @QT aai "‘ )\aai
O™ OM 1!
ZaeT daoy; Doy Pk T Aat
on™ 1 T T T 71
= Z[WM O( nei + ei]‘n — Qeiei )M X,Bk] + /\aOéi
; oh™ 7 OR™
=> [(ef M~ 1X5k)(aTM 'C1,) + (e C(M™H)T 20 ——) (B X" (M)"1,)
k=1 k k
— 2 WX (ML) 4 ey
00,
K
oh™ O™ B
= Sl U XB (S e M ICL) 4+ el (O ) (BT XT (M )1,)
k=1 k k
—2e/ (M7'XB, 0C(MH)T 82 )]+ Aot a,
k
which implies that
dq™ “ —1 oh™ 1 1\ OR™ T T T
— = X —M~C1,) +(C(M X 1,
o = M XB (e ML) + (OO G BEXT )
_ 7 OR™
—2(M'XB,) o (C(MH)T 20, -] T Aacr.
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Employing Equations (2.6), (2.8), (A.3) and (A.4), we have

aqm™  Oh™
0ci N 8ci _I—)\CCi
Z oh™ 80k
0T a c C;
O™ 9 1X,6' )
- Z 80T e k + )\CCZ'
m 1
Zah O X B+ Aecs

007 Oc;

g];: (M e;el GM~ )Xﬁk] + AeCi

aok)( el GM™'XB,)] + Aeci

= lef (M ‘1>T%) © (GMTXB,))] + A\eelc,

which implies that
K

oqm _1yr OR™ -1
e = ’;[((M ) aek) © (GMXB,)] + e
Given Equations (2.11), (2.13) and (A.8), we have
oq™ oh™
= —— 4+
Tnn Dy ok

on™ 00;
+ A
Z 30{ 35 o ﬁﬁk,p

B ahm A(M~1XS,)
00 OBk,

= 80T — M~ lXep + )\gﬁgep

=e, (X' (M)

+ A\30kp

rOR™

which implies that

aq" 7 O™

This completes the proof of Proposition 4.
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A.9 Proof of Proposition 5
The partial derivative of loss function A" (defined in Equation (2.17)) with

respect to p is:

ont OGO =Y —w) 1o0TY —2u'Y +uTn) o ag)
o ou 2 o Bt
Given Equations (2.16), (2.18), (A.1) and (A.9), we have
dq"  On" s
8zij N 8225 2%
_Oh™ Op
= au,T aZij + )‘Zzij
_oh" O(M~1X[)
= auT aZij + )\Zzij
oh™ OM 1
= 8HT 82;2-]- X,B + )‘Zzij
oh™
= 8HT M_IC(Z]‘EZT + eZZJT — QZijeie?)M_lXﬁ + )\Zzij
= (M ez et Mt O =1 Ce) (27 M1 X
= (0;1,T i)(e; 'B)+<8NT e;)( j B)
oh" _
— 222‘7<WM 1C€j)(e?M 1X,6> + )\Zzij
T(r7—1 L T O oy T
— e (M X5 M CZ)e; + el (C(M™) X Z)e;
~ 2(el Z6;) (o] ((M1XB) © (COM )T F ) 1hey) + Azel Ze
which implies that
oq" -1 on" - 4 _1,rOR" T T —1\T
— =(M"X M A M -
57 = MTXB)( M C2) + (OIS (8 XT () 2)
oh"
—2Z® (MT'XB) o (C(M™'——)1]) + Az Z.

op
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With Equations (2.16), (2.18), (A.2) and (A.9), we have

oq"  Oh™
aOéi N 60(1‘ * )\aai
_Oh™ Op
- 8‘1,T aaz + )\aai
_ Oh" O(MT'XP)
- al,l,T aai + )\aai
oh™ OM~!
= al_,l,T 80_/i XB + /\aai
— ng MC(1,e! +e1l —2eel )M XB + A\pay
T -1 on" T e 9P T 1T
= (e; M Xﬁ)(mM Cly) + (e; C(M™) W)(ﬁ XH(M™) 1,)
~ 2T MXB) O G) + dac
T(rng—1 on" T e ON" o -
2/ (M7'XB 0 C(Ml)T%i:L ) + At} a,
which implies that
aq” _ oh" 1\ OR” _
o = (M 1Xﬁ)(WM 'C1,) + (C(M 1)TW)([3TXT(M H71,)
—2(M'XB)o (C’(M_l)T%%) + AaCx.
Employing Equations (2.16), (2.18), (A.3) and (A.9), we have
dq" _ On” + AeCi
8ci N 802- o
Oh™ O
— 8,_1,Ta_cz + )\CCZ'
_ Oh" O(M'XP)
- al_,l,T aCi + )\CCZ'
Oh™ OM !
On™ 1 T
= 57 (M~ 'e;ie] GM™)XB + Aec;
— (& () N GM XS +
= (00 & (@M X)) + Aele,

op
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which implies that
9q" _1yrOh” -1
— = ((M — GM—X Ae
L (G o (M) + e

This completes the proof of Proposition 5.
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Appendix B
PROOF OF LEMMAS AND THEOREMS IN CHAPTER 3

B.1 Proof of Lemma 1

(N,)? 1

SR e = et et (2 x - T [
_ (Gé’ + a1)2 B1 w [[— Gg +a 2011 81 1 a?py
(GR + Oé2)2 X B GE + 02 119048, 1 a2Bs
<! g I I™
Be12) Bi(GE+ ) 20031(G§ + on) aif
— ey ey T me)
B2(GE + ) 2035 (GE + o) a3
oy g ey > Gy
Be@1) (GG +o)? —200(G§ + o) a?
e (Sl B Oy s i)
R (5] 2 (0% R (0%)] Oz%
(et Tl L0y )
L)2 _ 2 o2 R\2 _ 2 o2
- IS g < T > )
E‘J~(:3-1O) [[(Gg)Q — O&% + a%]] H(G§>2 — CY% + Oé%]]
Hi+ A HE+ X
Eq.(3.10) (G§)? (G§)?

=

Eq.(3.8)

HL+ A H§+)\H

[scores]]
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B.2 Proof of Lemma 2

Ny

_Mk“ﬂk %

L”akﬁk

57

B G + A 118, «
CES

—Bk(Gk + Oék)
Br(H* + X)

—(Gk + Ctk) (693

! HE + )\ HF + /\H
—GFk

[

Eq.(3.9)

= il

I
=

Eq.(3.12)

1
Br(H* + \)

B
I oy ey

]]Olkﬁk

I

Eq.(3.10)

B.3 Proof of Lemma 3

LI x Oul] < =511 < (o)™ x [[axBi]])

= [k + ) (IE, + BN x (=15 x [[—wsl]® x [—axBi]])
Fq(3.12) T CMwns + @) (IF, + BN > [[=andli]] x [[=Breorsl] x [[—arBi]])
Eq.(3.11)

= T wer + an)(IF, + Br) — awlf, — Breows — i)
k
PO 1N )
k

Eq.(3.16) [ranien]]
B.4 Proof of Theorem 2

The review of the XGBoost model in Section 3.4.1 suggests that the calculation
of candidate split’s scores for an internal node only needs g;, hy, and I5, given I. In
particular, Veugen (2011) proves that the encrypted data comparison scheme is correct,
and the plaintext of algorithm output [[5]] is identical to the comparison result on

plain numbers. Consequently, the correctness of the encrypted data comparison scheme
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and homomorphic properties of Paillier encryption guarantee [[I7]] is lossless. Next,
when PrivacyCredit builds the ¢-th tree of its credit risk model M, the calculation
of [[scoreg]] in Algorithm 6 involves Paillier homomorphic operations and Lemma 1,
where the correctness of Lemma 1 has been proved in Appendix B.1. Thus, given g;, h,
[[17]], and [[I]], [[scores]] is lossless, which means its plaintext is identical to the scoreg
calculated by g;, hy, I, and I. Meanwhile, Bost et al. (2015) prove that argmax over
encrypted data scheme is correct. Therefore, when given the same g; and h;, model M
and model M° can consistently achieve the identical best split for all internal nodes
when constructing their ¢-th trees. Besides, PrivacyCredit calculates the encrypted
weights for k-th leaves by Lemma 2 and homomorphic properties of Paillier encryption.
We have proved that Lemma 2 is correct in Appendix B.2. Hence, [[w:x]] is lossless.

(t

PrivacyCredit then accurately updates p; to pgt) by Algorithm 7. More specifically,
the correctness of Lemma 3 and homomorphic operations ensure that Algorithm 7 can
accurately update pgt) by using encrypted [[wyx]] and [[I},]], k =1,..., K. g and h, are
thus accurately calculated by PrivacyCredit, leading to the identical best split for all
internal nodes in t-th trees of M and M° V,t € {1,...,T}. In other words, model M
and M° are identical. When a new instance arrives, the correctness of the encrypted
data comparison scheme guarantee M and M° would classify the new instance into

the same leave of each tree, thus producing the identical prediction results. Therefore,

the performance of M would be the same as that of M°.

B.5 Proof of Theorem 3

To prove the security of the proposed PrivacyCredit method, we need to show
that neither each user’s credit information at F' and alternative information at A can
be learned by other parties from the PrivacyCredit execution.

During the proposed regression tree learning process in Section 3.5.1.1, alter-
native data owner A shares encrypted [[/5]] with F, for each S € 8. Recall that F
doesn’t have secret key, it is thus incapable of deciphering [[I5]] for each S € 4, which

prevents F' from learning borrowers’ alternative information. To construct a regression
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tree, Algorithm 6 is iteratively executed to find the best split of each internal node
until the tree reaches the preset maximum depth. In the algorithm, F' derives [[I%]]
and [[I%]] through homomorphic operations and the encrypted data comparison scheme
(Veugen 2011). Veugen (2011) show security of the encrypted data comparison scheme
and prove that no information can be leaked from the comparison scheme. Therefore,
F can learn nothing from calculation of [[I%]] and [[IE]]. Then, to compute encrypted
[[scores]] of each split, F' shares encrypted [[Vi]] = [[GE + a1]], [[N2]] = [[GE + av]],
[[Mi]] = [[B1(HE + N)]], and [[Ms]] = [[B2(HE + N\)]] with the government authority C,
where oy, as, (1, B2 are four random numbers. Since C' has private key, it can decipher
them and obtain plaintexts Ny, No, M;, and Ms. Nevertheless, thanks to the strong
randomness of random numbers, C' is not able to know the values of intermediate
results G%, GE, RL, and R, thus guaranteeing no information is leaked to C. After
obtaining [[scoreg]|, argmaz over encrypted data scheme proposed by Bost et al. (2015)
enables F' to find the best split without learning any other information. When reaching
the user-specified maximum tree depth, F' computes the weight for each leaf. More
specifically, F' derives intermediate result [[G*]] and [[H*]] by homomorphic operations
on ciphertexts and shares randomized [[N;]] = [[G* + ay]] and [[My]] = [[Br(H" + \)]]

with C. Similarly, C' obtains nothing from randomized information. Because C sends

_ N
My,

encrypted || |] and [[—Mik]] to F, F' can only have encrypted [[wg]] by Lemma 2.
Therefore, C' learns nothing and F' only obtains the best split of each node during
the regression tree learning process in Section 3.5.1.1. Since the information of best
splits cannot reveal the information of any particular user, the proposed regression tree
learning process in Section 3.5.1.1 satisfies the privacy-preserving constraint.

(t=1)

[

(®)

After building a regression tree, F' invokes Algorithm 7 to update p to p;

(i.e., calculate plaintext wy g (x,)) of each user. As shown in Section 3.5.1.2, F shares
randomized [[Wi]] = [lwer + onl], [[Ok]] = [[1F, + Bil] and [Y]] = [[weq,x,) +€]] with C,
k=1,2,..., K. Because of randomness, C' cannot infer additional information from

the shared numbers. While F' obtains plaintext wy g, () by Algorithm 7, F' remains
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incapable of inferring sensitive If from wy g, (,,) because the weights of each leaf are en-
crypted as [[wy]]. In other words, F' cannot identify which leaf an instance is classified
into, which hides sensitive I%. of each internal node. We thus show that the pa-
rameter updating process illustrated in Section 3.5.1.2 satisfies the privacy-preserving
constraint.

F predicts credit risk for a new user through Algorithm 8 in Section 3.5.2. More
specifically, F first receives encrypted [[x2 ]] from A. The security of the encryption
scheme guarantee no information leakage from this encrypted information. For each

tree 7, F obtains encrypted [[0,]] by comparing the user’s attribute value and its

A
new

corresponding split threshold for those attributes in [[x7.,]] using the encrypted data

comparison scheme (Veugen 2011). The comparison results [[d;]] are also encrypted
A

new "

and thus F' cannot learn information on x Similar to the parameter updating

process in Section 3.5.1.2, F' then can obtain encrypted [[wy g, (xn..)]] While none of

Xnew
the parties learns additional information. After deriving [[wi g, (x,..)]] for all trees 7,
t=1,2,...,T, F calculates [[fnen]] = [>f, W g, (xnew)]] DY the homomorphic addition
property. Then, F' sends randomized [[O]] = [[@new + p]] to C, where p is a random
number generated by F. Thus, C' cannot infer sensitive 6,,., from received ©, thereby
satisfying the privacy-preserving constraint.

In summary, all parties receive encrypted or randomized information during the
proposed PrivacyCredit tree learning, parameter updating, and credit risk prediction
stages, except that I’ obtains the information of best splits and the value of w; 4, (s, for
each user in each iteration. The information of best splits cannot reveal the information
of any particular user. The value of w; 4, (,,) cannot uncover sensitive I as discussed

above. Therefore, the proposed PrivacyCredit method satisfies the privacy-preserving

constraint.

B.6 Proof of Theorem 3
Each tree in the XGBoost model consists of two critical components: the best

splits of each internal node and the weights of each leaf. Bost et al. (2015) prove
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that argmax over encrypted data scheme is secure, where only F' knows the best split
S*.  Consequently, no information on the best splits can be leaked from financial
institution F'. Besides, F' calculates the encrypted weights of each leaf by Lemma 2
alone, and never leaks the information on encrypted weights to other parties without
randomization. Therefore, none of the information on the model would be leaked
from F, which proves that the proposed PrivacyCredit method satisfies the model-

confidential constraint.
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Appendix C
ENCRYPTED DATA COMPARISON SCHEME

The encrypted data comparison scheme takes ciphertexts from party A as input

and outputs comparison results in the forms of [[1]] or [[0]].

Algorithm 14 Encrypted Data Comparison

Input: A: pk, the bit length [ of z; and z;, [[zi]], [[x;]]; C:pk, sk, the bit length .
Output: A: [[1;,5,,]].

1: A randomly picks §; and §;, where § € (—27,27) N Z. Then calculates [[z; + §;]],
[[x; + 6;]]. Next, sends them to C.

2: (' calculates z;; = 2+, 4+ 0; — xj — 0;. Define d;; = 2y — xj and 7;; = 0; — ;.
Then, Zz‘j = dij + Tij'

3: (' calculates a;; = z;; mod 2L
4: A calculates b;; = 7;; mod 2.

5. C' & A privately compute the encrypted bit [[t7;] (t7; = 1 when a;; < by;). Then
send [[t7]] to A.

6: A calculates and encrypts bit [[1;; + 2']] by pk.
7: C calculates and encrypts bit [[2;; = 2']] by pk. Then sends it to A.

8: A calculate [[tz]“ = HZZ]—QZ]]—HTU—ZIH—Htfj]] If thy]] = [[1“, T; > ;. Otherwise,
[[t:;]] = [[0]] means z; < x;.

Proof. We have

Zij :21+£L'Z—.’E]+5l—(5]
—_———  ——
dij Tij

= dij + ’I"Z'j
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For the simplicity of notation, we temporarily suppress the user-pair subscript
for z, d and r in the proof. Here, d € (0,271 NZ*, 2 € Z and r € Z. In consequence,

we have
z=d+r=2(d=+2"+7r+2")+dmod 2" + r mod 2
=z+2=d+2" +7+2"+ (dmod 2" + r mod 2') + 2'
=d=+2 +r =2 410
Because (d mod 2! +7 mod 2') € (0,2"1)NZT, so t° € {0,1}. In consequence, we have
t° =04 (dmod 2" +r mod 2') < 2!
¢ zmod 2! = d mod 2" + r mod 2!
< zmod 2! > 7 mod 2
The first two ’iff’s are easy to prove. Next, we show the proof of the third one, that is,
zmod 2! = d mod 2! + r mod 2!
<  zmod 2" > r mod 2

Because (d mod 2') € (0,2') N Z*, we thus proved the necessity. For the sufficiency,

because (z mod 2!) > (r mod 2!), we have (z mod 2! —r mod 2!) € (0,2")NZ*. Besides,
cz=d+r=2(d+2"+r+2") 4+ dmod 2" +r mod 2'
= 2z+2' +2mod 2 =2'(d + 2" +r + 2" + d mod 2" + r mod 2’
= zmod 2" —r mod 2' = dmod 2 +2(d + 2" +r + 2! — z = 2"
= zmod 2' —r mod 2 = dmod 2" (mod 2)
Here, because (z mod 2! — r mod 2') € (0,2)) N Z* and (d mod 2') € (0,2) N Z*.
Therefore, we obtain z mod 2! — r mod 2! = d mod 2. The sufficiency is proved.

We are thus able to obtain the value of t° by comparing (z mod 2') and (r mod

2'). Then, we have
d+2 =z =2 —pr 2 —¢°

Because d € (0,241)NZT, so d+2' € {0,1}. If d+2' = 1, that means 2' +z7 — x5 > 2/,
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then we have zj > x7. It d + 2! = 0, otherwise. Therefore, we have

[ld+ 2] = [lz + 2] - [[r + 2']] - [[°]
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