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ABSTRACT

Recent years have witnessed growing interests from both academia and indus-
try in developing effective Indoor Positioning Systems (IPSes). An IPS allows users to
learn their locations and navigate in large unfamiliar indoor venues such as shopping
malls, hospitals, and airports, where GPS signals are absent or unreliable. Despite
significant efforts made in the past, existing [PSes suffer from two major limitations.
First, most existing [PSes are designed for improving positioning accuracy without con-
sidering potential malicious attacks. Second, many IPSes require costly infrastructure
upgrades, which may hinder their wide adoption and deployment. This dissertation
tackles three challenges in developing secure and usable IPSes to pave the way for their
wide adoption.

First, we introduce MV-IPS, a novel WiFi-based IPS that can achieve high
positioning accuracy regardless of the presence of malicious attacks. It is well known
that a malicious attacker can severely degrade the positioning accuracy of WiFi-based
[PSes by deploying fake WiFi Access Points (APs) to impersonate legitimate ones.
We observe that existing WiFi-based IPSes suffers from an inherent trade-off between
positioning accuracy and attack resilience, i.e., the strong attack resilience comes at the
cost of reduced positioning accuracy in the absence of attacks. To tackle this challenge,
we develop a novel multi-vote WiFi-based IPS without suffering from such trade-off.
In the proposed IPS, we view APs as voters and determine a user’s location by jointly
considering APs’ weighted votes. Doing so can effectively limit the impact of potential
malicious APs without sacrificing the positioning accuracy in the absence of attacks.

Second, we introduce ImPos, a novel image-based IPS for indoor venues where

WiFi infrastructure is unavailable, which allows a user to learn her location by taking

xii



a small number of photos of the surrounding using smartphones. While several image-
based IPSes have been proposed in the literature, they all suffer from low positioning
accuracy due to inaccurate angle measurements from smartphone sensor readings. To
address their limitation, our system greatly improves the angle measurement through
image analysis and effectively copes with varying number of landmarks. Detailed ex-
perimental studies confirm the significant advantages of our IPS over prior solutions.
Last but not the least, we develop CITS, a novel RSS-based continuous indoor
tracking system. Existing RSS-based [PSes suffer from the ambiguity of RSS finger-
prints and device homogeneity which could greatly limit its positioning accuracy in
practice. To tackle these challenges, CITS estimates a user’s location via differential
RSS fingerprint matching and path tracking. Our experiment results confirm that
CITS can achieve high positioning accuracy in the presence of fingerprint ambiguity

and device diversity and significantly outperform prior solutions.
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Chapter 1

INTRODUCTION

Indoor positioning systems(IPSes) have attracted interest from both academia
and industry in recent years. In large indoor vennues covered with ceilings such as air-
ports, hospitals and shopping malls, GPS signals are unavailable or unreliable. There-
fore, the user’s location cannot be accurately determined. Due to the necessary of
indoor positioning services, researchers are trying to propose efficient and convenient
[PSes. According to some existing investigations such as [1], the market of IPSes is
predicted to reach 256.39 billion in 2028.

To provide an efficient and convenient Indoor positioning service to the user,
existing works mainly utilize user’s smartphones as well as some indoor environment
information. For example, [2, 3, 4] use WiFi signals, [5, 6, 7] uses blue-tooth signals,|[8,
9, 10] use ambient sounds to locate the users. This introduces the first limitation that
obstacles the development of IPSes. The service provider is required to install extra
infrastructure. This is because some indoor environment information is not general in
every indoor venue. For example, WiFi-based IPSes and blue-tooth based IPSes require
the service provider to install multiple access points(APs) to cover the whole indoor
area with WiFi or blue-tooth signals. The sound-based IPSes require microphones to
receive the sound signals. Apart from the infrastructure at the server end, there is
also an heterogeneous device problem at the user end. Different model of smartphones
have different capabilities to collect the indoor environment information,i.e., different
smartphone models measure different received signal strengths(RSSes) at the same
location and same time. This also influences the accuracy of IPSes. Motivated by
the above problems, to design an usable IPS that satisfies different environments and

smartphone models is important.



With the rapid development of IPSes, the security issues also attract people.
Some recent works analyze the security of existing IPSes. Taking the WiFi-based
[PSes as an example, [11] mentioned that for WiFi-based IPS, by placing some absorb-
ing materials between the user and the WiFi access point, the localization accuracy
can be highly influenced. [12] proposed a novel WiFi signal attack which uses some
commercial WiFI routers to impersonate benign WiFi access points then further de-
grade the locating accuracy. More recent work [13] mentioned that the IPS can even
be misled into a desired location. Therefore, considering the attack resilience when
designing a new IPS is important.

Observing the two important problems about usable and secure IPS, this dis-

sertation aims to tackle three challenges by developing usable and secure IPSes.

1.1 Multi-vote WiFi-based Indoor Localization

The WiFi received signal strength(RSS)-based IPS is vulnerable to RSS attacks
at the physical layer. Previous work[12, 14, 15] mentioned that by placing some absorb-
ing materials between the WiFi access point and the user, the performance of WikFi-
based IPS is obviously degraded. [11, 13] mentioned that by using some commercial
WiFi routers to impersonate the benign WiFi access points, the IPS can be misled to
return a wrong location to the user. Even though some existing works|[12, 14, 15, 16, 13]
proposed defense to this problem, they sacrifice the locating accuracy for attack re-
silience. To design a secure WiFi-based IPS without suffering such trade-off between
localization accuracy and attack resilience, we propose a multi-vote WiFi-based Indoor
localization system. Inspired by bounda count voting scheme, we view each AP as a
voter to determine the user’s location. Since different AP plays different significance
in voting, we assign each AP a weight. By doing so, the impact of malicious AP to the

returned location is limited and the overall locating accuracy is guaranteed.



1.2 Image-based Indoor Localization

It is impossible to guarantee that the necessary indoor information is available
in all indoor venues. Even WiFi signal, which is the most popular signal utilized by
[PSes, cannot be guaranteed to cover every corner of the building. Therefore, previous
works|[17, 18] proposed image-based IPSes which utilize smartphone cameras to collect
the images for surrounding landmarks. The server locates the user by recognizing
these landmarks through images, then locate the user in a triangulation way with the
angles obtained from the smartphone sensor readings. The key advantage of image-
based IPSes is they do not rely on the extra infrastructures in the indoor environment.
However, previous image-based IPSes suffers from low positioning accuracy due to the
inaccurate angle measurement. To address their limitation, we propose a vision-based
IPS. By analyzing the orientation location of the landmark on the image, we correct the
angle which obtained from the sensor readings. Besides, we observe that the number of
landmarks is strictly limited to three in triangulation technique, which also impacts the
system performance. We formulate and solve an optimization problem which considers
a varying number of landmarks to further improve system accuracy. We validate the

effectiveness of the new technique through detailed experiments.

1.3 WiFi-based Continuous Indoor Tracking

The ambiguity of RSS fingerprints and the heterogeneity of user’s smartphone
impact the locating accuracy of IPS significantly. First, prior studies such as [13] have
shown that multiple locations could have the same RSS fingerprint. As a result, it is
difficult for the IPS server to distinguish these locations solely based on the user’s RSS
measurement. Moreover, it has been well known that in WiFi-based IPS, the RSSes
measured by different models of smartphones could be different even at the same loca-
tion and same time [19, 20, 21, 22]. In particular, the device used by the IPS operator
to collect the RSS fingerprints may be different from the mobile devices used by the
users during the online navigation phase, which means that the RSS measurement col-

lected by the user may not match the RSS fingerprint at the location. To tackle these



two challenges, we introduce the design and evaluation of CITS, a novel continuous
RSS-based indoor tracking system that can achieve high positioning accuracy in the
presence of fingerprint ambiguity and device heterogeneity. First, instead of locating a
user by matching his RSS measurement with the RSS fingerprint, we match the differ-
ence between adjacent RSS measurements with the difference between RSS fingerprints
at adjacent locations, which offers great resilience to device heterogeneity. Second, we
study continuous indoor tracking and match a sequence of RSS measurements from
user to a movement path for much improved positioning accuracy in the presence of

RSS fingerprints ambiguity.

1.4 Organization

The remainder of this dissertation is structured as follows. Chapter 2 intro-
duces MV-IPS, a novel secure RSS-IPS that can achieve higher positioning accuracy
than prior solutions in spite of the presence or absence of RSS attacks. Chapter 3
presents ImPos, a novel image-based IPS that achieves high positioning accuracy by
accurately estimating the direction from a user to recognized landmarks through image
analysis and fully utilizing all the recognized landmarks. Chapter 4 further introduces
CITS, a novel RSS-based continuous indoor tracking system that can achieve high po-
sitioning accuracy in the presence of RSS fingerprint ambiguity and device diversity via
differential RSS fingerprint matching and path matching. Chapter 5 finally concludes

this disseration.



Chapter 2

SECURE INDOOR POSITIONING AGAINST SIGNAL STRENGTH
ATTACKS VIA OPTIMIZED MULTI-VOTING

2.1 Introduction

Indoor Positioning Systems (IPSes) have attracted tremendous interest from the
academia and industry. An IPS not only help mobile users obtain real-time locations in
large indoor venues where GPS signals are unavailable or unreliable, but also provide
relevant location contexts to enable a wide range of exciting applications. Exemplary
IPS applications include location-based proximity advertising in shopping malls, pa-
tient and visitor guidance in hospitals, personnel and asset tracking in factories, and
SO on.

WiFi-based RSS-IPSes [23, 2] are among the most promising types of IPSes and
expected to foster a market of 2.5 billion US dollars by 2020 [24]. Relying on ubiquitous
smartphones and existing indoor WiFi infrastructures, RSS-IPSes explore distinguish-
able received signal strength (RSS) measurements at different indoor locations as their
location fingerprints. RSS-IPSes are very attractive to indoor venue owners because
there is no need to perform costly infrastructure updates. A typical RSS-IPS works
in two phases. In the offline training phase, the IPS operator collects RSS fingerprints
at indoor positions to build a fingerprint database of sufficient spatial granularity. In
the online positioning phase, on receiving a location query with an RSS measurement
from the user, the IPS searches its fingerprint database for the most matching RSS
fingerprint and returns the corresponding reference position to the querier.

RSS-IPS is unfortunately vulnerable to received signal strength (RSS) attacks at
the physical layer that cannot be thwarted by conventional cryptographic techniques.

Early studies [11] demonstrate that RSS measurements can be easily manipulated by



placing absorbing materials such as book, water, and foil between transmitting and
receiving devices. Most recently, Li et al. [13] showed that, by impersonating a few
WiFi APs with off-the-shelf wireless routers and fine-tuning their transmission power,
the attacker can control the RSS values at a target location to either maximize the
distance error or mislead the IPS server into returning an arbitrary wrong location.
While several defenses against RSS attacks have proposed in the literature [12, 14, 15,
16, 13], they nevertheless all exhibit a tradeoff between attack resilience and positioning
accuracy in the absence of RSS attacks. In other words, the high resilience to RSS
attacks is usually achieved at the sacrifice of positioning accuracy when there is no RSS
attack. This inherent tradeoff makes existing defenses less appealing to IPS operators
and thus less likely to be adopted in reality.

Is it possible to design an RSS-IPS that can achieve high positioning
accuracy in spite of the presence or absence of RSS attacks?

In this thesis, we provide an affirmative answer to the above question by intro-
ducing MV-IPS, a novel RSS-IPS with higher positioning accuracy than prior defenses
in both cases. We find that the key to achieve high positioning accuracy in both
situations is to fully utilize every AP’s information while limiting the impact of any
individual AP on the final decision. Specifically, making full use of all available APs
can improve positioning accuracy in the absence of RSS attacks, whereas limiting each
individual AP’s role in final decision making can provide resilience against RSS attacks.

Based on this observation, we design MV-IPS based on the Borda count [25],
a family of single-winner preferential voting methods widely used in practice. In MV-
IPS, the IPS server uses every AP as a voter to give a weighted vote for every reference
(or candidate) location in its RSS fingerprint database. A user still submits a location
query as usual, which contains the RSS measurement from each available AP. Then the
IPS server produces a ranked list of reference locations per AP according to the simi-
larity between the received RSS and the RSS fingerprint for the AP at each reference
location. In addition, each reference location is assigned a point value that corresponds

to the AP’s weighted vote and depends on both its rank and parameters pre-trained



from RSS measurements. Finally, the IPS server outputs the reference location that
receives the highest total point values from all APs as the querier’s most likely location.

Our contributions can be summarized as follows.

e We identify a key limitation of existing defenses against physical-layer signal
strength attacks on RSS-IPSes, which forces IPS operators to choose between

attack resilience and positioning accuracy.

e We propose MV-IPS, a novel RSS-IPS that explores Borda count voting mecha-
nisms for indoor localization, in which WiFI APs cast weighted votes to jointly

determine user locations.

e We formulate the location-weight assignment as an optimization problem to ac-
commodate different APs’ capabilities in differentiating user locations and present

the optimal solution based on the projected gradient descent.

e We conduct trace-driven simulation studies based on prototype implementations
and real RSS data to confirm the effectiveness of MV-IPS in the presence and
absence of RSS attacks. Specifically, our evaluation results show that MV-IPS
can achieve an average distance error of 1.68 m in the absence of RSS attacks
in contrast to 1.96 m achieved by the state-of-art defense [13] while being highly
resilient to RSS attacks.

The rest of the chapter is structured as follows. Section 2.2 briefs the related work.
Section 2.3 presents the MV-IPS design. Section 2.4 evaluates the performance of

MV-IPS via trace-driven simulations. Section 2.5 concludes this chapter.

2.2 Related Work

In this section, we review some most related work.

RSS-IPSes have been studied extensively in the past two decades, and existing
solutions differ in how a user’s RSS measurement is matched with RSS fingerprints.
In the deterministic RSS-IPS, on receiving a location query from the user, the IPS
operator evaluates the similarity between the user’s RSS measurement and the stored

RSS fingerprints using a proper distance metric and returns the reference location



whose RSS fingerprint is most similar to the user’s RSS measurement. As a repre-
sentative deterministic-matching RSS-IPS, Radar[23, 2] uses Euclidean distance as the
distance metric. In addition, cosine similarity [26] and Tanimato similarity [27] have
been shown to yield satisfactory positioning accuracy. Moreover, Wu et al. [28] ap-
plied support vector machine, and Nuno et al. [29] adopted linear discriminant analysis
for RSS fingerprint matching. Probabilistic matching has also been used in RSS-IPS.
For example, Horus [3] represents the RSS fingerprint at each reference location as
the probability distribution of the RSS value and determines the user’s location using
maximum-likelihood estimation. Other probabilistic matching algorithms have been
proposed, including Bayesian network [30], expectation-maximization [31], and Gaus-
sian process [32]. None of these works are resilient to RSS attacks.

There have been some efforts to design RSS-IPS resilient to RSS attacks. Li et
al. [12] introduced a median-distance based defense in which the distance between the
user’s RSS measurement and the RSS fingerprint is calculated with respect to every
AP, and the reference location with the smallest median distance is chosen as the user’s
location. The work [15] explored K-means cluster to distinguish good APs and attacked
APs according to their geometric relationship. Kushki et al. [14] proposed to select
a subset of reliable APs according to their confidence scores based on the covariance
matrix. Fang et al. [16] introduced an attack-resistant localization scheme based on
a probabilistic inclusive disjunction model. Yang et al. [33] explored Trained Mean
Matching (TMM) to detect the evil twin attack in RSS-IPS. Most recently, Yuan et al.
[13] introduced a defense against RSS attacks. However, all these solutions would force
an IPS operator to choose between attack resiliency and positioning accuracy, which
makes them less likely to be adopted in practice.

There are also some works loosely related to our work. For example, Li et al. [34]
introduced several mechanisms to filter out fake RSS data in crowdsourced IPS systems.
As another example, PriWFL [35] protects user’s location privacy by encrypting a
user’s location query using Pallier cryptosystem, which is subsequently improved by

Yang et al. [36] to further protect the fingerprint database at the IPS operator. There



are also several IPSes that do not solely rely on RSS. For example, BSurroundSend
[37] explores ambient information such as sound and light information to enrich the
fingerprint and improve positioning accuracy. As another example, PinLoc [38] explores
detailed physical layer information such as channel frequency responses to improve the
position accuracy of WiFi-based IPS. Wu et al. [4] showed that signal fingerprints based
on Channel State Information (CSI) can improve the indoor localization performance.
Similarly, DeepFi [39] adopts deep learning to perform indoor localization using fine-

grained CSI-based fingerprints.

2.3 MV-IPS Design

In this section, we first give an overview of MV-IPS and then detail its design.

2.3.1 Overview

The design of MV-IPS is inspired by the Borda count, a family of single-winner
preferential voting methods widely used in both political and non-political elections.
In a typical Borda count voting, every voter ranks candidates in order of preference
and assigns a point value, i.e., weight vote, to every candidate based on the candidate’s
ranking such that higher-ranked candidates receive more point values. When all votes
are cast, the candidate who receives the maximum total points is chosen as the winner.
Different Borda count methods vary in how point values are assigned in accordance
with rankings.

In MV-IPS, we view APs as voters and reference locations as candidates. A user
still submits a location query as usual, which contains the RSS from each AP. Each
AP is associated with a set of RSS fingerprints and corresponding reference locations
in the IPS server’s fingerprint database. So the IPS server can easily generate a ranked
list of reference locations for each AP according to the difference between the received
RSS and corresponding fingerprint in the database: smaller difference leads to higher

ranking. The IPS server also assigns a point value to each reference location for each



AP, which corresponds to the AP’s weighted vote. Finally, the reference location that
receives the maximum total point values is considered the user’s most likely location.

A key difference between MV-IPS and the standard Borda count voting lies in
how APs assign point values to their rankings. In particular, we observe that different
APs could have diverse capabilities in determining user locations. For example, an
AP of which the RSS exhibits large variation across different locations can provide
more reliable evidence about a user’s location than the one with extremely low or
very similar RSS values at many reference locations. As a result, unlike traditional
Borda count methods in which all voters share the same point assignment rule, the
APs follow different point assignment rules under MV-IPS. In MV-IPS, we formulate
the point assignment as an optimization problem based on RSS training data and then

find an optimal point assignment rule via the projected gradient decent.

2.3.2 Detail Design

As many other RSS-TPSes, MV-IPS consists of two phases. In the offline training
phase, we collect RSS fingerprints at both reference locations and training locations in
the indoor venue of interest and train the system parameters. In the online positioning
phase, the IPS server answers location queries from users based on the received RSS
measurements and its RSS fingerprint database. In what follows, we first introduce
how system parameters are trained based on RSS measurements and then explain how

the IPS operator determines a user’s location on receiving a location query.

2.3.2.1 Data Collection

We first choose n reference locations x1, - - - , x,, and m training locations yy, ..., yn,
in the indoor venue. We then pre-compute d[i, j] as the Euclidian distance between
reference location x; and training location y; for all 1 <7 <nand 1 <j <m.

We then collect one RSS fingerprint at each of the n reference locations. The RSS
measurement collected at reference location z; is denoted by rss; = (rss; 1,...,rss;,),

where rss; , is the zth AP’s RSS at reference location z; forall1 <z <pand1 <1 <n,
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and p is the number of APs in the indoor venue. These RSS measurements serve as the
RSS fingerprint of the reference locations. We also collect the RSS measurements at
m training locations. We denote the RSS measurement collected at training location
yi by rss; = (rss,...,rss; ), where rss; _ is the jth AP’s RSS at training location y;

foralll<z<pand1l<:<m.

2.3.2.2 Parameter Training

Let W = [w]pxn be the weight matrix, where w(z,1] is weight assigned by AP
z to the reference location ranked ith for all 1 < z < pand 1 < i < n. We use
the following method to train W using the collected RSS measurements {rss;|1 < i <
n}J{rssi|1 < i < m}.

First, for every training location y;,1 < j < m, with RSS measurement rss; =

(rss’

15, rss) ), we first find its ranking under each AP. Specifically, each AP z,1 <

z < p, calculates the difference between rss; . and the fingerprint of reference location
x; as
A, (i, J) = |rss; . — rss] |,

for all 1 < i <mn. Each AP 2z, 1 < z < p, then ranks the n reference locations based
on A,(i,7). Let (¢.;(1),¢.;(2),...,¢.,(n)) be a permutation of (1,2,...,n), such
that A.(¢.,;(1),7) < D:(025(2),7) < -+ < Ax(¢25(n), 7). Reference position zg4__
is then ranked ith by AP z forall 1 < z < pand 1 <i <n. We also define ¢Z—]1() as
the inverse of permutation ¢, ;(-), i.e., reference location z; is ranked gbz_} (i)th by AP
z.

We repeat the above procedure for all m training locations to obtain m rank

matrixes ®!, ..., ®™ where

(615(1) 61,2) ... d15(n)

o 6%;(1) ¢2,];(2) ¢27j‘(n)

_pr,j(l) Gpi(2) oo Ppy(n)
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forall 1 <75 <m.

Second, for every training location y;, 1 < 7 < m, we find the returned reference
location according rank matrix ®/ under weight matrix W. Specifically, under a given
weight matrix W, each AP z gives reference location i a weighted vote wlz, ¢} (i)] for
all 1 <z <pand1 <7 <n. The total weight that reference location x; receives from

all n APs is then given by

p
wlilj] = Y wlz 07 ()], (2.1)

z=1
for all 1 < ¢ < n. Given w[l|j],...,w[n|j], the reference location x;+ with the highest

total weight is estimated as the location for RSS measurement rss’;, where

J* =argmax wlilj],
i€{l,...,n}
which results in a distance error d[j*, j].

We now formulate the training of weight matrix W as an optimization problem
where we seek to find a weight matrix that minimizes the average error distance across
m training locations. Our cost function is inspired by softargmax function widely used
in multiclass classification. Consider training location y; as an example. There are n
possible reference locations 1, ..., z, that rss; may be estimated into under MV-IPS.
Since the distance between y; and reference location x; is d[i, j], we define the loss
function with respect to training location y; as

£ - el -uil) - di. 22)

> iy exp(y - wlilf])

where wli|j] is given in Eq. (2.1) and 7 > 0 is a system parameter. It is easy to see
that as v — oo, the term exp(vy - w[j*|j]) dominates other terms and £(j) converges to

d[7*,j]. We further define the cost function as

TJW)==>"£;(W). (2.3)
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To find the optimal weight assignment, we seek to solve the following optimization

problem

Minimize J (W)
n (2.4)
Subject to Zw[z,i] =1, V1<z<p,
i=1
where the constraint indicates that every AP has a total weight of one.
We use the projected gradient method [40] to find a local minimum for J(W).
Specifically, let us first consider loss function £;(W) by rewriting it in terms of {w([z, i]|1 <

z2<p,1<i<n}as

_ X ey - 30wl 6., (@) - dli, j]

(2.5)

Let i' = ¢_;(i). It follows that i = ¢. ;(i’). Substituting ¢, (i) and i by i’ and ¢. ;(i'),

Z7j

respectively, we can rewrite £,;(W) as

Do exp(y - ot wlz, 1)) - dl.;(i), 4]
Yo exp(y - 20 wlz, 1)) '

£,00) = (26)
We observe that every w[z,i'],1 < z < p,1 < i < n appears in both the numerator
and denominator of £;(W).

We now derive partial derivative of £;(WW') with respect to £;(W). Specifically,

let us define two additional functions as

F= 30 exply Yo ulsd)) - diguy(i).d)

z=

and
p

9= exp(y- D ulz ).

i'=1 z=1
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The partial derivatives of f and g with respect to w[u,v] are given by

awi{, o] =7 el > wlz,v]) - dlg.(v), ] (2.7)
and )
aw?i, o] =7 ey > wlzl), (2.8)

z=1
respectively, for all 1 < u < pand 1 < v < n. We can then compute the partial

derivative £;(W) with respect to each w(u,v] as

O g— f.-99
a‘Cj _ Owlu,v] g f Qwlu,v] (2 9)
dwlu, v] g? ’ '

forall 1 <u <p,1 <v <n, where % and % are given in Egs. (2.7) and (2.8),

respectively. Finally, we can derive the partial derivative of cost function J (W) with

respect to wu, v] as

N4 1 & oL;
= — . 2.10
owlu,v]  m Z ow|u, v] (2.10)
Jj=1
To apply the projected gradient method [40], we rewrite the constraint in the

optimization problem as

AW =0,
where ) )
10 0
01 0
A= :
0 0 ... 1]

0=1(0,...,0), 1 =(1,...,1), W = [Wy,Wy,... W,]T, W, = (w]z,1],...,w[z,n]) for
alll < z <p, and by, = (1,1,...,1)T. We can then compute the orthogonal projector

matrix as

P =1I,,— AT(AAT) A, (2.11)
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Algorithm 1: Weight Matrix Training
input : Initial weight matrix W) error distances
{di, j]|1 <i<mn,1<j<m}, rank matrices ®!,... ®™ learning
rate n, and terminal parameter €
output: Weight matrix W®

1t 1;

2 while True do

3 foreach j € {1,...,m} do

4 foreach i € {1,...,n} do

5 | Compute wli|j] according to Eq. (2.1);
6 end

7 Compute L;(W* ) according to Eq. (2.6);
8 end

9

FOWED) e LS L),

10 | Compute V.J(W® D) according to Eq. (2.10);
1 | WO Wt —ppy (Wt

12 | if [JWED) — F(W®)| < € then

13 ‘ break;

14 else

15 ‘ t+—t+1;
16 end

17 end

18 return W®;

where I,,, is the np x np identity matrix and 7" on superscript denotes matrix trans-

position.

Let W(© be the initial weight matrix, where we set w|z,1] = 25;2;_?;)1) for all

1 <i<nand 1l < z < p as in the standard Borda count voting. We repeatedly

compute

WO = W=D _ppy g (W) (2.12)

fort =1,2,3,..., where 7 is the learning rate and v.7 (W ¢=1) is the gradient of 7 with

respect to W1 given by Eq. (2.10). The learning rate n is usually set dynamically
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via backtracking line search [41]. The process terminates if
(TWO) =g (W) <

where € is a small constant.

We summarize the training process in Algorithm 1. Line 1 initializes the iter-
ation index ¢ = 1. In Lines 2-17, we iteratively update the weight matrix until the
terminal condition is met. Specifically, in Line 4-6, for every training location y;, we
compute the total weight each reference location z; receives according to Eq. (2.1).
Next, based on {wli|j]|]1 < ¢ < n}, the loss function of each training location y; is
calculated according to Eq. (2.6) in Line 7. We then calculate the cost function as
the average loss across all m training locations in Line 9. In Lines 10-11, we compute
the gradient of the cost function using Eq. (2.10) and then update the weight matrix
updating according to Eq. (2.12). If the difference between the cost function of the
new weight matrix and the cost function of the previous weight matrix is less than e,
we terminate the process and output the current weight matrix. Otherwise, we repeat

the same procedure in the next iteration.

2.3.2.3 Online Positioning
In the online positioning phase, the IPS operator processes location queries
from the user. Assume that the user issues a location query with RSS measurement

rss, = (rsSy1, .- .,rsSyp). The IPS operator first computes
AL (i, u) = |rss; . — rss, .|,

forall 1 <z <pand1l<i<n. Each AP z (1 < z < p) then ranks the n reference
locations based on A, (i,u). The IPS operator then computes
p

wlilu] = ) wlz,¢,(0)]; (2.13)

z=1
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Figure 2.1: The floor plan of the indoor venue.

for all 1 < i < n, where ¢, (i) is the rank of reference location x; under AP z given
rss,. Given w(l|u],...,w[n|u], the reference location x,~ with the highest total weight

is estimated as the user’s location, where
* .
u* =argmax w|i|u]
i€{1,...,n}

2.4 Performance Evaluation

In this section, we report the simulation results for MV-IPS.

2.4.1 Simulation Settings

We have implemented a prototype of MV-IPS. The prototype system is based on
Android studio/Java on a Huawei Honor8 smartphone, which has a 2.3 GHz octa-core
CPU and 4 GB RAM. The sampling frequency of the WiFi module is 0.67 Hz. We
deploy the prototype on a square zone of 17.8x17.8 m? inside an office building with
m = 35 WiFi APs. Fig. 2.1 shows the floor plan of the indoor venue. We collect RSS
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measurements at n = 72 reference locations and m = 360 training locations as shown
in Fig. 2.1, where every reference location is surrounded by five reference locations. We
use the RSS measurements collected at the 72 reference locations as the RSS-fingerprint
database and the ones collected at the 360 training locations to train the weight matrix
and evaluate the performance of the MV-IPS. In particular, we divide the 360 training
measurements into five groups of equal size, in which every group contains one training
measurement close to each reference location.

We use 5-fold cross-validation to evaluate the performance of MV-IPS. Specifi-
cally, we select 4 groups of training measurements to train the weight matrix and use
the remaining group as the testing RSS measurements. We repeat this process for five
times such that every group is used as the testing set once. The results we report below
are the average across the 5 runs.

We mainly use mean distance error (MDE) to evaluate the performance of MV-
IPS. For every rss; in a testing group G, let y; be the training location at which it was

was taken and z;- the reference location returned by MV-IPS. We define the MDE as

ersgeG’ d[.]*a j]

MDE =
|G

We consider an attacker model similar to the one in [13]. In particular, we
assume that the attacker is able to impersonate a subset of k& APs of his choice with
fake ones under his control. He can also fine-tune the transmission powers of the fake
APs to manipulate the RSS values experienced by a target user. We consider the

following two attack strategies.

e Distance error maximization (DEM) attack [13]: The attacker aims to maximize
the distance error experience by a target user. In this attack, the attackers first
learns the RSS fingerprints stored at the IPS operator by acting as a normal user
repeatedly issuing location queries and then finds the furthest reference location
from the target user’s location that he can mislead the IPS operator into returning

through impersonating and manipulating the transmission powers of the k£ fake
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APs. With respect to MV-IPS, we assume that the attacker knows the weight
matrix used by the IPS operator and is able to perfectly control the fake APs’

RSS values experienced by the target user.

e Random RSS attack: In this attack, the attacker controls the RSSes of k APs
randomly chosen from all the APs. The user’s RSS measurement under this

attack is assumed to be uniform at random in the range from —30 dB to —95
dB.

We compare the MV-IPS with the following RSS-1PSes.

e Radar [23, 2]: As the most representative RSS-IPS, Radar returns the reference
location whose RSS fingerprint is the closest to the user’s RSS measurement

under the Euclidean distance.

e Median [12]: As a defense against RSS attack, the median-based defense uses
the median among the p element-wise distances as the metric to measure the
similarity between the user’s RSS measurement and the stored RSS fingerprint.
The reference location with the smallest median element-wise distance is selected

as the user’s location.

e TDFM [13]: As the state-of-art defense against RSS attacks, TDFM generalizes
Median [12] and Radar. Specifically, the IPS operator calculates p element-wise
distances between the user’s RSS measurement and each RSS fingerprint with
each corresponding to one AP. The similarity between the user’s RSS measure-
ment and an RSS fingerprint is measured by the A-truncated distance [13], which
is the sum of p — A element-wise distances after dropping the A/2 largest and \/2
smallest element-wise distances. When A\ = 0, TDFM is equivalent to Radar.

When A = (p — 1)/2, TDFM is equivalent to the median-based defense.

Table 2.1 summarizes the default parameters in our simulation unless stated otherwise.

2.4.2 Simulation Results

We now report our simulation results.
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Table 2.1: Default Settings

Para. | Value | Description

72 # of reference locations
360 | # of training locations
35 # of APs

200 | The exponential parameter in Eq. (2.2)
0.1 Learning rate
0.9 The terminating condition

"2 33
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0.015

-0.010
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0 2 4 6 8101214 16 18 20 22 24 26 28 30 32 34

Figure 2.2: An example of weighted matrix under MV-IPS.

2.4.2.1 An Example Of Weight Matrix In MV-IPS

Fig. 2.2 shows an example of the weighted matrix trained in MV-IPS, where
the x-axis represents the IDs of APs and y-axis represents the indexes of reference
locations. As we can see, different APs have very different weight assignments over
their rankings. This clears highlights the key difference between MV-IPS and the

standard Boada count voting where all the voters use the same weight assignment.

2.4.2.2 Performance In The Absence Of RSS Attack
Fig. 2.3 compares the CDF's of the error distance under Radar, Median, TDFM,
and MV-IPS in the absence of RSS attack. As we can see, MV-IPS not only outperforms
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Figure 2.3: Comparison of the CDF's of distance error under Radar, TDFM, Median,

and MV-IPS.
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Figure 2.4: MDE vs. A in the absence of RSS attack.

Median and TDFM, but also achieves smaller MAE than Radar that is designed for
benign environment. For example, 83% of distance errors are smaller than 2.5m under
MV-IPS, whereas 78 % and 71 % of distance errors are smaller than 2.5m under TDFM
and Median, respectively. These results demonstrate that MV-IPS achieves higher
positioning accuracy than prior defenses and Radar in the absence of RSS attack and
is thus more appealing to IPS operators in reality.

Fig. 2.4 compares the MDEs under Radar, Median, TDFM, and MV-IPS as
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Figure 2.5: MDE vs. # of fake APs under DEM attack.

A varying from 0 to 34, where the MDEs under Radar, Median, and MV-IPS are not
affected by the change in A and are plotted for reference only. We can see that MV-IPS
has the smallest MDE among the four. In addition, the MDE under TDFM increases
as A increases. This is expected, because the more element-wise distances dropped,
the lower the positioning accuracy for TDFM in the absence of RSS attack, and vice

versa.

2.4.2.3 Performance Under DEM Attack

Figure. 2.5 compares the MDE under TDFM and MV-IPS under the DEM
attack with the number of fake APs varying from 0 to 14. We can see that the MDE
increases as the number of fake APs increases under both TDFM and MV-IPS. In
particular, when the number of fake APs is small, e.g., 2, MV-IPS outperforms TDFM
with smaller MDE. As the number of fake APs increases to 3, MV-IPS still outperforms
other mechanisms except for TDFM with A = 8. This is anticipated as when A is set to
be slightly larger than twice of the number of fake APs, all the element-wise distances
involving fake APs are likely dropped and the remaining good RSS values can ensure
sufficiently high positioning accuracy. However, properly setting A would require the

IPS operator to know the number of fake APs in advance, which is usually unavailable
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Figure 2.6: MDE vs. A under DEM attack.

in practice. On the other hand, when X is set too small or too large, either some fake
RSS values will be used for determining user’s location or too many good RSS values
are dropped, leading to the increase in MDE and thus lower positioning accuracy. In
contrast, MV-IPS does not require the IPS operator to tune any parameter and can
always maintain high positioning accuracy.

Fig. 2.6 compares the MDEs under TDFM and MV-IPS with A varying from 0
to 30, where the MDE under MV-IPS is not affected by the change in A and plotted for
reference only. As we can see that for any given number of fake APs, the MDE under
TDFM first decreases and then increases as A increases. The reason is that when A is set
too small, some fake RSS values are included for location determination, which results
in lower positioning accuracy. When the X is large enough, all fake RSS values are likely
dropped, leading to higher positioning accuracy of TDFM. Even in this scenario, we can
see that the MDE under MV-IPS is still very close to that under TDFM. Furthermore,
as A further increases, MV-IPS outperforms TDFM again. Since A is normally difficult
to set without knowing the number of fake APs in advance, these results highlight the
significant advantage of MV-IPS over the state-of-art defense TDFM.

Figs. 2.7(a) to 2.7(c) show the CDFs of distance error under Radar, TDFM, Me-
dian, and MV-IPS where the number of fake APs is 1, 2, and 4, respectively. Generally
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Figure 2.7: CDF of MDEs under DEM attack.

speaking, MV-IPS outperforms other three mechanisms in most cases. In particular, as
shown in Figs. 2.7(a) to 2.7(c), the MDE under MV-IPS is always smaller than those
under Radar, Median, and TDFM except for TDFM with A\ = 2. We can also see
from Fig. 2.7(c) that when k = 4, the MDE under Median is acceptable and is close to
that under MV-IPS, but the MDE under Radar increases drastically. The MDE under
TDFM is always between that under Radar and that under Median but still larger
than that under MV-IPS. These results show that MV-IPS is highly resilient to DEM

attack when the number of fake APs is small.
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Figure 2.8: MDE vs. # of fake APs under random RSS attack.

2.4.2.4 Performance Under Random RSS Attack

Fig. 2.8 shows the MDEs under Radar, TDFM, Median, and MV-IPS under
random RSS attack with the number of fake APs varying from 0 to 15. We can see
that the MDEs under Radar, TDFM, and MV-IPS all increase as the number of fake
APs increases. This anticipated as the more fake APs, the more fake RSS values being
used for determining the user’s location. We can also see that the MDE under MV-IPS
grows much slower than under TDFM and Radar. The MDE under MV-IPS is also
lower that under Median when there are more than 15 fake APs.

Fig. 2.9 compares the MDEs under TDFM and MV-IPS under random RSS
attack with A varying from 0 to 32, where the MDEs of MV-IPS are not affected by
the change in \ and are plotted for reference only. We can see that the MDE under
TDFM first declines and then increases as A increases, which once gain highlights
the importance of properly setting A\ for TDFM. Furthermore, while the MDE under
TDFM is acceptable when A is in the range of (5, 15), the MDE under MV-IPS is either
very close to or smaller than that under TDFM.

Figs. 2.10(a) to 2.10(c) show the CDFs of distance error under Radar, TDFM,
Median, and MV-IPS under random RSS attack. Once again, we can see that MV-

IPS outperforms the other three mechanisms in most cases. While we can see from

25



CDF

= -0~ TDFM k=1
§3-50 —A— TDFM k=2

(O] 3.25 —&— TDFM k=4
27 - MV-IPS k=1
£3.00 —A- MV-IPS k=2

%2.75 —#=  MV-IPS k=4
S2.50
22-25 Tt ——tr — =~ — )
@©
%,2.00 eSSl Sl il . S s Juer Jupunp s S,
1.75
0 5 10 15 20 25 30
A

Figure 2.9: MDE vs. A under random RSS attack.
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Figure 2.10: CDFs of distance error under random RSS attack.
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Figure 2.11: Impact of weight matrix on MDE where the number of fake APs varying
from 0 to 14.

Fig. 2.10(b) that TDFM achieves a MDE comparable to MV-IPS when A = 2, properly
setting A is difficult without knowing the number of fake APs in advance. Finally, the
MDEs under all four mechanisms are smaller than the corresponding cases under the
DEM attack, which is anticipated as random RSS attack is less effective than DEM
attack. It is thus not surprising that Median always has the highest MDE even when
k=4.

2.4.2.5 Impact of Different Weight Matrices
While the weight matrix is trained from RSS data under MV-IPS; we also eval-
uate the impact of different weight matrices. Specifically, we compare MV-IPS with

the mechanisms based on the following two weight matrices.

e Linear vote: the weight matrix is the same as the initial weight matrix W ©),

where w|z,i] = 2 forall 1 <i<nand 1 <z <p.

e Magjority vote: the weight matrix is defined by w(z,1] = 1 and [z, j|] = 0 for all
1<z<pand2<j<n.

Fig. 2.11 compares the MDEs under MV-IPS, Linear note, and Majority vote.
As we can see, as the number of fake APs increases, the MDEs under all three mech-

anisms increase, which is expected. Moreover, MV-IPS that uses the trained weight
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Figure 2.12: CDF of distance error under DEM attack under different weight matri-

ces.

matrix always has the lowest MDE among the three, which demonstrates the effective-
ness of training in finding a good weight assignment.

Figs. 2.12(a) to 2.12(c) show the CDFs of MDEs under MV-IPS, Linear vote, and
Majority vote where the number of fake APs is 1,2, and 4, respectively. Not surprisingly,
MV-IPS outperforms both Linear Vote and Majority Vote by large margins, especially
for the case where k& = 4. These results confirm the advantages of MV-IPS based on
the weight matrix trained by RSS data.

2.4.2.6 Impact of Different Cost Functions

We also evaluate the impact of different cost functions on the positioning ac-

curacy of MV-IPS. In particular, we evaluate MV-IPS under the following three cost
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Figure 2.13: Comparison of different cost functions.

functions.

e Mean Absolute Error (MAE): the cost function used by MV-IPS and given in
Eq. (2.3).
e Mean Square Error (MSE): the cost function is given by

TOV) = = S(5,(1)*

J=1

e Root Mean Square Error (RMSE): the cost function is given by

TV =\ [ S (802

Fig. 2.13 compares the distance errors under three cost functions where the number
of fake APs is 0, 2, and 4. We can see that the MDEs under MAE and RMSE cost
functions are approximately 3.2m when the number of fake APs is 4, whereas that
that under MSE is above 4.2m. In addition, the MDE under MSE is always the lowest
among the three cost functions. These results indicate that the cost function chosen

by MV-IPS outperforms the other two options and leads to high positioning accuracy.
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2.4.2.7 Impact of Parameter vy

The loss function given in Eq. (2.2) involves the parameter v. Intuitively, as v
approaches oo, loss function £;(W) approaches to d[j*, j]. We also evaluate the impact
of v. Fig. 2.14 plots the values of £;(W) and d[j*, j] as v increases from 10 to 1000.
We can see that as v increases, the difference between L£;(1W) and d[j*, j] decreases.
When 7 exceeds 200, the difference between £;(W) and d[j*, j] becomes negligible.
By choosing £;(1V) as the loss function, we are able to derive the close form of the

gradient of the cost function J(w).

2.4.3 Summary

We summarize the simulation result as follows.

e MV-IPS achieves higher positioning accuracy than Radar, Median, and TDFM
in the absence of RSS attacks.

e In the presence of RSS attacks, MV-IPS achieves higher positioning accuracy than
Radar and Median. It also either outperforms TDFM or achieves a positioning
accuracy closer to TDFM when the parameter A is set to be approximately twice

of the number of fake APs.
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e Unlike TDFM whose performance is highly dependent on properly setting of
parameter A that requires the knowledge of the number of APs, MV-IPS is obliv-
ious to the number of fake APs and can always achieve satisfactory positioning

accuracy no matter whether RSS attacks are present.

e MV-IPS relies on a weight matrix properly trained from the RSS data and sig-
nificantly outperforms other weight matrices used in the standard Borda count

and majority vote.

2.5 Summary Of MV-IPS

In this thesis, we have introduced the design and evaluation of MV-IPS, a novel
RSS-IPS based on weighted multi-voting. Inspired by the Borda count voting, MV-
IPS treats every AP as a voter to cast a weighted vote for every reference location,
and the reference location that receives the highest accumulative vote is considered as
the user’s location. Unlike existing RSS-IPSes that suffer from the inherent tradeoff
between indoor positioning accuracy and attack resilience, MV-IPS can achieve high
indoor positioning accuracy no matter whether RSS attacks are present. Trace-driven

simulation studies based on real RSS measurements have confirmed the significant

advantages of MV-IPS over prior RSS-IPSes.
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Chapter 3

IMPOS: AN IMAGE-BASED INDOOR POSITIONING SYSTEM

3.1 Introduction

Indoor positioning systems (IPSes) are indispensable for users to navigate in
large and unfamiliar indoor venues such as airports, hospital complexes, and shopping
malls. The lack of reliable GPS signals in indoor venues makes accurate indoor posi-
tioning a non-trivial task and has prompt the design and development of various types
of IPSes based on different techniques over the past two decades. Existing IPSes in-
clude WiF1i fingerprint-based IPS [23, 3], WiFi Channel State Information (CSI)-based
IPS [4], Bluetooth-based IPS [5], image-based IPS [18, 42|, Radio Frequency Identi-
fication (RFID)-based IPS [43], sound-based IPS [9, 44], visible light-based IPS [45],
and so on. The global IPS market is expected to reach 256.59 billions in 2028 [1].

As a promising type of IPS, image-based IPSes are particularly suitable for
venues without WiFi infrastructure. In a typical image-based IPS, the IPS server
identifies a number of landmarks in the indoor venue. A user only needs to take a few
pictures of his surrounding using his smartphone and submits the images to the IPS
server. The landmarks in the query images are recognized and matched with the ones
stored at the server. The IPS server can then estimate the user’s position based on
the locations of the recognized landmarks via 3D model reconstruction [46, 47, 48, 49],
triangulation [18, 42|, or trilateration [50].

We observe that existing image-based IPSes suffer from two main limitations.
First, prior solutions based on 3D model reconstruction [46, 47, 48, 49] incur expensive
setup costs and long processing delays for users’ location queries. Second, existing so-

lutions based on triangulation [18, 42] and trilateration [50] suffer from low positioning
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accuracy. For example, the state-of-art image-based IPS Sextant [18] reports a median
positioning error of 3.6 m largely due to inaccurate angle measurements smartphone
compass readings. Third, since triangulation and trilateration only require three recog-
nized landmarks but query images may capture more than three landmarks, different
combinations of three landmarks may result in different positioning accuracy. How
to choose the best three landmarks remains unclear despite some heuristic guidelines.
These situations call for efficient image-based IPSes with high positioning accuracy.
To tackle this challenge, we introduce the design and evaluation of ImPos, a novel
image-based IPS based on triangulation with much improved positioning accuracy. The
key idea behind the ImPos is a novel method for accurate angle estimation that jointly
considers smartphone compass readings and the positions of the landmarks in the query
image. Moreover, instead of trying to select the best three landmarks, we formulate
the position estimation as an optimization problem to fully utilize all the recognized
landmarks to improve positioning accuarcy. By doing so, ImPos achieves a much higher
positioning accuracy than the state-of-art image-based IPS. Our contributions in this

chapter can be summarized as follows.

e We introduce ImPos, a novel image-based IPS with much improved positioning

accuracy.

e We propose a novel method for angle estimation that jointly considers smartphone

compass readings and the positions of the landmarks in the query image.

e Experiment studies based on a prototype confirm the advantages of ImPos over
prior image-based IPSes. For example, our experiment results show that ImPos
achieves a median distance error at 1.09 m in contrast to the 3.23 m reported in

18].

The rest of this chapter is structured as follows. Section 3.2 discusses the related work.
Section 3.3 presents the design of ImPos. Section 3.4 reports our experiment results.

This chapter is finally concluded in Section 3.5.
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3.2 Related Work

In this section, we review some works that are most germane to our work.

Image-based IPSes have attracted significant attentions in the past two decades
because they do not require any costly infrastructure upgrade but explore the ubiq-
uitous presence of smartphones in people’s daily life. Existing image-based [PSes can
be broadly divided into two categories. The first category utilizes 3D modeling and
locates a user by constructing the 3D model of the landmark and projecting the model
into query images through machine learning techniques. Arnold et al. [46] proposed a
compressed 3D representation for landmarks then project the 3D model to the query
image to locate the user. Kawaji et al. [51] used omnidirectional panoramic images
and KNN methods for comparison to recognize the landmarks. Ke et al. [52] achieved
high positioning accuracy by improving the accuracy of image matching through an
advanced RANdom SAmple Consensus (RANSAC) algorithm. In [47], Tommaso et al.
trained a regression forest model for 2D image to 3D model correspondences whereby to
predict the camera pose. InLoc [48] explores dense matching rather than local features
to calculate the similarities between the query image and landmark images and then
infer the user’s location according to landmark orientation depth on images. Lu et al.
[49] coped WiFi with the 3D model of the landmark to recognize the landmark quickly.
However, these solutions suffer from costly 3D model construction and large processing
latency for location queries because the server must search the matching feature points
among million of feature descriptors on the landmark model to construct the 3D model
of the landmark then project the 3D model to the query image.

The second category estimates a user’s location from recognized landmarks using
geometric approaches. MoVips [17] calculates the ratio of the distance between the
same pair of feature points shown on the query and landmark image and infers the
user’s distance to the landmark based on the focal length. Hamed et al. [53] used a
weighted KNN with Epipolar Geometry to infer the user’s location from recognized
the landmarks. Sextant [18] obtains the angles between each capturing gesture from

the smartphone interior sensors then calculates the user’s location by triangulation.
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Guan et al. [54] considered both user’s height and sight region to infer the user’s
relative location to the landmark. Yuanqging et al. [55] obtained the user’s trace from
the pedestrian dead reckoning(PDR) system and then paired the trace with the stored
guider’s trace HAIL[56] infers a possible region with a predefined compass error and
then searches the user’s accurate position in the region with the landmarks cope with
compass and gyroscope readings. Jiang et al. [57] uses images to identifies users’ rough
position and facing direction, then locate the user with the help of dead reckoning
systems. However, these solutions suffer low positioning accuracy due to inaccurate
angle or distance estimation.

Besides image-based IPSes, there are also several other types of IPSes based
on different technologies. For example, WiFi received signal strength (RSS)-based
IPSes [23, 3] explore the distinguishable WiFi received signal strengths to serve as the
location fingerprints to estimate a user’s location. FILA [4] utilizes WiFi CSI signals
as location fingerprints. In [58], Bose et al. used the path loss model to calculate the
distance between the user and WiFi access point then uses trilateration to locate the
user. As another example, Fischer et al. [5] utilize the angle of arrival (AOA) and time
of arrival (TOA) of Bluetooth signal to infer the distance between the Bluetooth access
point and a user whereby to locate the user through trilateration. Similar to RADAR,
Wang et al. used Bluetooth RSS signals as fingerprints in [6]. There are also IPSes
that explore acoustic signals [9, 44], visible light [45], or RFID signals [43] to locate a
user. However, these solutions typically require extra infrastructures which may not

be readily available in many indoor venues.

3.3 Design of ImPos

In this section, we first give an overview of ImPos and then detail its design.

3.3.1 Overview
ImPos works in two phases, the offline phase and online localization phase.

In the offline phase, the server constructs a landmark database by taking images of
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all landmarks and recording their physical coordinates on the floor. In the online
localization phase, the server answers location queries from users based on the received
query images and the constructed landmark database. Specifically, different from prior
image-based IPSes [18, 56], which estimate angles only considering camera headings
and identify user’s location using angle-based localization techniques, ImPos jointly
considers the camera headings and the positions of the landmarks in the query images
to estimate angles with high accuracy. Moreover, we formulate localization as an
optimization problem instead of directly applying the naive triangulation techniques.

In what follows, we first introduce how to construct the landmark database
offline. Next, we introduce how the server determines a user’s location which mainly
includes an algorithm for angle estimation, and an localization mechanism by solving

the formulated optimization problem.

3.3.2 Offline Landmark Database Construction

We first select N landmarks £ = {L1, Lo, -+ , Ly} in the indoor venue. Next, we
take one image for each landmark L; € £ and record its physical coordinate, (x;,y;) €
D, where D is the domain of the physical coordinate. For each landmark image,
we extract a feature vector, F; = {(fi1, (i1,¢i1))s s {fimss (Dim,s Gim;))} using the
classical Speeded Up Robust Features (SURF) algorithm [59], where f;;, (1 < j <
m;), is a feature point, (p;;, ¢ ;) is the pixel position of the feature point, and m; is
the number of feature points in F;. The landmark database can be represented by

{((zs,y:), F;)|1 <i < N}

3.3.3 Online Positioning

In the online positioning phase, on receiving a location query from a user, the
server estimates the user’s location via image processing and triangulation. Assume
that a user issues a location query Q = {([1,¢1), -+, (I, ¢n)}, where each I;, 1 <i < mn,

is a query image taken by the users, and ¢; is the corresponding compass reading
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recorded when taking [;. We assume that every query image [; includes at least one
landmark.

Upon receiving the location query (@), the server processes the query in three
steps. First, the server identifies the landmarks captured by each query image and ob-
tains their physical coordinates according to the landmark database. Next, the server
estimates the intersecting angle between the line from the user to a landmark and the
line from the user to another landmark. Finally, the server uses the recognized land-
mark coordinate and the estimated intersection angles to estimate the user’s location.

In what follows, we detail these steps.

3.3.3.1 Landmark Recognition

Given a query Q = {([1,¢1), -+, (In, )}, the server first extracts the feature
vector from each image. For every image I;;1 < j < n, the server converts it into
Li={{fi1, @i, @1)), - s {fiki» Dikis Gik;)) }, where f; ; is a feature point and (p; ;, ¢ ;)
is the pixel position of the feature point, and k; is the number of feature points in image
I; for all 1 < j <k;.

For each query image I;, the server identifies the landmarks it captures as follows.
First, we compare the feature vector of the query image I; with the feature vector of
every landmark L; € L. Specifically, for each landmark L; with feature vector Fj,
we calculate its matching degree with the query image I; as follows. Assume that Fj
has m; feature points, we then have k;m; possible feature point pairs. We adopt the
standard feature matching techniques [59] to determine whether every pair of feature
points are a match. The total number of the matched pairs n;; is deemed as the
matching degree with respect to query image /; and landmark L;. If the matching
degree is larger than a threshold 6, we consider that the landmark L; matches the
query image [;, and the query image I; captures landmark L; with high probability.

Second, we refine the matched landmarks by filtering out possible duplicate
matches. Since some landmarks may share similar shapes and features, it is possible

that the same set of features in the query image are matched to multiple landmarks. Let
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L; C L be the set of matched landmarks in image I; identified the first step. For each
landmark [; € £; with a set of matched feature points {(f;1, (j1,¢,1)), 5 (finis

Din: > Qin; )}, we compute the pixel position of the landmark /; in image I; as
75N, JsMi, 5 J

_ 1 Mg oo
piv.j - ni,j Zx:l p],:l?

A R A
ql’] - ng j szl q]ﬂm :

For every pair of landmarks L;, L, € £;, we compute their pixel distance as

(k) = /iy — pis)? + (@i — @in)? -

If d(j, k) is below a predetermined threshold, we consider L; and L are matched to

the same set of feature points and remove the one with lower matching degree from L;.

3.3.3.2 Intersecting Angle Estimation

Figure 3.1: Illustration of localization via triangulation.

In this subsection, we first introduce the classical triangulation technique and
then present a novel method for estimating the intersecting angles.

Triangulation is a classical method to estimate a user’s position from the posi-
tions of three landmarks and two intersecting angles. Consider Fig. 3.1 as an example,

in which three landmarks Lq, L, and L3 are placed in a clockwise order. Suppose that
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we want to estimate a user’s position U. Assume that we know the two intersect-
ing angles ZLiULy = 615 and ZLyUL3 = 03. We can find a point X such that
L1 XLy = 05 and draw a circumscribed circle that passes through L;, Ly and X. It
is easy to see that any point on the arc L/l)_(?z has a circle angle of 6, 5. Similarly,
we can find another point Y such that ZLyY Lg = 653 and draw a circumscribed circle
that passes through Lo, L3, and Y so that any point on the arc m has a circle
angle of 0y 5. Therefore, the user’s position U must be the intersection point of the two
circles.

Accurate measurement of the intersecting angles from users to the recognized
landmarks is key for accurate location estimation via triangulation. Prior works [18, 56]
all directly use the compass readings recorded by the smartphone when taking the
picture as the direction from the user to the landmarks. We find that such angle mea-
surements are inaccurate because the camera may not be perfectly facing the landmark
when picture is taken. The difference between the true direction towards the landmark
and the reported direction from the compass reading is commonly referred to as an-
gle drift. Large angle drifts would introduce large errors to the estimated intersecting
angles and lead to large positioning error. In what follows, we introduce an effective
method to estimate such angle drifts.

Consider Fig. 3.2 as an example in which two reference lines pass X and Y,
respectively. Suppose that the user is at position U when taking a picture of landmark
L and that the camera’s position is at point F'. The true direction from the user to
the landmark can be represented by ZLUY . Now suppose that the compass reading
is ¢ which is the angle ZHFX = ZHUY . The angle drift is thus ZHUL = «, which
is difficult to directly estimate.

Our key idea is that the angle drift o can be approximated by angle /ZHF L = ~.
The reason is that the length of the line segment F'U is approximately the user’s arm
length, which is about tens of centimeter and much smaller than the distance between
the user and the landmark LU, which is usually several meters or more in practice.

Therefore, the angle ZF LU is very small in practice. Since 7 = o+ 3, we have 7 ~ «.
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Figure 3.2: Illustration of angle drift.

Camera heading

Figure 3.3: Angle drift estimation

We now discuss how to estimate angle v from the landmark L’s pixel position
in the image. Consider Fig. 3.3 as an example, in which F' is the camera’s focal point,
O is the the optical center of the camera, and L’ is the position of the landmark L in

the image. We can see that Z/L'FO = ~ and that triangle AL'OF is a right triangle.
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It follows that L
oL’

v = arctan 0’ (3.2)
where FO is the focal length of the camera and OL’ can be computed from the pixel
size and the pixel distance between L’ and O.

For every image I; and every landmark L; € £;, we apply the above method to
find angle drift 7; ;. Denote by 0; ; the direction from the user to landmark L, according

to image [; for all 1 <7 <mn and j € £,. We compute each 0; ; as

¢; — %, if landmark L; is on the left,
Gi,j — (33)

¢; +5,; if landmark L; is on the right,

where ¢; is the compass reading recorded when taking image I;.

Since the same landmark may be captured in multiple images, we further es-
timate the direction to each recognized landmarks by taking the average of multiple
estimations. Let £, = |J;_, £; be the set of all the recognized landmarks. For each
landmark L; € L£,, we define Z; = {i|L; € £;,1 < i < n} as the set of images that
contain L; and denote by 6; as the direction from user towards L;. We compute each
0; as

> jer; i

g, = =I=2 4

3.3.3.3 User Positioning

Given a set of recognized landmarks £,, where each landmark L; € £, is at
position (z;,y;) and estimation 6;, we formulate the location estimation as an opti-
mization problem. Specifically, for every pair of landmarks L;, L, € L, we define their

estimated intersecting angle as

Gk =105 — Ol , (3.5)

41



Lk: (xkl yk) dk U: (x,}’)

Figure 3.4: An example of the triangle formed by the user’s location and two land-
marks

where 0; and 0, are the estimated directions from the user to L; and Ly, respectively.
Assume the user’s location is at (x,y). We can draw a triangle formed by the user’s
location and two landmarks. Consider Fig. 3.4 as an example. The intersecting angle

2 2 2

3.6
s (3.6)

¢jx(z,y) = arccos

where

.
Il

i \/(%‘ —2)?+ (y; — )%,
di = \/(zx — ) + (g — y)%,
djr = \/(%’ — )+ (Y5 —ur)? -

Ideally, the user’s true location (z,y) should minimize the difference between the mea-
sured intersecting angle ¢, ; and the computed intersecting angle ¢; x(x,y).

We now introduce two optimization problem formulation for estimating the
user’s location based on the above observation. Our first optimization problem formula-

tion seeks to minimize the total square difference between the measured and computed
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intersecting angles for all pairs of recognized landmarks, which is given by

Minimize Z Z ((bj,k(xvy) - ¢j,k)2 )

JELg kELy (37)

Subject to  (z,y) € D,

where D denotes the set of possible locations in the indoor venue after proper dis-
cretization.

While the first formulation is intuitive, it suffers from one limitation. In par-
ticular, we notice that the change in the user’s location has different impact on the
computed intersecting angles of different pairs of recognized landmarks. Specifically,
if the user is far away from both landmarks, then the change in the user’s location
has a relatively small impact on the computed intersecting angle, so minimizing the
square difference between the measured and computed intersecting angles may require
a large change in the user’s location and thus should be given a smaller weight. On the
other hand, if the user is very close to one of the two landmarks, then a small change
in user’s location would have a very large impact on the computed intersecting angle,
which should be given a higher weight. While we don’t know the user’s location in
advance, we find that the smaller the measured intersecting angle and the larger the
distance between the two landmarks, the more likely that the user is far away from
both landmarks, and vice versa. Based on this observation, we define a weight for

every pair of landmarks L; and L; as

Ojk
V(@5 —2e)? + (g — ve)?

(3.8)

w]7k =
and define the cost function as

f(x,y) = Z Z wik(Pir(,y) — Gik)? - (3.9)

JEL, kEL,

Our second optimization problem formulation seeks to minimize the total weighted
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Figure 3.5: The floor plan of an office building

square difference between the measured and computed intersecting angles for all pairs
of recognized landmarks, which is given by
Minimize f(z,y)

(3.10)
Subject to  (z,y) € D .

Both optimization problems can be solve via exhaustive search.

3.4 Performance Evaluation
In this section, we evaluate the performance of ImPos through experimental

studies.

3.4.1 Data Collection and Experiment Settings

We implement a prototype of the ImPos in Android Studio/Java and test it
on a Huawei P30 smartphone, which is equipped with a 2.8 mm physical focal length
camera and SONY IMX600 camera sensor. The resolution of image is 2736 x 3648,
and the pixel size for SONY IMX600 1um.
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We deploy the prototype system in an office building of 400 m?, and Fig. 3.5
shows the floor plan. As we can see, we take N = 21 posters on the wall as landmarks.
For every landmark, we record its coordinate, take a picture of it, and extract the
SURF features from the image. We then choose 216 testing locations and take five
images and record the corresponding compass readings at each testing location.

We compare the performance of ImPos with the Sextant system [18], which is
the state of art image-based IPS that uses triangulation. In Sextant, the IPS server
recognizes the landmarks from images and obtains the intersecting angles directly from
the compass readings. If more than three landmarks are recognized, Sextant first
estimates a rough location of the user and then chooses the three landmarks that are
closest to the rough location to estimate the user’s location via triangulation.

We use the following two performance metrics for our evaluation.

e Angle error: For every image I; taken at testing location [ = (z,y) and every
recognized landmark L; at location (x;,y;), the true direction from the testing

location [ to landmark L; is given by

7] Yji —Y
0; ; = arctan - :
T; — %

The corresponding angle error is defined as
A = 10i; — il ,

where 6, ; is given by Eq. (3.3).

e Error distance: For each testing location [ = (x, y) and corresponding estimated

location | = (&, ), the error distance is defined as

Ad=\/(z — 22+ (y — §)? .

3.4.2 Experiment Results
3.4.2.1 Angle Estimation Accuracy
Fig. 3.6 shows the CDFs of angle error under the Sextant and the ImPos. We can

see that the ImPos achieves a median angle error of 3.5 degrees, which is much smaller

45



1.0
0.8
w 0.6
o
0.4
0.21 — Sextant
— |MmPOS
0.0+ : : . ] .
0 5 10 15 20 25

Angle error (degree)

Figure 3.6: Comparison of Sextant and ImPos in terms of angle error

than the median angle error of 15.1 degrees achieved by the Sextant. In addition,
the angle error is below 6.2 degrees for 80% of the cases under the ImPos which is
significantly smaller than 19.8 degree under Sextant. These results clearly show that the
ImPos can measure the angle much more accurately than the Sextant that directly uses
compass readings as the directions to landmarks. We can also see that the maximum
angle error under ImPos is 11.91 degree. This is because there is always some difference
between the true angle drift a and the approximated angle v in Fig. 3.2. In addition,
the position of a landmark shown on an image is not always the center of all the
matched features. We can also see that the maximum angle error under the Sextant
is 25.9 degree. This is also reasonable, because the angle of view of HUAWEI P30 is
about 60 degrees. If a landmark appears on the edge of a query image, it would result

in an angle error of up to 30 degree.

3.4.2.2 Positioning Accuracy

We now compare the ImPos and the Sextant in terms of error distance. Since
the ImPos makes use of all recognized landmarks to estimate the user’s location and the
number of recognized landmarks affects its localization accuracy, we consider different

numbers of landmarks for the ImPos. In particular, since we took five images at each
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Figure 3.7: The impact of the number of recognized landmarks on localization accu-
racy

testing location, the number of recognized landmarks is at least five. For each testing
location, we enumerate all the combinations of 3, 4, and 5 recognized landmarks. For
every combination of landmarks, we estimate the user’s location and compute the
corresponding error distance. As we can see from Fig. 3.7, ImPos achieves a median
error distance of 2.33 m, 1.56 m, and 1.09 m with 3, 4, and 5 recognized landmarks,
respectively, which is much lower than the 3.23 m under the Sextant system. These
results indicate that the ImPos achieves a much higher positioning accuracy than the
Sextant because it can effectively make use of all recognized landmarks to improve its
positioning accuracy.

Fig. 3.8 shows the average error distance for at every testing location with the
number of recognized landmarks varying from 3 to 5. We can see that different testing
locations have different error distances, which is expected. In addition, the average
error distance decreases as the number of recognized landmarks increases for every
testing location. Fig. 3.9 shows the box-plot of error distance with the number of
recognized landmarks varying from 3 to 5. Once again, we can see that the ImPos
achieves an median error distance of 2.33 m, 1.56 m, and 1.09 m with 3, 4, and 5
recognized landmarks respectively. These results further confirms the advantage of

ImPos in fully utilizing all recognized landmarks to improve its localization accuracy.
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Figure 3.9: Box-plot of error distance with different number of recognized landmarks

3.4.2.3 Comparison of Two Optimization Problem Formulations

We also compare the error distances produced by the two optimization problem

formulations introduced in Section 3.3.3.3. Fig. 3.10 shows CDFs of error distance

produced by the two optimization problem formulations where the number of recog-

nized landmarks varying from 4 to 5. We ignore the case of 3 recognized landmarks

here because both formulations produce the same estimated location.

We can see

from Fig. 3.10 that the error distance produced by the first problem formulation with
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Figure 3.10: The impact of different cost functions on localization accuracy

unweighted cost function has a larger error distance than ImPos (i.e., the second for-
mulation) in both cases. In addition, as the number of recognized landmarks increases
from 4 to 5, the median error distance produced by the first problem formulation only
reduces from 2.4 m to 2.3 m. In contrast, the median error distance under the ImPos
reduces from 1.6 m to 1.2 m. These results show that the first formulation is unable to

make full use of additional recognized landmarks to improve the positioning accuracy.

3.5 Summary

In this chapter, we have introduced the design and evaluation of ImPos, a novel
image-based IPS that achieves high positioning accuracy by accurately estimating the
direction from a user to recognized landmarks through image analysis and fully utiliz-
ing all the recognized landmarks. Detailed experiment results confirm the significant

advantages of ImPos over prior image-based solutions based on triangulation.
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Chapter 4

CONTINUOUS INDOOR TRACKING VIA DIFFERENTIAL RSS
FINGERPRINTING

4.1 Introduction

Indoor navigation is necessary for users to locate themselves and reach their
destinations in large unfamiliar venues such as airports, shopping malls, and hospital
complex, where GPS signals are either absent or unavailable. According to a recent
report [1], the global market of indoor positioning and navigation service is expected
to reach 256.59 billion in 2028.

The capability of continuously tracking a user’s locations is key to any indoor
navigation system, which is required for computing and updating the optimal route
from the user’s current location to intended destinations and providing the user with
visual or audio turn-by-turn instructions. As a result, a typical indoor navigation
system involves an Indoor Positioning System (IPS) module and requires the user
to periodically submit location queries to learn their whereabouts. Existing indoor
navigation systems mainly differ in the technology behind their IPS modules, which
include Computer Vision[18, 42, 60], RFID[61, 43, 62], Wi-Fi[23][3], visible light[63,
64, 45], Bluetooth[5, 6, 65], acoustic sound [9][66] and so on.

WiFi Received Signal Strength-based IPS (RSS-IPS) [23][3] is considered as one
of the most classical IPSes, which exploit distinguishable RSSes at different locations
as their fingerprints and locates a user by comparing the user’s RSS measurement
with the RSS fingerprints collected at different locations in advance. In comparison
with other types of IPSes, RSS-based IPSes explore ubiquitous smartphones and WiFi
infrastructure widely available in target venues and do not require costly infrastructure

updates. A typical RSS-IPS works in two phases. In the offline training phase, the
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IPS operator collects RSS fingerprints at different indoor reference locations. In the
online positioning phase, on receiving an RSS measurement from a user, the IPS server
returns the reference location of which the RSS fingerprint is the closest to the user’s
measurement.

RSS-1PSes face two critical challenges that limit their positioning accuracy in
practice, the ambiguity of RSS fingerprints and device diversity. First, prior studies
such as [67][13] have shown that multiple locations could have the same RSS fingerprint.
As a result, it is difficult for the IPS server to distinguish these locations solely based
on the user’s RSS measurement. Second, it is also well known that different mobile
devices may detect different Received Signal Strengths at the same location and time
[19, 20, 21, 22]. In particular, the device used by the IPS operator to collect the RSS
fingerprints may be different from the mobile devices used by the users during the
online navigation phase, which means that the RSS measurement collected by the user
may be different from the RSS fingerprint at the location. Both factors could result in
larger differences between the RSS fingerprint and the user’s RSS measurement at the
same location and reduce the positioning accuracy achieved by RSS-1PSes.

Fortunately, we find that periodic location queries from the user during indoor
navigation offers new opportunities to tackle WiFi fingerprint ambiguity and device
heterogeneity. Specifically, instead of matching a user’s RSS measurement with the
fingerprint, we find that matching the difference between adjacent RSS measurements
with the difference between RSS fingerprints at adjacent locations offers great resilience
to device diversity. Moreover, the ambiguity of WiFi fingerprints can be effectively
tackled by matching a sequence of RSS measurements from user to a movement path.
Based on these observations, we introduce the design and evaluation of CITS, a novel
continuous RSS-based indoor tracking system that can achieve high positioning ac-
curacy in the presence of WiFi fingerprint ambiguity and device heterogeneity. Our

contributions in this chapter are summarized as follows.

e We are the first to study continous indoor tracking in the presence of fingerprint

ambiguity and device diversity.
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e We introduce CITS, a novel RSS-based IPS based on differential fingerprinting

and path matching that can achieve much improved positioning accuracy.

e Experiment studies based on a prototype confirm the advantages of CITS over
prior RSS-based IPSes. For example, our experiment results show that CITS
achieves a mean distance error at 0.8 m in contrast to the 1.68 m reported in [23]

when the user travels more than 25 seconds in the indoor environment.

The rest of this chapter is structured as follows. Section 4.2 discusses the related work.
Section 4.3 presents the design of CITS. Section 4.4 reports our experiment results.

This chapter is finally concluded in Section 4.5.

4.2 Related Work

In this section, we review some of the prior works that are most germane to our
work.

A conventional technique for indoor tracking is the pedestrian dead reckoning
(PDR) [68]. A PDR system records the Inertial Measurement Unit sensor readings
when the user is moving and calculates the user’s displacements to determine his current
location. Since the displacement error accumulates with the user’s moving, several
types of indoor signals have been explored to augment the PDR. Fang et al. [69]
enhanced the PDR system with wireless telemetry. Carrera et al. [8] fused RSS,
PDR, and building information to track the user’s movement. In [70], Samuel et al.
corrected the error of PDR systems in a smart building environment. They equipped
the user with a RFID tag reader to read the RFID tags which are placed throughout
the smart building then correct the cumulative error by reading the tags. Recently,
hybrid algorithms have been proposed in [71, 72, 73] to highly improve the positioning
accuracy via combining PDR approach with WiFi fingerprinting approach. Shen et al.
[74] pointed out that user’s heading error is the key factor of the error in PDR, and
used WiFi-RSS to minimize the heading error resulting in a higher position accuracy in
PDR. In [75], Ho et al. removed the interference signals for interior sensor reading with

a fast Fourier transform-based smoother on the collected data then further improved
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the PDR accuracy. In addition, exploring the magnetic field information is another
promising way to minimize the accumulating error in PDR [76, 77, 78]. Apart from
the above papers, there still exist plenty of works that involve PDR. However, none of
them consider the heterogeneous device problem. In other words, the heterogeneous
device problem impacts the process of correcting the accumulating error.

Apart from PDR, researchers also try to track the user with WiFi signals. Yang
et al. [79] analyzed the localization errors of the RSS-based fingerprinting localization
methods. Hoang et al. [80] inputted a series of WiFI RSS into hidden Markov chain
(HMM) to predict the user’s movement. In [81], Anthea et al. proposed a novel
RSS indoor tracking system by using a Compressive Sensing-based positioning scheme.
Channel station information has been used to infer the user’s movement and activity
in [82, 83]. Kleisouris et al. [84] utlized multiple antennas to improve localization
results, while Zheng et al. [85] combined multiple frequencies and powers to reduce the
localization errors. A RSS gradient fingerprint database was constructed in [86] to track
user’s movement with improved accuracy via comparing the RSS gradient between each
two locations. Liu et al. [87] combined acoustic ranging and RSS-based localization
to reduce the large errors of smartphone tracking. In [88], Yang et al. proposed
a improved lateration based method for mitigating multipath effects. Hernandez et
al.[89] used a topological RSS radio-map then tracked the user’s location through
Bayes filter. Chandrasekaran et al.[90] compared the performance of several widely
used RSS based localization algorithms under a laboratory setting. Recently, Mai et
al.[91] utilized convolutional neural network (CNN) and Tiwary et al.[92] trained a deep
neural network based on RSS difference to track the users in the indoor environment.
There are some research efforts dedicated to robust indoor localization, such as robust
localization in the presence of signal strength and access point attacks in [93, 94, 95].
However, the above works do not consider the heterogeneous problem or solve this
problem under a very strict condition with a strong assumption.

Besides WiFi signals, there are also several other types of IPSes based on other

different technologies. For example, image-based IPSes have been proposed in [18,
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42, 60] to locate users with high positioning accuracy through recognizing landmarks
in the photos. Apart from image-based IPSes, acoustic signal-based IPSes [9, 66]
utilized acoustic signals as fingerprints for localization. In addition, visible light [63,
45, 64], Radio Frequency Identification (RFID) [61, 43, 62], and Bluetooth signals
[5, 6, 65] could also been used for user positioning. However, the above works can only
repetitively infer the user’s location in a tracking system instead of considering user’s

prior locations.

4.3 CITS Design

In this section, we first give an overview and then detail CITS’s design.

4.3.1 Overview

We design CITS based on two key ideas.

First, we observe that matching the difference between two adjacent RSS mea-
surements from the user to the difference between two RSS fingerprints can effectively
mitigate the impact of device diversity. Specifically, several prior studies [19, 20, 21, 22]
have shown that for any two different devices, say A and B, there is a linear relation-
ship between their RSS measurements from the same AP at the same location and
time. In particular, let rss4 and rssg be the RSS measurements of devices A and B,
respectively. We have

rssqy = 0 -rssgp + 4B , (4.1)

where 6 and 45 are two device-dependent constants. Moreover, it has also been shown
in [22] that the parameter 6 is close to one in most cases, which is also used in recent

work [96]. This allows us to ignore parameter ¢ hereafter and rewrite Eq. (4.1) as

rssq = rssg + 04B , (4.2)
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Further let rss’y and rssy denote the RSS measurements of the two devices at a different
location. We get

rss)y = rssp + dap . (4.3)

Subtracting Eq. (4.3) from Eq. (4.2), we have

rssq — rss, = rssg — rssy (4.4)

which indicates that the difference of device A measurements at the two locations is
the same as that of device B even if they are of different device models.

Second, we find that the ambiguity of RSS fingerprints can be addressed by path
matching that takes a user’s prior estimated locations into accounts. In particular,
assume that the time is divided into intervals of same length and that a user submits
one RSS measurement collected by a mobile device of an unknown type at each time
interval ¢ = 1,2, .... If we know that the user is at reference location x at time ¢ and
that the maximum distance a user can travel within one time interval is d, then the
user must be at one of the reference locations within a distance of d from reference
location z, including reference location z itself if the user has not moved. While it is
possible for multiple reference locations share the same RSS fingerprint, by limiting
the search space for user’s location at time ¢ 4+ 1 can greatly reduce the chance of such
ambiguity.

In what follows, we detail the design of CITS, which consists of differential RSS

fingerprint database construction and continuous tracking via path matching.

4.3.2 Differential RSS Fingerprint Database Construction

We first divide the whole indoor venue into n cells of equal size, e.g., 0.5x0.5
m?, and select the center of each cell as one reference location. We then construct a
directed graph G = (V, E), where V is the set of n vertexes with each corresponding to

one reference location, and E is the set of edges. Two vertexes x and y are connected

by a pair of antiparallel edges edge e(x,y) and e(y, z) if the minimal distance between
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Figure 4.1: An example of the graph with 12 vertexes, i.e., reference locations.

cell x to cell ¥ is no more than d, where d is a system parameter denoting the maximum
distance a user can travel between two consecutive RSS measurements. In addition,
every vertex x € V has a self-loop, i.e., an edge that originates from and terminates at
x, to account for the cases that the user remain in the same cell between two consecutive
RSS measurements. Fig. 4.1 shows an example of the graph with 12 vertexes, where
two vertexes are neighboring vertexes if there is at most one cell between them.

Assume that there are m WiFi APs in the indoor venue. The CITS operator
collects one RSS fingerprint rss, = (rss.,...,rss™) at each reference location z € V,
where rss? is the RSS of AP j for all 1 < j < m.

Next, for every edge e(x,y) € E, we calculate the RSS difference between ver-

texes x and y as

Arss,, = (/rss)

"'E7y7 :

o Arss) (4.5)

where

J — reel _ peel
Arss] = rss) —rss]

is the difference between the AP j’s RSS fingerprints at reference locations x and y for

all1 < j<m.
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Finally, we store the constructed RSS differential fingerprint database as {rss,|z €

VIU{Arss, yle(x,y) € E}.

4.3.3 Continuous Tracking via Path Matching

With the differential WiFi fingerprint database in place, we now illustrate how
to continuously track a user via path matching. Denote by rss; = (rss},...,rss/") the
user’s RSS measurement at time t = 1,2,..., where rss{ is the RSS measurement for
AP j for all 1 < j < m. Consider two adjacent RSS measurements rss; ; and rss;. We

define the RSS difference for AP j from time ¢ — 1 to time t as
Arss; = (Arssy, ..., Arss)) |

where Arss! = rss] —rss] | for all 1 < j < m.

Now consider an edge e(x,y) € E with RSS difference Arss(z,y). Intuitively, if
Arssy &= Arss(x,y), then it is likely that the user has moved from reference location z
to y between time ¢t — 1 and t. Based on this observation, we further define the overall

RSS difference with respect to time ¢ and edge e(x,y) as
o(te(x,y)) = Z | Arss] — Arss! | .
j=1

Similarly, for any path p = {1 — 23 — .-+ — 2y} consisting of a sequence of ¢

vertexes, we define the overall path RSS difference as

b= Y oliye(wi1, 7)) .
1=2

The smaller ¢,, the more likely the user traverses path p from time 1 to ¢.
The CITS server always maintains the s most likely paths the user traverses
that have the smallest overall path RSS difference, where s > 1 is a system parameter.

Upon receiving a new RSS measurement rss; from the user at time ¢, the CITS server
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recomputes the s most likely paths. Let p, = (# — --- — 27_;) denote the pth most
likely path at time ¢ — 1 for all 1 < ¢ <'s. Also denote by N(z) the set of neighboring
cells of cell . Then the set of all possible new paths are P = {{(2} — -+ — 2} | —
)|z € N(z7)U{z]},1 < ¢ < s}. The CITS server then finds the s paths with the
smallest overall path RSS difference and returns the last reference location of the most
likely path as the user’s current location.

In what follows, we detail the procedure of estimating the user’s location at each

timet=1,2,....

4.3.3.1 At Timet=1

Since the user has submitted only one RSS measurement rss; at time ¢ = 1
which is insufficient for path matching, we estimate the user’s location [; according to
the classical RSS-IPS Radar [23] and record the s most likely reference locations for
later path matching.

Specifically, on receiving the user’s RSS measurement rss; = (rssi, ... rss?), we

estimate the user’s location at time 1 as

m

[y = argmin Z(rssi —rss])? (4.6)
zeV j=1

which is the reference location with the closest RSS fingerprint to rss; measured by the
Euclidean distance. In addition, we also record the set of s reference locations whose

RSS fingerprints are closest to rss;, denoted by P;.

4.3.3.2 At Timet=2

On receiving the user’s RSS measurement rssy at time ¢ = 2, we estimate the
user’s location [y via path matching.

First, we generate a set of candidate paths from the set of most likely reference

locations S7 and graph . Specifically, for each reference location x € P;, we generate
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a set of candidate path as C, = {(z — y)|y € N(x)J{z}}. The set of all candidate
paths is then C' = |, .p, Cs

Second, we find the candidate path with the smallest overall path difference
whereby to determine the user’s current location ;. Specifically, for every candidate

path p = (x — y) € P, we computes its overall path difference as

m—>y ¢(276( ))

n | (47)
Z | Arss] — Arss) | -
7j=1

The most likely path is then given by

(%, y") = argmin ¢z_yy) ,
(z—y)eC

and the user’s current location is estimated as [, = y*. Moreover, we also record the

set of s most likely paths denoted by Ps.

4.3.3.3 At Time t > 2

On receiving the user’s RSS measurement rss; at time ¢t > 2, we estimate the
user’s location I, in a similar fashion.

First, we generate a set of candidate paths from the set of most likely paths P;,_;
and graph G. Specifically, for each path p = (x; — -+ — z,_1) € P,_1, we generate a
set of candidate path as C, = {{(x1 — -+ = -1 — y)|y € N(z4—1) U{z1—1}}. The set
of all candidate paths is then C' = cp,_, Cp-
Second, we find the candidate path with the smallest overall path difference

whereby to determine the user’s current location [;. Specifically, for every candidate

path p = (x; — -+ = 2,1 — y) € C, we computes its overall path difference as

¢p = qb(ﬂ?l‘)"‘*ﬁﬁt—l‘)?»
tf

= > o, e(zi1, i) + (¢, e(z-1,Y)) -

1

[aary

i
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Figure 4.2: The floor plan of the office space

The most likely path is then given by

(] = -+ = xf) = argmin¢, ,
peC

and the user’s current location is estimated as [; = x;. Moreover, we also record the
set of s most likely paths denoted by P,.

We summarize the whole procedure in Algorithm 1.

4.4 Performance Evaluation
In this section, we evaluate the performance of CITS via detailed experimental

studies based on real prototype.

4.4.1 Prototype Implementation and Data Collection
We implement a prototype of CITS in Android studio/Java and deploy it on
a square zone of 23.8 x 23.8 m? inside an office building with the floor plan shown

in Fig. 4.2. We chose n = 368 reference locations in the indoor venue and detected

m = 41 WiFi APs based on unique SSIDs.
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Algorithm 2: Location Estimation

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

input : Graph G = (V| E), RSS measurement rss; at time ¢t = 1,2, ...

parameter s

output: User’s location [; at each time ¢

if t =1 then
I < argmin, gy > (rss) — rss] )2;
Record the set of s most likely reference locations as Pi;
end
if t =2 then
foreach r € P, do
| G (o= p)ly € N(@) Ut
end
C <+ UxePl Cy;
foreach (z — y) € C do
| Do) 2L [Arss] — Arss] |
end
<$*7 y*> < arg min(x—w)eC ¢<a:—>y>;
ly <=y
Record the set of s most likely candidate paths as Ps;
end
if t > 2 then
foreach p=(x1 — - = x,1) € P,_; do
| Gyt = = e = y)ly € N(w—r) Uz}
end
C UPGPtfl Cp;
foreach p=(x; —» -+ > 2,1 - y) € C do
| Gy 2Ty B0 emion, ) + ot (w1, y));
end
(21 = - = a}) + argmineq dy;
ly < z;
Record the set of s most likely candidate paths as P;;
end
return [;;

Y

We use three models of smartphones for our data collection, including a Huawei

Table. 4.2

Honor 8 (HHS), a Motorala One (MO), and a Google Pixel 6 (GP6).

summarizes the configuration of each smartphone model. For each reference location,
we record its coordinate and collect RSS measurement using all three smartphones at

the same time. We then create three differential RSS fingerprint databases with one
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for each smartphone.

We then use each of three smartphones to collect 60 movement traces. For each
trace, we have one user carrying the smartphone walk in the indoor venue randomly
for a duration of 28 seconds. The user stops every 1 second to record a test location
and collects the corresponding RSS measurement. Note that the test locations may
not be the same as any reference location.

Since CITS is mostly related to RADAR [2], the classical RSS-IPS that matches
a user’s RSS measurement to the reference location with the closest RSS fingerprint,
we compare it with RADAR, i.e., the server estimates the user’s location via RADAR
on receiving the user’s RSS measurement. Moreover, we use error distance as our
performance metric, which is defined as the user’s true location and the estimated

reference location.

Table 4.1: Default Experiment Settings

Para. | Value | Description
n 368 | # of reference locations
m 41 # of APs
1.1 m | The size of each cell
1 m | User’s maximum travel distance

d 2.2 m | Maximum distance between two vertexes
connected by an edge
S 15 # of candidate paths recorded

Table 4.2: Smartphone Configurations

Brand Model CPU RAM
Huawei  Honor 8 2.3GHz Octa-core 4G
Motorala One 2GHz ARM Cortex-A53 4G
Google  Pixel 6 2.8GHz Octa-core 8G
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4.4.2 Experiment Results

We now report our experiment results.

4.4.2.1 Validation of Device Diversity

Since CITS relies on the assumption that there is a linear relationship between
two devices’ RSS measurements from the same AP at the same location and time and
that the slope of the linear relationship is close to one, we first validate this assumption
using the RSS measurements collected by different devices at the same location and
time.

Figs. 4.3(a) to 4.3(c) plot the relationships between the RSS measurements col-
lected by GP6 and MO, those collected by HH8 and MO, and those collected by GP6
and HHS8, respectively. As we can see from all three figures, the RSS measurements
collected by difference devices at the same locations and times exhibit a linear rela-
tionship, which is expected.

We further perform linear regression on RSS measurements collected by each
pair of devices according to both Eq. (4.1) and Eq. (4.2). Tables 4.3 and 4.4 show the
parameters obtained from the two types of linear regression, respectively. As we can
see from Table 4.3, the slope of the linear equation under Eq. (4.1) ranges from 0.78
to 1.26 and the Mean Square Error (MSE) ranges from 0.74 to 0.94 for the six pairs
of devices. In addition, Table 4.4 shows that the MSE ranges from 1.19 to 1.94 if we
set the slope to one according to Eq. (4.2). While the MSE achieved under Eq. (4.2)
is larger than that under Eq. (4.1), these results do indicate that it is reasonable to
assume that the slope is one. As we will see shortly, CITS works well in practice under

this assumption.

4.4.2.2 Error Distance Over Time

Figs. 4.4(a) to 4.4(c) compare the average error distances of CITS and RADAR
at each time with the user’s RSS measurements collected by HH8, MO, and GP6,

respectively, where the differential RSS fingerprint database is constructed from the
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Figure 4.3: Relationship between RSS measurements collected by different pairs of
devices

Table 4.3: Linear Regression under Eq. (4.1)

Device A Device B 6 dap MSE

GP6 MO .11 729  0.89
HHS8 GP6 1.12 834 0.86
HHS MO 1.26 1721 0.94
GP6 HHS 087 -837 0.76
MO HHS8 0.78 -14.44 0.74
MO GP6 0.88 -7.42 0.80

RSS measurements collected by HH8 and every bar represents the 70% confidence
interval.

We can see from Figs. 4.4(a) to 4.4(c) that the average error distance under
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Table 4.4: Linear Regression under Eq. (4.2)

Device A Device B 6 645 MSE
GP6 MO 1 -148 1.21
HHS GP6 1 -1.50 1.19
HHS MO 1 -299 194
GP6 HHS 1 150 1.19
MO HHS 1 299 194
MO GP6 1 148 1.21
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Figure 4.4: Error distance with different user devices and differential RSS fingerprint
database constructed from RSS measurements collected by HHS8

RADAR is relatively stable across different times. This is expected, as RADAR treats
every RSS measurement from the user as an independent location query and does

not consider the user’s past location. In addition, the average error distance under
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Figure 4.5: Error distance with different user devices and differential RSS fingerprint
database constructed from RSS measurements collected by MO

RADAR is 1.49 m, 1.88 m, and 1.75 m for HH8, MO, and GP6, respectively. Among
them, the average error distance for HHS is the lowest, which is anticipated because the
differential RSS fingerprint database is constructed from the measurements collected by
the same device. These results further confirm the negative impact of device diversity
on positioning accuracy. In contrast, we can see from all three figures that the error
distance of CITS matches that of RADAR at time ¢ = 1 initially and decreases over time
for all three different user devices. This is also anticipated, because CITS estimates the
user’s location at time ¢t = 1 according to RADAR and thus has the same error distance
as RADAR. In addition, CITS locates the user through differential RSS fingerprint
matching and path matching at time ¢ > 2 that can effectively mitigate the impact of

device diversity and achieve higher positioning accuracy over time. For example, we
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Figure 4.6: Error distance with different user devices and differential RSS fingerprint
database constructed from RSS measurements collected by GP6

can see from Fig. 4.4(b) that the average error distance decreases from 1.49 m at time
t=11to00.53 m at time ¢ = 28.

Figs. 4.5 and 4.6 show the average error distances of CITS and RADAR at each
time with the user’s RSS measurements collected by HH8, MO, and GP6, respectively,
where the differential RSS fingerprint database is constructed from the RSS measure-
ments collected by MO and GP6, respectively. Similar to what we have seen from
Fig. 4.4, the average error distance under RADAR is relatively stable across different
times for all cases. Moreover, the average error distance is the lowest when the user’s
device is the same as the device used for collect RSS fingerprints. Last but not the
least, the average error distance of CITS decreases over time. These results clearly

demonstrate the advantages of CITS over Radar.
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Figure 4.7: The average distance error of CITS over time under different s.

4.4.2.3 The Impact of Parameter s

Fig. 4.7 shows the average error distance of CITS at different times and under
different s, i.e., the number of most likely candidate paths that the server records at
every time. Specifically, Fig. 4.7 shows the average error distance of CITS at time
t = 5,10,15,20, and 25 as s increases from 1 to 20. We can see from Fig. 4.7(a)
that the average error distance of CITS first decreases quickly as s increases from 1 to
5, then decreases relatively slowly as s further increases from increases from 5 to 15,
and finally remains relatively stable or slightly fluctuates as s further increases from
increases from 15 to 20. Consider t = 25 as an example. The average error distance
decreases from 2.6 m to 0.80 m as s increases from 1 to 15, and then slightly increases
to 0.99 m as s further increases to 20. The reason for the initial decrease in the
average distance error is the more most likely candidate paths that the server stores,
the higher possibility that the user’s true path is among them. Therefore, the average
error distance decreases initially. Moreover, having the server records too many most
likely candidate paths at each time t could negatively affect positioning accuracy. The
reason is there is non-negligible probability that a candidate paths ranked lowly earlier
may become a top ranked path at some point due to the fluctuation of RSS and thus

mislead the server into choosing an incorrect path. Therefore, parameter s needs to be
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carefully chosen. Our experiment results show that CITS achieves the best positioning
accuracy when s = 15.

Fig. 4.7(b) shows the average error distance of CITS over time for s = 1,5, 10, 15,
and 20. We can see that the average error distance of CITS increases over time when
s = 1. This is expected, as the true path may not be the most likely path determined
via path matching. Once an incorrect path is selected by the CITS server, subsequent
location estimations will be affected by previous positioning error, which would result
in increased error distance over time. Moreover, we can also see that the error distance
of CITS decreases over time if s is larger than 5. This is expected and also confirms

the effectiveness of the path matching.

4.4.2.4 The Impact of Parameter d

Recall that the differential RSS fingerprint database requires us to construct a
graph G = (V, E), in which any two vertexes are connected by an edge if the minimal
distance between the two cells they represent is smaller than d. Ideally, parameter d
should be set sufficiently large so that it is impossible for a user to travel from one
cell to another cell that are not connected by any edge between two consecutive RSS

measurements.
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Fig. 4.8 shows the the average error distance of CITS over time with d varying
from 0.5 m to 2 m where the true maximum travel distance of the user is 1 m. We can
see that when d = 0.5 m that is smaller than the true true maximum travel distance
of the user, the average error distance of CITS increases from 1.77 m at ¢ = 1 to 3.08
m at time ¢t = 28. This is expected because if d is set too small, the graph G does not
contain the user’s true path. As a result, CITS is unable to find the user’s path and
correctly estimate the user’s location. Moreover, we can also see that when average
error distance of CITS decreases over time for d = 1 m, 1.5 m, and 2 m. This is because
d is sufficiently large and the user’s true path can be captured and identified by CITS
in these cases. Last but not the least, we can see that the average error distance of
CITS at time ¢t > 25 when d = 2 m is slightly larger than that when d = 1 m. This
is also expected, because the larger d, the more candidate paths needs to be examined
at each time, the higher the probability that an incorrect path is chosen by the CITS

server, which would result in slightly higher error distance.

4.4.3 Summary

We summarize the experiment result as follows.

e Devices of different models could collect different RSS measurements at the same
time and location, but there is a linear relationship between the RSS measure-
ments collected by different devices. It is also reasonable to assume that the RSS

measurements collected by different devices differ by a device-specific constant.

e CITS achieves higher positioning accuracy than RADAR in the presence of device

diversity and the average error distance of CITS decreases over time.

e CITS achieves higher positioning accuracy when the user’s smartphone is of the

same model as the one used for collecting RSS fingerprints.

e Parameters s and d both need to set sufficiently large to ensure that the user’s

true path is always included in the candidate path set at each time.

e Setting parameters s and d too large have a negative impact on the positioning

accuracy of CITS due to the introduction of too many candidate paths.
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4.5 Summary

In this chapter, we have introduced the design and evaluation of CITS, a novel
continuous indoor tracking system. CITS achieves high positioning accuracy in the
presence of RSS fingerprint ambiguity and device diversity through differential RSS
fingerprinting and path matching. Detailed experiment studies based on real pro-
totype implementation have confirmed the significant advantages of CITS over prior
alternative solutions. As our future work, we plan to investigate extending CITS by re-
moving the assumption of § = 1 by gradually estimating # as more RSS measurements

are received.
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Chapter 5

CONCLUSION

This dissertation tackles several key secure and usable challenges in indoor posi-
tioning and tracking systems. First, to cope with the existing trade-off between indoor
positioning accuracy and attack resilience, we proposed a novel weighted multi-vote
indoor positioning system(MV-IPS). Inspired by bonda count voting scheme, MV-IPS
treats APs as voters and reference points as candidates. Extensive simulation studies
based on real RSS measurements have confirmed the accuracy and the attack resilience
of MV-IPS.

Second, we introduced a novel image-based IPS (ImPos) for indoor venues where
WiFi signals are unavailable or unreliable. Realizing the setup and processing cost for
3D model construction image-based IPS and the low accuracy property for geome-
try image-based IPS, our ImPos improves the locating accuracy by correcting angle
measurements through image analysis. We further enhance the performance of ImPos
by considering varies number of landmarks. Trace-driven experiments based on real
landmarks and images have confirmed the accuracy of ImPos and the effectiveness of
locating the user with varies number of landmarks.

Last but not least, we developed a novel continuous WiFi-based indoor tracking
system(CITS) which can localize a user with high accuracy in the presence of RSS
fingerprint ambiguity and device diverstiy. By exploiting a novel differential WiFi
fingerprint database and and efficient path matching, CITS localize the user with
periodic location queries by matching a sequence of RSS measurements from user to
a movement path. Detailed experiment studies based on real RSS-data confirm the

significant advantages of CITS over prior RSS-based solutions.
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