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ABSTRACT

Many recent advancements in automation and other technologies can now be
attributed to the use of Artificial Intelligence (AI), which has recently experienced
significant advancements in capability and performance.

Artificial Intelligence and related Machine Learning (ML) technologies are
constantly evolving. While these advancements and their increasing incorporation into
our daily lives are certainly to be marveled at, the use of this technology, like all
technological advancements has both positive and negative effects. Creating accurate
image classifiers has significant value for the medical researcher trying to differentiate
benign from malignant cells, but other uses can have horrific outcomes such as in the
case of ill-conceived aircraft flight control systems or the reduction in privacy brought
about by facial recognition systems.

The roots of our research began as an exploration of the use of Al in the
cybersecurity domain specifically aimed at identifying a viable fourth factor for Multi-
factor Authentication (MFA). What started as something you might call a "reverse
Turing test" became an examination of about a dozen things that a human might be able
to do versus what a machine might be able to do. This was followed by several focused
investigations of the use of this technology (called cyberpsychology) to enhance
conventional cybersecurity use cases (e.g., authentication).

These insights into the currently perceived differences between human and
artificial intelligence led to a second line of research to better explore more futuristic
possibilities. Possibilities, not those as seen from a science fiction standpoint, but those
we can use to better understand what hard science contributions have been or need to be

made to better understand these differences. Key foundational studies are made in these

xiii



areas to better define the problem area itself, the nature of the hard science
contributions, and how machine intelligence can be classified and measured. And last,
the need to better understand where the ever-changing boundary is between human and

artificial intelligence, and if the location of that boundary can be estimated over time.
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Chapter 1

INTRODUCTION

1.1 Summary

The curious human mind has always been impressed with technology and
invention. From the birth of stone tools, 2.6 million years ago to self-driving cars in the
present, humans have come a long way. Clarke’s third law states that “Any sufficiently
advanced technology is indistinguishable from magic.” Are we there yet or do we still
have a long way to go? Is there a limit to the advancement of technology? Can
advanced technology impair or impede us in anyway? One of the ways of answering
these questions is by anticipating how machines think with respect to humans, i.e., how
different is machine intelligence from human intelligence. Over the last several decades,
Artificial intelligence has dominated the technological realm and the surprises have
come in the form of personal assistants, robots, augmented reality, the internet of things
etc. However, the journey of technological evolution has also witnessed instances where
Artificial Intelligence (Al) systems have failed and have led to undesirable outcomes.
The failure of such systems raised serious concerns among the scientific community and
few visionaries hypothesized the emergence of Technological Singularity in the near
future. While the list of Al successes promises a better future, the list of Al failures has
made researchers apprehensive of a situation where machine intelligence surpasses
human intelligence and the systems become rogue. Al researchers all over the world are
debating whether technological singularity is real; if yes, then what are the signs, and if
not, how to validate it. Moreover, if ever there is a situation where machine intelligence

surpasses human intelligence, and if there is a slight possibility of machines going



rogue, could there be a method to prevent it? This dissertation addresses all these

questions.

1.2 Thesis Objectives and Motivations

Over the last few decades, Artificial Intelligence (AI) has grown immensely to
provide humans the highest level of comfort. Many Al models have been known to
outperform humans with respect to several tasks. However, the results of these models
may not always be desirable. In this section, we present two timelines i.e., major
Artificial Intelligence breakthroughs and Artificial Intelligence Failures. In the Artificial
Intelligence breakthroughs, we list out several major events that support technological
advancement. The timeline also includes some predictions made by scientists and
futurists about technological advancement and technological singularity. The timeline
would assist us in comparing if their predictions hold true. This, in turn, would also
suggest if technological singularity may happen in the future and if yes, when. The
following are some major Al breakthroughs, followed by an Al success timeline (Figure
1.1)

e 1637, Descartes divisions of machines: Famous scientist and philosopher
Rene Descartes stumbled upon the idea that machines may one day think
and make decisions. He identified two divisions among machines i.e.,
machines that may perform specific tasks and machines that may adapt
to any job. Today, these two fields are known as specialized and

generalized Al [1].



1950, Turing Test: Alan Turing proposed the Turing Test which is a
deceptively simple method of determining whether a machine can
demonstrate human intelligence. The idea is that if a machine can engage
in a conversation with a human without being detected as a machine, it
has demonstrated human intelligence [2].

1956, The Dartmouth Conference: Dartmouth organized a summer
research project on Artificial Intelligence, The term Artificial General
Intelligence (AGI) was introduced for the first time by John McCarthy.
Artificial Intelligence is believed to be the science and engineering of
making intelligent machines [3].

1961, First Industrial Robot: Unimate, the first industrial robot worked
on the General Motors assembly line. It was capable of transporting die
castings from an assembly line and welding these parts on auto bodies,
which was supposedly a dangerous task for workers [4].

1965 Moore's Law: Gordon Moore observed that that the number of
transistors on integrated circuits had doubled every year since the
integrated circuit was invented. In 1975, he revised his prediction that
this trend would continue for a number of decades, but with doubling
every two years.

1966, World's first chatbot, Eliza: Eliza was the first chatbot to be ever
made. It was an early implementation of natural language processing so
as to communicate with humans. The chatbot initially communicated

through texts and interfaces but later broke the communication barrier

[5].



1970, Minsky's prediction: Marvin Minsky, who is often thought of as
the father of Al predicted that in the next three to eight years there would
be machines with the general intelligence of human beings.

1980, Introduction of Strong and Weak Al: John Searle coins the terms
Strong Al and Weak Al Strong Als are believed to have a complex
algorithm that helps to act according to various situations. For weak Als,
all actions are pre-programmed by humans [6].

1980, Expert Systems introduced: Expert systems are computer systems
that emulate the decision-making ability of human experts and are
capable of solving complex problems using if-else rules for reasoning.
They do not rely on procedural code. Digital Equipment Corporation's
XCON expert learning system was deployed in 1980. With machines
gaining the ability to make decisions, Minsky's prediction of machines
attaining the general intelligence of human beings comes true [7].

1986, First automation car: The Carnegie Mellon University Navlab
group built computer-controlled vehicles for automated and assisted
driving. The vehicles were built for varying purposes such as off-road
scouting, automated highways, run-off-road collision preventions, driver
assistance in crowded environments, etc. [8].

1988, A statistical approach to Language Translation: Principles of
probability were introduced to the field of Machine Learning, which
made automated translation between languages possible. This led to the
possibility of training on the information in order to find the probability

of various outcomes [9].



1991, The birth of the Internet: European Organization for Nuclear
Research (CERN) researchers put the first website online and detailed
the working of the hypertext transfer protocol. Since computers were
used to share data, millions of people could be connected, and the
internet acted as a fuel for AL It is worth mentioning that Vinge's
prediction of technological singularity highlights the internet as one of
the factors that may lead to it [10].

1993, Vernor Vinge's views on technological singularity: Vernor Vinge
suggested the possibility of Technological Singularity through several
ways like Intelligent Explosion, the Internet, Digital Technology,
Biomedical Domain, etc. His work suggests that Technological
Singularity may occur sometime between 2005 and 2030 [11].

1997, Deep Blue defeated world chess champion Garry Kasparov: the
chess supercomputer used Brute Force methods to calculate the best
options at high speed but did not analyze or learn the game. Nonetheless,
it evolved quickly. This is suggestive of machines being more capable
and getting better at games than humans [12].

1997, Publicly available speech recognition: Dragon Systems released
the first Publicly available speech recognition system. This system relied
on hidden Markov models which is basically a probabilistic method for
temporal pattern recognition [13].

1998, Kismet: An emotionally intelligent robot known as Kismet was

able to detect and respond to people's feelings. The social intelligence



software system was based on the intelligent behavior of the human
mind [14].

1999, Aibo: Sony launched the first consumer robot pet dog. The robot
can bark, perform tricks and charm animal lovers. It is equipped with
facial recognition technology and can record what it experiences [15].
2006, Kurzweil's predictions: In his book, Kurzweil conveys that
singularity is near. In 2020, supercomputers are believed to have the
computational capacity to emulate human intelligence. In 2029, he
foresees computers passing the Turing Test and believes that
Technological Singularity will happen in 2045 [16].

2011, IBM Watson's Jeopardy Victory: IBM's supercomputer and
cognitive computing engine defeated champion players in the game of
Jeopardy. This was significant because Deep Blue conquered the game
of chess using brute force methods, but Watson defeated humans on a
language-based method and creative thinking. This is yet another
significant breakthrough in Technological Advancement [17].

2011, Siri: Apple introduced personal voice assistant Siri. The intelligent
virtual assistant had a voice interface and was embedded in the iPhone
[18].

2012, Deep Neural Networks to identify cats: Researchers used deep
neural Networks that addressed the time-consuming and labeling issues
of data. This could accelerate the pace of Al developments. The system
became highly efficient in identifying cats. This was believed to be a

significant step for building the artificial brain [19].



2014, Chatbot passes the Turing test: Chatbot Eugene Goostman passes
the Turing test and manages to convince a third of judges into believing
that it is a human. The five-minute chat conversation included
enthusiastic and unintelligible answers like those from any normal 13-
year-old would be with a shaky grasp of English which tricked the
judges into believing that it was a human [20]. While Kurzweil expected
the computers to pass the Turing test sometime around 2029, this
breakthrough exhibited that happening a lot before that.

2014, Alexa: Amazon launched an intelligent virtual assistant that is
capable of understanding voice commands and helping users shop [21].
2014, Introduction of GANs: Generative Adversarial Networks (GANs)
are class of machine learning systems where two neural networks
compete with each other to become more accurate in predictions. They
are generative models and are capable of creating new data instances that
resemble training data [22].

2015, Machines identifying images better than humans: The ImageNet
challenge witnesses algorithms competing their proficiency for
describing images. Machines have been known to outperform humans.
Over the last decade, the accuracy rate of the winning algorithm
increased from 71.8% to 97.3%. This is suggestive of the fact that
computers could identify objects in visual data more accurately than
humans [23].

2016, AlphaGo: AlphaGo created by Deep Mind defeated world

champion Lee Sedol over five matches. With over ten thousand possible



opening moves, the brute force approach used by Deep Blue previously
seems impractical. AlphaGo used neural networks to study the game and
learn as it played [24].

e 2018, Self-driving cars on roads: Waymo One is a self-driving taxi
service that is currently being used by 400 members of the public in
Arizona, United States. The car drives the public to places over one

hundred square miles [25].

2014, Eugene
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Figure 1.1 Timeline showing some Artificial Intelligence breakthroughs

We identified several Al breakthroughs over the last few decades. While Al has
maneuvered its way to several domains and made technological advancements progress
at a faster rate, there are some research experiments that hint at AI gone wrong or rogue.
These experiments could be essential in identifying if technological advancement is
only accelerating or if there is any kind of deceleration too. Any kind of deceleration

may obstruct Technological Singularity from happening soon and therefore it is

After x years

Tachnological Singularity



important to identify the Al failures that have happened over several decades. In his

research, Yampolskiy [26] mentions several instances where Al fails or has gone

wrong. We rely on some of those instances to build an Al failure timeline following the

instances (Figure 1.2).

1958 Logic Programming went wrong: The study focused on using logic
to deduce computational steps from existing propositions. Unfortunately,
it was so powerful that it was inconsistent and consequently the logic
was removed [27].

1982 Software designed to make discoveries, learned how to Cheat:
Eurisko, an artificial intelligence system and a game playing bot learned
how to score more points by falsely inserting its name as the creator of
high-value items [28].

1983 Nuclear attack false alarm: The nuclear early-warning system of
the Soviet Union reported the launch of multiple intercontinental
missiles from bases in the United States which were found out to be false
alarms. If the decision was not prevented it may have led to immediate
and irrevocable escalation of a full-scale nuclear war [29].

1988 Software discriminated against women and minorities: A medical
school developed software for the admission process. The training data
showed the computer program which characteristics correlated with the
desired output even before students were admitted. As the computer
reproduced that selection system, it turned out that the computer program

discriminated against women and against people with an immigrant



background. For many years, the people that selected the students were
biased against women and people with an immigrant background [30].
2005 Personal Assistant Meeting Rescheduling gone wrong: Software
personal assistants in office environment rescheduled a meeting fifty
times, each time by five minutes [31].

2011 E-Assistant calls user Ambulance: A Turing test failed and made
an E-assistant call its user 'Ambulance’ when the user asked the personal
assistant to call him an ambulance. This kind of situation may cost a user
his life [26].

2013 Al performs name-based racial discrimination: Google's software
includes a sample of racially associated names. It statistically finds black
names and white names and performs discrimination in ad delivery based
on searches of many racially associated personal names across websites
[32].

2014 Google's Nest has faulty features: Google's Nest has a Smart
Smoke alarm which was equipped with the ability for users to wave their
hand to turn off a faulty smoke alarm. The system failed to produce
sound in the case of a real fire [33].

2015 Automated email reply generator created inappropriate responses:
Smart replies are based on the smartphone scanning messages to present
responses. Gmail's Smart Reply could convey a sentiment that is

politically incorrect, offensive, or otherwise inappropriate [34].
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2015 Robot killed worker: A robot killed a worker in the Volkswagen
production plant while the worker was putting together stationery robots.
The robot pushed the man against a metal plate [35].

2015 Image Recognition Software labeled black people as gorillas: The
photo categorization software classified black people as gorillas. This
proves that image labeling technology is still at a nascent stage nowhere
near being perfect [36].

2015 Medical expert Al classified patients with asthma as lower risk: An
Al classified patients with asthma as being at lower risk. This was
because in normal situations, people with pneumonia and a history of
asthma go straight to intensive care and therefore get the kind of
treatment that significantly reduces their risk of dying. Machine learning
took this to mean that asthma and pneumonia together would lead to
lower risk of death [37].

2015 Amazon's Echo responding to TV voices: Amazon's personal
assistant Echo was capable of responding to the voice heard on
Television and was able to follow the commands of an actor on the TV
[38].

2016 Twitter bot makes insensitive comments: Twitter bot Tay replied
with all sorts of racist, misogynistic and insensitive comments after
people started tweeting the bot with similar comments. It was also

capable of combining tweets to generate inappropriate remarks [39].
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2016 Passport robot registered Asian users as having closed eyes: A
facial recognition software mistakenly registered the eyes of an Asian as
closed [40]

2016 AI judged a beauty contest and rated dark-skinned contestants
lower: Beauty.Al was created using deep learning and used large
datasets of photos to build an algorithm that assessed beauty. The
algorithm favored white people, and the data used to measure
attractiveness did not include enough black people. The algorithm could
not treat light skin as a sign of beauty thus leading the robot judges to
reach that conclusion [41].

2016 Patrol robot collided with a child: A crime-fighting robot hit a
sixteen-month-old boy on the head and ran over him. The robot, which
was five feet tall and three feet wide, weighed three hundred pounds and
used sensors, codes and lasers to provide real-time data and raise alerts
[26].

2016 Self-driving car had a deadly accident: A driver was killed while
the autonomous vehicle was still in the autopilot mode. The crash raised
concerns about adopting self-driving cars [42]

2017 Alexa turned on loud music at night without being prompted to do
so: Home assistant device Alexa played music late at night on a Friday
night/Saturday morning, while he was away. It could only be silenced by

pulling the plug [26].
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e 2018 Google Assistant created a bizarre merged photo: Google assistant
merged three pictures to produce a single picture such that the image

made no sense [26]
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Figure 1.2 Timeline showing some Artificial Intelligence failures

Technological Singularity is one of the futuristic topics which is yet to be
explored in detail. Given the limited amount of study done in the area, this study is
motivated towards performing a detailed study on the topic. The study is motivated
towards manifesting that Technological Singularity is true and exists in the
technological realm. Moreover, given a situation where a system attains intelligence
more than humans and goes rogue, the results could be catastrophic. Hence, there is a

necessity to ensure checkpoints that can draw a line between human intelligence and
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machine intelligence so that humans have the upper hand. Several cyberpsychology

techniques may be used for the same which are explored in detail.

1.3 Thesis Outline

In the previous section we listed some of the breakthroughs and failures with
respect to Artificial Intelligence. While the success of Al, fills us with hope of a better
future, the instances where Al failed raise serious concerns on the reliability of Al

1. Is Technological Singularity real?

2. If yes, then what are the signs of it?

3. Is there a way to prevent it?

4. What are the factors that influence Technological Singularity?

We address all these questions in the next few chapters of this dissertation.
Chapter 2 introduces the concept of Technological Singularity in a great detail, and
based on the hypothesis of Vernor Vinge, we manifest how a type of Technological
Singularity already exists. The very first signs of singularity have been observed in the
Cyberspace which validates the hypothesis that Technological Singularity is real. Since
signs of intelligence are seen in the Cyberspace, it is necessary to find methods/
techniques that can ensure enough security.

Chapter 3 introduces the concept of Cyberpsychology which essentially
encompasses the study of psychological phenomenon associated with human interaction
and digital technology. The chapter identifies methodologies that draw a line between
the human intelligence and machine intelligence.

Chapter 4 conducts an in-depth analysis of one of the methods proposed in
Chapter 3 for distinguishing humans from bots. The study asserts that sentiment

analysis may be one of the methods than can tell a human and machine apart. The study
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encompasses a deep neural network using Convolution Neural Networks (CNN) and
Long Short-Term Memory (LSTM) for performing sentiment analysis using multiple
datasets and evaluation metrics.

Chapter 5 introduces yet another method that can essentially distinguish a
human from a machine and potentially act as a Turing Test. The rise of Internet Meme
among population in the last one decade has been mainly due to emergence of social
media platforms and surplus amount of data. Comprehending memes could be a
challenge for machines as compared to humans. This chapter also suggests an
authentication application based on Internet Memes for distinguishing human and
machines intelligence.

Chapter 6 dives deeper into the Internet Meme concept and reports an analysis
of how good machines are at comprehending memes. The study uses applied machine
learning techniques like Optical Character Recognition and Facial Emotion Detection
using Neural Networks and Transfer Learning to decode the underlying idea behind
some famous Internet Memes.

Chapter 7 lists some of the factors that may potentially impact Technological
Singularity. While Moore’s Law revolves around some of the most prominent factors of
technological singularity, the study aims to identify the impact of Al research on
Technological Singularity with respect to scientific publications. The study has been
conducted using Regression Methods.

Chapter 8 presents the overall summary of the dissertation.
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Chapter 2

INTELLIGENCE IN CYBERSPACE: THE ROAD TO CYBERSINGULARITY

2.1 Introduction

Despite a long history of research and debate, Intelligence does not have a
standard definition, which makes it easy to say that intelligence may be approximately
described but cannot be specifically defined. Moreover, intelligence may be defined
using specific aspects like psychology as well as artificial intelligence [43]. Intelligence
has also been defined in the environmental context as well as mental context [44]. [45]
defined intelligence using four aspects, namely level, range, area, and speed.
Intelligence is not only restricted to the human mind but may also be seen in non-human
animals [46] and plants [47]. With recent advancements, intelligence has made its way
into technology as well. As we know, Artificial Intelligence (AI) is the branch of
computer science that deals with the simulation of intelligent behavior in computers.
Artificial Intelligence drives systems to perform tasks like decision making, knowledge
representation, reasoning, etc. These systems are trained for autonomous operations,
speech recognition, self-consciousness, and self-awareness, specific tasks that only
humans were thought to be capable of performing. And as Al makes a tremendous
impact in the technological domain in a way that machines get better than humans at
performing some intelligence-oriented tasks (contrasting with machines that have long
surpassed humans at performing repetitive mechanical tasks, e.g., assembly or
manufacturing), the question that many researchers raise is the possibility of

Technological Singularity soon.
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The concept of technological singularity is not new. The term was coined back
in 1993 when Vernor Vinge presented the underlying idea of creating intelligence [11].
Technological Singularity may be defined as a situation in which it is believed that
artificial intelligence would be capable of self-improvement or building smarter and
more powerful machines than itself to ultimately surpass human control or
understanding [48]. The concept primarily refers to a situation where ordinary human
intelligence is enhanced or overtaken by artificial intelligence. Vinge describes there
several ways to attain technological singularity

e Computers that are aware and superhumanly intelligent may be
developed.

e Large computer networks (and their associated users, both humans and
programs) may wake up as superhumanly intelligent entities.

¢ Computer/human interfaces may become so intimate that users may
reasonably be considered superhumanly intelligent.

¢ Biological science may provide a means to improve natural human
intellect.

It has been put forward that artificial intelligence may knowingly or
unknowingly trigger technological growth, which may lead to changes in human life.
The underlying idea is that once a machine is learning to develop, it will gradually scale
up at an exponential rate. Though it may lead to the evolution of human civilization, it
may also be the case that several events may become unpredictable or even obscure to
human intelligence. In the past, several experiments on Artificial Intelligence have
pointed towards the possibility of Technological Singularity. Some of the experiments

conducted and their results are as follows [49] (Table 2.1).
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Table 2.1: Experiments hinting at the possibility of technological singularity [49]

Year

Experiment

Results

February
2011

International Business Machines
Corporation (IBM) developed a question
answering computer system capable of
answering questions based on natural
language processing. Jeopardy questions
are based on clues and phrases and
Watson successfully beat Jeopardy
Champion

The  Artificial
system is capable of
understanding questions
(phrases and clues) at a deeper
level than the human mind.

Intelligence

June
2017

Researchers at Facebook got two
artificial chatbot agents to communicate.
The Al programs appeared to be chatting
with each other in an unusual (new)
language only they understood.

Chatbot intelligence might be
dangerous if the systems can
develop their own language.
Facebook had to shut down the
systems since they were not
able to control the chatbots.
Several = negotiations  were
carried out in the new language.
Successfully concluded
negotiations were conversations
in the new language.

June
2017

A chat robot named Shibuya Miraion
Line Messaging application was granted
citizenship (Japan). The robot intends to
make local administration familiar and
accessible to local people. It can take
pictures and observing people.

The experiment concludes that
an Al system can live with
humans. Since it can take
photos and observe people
effectively, several questions
may be raised concerning
security, privacy, etc.

October
2017

The Artificial Intelligence system used to
interpret Functional Magnetic Resonance
Imaging (fMRI) scans to decide what the
human brain is seeing. The study
proposed that certain locations in the
brain could relate to specific information
a person can see.

The  Artificial Intelligence
system can Read the Human
Brain using fMRI technology.
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January | Data Availability has led to increased | Identifying criminals by
2019 learning capacities of systems. Machines | analyzing their facial features.
have become competitive and can | Providing the power of effective
recognize faces, turning sketches into | computing features.
pictures and speech recognition.
January | Google’s Artificial Intelligence system | Al systems are getting better
2019 DeepMind created versions of their Al | than humans at playing games
and trained them using footage of human | that require analysis and
playing. It was able to defeat two top- | strategy.
ranked professionals 5-0.

Moore’s Law [50] stated that the number of transistors on an integrated circuit
would double about every two years. As costs and technology challenges have
lengthened the period, it is believed that the law will plateau shortly. The reason is that
we are approaching the theoretical limit and the process of making improvements is
slowing down. Transistors may be shrunk but quantum effects between atoms may lead
to transistor malfunctioning. However, several ways have been proposed to speed up the
overall performance using quantum computing, 3D stacking, etc. According to
Kurzweil [16], accelerated progress may be expected for the next few decades.
Moreover, robots have become quite accomplished to carry out human jobs like military
jobs, medical surgeries, and other mechanical jobs [51]. Thus, based on the research
that has been carried out in the past and the way Artificial Intelligence is making its way
into most of the Technological realms (Information Systems, Mechanical Systems,
Biology), several researchers believe that Technological Singularity would take place
soon [16] [26] [52]Technical Singularity might affect several spheres of human-like
Political Systems (government power, privacy, technological warfare), culture
(communication, entertainment, safety), Geography and Human Settlement Patterns

(conflicts over geography, land and ocean settlements) and Economics (robots taking

over most of the tasks, bioengineering systems for economic competition) [49].
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Although technological singularity may ease the workload for humans, it also comes
with a price to pay. Many researchers fear smart weapons of mass destruction that
might be a concern for humans. Super-Smart Al systems will be much more powerful
than humans which might lead to catastrophic effects. Overproduction of goods and
services and global unemployment may lead to economic collapse. Artificial
Intelligence systems rely on the data that is fed to them, which might be imperfect. This
may lead to imperfect outputs or flawed decisions. Therefore, Technological Singularity
is a matter of future concern.

According to [11], it is quite likely that using technology, it is possible to create
or become entities with more than human intelligence. Singularity may come in one of
the following ways or as a combination of

e Artificial Intelligence Scenario: Creation of Superhuman Artificial
Intelligence in computers.

¢ Intelligence Amplification Scenario: Enhancing human intelligence
using human-computer interfaces.

¢ Biomedical Scenario: Improving neurological operations of the brain to
enhance intelligence.

¢ Internet Scenario: Using networks, computers, and databases to create
superbeings.

¢ Digital Gaia Scenario: Using embedded microprocessors to create
superhuman beings.

Figure 1.1 depicts the idea of Technological Singularity and how it may be

achieved in the near future.
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Technological Singularity

Artificial Intelligence
Intelligence Amplification Biomedical

Digital
Gaia

Figure 2.1 Technological Singularity Possibility (Vinge, 2008)

As technology progresses, there is more and more use of computers and human-
computer interfaces. Data travels across the internet, thereby digitizing technology.
Artificial Intelligence finds heavy use due to the demand for ever-more sophisticated
systems and services at reduced costs. One of the most popular realms of technology
that witnesses Artificial Intelligence, Intelligence Amplification, Internet and Digital
Gaia is the emerging field of Cybersecurity. Typically, the environment in which
communication over computer networks takes place is termed as cyberspace.
Cyberspace is prone to cyber-attacks [53]. According to the National Institute of
Standards and Technology (NIST), Cybersecurity may be defined as the ability to
protect or defend the use of cyberspace from cyber-attacks. Since Cybersecurity is
entwined with four out of five fields [11] argued that may lead to the possibility of

Technological Singularity, it is very much possible that Cyberspace may witness its
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very own singularity, i.e., Cyber Singularity, a term we propose in this paper and whose
possibility we validate through analyzing several systems in this paper. It is important to
analyze the existence of Intelligence in Cyberspace. The evolution of intelligence in
cyberspace may lead to Cyber Singularity which will ultimately lead to Technological
Singularity.

The underlying idea behind Cyber Singularity is the heavy use of Artificial
Intelligence in the form of Machine Learning Techniques and Neural Networks that
contribute to the creation of bots that display behavior like (or more advanced than)
human beings over cyberspace. One of the primary ways of ensuring cybersecurity is
the method of authentication. Over the last few decades, researchers have proposed
sophisticated authentication mechanisms for humans over cyberspace. Captchas, Image
Recognition and several other techniques have been proposed and implemented in the
past to tell a human and a bot apart. However, bots have become quite powerful in
bypassing those authentication mechanisms, thereby bridging the gap between humans
and bots over cyberspace. A bot authenticating itself as a human may access sensitive
data over cyberspace, which might lead to unfavorable situations [54] [55] [56]. In this
paper, we present the idea of Technological Singularity from the Cybersecurity
perspective, to be specific, Cyber Singularity. Since Intelligence does not have a formal
definition, we introduce the concept of intelligence by identifying a set of ‘Self-
Oriented systems in Technological Singularity.” We believe that systems that fall under
this category display intelligent behavior. We also try to map the characteristics of
intelligent systems to living creatures, to get an idea of how similar machines are
becoming to living beings. In the past, several researchers have presented Technological

Singularity from the Artificial Intelligence perspective or the Biomedical perspective.
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Cyberspace incorporates several intelligent systems (bots specifically), which have not

been mentioned before from the Technological Singularity point of view. Therefore,

we introduce the idea of the possibility of singularity in cyberspace, i.e., Cyber

Singularity. Moreover, the majority of research work done in the past on Technological

Singularity is theoretical due to a lack of proper justification. The novelty of the paper is

described as follows:

Define a set of systems that demonstrate intelligence in machines. This
set of systems also represents the characteristics of Intelligence. A
system that is a part of this set may be termed Intelligent.

Analyze if this intelligent behavior we defined, already exists in the
biological domain or not. This would assist us in determining how
sophisticated machines have become to demonstrate the intelligence
identified with living beings.

Identify if such intelligence exists in cyberspace or not, i.e., if at all there
exist entities in cyberspace that may be called intelligent. If such systems
are found in cyberspace, we can say that Cyber Singularity is possible.
Analyze the overall concept of Technological Singularity, Intelligent
Systems in Biological Domain and Cyberspace using mathematical
Equations (Set Theory). The reason behind using this analysis is because
observations based on these concepts are hard to disprove.

Evaluate Intelligence in Cyberspace using predefined machine

intelligence characteristics.

The rest of the chapter is organized as follows. Section 2.2 describes the related

work that has been carried out in the past. Section 2.3 describes the proposed work in
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several sections. Section 2.4 features the overall analysis of the concepts using
mathematical equations, while section 2.5 discusses the results. Section 2.6 and Section

2.7 represent the conclusion and future work, respectively.

2.2 Related Works

In this section, we explore the research work on technological singularity that
has been done over the last few decades. Based on the research work done in the past,
we make a few conclusions in the latter part of this section.

proposed the idea of technological singularity due to the acceleration of
technological progress. The belief that ‘greater than human intelligence’ or
‘superintelligence’ drives progress would lead to rapid development such that problems
could be solved a thousand times faster. Technological Singularity has been defined as a
point where old models have discarded such new reality rules. In the paper, the author
does not completely rule out the possibility of singularity, nor does he mention that it
will happen. The article suggests several methods to prevent singularity if at all
singularity is supposed to happen. The question raised is whether singularity must be
confined or prevented. Besides artificial intelligence, intelligence amplification might
be one of the much easier ways to attain singularity in comparison to Al. The article
suggests that human-computer interactions concerning automation and games could
lead to the technological singularity. Limb prosthetics and animal embryo experiments
have been listed as a few other ways that may lead to the technological singularity. It is
interesting to observe that technology nowadays can vouch for the same [57] [58] [59].

[16] presented and defended his view on how the technological singularity will

be achieved in the coming few decades. The article defines Technological Singularity as
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a period that will witness rapid technological advancement causing irreversible
transformation of human life. The core feature of singularity is believed to be related to
biology and machine intelligence. The chapters describe the evolution of technology
and human progress using certain timelines and graphs. Technology Evolution is
supported using the Law of Accelerating Returns. Further, the chapters argue how the
working of human intelligence will gradually unfold in the coming years and how it will
be possible to reverse engineer the human brain.

[60] analyzed [16] which was critiqued by [61] and proposed research work on
human-level artificial general intelligence, and the possibility of technological
singularity. The article highlights Technological Singularity from the Artificial
Intelligence point of view and describes several singularity scenarios. Steady
incremental progress scenarios and dead-end scenarios concerning Technological
Singularity have also been taken into consideration. The paper justifies the work [16]
due to scientific paths and probability estimates. Artificial General Intelligence (AGI) is
more powerful than narrow Artificial Intelligence. The concept of Virtual body
embodiment as an alternative route to human-level AGI has been proposed in the
article.

[11] discussed the possibility of the machine being equal or more intelligent than
humans using some scenarios. The article states that singularity may be achieved
through artificial intelligence, intelligence amplification, biomedical technology,
internet or digitization. Over the last few decades, humans have been successful in
creating tools that support cognitive function and depending on the inventiveness it

might be possible for human intelligence to rise. The article describes other indicators
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like Turing Machine, cognitive biomimetics, molecular nanotechnology, etc. to
establish the possibility of technological singularity in the next few decades.

[62] analyzed the existing work in Technological Singularity and proposed a
protocol to make a secure confinement environment for delaying its potential negative
effects. Moreover, the article focused on how humans could benefit from
superintelligence. Confinement focuses on isolation so that a program cannot make calls
to another program, transitivity such that program calling another program that it does
not trust must also be isolated, masking for the caller to determine inputs to legitimate
channels and enforcement such that confined program’s input conforms to caller’s
specifications. The confinement approach has been critiqued in the article owing to
escape paths. The article also throws light on how to safely communicate with a
superintelligence as open communication channels might be unsafe for interactions. The
limitation of this research is that confinement may provide only short term relief.

[63] presented an overview of the singularity hypothesis hinting at the
possibility of technological singularity soon. The two distinct scenarios of technological
singularity are the emergence of artificial superintelligence and the amplification of
human cognitive capabilities. Based on the extrapolation of trend curves, researchers
have already proven their hypothesis. Since the claims are pseudoscientific, several
researchers have also dismissed the idea. The article lays out a list of questions to
challenge philosophers, mathematicians, scientists, and futurists who endorse the idea
of technological singularity happening in the future. The authors believe that the
questions posed will contribute enormously to the wild speculations that are being made

and will promote the growth of singularity studies.
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[64] presented the state of artificial intelligence and how it may lead to the
technological singularity. Image recognition, natural language processing, event
extraction, etc. are some artificial intelligence tasks that have dramatically improved
over the last few decades. Real-world reasoning is hard for machines, however,
machines like The Wolfram Alpha can answer simple questions within seconds.
Automated common sense reasoning questions are difficult for machines to answer, and
it seems very limited progress has been made even in the last five decades. Thus, real-
world reasoning could be an obstacle to several other Artificial Intelligence tasks. The
article suggests the possibility of some sort of singularity that may lead to machines
come close to human-level abilities when it comes to vision and natural language. Also,
a powerful machine of general intelligence may figure out how to make itself smart and
carry out tasks.

[49] introduced the impact of technological singularity in human life based on
some experiments that have been conducted in the past. The article defines particular
cases of Facebook chatbots interacting with each other using their language, software
capable of achieving citizenship capable of observing people and taking pictures, brain
reading artificial intelligence systems that use Functional Magnetic Resonance Imaging
(fMRI) scans and machines that are capable of human emotions and are good at
recognizing humans. While the systems display a good level of intelligence, the authors
state that it might be possible to increase this level of intelligence to attain
‘superintelligence’ leading to the technological singularity. The impact of singularity
may be seen in political systems, human culture, and economics. The idea is to spread

awareness before human life is impacted or negatively controlled by machines.
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[65] proposed the possibility of technological singularity using a theory of

metasystems transitions and the concept of universal evolution. The idea is to analyze

and predict when the next transition might take place. The emerged metasystem

demonstrates the exponential growth in complexity with a doubling time of less than

half a year. The predictions in the article are based on timeline extrapolation and other

possible scenarios. The article states that purely artificial superintelligence is also

possible.

The following table is a summary of the existing related works.

Table 2.2: Summary of Existing Related Works

Author and | Proposed Work | Methods Suggested Outcome Predicted

Year

Vernor, 1993 | Proposed Human-Computer Technological

[11] technological Interactions, Singularity and
singularity based | Automations, Games, | Superintelligence s
on accelerated | Limb prosthetics, Animal | possible
technological embryo experiments
progress

Kurzweil, Introduced Technological Singularity | Technological

2005 [16] Technological supported using Law of | Singularity to  be
Singularity in | Accelerating Returns achieved in a few
terms of biology decades. It may be
and machine possible to reverse
Intelligence engineer the human

brain.

Goertzel, Proposed Probability estimates, | Possibility of

2007 [60] technological Artificial General | Technological
singularity based | Intelligence (AGI) Singularity in
on accelerated upcoming years
progress in
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Artificial

Intelligence
Vinge, 2008 | Discussed the | Artificial intelligence, | Possibility of
[66] possibility of the | Intelligence amplification, | technological
machine being | Biomedical technology, | singularity in the next
equal or more | Internet or Digitization, | few decades.
intelligent  than | Indicators like molecular
humans nanotechnology, Turing
machines, etc.
Yampolskiy, | Proposed a | Isolation so that a | Possibility of
2011 [62] protocol to make a | program cannot make | Technological
secure calls to another program, | Singularity and its
confinement transitivity  such  that | Negative Impacts
environment for | program calling another
delaying the | program that it does not
potential negative | trust must also  be
effects of | isolated, masking for the
Technological caller to determine inputs
Singularity to legitimate channels
Eden et al., | Presented an | The emergence of | Possibility of
2013 [63] overview of the | artificial superintelligence | technological
singularity and Amplification of | singularity shortly
hypothesis human cognitive
capabilities
Davis, 2014 | Proposed Image recognition, natural | Possibility of some
[64] technological language processing, | sort of singularity that
singularity based | event extraction, etc may lead to machines
on Artificial come close to human-
Intelligence level abilities when it
comes to vision and
natural language
Ushir  and | Highlighted  the | Discuss particular cases | Possibility of
Kadam, Impact of [ chatbots interacting with | increasing the level of
2018 [49] technological each other using their |intelligence to attain
singularity in | language, software | ‘superintelligence’
human life capable of achieving | leading to the
citizenship capable of | technological
observing people and | singularity.
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taking pictures, brain
reading artificial
intelligence systems that
use Functional Magnetic
Resonance Imaging

Potapov,
2018 [65]

Proposed the | Theory of metasystems | Possibility of purely
possibility of | transitions and the | artificial
technological concept of universal | superintelligence
singularity evolution.

Based on the related work that has been conducted in the past, several

conclusions can be made.

The definition of ‘Intelligence’ is subjective. There is no formal
definition of intelligence. We define intelligence in yet another way by
introducing a family of self-oriented systems.

Most of the work done in Technological Singularity has been considered
from an Artificial Intelligence point of view or the biological point of
view. Most of the work that exists is an extrapolation based on the events
and scenarios that have taken place before. We strengthen our claim
using mathematical equations based on Set Theory.

Very few research works claim the possibility of technological
singularity using proofs, which is usually in the form of graphs. We have
incorporated graphs to show the advancement of intelligence over the
last few decades.

None of the research works conducted in the past have taken into
account singularity in cyberspace, i.e., the existence of intelligence in

cyberspace or singularity from the cybersecurity point of view. This is
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the first time Singularity will be considered from a Cyberspace
perspective.

® None of the works identify where progress has been made and where
further progress must be made, nor define a roadmap of potential
research topics that must be accomplished for a potential Technological

Singularity to exist.

2.3 Proposed Work

Based on the research works in the past, we know that ‘intelligence’ does not
have a formal definition. But what we know is that technological advancement has led
to machines becoming intelligent. Past research works on machine intelligence hint at
the possibility of technological singularity shortly with the claim that machines will
gain superintelligence and will become capable of performing tasks better than humans.
What we don’t know is whether humanity will completely gain from these systems, or
will these systems prove toxic to humanity. Also, since the notion of ‘intelligence’ is
subjective, we try to interpret it using a set of systems that we define in this paper.
Machines that display self-awareness and self-learning are known to be sophisticated.
We introduce a family of such ‘self’ oriented systems. Any machine or system
displaying any of these characteristics may be termed intelligent. We also try to map out
the defined characteristics of living beings to inspect the progress that artificial
intelligence has made in inducing the properties of living beings into non-living
machines. Further, in the realm of cybersecurity, based on our research, we attempt to
identify if intelligence exists in the form of intelligent machines or bots. If we are
successful in finding such systems in cyberspace, we may claim that Cyber Singularity

is possible. In this section, we perform the following tasks
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Define a family of Self-Oriented Systems to describe the concept of
‘Intelligence.” These systems are self-oriented and can carry out specific
tasks. Because several systems are ranging from self-controlling drones
to self-improving software, we define a family of self-oriented systems
that may incorporate such systems. A system that falls under any of the
categories may be termed as an intelligent system. These systems may
also be termed as the characteristics of an intelligent entity.

A lot of the attributes of self-systems can be identified with living
beings, especially humans. Although we are considering several
creatures, we primarily focus on mapping the self-oriented system
characteristics to humans, since the technological singularity is
concerned with machines gaining human-level intelligence or more.
This would assist us in deducing how similar certain systems have
become to humans in several aspects, which may also prove the
possibility of Technological Singularity shortly.

Finally, based on the family of self-oriented systems we defined, and our
analysis on the existence of such behavior in the biological domain, we
try to identify the existence of entities that display similar characteristics
in Cyberspace. Entities displaying similar behavior in Cyberspace would
highlight the possibility of Singularity in yet another domain that has
never been described before, i.e., the possibility of Cyber Singularity

S00n.
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2.3.1 Intelligence in Self oriented Systems
In this section, we have identified as many as ten self-oriented systems that may
be associated with the concept of ‘Intelligence’ in a machine or system. These may not
only be termed as characteristics of an intelligent system but may also be used as a
frame of reference for identifying intelligent entities. We can say that a system that
displays any of the characteristics mentioned in this section is intelligent. As we know,
the possibility of Technological Singularity happening soon has been forecasted in
several ways. Researchers define Technological Singularity as a situation where
machines will become so advanced that machines will develop their intelligence and
will be able to carry out tasks better than humans. One of the ways that hint at the
possibility of Technological Singularity is the growth in areas of artificial intelligence
and medicine recently at a tremendous rate. Technological Advancement makes its way
by introducing systems that may become aware of themselves, improvise themselves,
train themselves, repair themselves, etc. We will entitle these systems as a family of
Self-Oriented Systems. The different types of Self-Oriented Systems are as follows:
2.3.1.1 Self Aware Systems: Self-aware systems may be defined as systems
capable of amending their behavior and resources to automatically find the best
way to accomplish a specific goal despite changes in their environment [67].
There are few challenges involved in establishing self-aware systems like
validating if the system is meeting its goals, deciding what actions to take to
meet the goals and developing standard techniques that may be well applied to
other self-aware systems. Self-aware computing systems [68] and self-aware

systems for the Internet of Things [69] are some examples of Self-Aware
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Systems. We can specify Self-Aware Systems into two categories which are as
follows:

a. Self-Monitoring Systems - Self-monitoring is the ability to observe and
evaluate behavior. It is based on the assessment of whether a target behavior has
occurred and then records the occurrence, frequency, duration of the target
behavior [70]. Some self-monitoring systems that are based on artificial
intelligence are self-monitoring home security systems [71] and real-time
Artificial Intelligence systems to monitor stores [72].

b. Self-Adapting Systems - Self-adaptation may be defined as the ability of a
system to adapt to the dynamic and changing conditions autonomously [73].
Such systems can modify their behavior for achieving system objectives. A
system may evaluate and change its behavior if the evaluation shows that the
system is not accomplishing what it was supposed to accomplish [74]. Artificial
Intelligence has made enough progress to introduce self-adapting systems to
predict oil pressure volume temperature properties [75] and self-adaptive
software systems [76]

2.3.1.2 Self Improving Systems: Improvement may be defined as a higher level
of efficiency or reducing error rates [77]. Self-improving systems are capable of
budgeting their physical and computational resources to achieve goals. A self-
improving system must be capable of upgrading its methods for computational
and physical tasks. It may also incorporate defensive strategies to avoid losing
resources. It may also be capable of acquiring new resources and improving its

utility to develop new concepts, theorems, algorithms, devices, and processes
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[78]. Some examples of self-improving systems are recursively self-improving
software [79] and Military Artificial Intelligence Systems [80].

2.3.1.3 Self Defending Systems: Self-Defending systems powered by artificial
intelligence can identify threats and respond to them. Some intelligence-based
self-defending systems may be in the form of self-defending chatbots [81] and
self-defending security software [82]. Also, self-defending systems may be
specified into two categories [83].

a. Self-Configuring Systems - Self-configuring systems enable a system to
automatically adapt its configuration of components without any human
intervention. Self-Configuring Localization Systems [84] is an example of the
same.

b. Self-Optimizing Systems - Self-optimizing systems can react autonomously
and flexibly to changing environments. Self-optimizing memory controllers are
an example of the same [85].

2.3.1.4 Self Controlling Systems: A self-controlling system can direct itself
based on a goal for achieving specific goals in more sophisticated ways than
prior conventional linear and nonlinear control systems. Artificial Intelligence
has made it possible to create Automated self-control traveling systems [86]. We
categorize self-controlling systems as follows:

a. Self-Driving Systems - Self-Driving Systems comprise complex combinations
of various components that may be defined as systems where perception,
decision making, and operation of the automobile are performed. It includes
handling of the vehicle, destination, as well as awareness of surroundings. Self-

driving cars [87] are an example of the same.
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b. Self-Navigating Systems - Self-navigation systems are capable of directing
the position, course and distance traveled for a system without human
intervention using sensors and software. Self-navigating robots [88] and
vehicles [89] are some examples of the same.

2.3.1.5 Self Destroying Systems: Self-destroying machines enable machines to
destroy themselves after a set of circumstances has occurred. Amazon’s delivery
drones have been programmed to self-destruct in case of emergencies. The
destruction is performed, considering the flight path, conditions, and the ground
it is flying on [90]. Similarly, though currently typically activated manually, it is
the best practice for objects in orbit to have a mechanism to deorbit (or move to
a graveyard orbit) to lower the number of dangerous debris in space [91].

2.3.1.6 Self Replicating Systems: Self-replicating systems can make copies of
themselves autonomously using raw materials available in the existing
environment. They are not only responsible for creating their components, but
also for assembling them. Autonomous modular robots are an example of self-
replicating systems [92].

2.3.1.7 Self Sustaining Systems: Self-sustaining systems can maintain
themselves by independent effort. Self-sustainability is the degree at which the
system can sustain itself without external support. The self-sustaining e-magneto
dynamics machine is one such system [93].

2.3.1.8 Self Restoring Systems: A self-restoring system can bring back the
system or re-establishing the system once it has been damaged. Once restored,
the new system goes back to normal condition and functions properly. We can

categorize it into two types
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a. Self-Repairing Systems - These systems can maintain some degree of
functionality after a failure has occurred [94]. These systems should be capable
of autonomously predicting and detecting failure conditions, confirm a diagnosis
and perform appropriate interventions. Self-repairing robotic cars are an
example of the same [95].

b. Self-Healing Systems - These systems can discover that they are not working
correctly. They do not need any human intervention to make necessary changes
to restore themselves to normal or designed stages. The process of self-healing
involves the system making decisions by continuously checking and optimizing
its state and thereby adapting to changing conditions. [96] present a survey on
self-healing systems.

2.3.1.9 Self Learning Systems: Self-learning systems are adaptive systems based
on operation algorithms. It is improved by a learning process based on the trial
and error method. Trail changes are made to the algorithm and results of the
changes are simultaneously monitored. Self-Learning Control Systems [97] are
an example of such systems.

2.3.1.10 Self Organizing Systems: Self-organizing systems tend to process where
some form of overall coordination arises out of local interactions between parts
of an initially disordered system (i.e., auto-discovery). The self-organization of
intelligence has been observed in technological systems. Self-organizing
autonomous prediction systems [98] and high-availability fault-tolerant routers

are examples of self-organizing systems.
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The following figure (Figure 2.2) represents the overall taxonomy of the Self-

Oriented Systems that define intelligence in machines.
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Figure 2.2 Family of Self Oriented Systems
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2.3.2 Intelligence in the Biomedical Domain
Yet another territory that may lead to a breakthrough of Technological
Singularity is the Biomedical domain [11], which incorporates biology as well as
medicine. In this section, we try to analyze if intelligence already exists in the biological
domain. We use the characteristics defined in the previous section about intelligence
using self-oriented systems to identify the existence of intelligence in the biomedical
domain. If we are successful in finding intelligence (intelligent species) existing in the
biological domain, based on technological advancement, it is easier to anticipate the
coming of the technological singularity in the biomedical domain. In the past,
researchers have introduced the concept of genomic singularity [99] and technological
singularity concerning medicine [100].
2.3.2.1 Self-Awareness- Self-awareness is a state of actively identifying,
processing and storing information about oneself. Self-awareness in animals
involves sensations about what is happening to the body (DeGrazia, 2009).
Based on the sensations and environment, the creature can act and respond.
Mirror tests have been known to test self-awareness in animals [101]. Some of
the animals that can display self-awareness are apes, dolphins, humans, and
monkeys [102].
Self-Awareness = {Apes, Dolphins, Humans, Monkeys}
2.3.2.2 Self-Improvisation - Self-improvisation is the state of developing or
improving oneself. Several aspects may be improvised like health or growth.
Self-medication is a human behavior wherein medicines are selected and used
by individuals to self-diagnose in the event of a health problem. Many animal

species are also known to self-medicate. Birds, bees, lizards, and elephants are
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some animals that indulge in self-medication [103]. Another means of self-
improvisation is seen in cellular organisms when they become immune to
certain medicines and drugs.

Self-Improvisation= {Bees, Lizards, Birds, Elephants, Humans}

2.3.2.3 Self-Defending - The right to protect oneself from an attempted injury by
another is termed as self-defense. Defense mechanisms in living beings range
from spitting toxins and poisoning to camouflaging. Poison dart frogs, frogfish,
sea slugs are some living creatures that participate in self-defense mechanisms.
Self-defense in humans is largely based on the psychological aspects of the
human mind [104].

Self-Defending= {Poison Dart Frog, Frog Fish, Sea Slugs, Humans}

2.3.2.4 Self-Controlling - 1t is the ability to manage actions. Self-control evolves
in living beings and problem-solving tasks are usually considered for measuring
self-control. Research claims that an increase in brain size is directly
proportional to the measure of self-control in living beings (MacLean et al.,
2014). Chimpanzees, ants, and humans have displayed self-controlling behavior
[105].

Self-Controlling = {Chimpanzees, Ants, Humans}

2.3.2.5 Self-Destruction - Like self-destroying systems, several species like
humans, mice, bees also indulge in self-destruction based on a set of
circumstances. Self-destruction in living beings may be caused if a species
becomes diseased or to alert a colony. Animal suicide is one such way of self-
destruction [106].

Self-Destruction= { Ants, Mice, Bees, Humans}
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2.3.2.6 Self-Replication - Biological entities are capable of self-replication and
self-reproduction. The underlying idea behind replication in entities is to enable
continuity of their species generation after generation. Strength lies in numbers.
Further, replication and reproduction ultimately lead to evolution [107].

2.3.2.7 Self-Sustenance - Survival skills in animals are directly related to
sustenance. Given some underlined conditions, if a biological entity can survive
those conditions, self-sustenance for the entity is high. Some survival skills for
self-sustenance are in the form of finding food, marking territories and avoiding
dangers. Some animals with the best survivability skills are camels, dogs,
humans and giant pandas [108].

Self-Sustenance= {Camels, Dogs, Humans, Giant Pandas}

2.3.2.8 Self-Restoration - Self-healing is one of the self-restoration methods that
we discussed earlier. Biological entities are known to heal themselves, however,
the method varies. While several other organisms like starfish, hydra, lizards,
etc. can regenerate body parts, the human body, on the other hand, heals wear
and tear by replacing damaged cells in large numbers [109].

Self-Restoration= {Lizard, Starfish, Hydra, Humans}

2.3.2.9 Self-Learning - A lot of researchers equate intelligence to learning
capacity. The complexity of learning in different species varies, however, the
basic mechanisms seem to be constant. Learning in many species may be
achieved through interaction and observations. While Instinctive behaviors
require innate patterns of behavior, learning involves modifying behaviors
following experience. It has been seen that learning makes animals intelligent.

Therefore, learning may be considered as one characteristic of intelligence
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[110]. Some animals that are excellent in learning are rats, chimpanzees and
humans, elephants and octopuses.

Self-Learning= {Rats, Chimpanzees, Humans, Elephants, Octopuses}

2.3.2.10 Self-Organizing - Natural systems like cells, compounds, organisms,
animal and human communities show the behavior of self-organization. Self-
organizing may be defined as the ability of a system to arrange its elements in a
purposeful manner under a given set of conditions. Self-organization may be led
by small parameter shifts that lead to big changes. Self-assembly is a form of
self-organization. Self-organization ability has been seen in several species like
ants [111], Honeybees [112], Humans [113] and birds [114].

Self-Organizing= {Ants, Bees, Humans, Birds}

It is important to note that all the classifications or characteristics have a human
component. In the previous section, we declared that any system falling under any of
the self-oriented systems may be termed intelligent. We observe that humans fit in all
the categories for intelligence in the biomedical domain and display all the
characteristics of intelligent species. [115] analyzed the intelligent behavior in humans,
which is on par with our claim that humans truly are intelligent species since they
display all these characteristics. These lists are examples and not intended to be
exhaustive. This supports our claim of defining intelligence using characteristics of
intelligence in the form of self-oriented systems. Further, Technological Singularity is
concerned with machines gaining human-level intelligence or super intelligence to
perform tasks better than humans. Since humans are intelligent species, they have been

considered as the frame of reference for inducing intelligence in machines.
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2.3.3 Intelligence in Cyberspace

The National Institute of Standards and Technology (NIST) defines
‘Cyberspace’ as the interdependent network of information technology infrastructures
that underpin the Internet, Telecommunication Networks, Computer Systems,
Embedded Processors, and controllers in critical structures. As mentioned previously,
according to [11], Technological Singularity may be boosted in any of five ways
(Figure 2.1). Cyberspace is known to deal with Artificial Intelligence, Intelligence
Explosion, Internet and Digital Gaia. While the Intelligence explosion deals with the
availability of large data sets and automation to assist humans for a better understanding
of data, intelligence amplification is the human intelligence enhancement due to
Intelligent Explosion. Thus, Intelligence Explosion leads to Intelligence Amplification.

Therefore, we can represent Figure 2.1 as Figure 2.3.

Technological Singularity

Artificial
Intelligence_ A

Intelligence

Amplification . i
Biomedical

2 Digital
Gaia

Figure 2.3 Technological Singularity in Cyberspace, i.e., Cyber Singularity
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It might be possible to say that since Cyberspace underpins the concepts of
Artificial Intelligence, Intelligence Amplification, Internet and Digital Gaia, Cyberspace
may also be one of the domains that could witness technological singularity soon. To
justify our claim, we aim to identify intelligent entities in cyberspace. We have already
defined Intelligence using Self-Oriented Systems. We have also interpreted the same
characteristics in the biomedical domain and concluded that based on the intelligence
characteristics, humans may be termed intelligent. In this section, we delve into the
realm of cyberspace and intend to identify if intelligence exists in cyberspace. Since
smartness is directly proportional to Intelligence [116], if we are successful in
identifying systems that display intelligent behavior in cyberspace, we may deduce that

Cyber Singularity is possible.

2.3.3.1 Self-Aware Systems - Cyber-physical systems are capable of extracting
awareness information and processing it in the cyber world, thereby introducing
self-awareness into cyber-physical systems that are operational in cyberspace
[116]. The approach is based on integrating physical components into the cyber
world. Situational awareness has been reported by botnets in cyberspace [117].
Moreover, with the rise in self-aware malware that can modify itself in certain
conditions [118] it is possible to state that cyberspace does incorporate
intelligent entities.

2.3.3.2 Self-Improving - Artificial Intelligence and Machine Learning
communities have been concerned with Self-Improving Systems for a long time.

The Marie-4 web crawler is self-improving [119]. Self-improving Cyber-

44



physical Systems and Self-Improving classification systems validate the
presence of intelligent entities in cyberspace.

2.3.3.3 Self-Defending - Cyberspace witnesses the presence of several self-
defending systems. Self-defending networks [120] may ensure the integration of
security services into network devices and endpoints. Malware can defend itself
using cryptographic mechanisms. Supervisory control and data acquisition
(SCADA) systems, as well as architecture-based software systems, which also
form a part of cyberspace, maybe self-protecting [121]. Self-defending control
systems have also been detailed in cyberspace [122]. Defense Advanced
Research Projects Agency (DARPA) launched a Cyber Grand Challenge (CGC),
which was automated, scalable and could perform vulnerability detection and
patching [123].

2.3.3.4 Self-Controlling - Self-control in cyberspace has been witnessed under
self-control tools [124]. Identifying common core design features and
intervention strategies promoted by tools for digital self-control is the basis of
the self-controlling mechanism in cyberspace. Moreover, the operational process
of command and control in cyber-physical systems concatenates physical
networks to cyberspace [125].

2.3.3.5 Self-Destroying - Self-destruction in cyberspace may be caused due to
many reasons. Smartphones for spies and security-minded enterprise members
are capable of self-destruction (or self-erasure) if tampered with. The terrorist
attack in San Bernardino witnessed the terrorist’s iPhone equipped with a self-
erasure feature [126]. Moreover, botnets have become sophisticated enough to

support an all-purpose kill switch that destroys itself in specific conditions.
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Espionage malware too, is equipped with self-destruction commands.
Cryptography particularly issues the Secure Ciphertext Self-Destruction Scheme
for expired data [127].

2.3.3.6 Self-Replicating - Being ever-dynamic, cyberspace witnesses self-
replication in many different forms. Self-replicating program systems must be
treated with caution because they are not merely simulations, rather recreate
conditions necessary for evolution [128]. Thus, the systems are called artificial
life or synthetic life. Intelligence in cyberspace may also be found in the form of
self-replicating Turing machines and computer viruses [129]. The Morris Worm
is a popular example of the self-replicating worm [130] that hints at self-
replication of entities in cyberspace.

2.3.3.7 Self-Sustaining - Enterprise cybersecurity is concerned with empowering
organizations of all sizes for defending themselves against escalating cyber-
attacks. Approaches related to automation, machine learning, software-defined
networking, and new infrastructure have been known to encourage self-
sustenance in such systems [131]. The idea is to deliver an agile response and
recovery. Further, poorly secured routers have led to an increase in the number
of self-sustaining Distributed Denial of Service (DDoS) botnets.

2.3.3.8 Self-Restoring - Since Cyberspace deals with Cybersecurity, cyber-
attacks are extremely frequent. Cyber-attacks may lead to system vandalism,
which is why system restoration is necessary. Self-healing Ransomware Aware
file system is an intelligent system capable of detecting malicious activities to
restore file systems [132]. Self-healing machines in cyberspace are equipped

with a protection mechanism and cyber resilience to autonomously fight cyber-
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attacks. Self-healing frameworks have also been introduced in the past to
combat cyber-attacks [133]. Self-healing Cybersecurity frameworks for power
systems [134] and smart grids, and for enterprise networks to combat botnets are
also some intelligent entities in cyberspace.

2.3.3.9 Self-Learning - As depicted in Fig.3, we know that Cybersingularity also
incorporates Artificial Intelligence. Artificial Intelligence makes it easy for
systems to train and learn. Deep Reinforcement learning has successfully
introduced Self-learning bots into cyberspace [135]. Moreover, Self-Learning
control systems have come into existence due to neural networks. A twenty-six
layer neural network learned how to back up a computer-simulated trailer truck
to a loading dock [136].

2.3.3.10 Self-Organizing - Self-organization 1is necessary to promote
coordination. It is indicative of self-adaptiveness which leads to better
reconfigurability and responsiveness. Cyberspace incorporates several self-
organizing systems in the form of self-organizing cyber-physical systems [137],
which may also be wireless [138]. Self-organizing networks for principal
component analysis are another form of intelligent systems in cyberspace.
Artificial Intelligence has been successful in creating self-organizing systems in
the form of self-organizing controllers using neural networks [139] and self-

organizing maps using natural language processing [140].

Based on our assessment of intelligence, we were able to find several intelligent

entities in cyberspace confirming that intelligence exists in cyberspace, therefore, so is

the possibility of Cyber Singularity, a term we use to refer to the possibility of the
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Technological Singularity in Cyberspace. Although [11] did mention the domains
where substantial evolution could lead to systems gaining human-level intelligence or
possibly more than that, cyberspace was not mentioned. Since artificial intelligence,
intelligence explosion, internet, and digital Gaia play a significant role in cyberspace, it
might be correct to comprehend that cyberspace is yet another domain whose evolution
could lead to the technological singularity. This evolution may be seen in the form of
advanced malware, bots, cyber-physical systems, etc. Bots in cyberspace have grown
sophisticated enough to break into systems meant for human authentication, beating
captchas, puzzles, and other intelligent authentication techniques, which might be
suggestive of bots gaining human-level intelligence. A bot capable of authenticating
itself as a human may break into systems incorporating sensitive data which may lead to
catastrophic results. This may point out to the fact that soon bots may gain intelligence
more than humans and cyberspace may witness technological singularity soon.

In this section, we introduced the concept of intelligence using a family of self-
oriented systems. Using the characteristics, we were able to identify intelligence in
various ways. Human beings manifest all the characteristics considered and therefore
may be termed as intelligent species and are therefore taken as a frame of reference for
intelligence concerning Technological Singularity. Further, we were able to identify
intelligent systems in cyberspace as well, which means that Cyber Singularity is
possible too. While this section hints at the possibility of singularity based on previous
research and identifying intelligence in cyberspace, in the next section, we will validate

our claim using several techniques.
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2.4 Analysis and Evaluation

In this section, we focus on three important aspects. First, we analyze the
existence of cyberspace with respect to Technological Singularity. We use the concept
of set theory to validate the existence of cyberspace, to ensure the possibility of Cyber
Singularity in the near future. As we mentioned before, the reason we adopt this
technique is that it is easy to prove our claim but hard to disprove it. Moreover,
Singularity has never been studied from a mathematical point of view before and it
would add a lot of justification to our claim. Second, we evaluate intelligence in
cyberspace using the proposed self-oriented systems with respect to predefined machine
intelligence characteristics. Based on the analysis and evaluation, several observations
can be made. And finally, based on past research works, we use graphical
representations to manifest how intelligent systems have advanced over the years.
2.4.1 Existence of Intelligence in Cyberspace or Cyber Singularity

According to [11], the advancement of Technological Singularity is possible
through the spheres Artificial Intelligence, Intelligence Explosion, Biomedical, Internet
and Digital Gaia. In this article, we have attempted to introduce the concept of
technological singularity from the cybersecurity perspective. Since cyberspace
incorporates Artificial Intelligence, Intelligence Explosion, Internet, and Digital Gaia,
advancement in any of these fields has a comparable effect on cyberspace, thus leading
to the possibility of Cyber Singularity. Based on [11] we have presented technological
Singularity in (Figure 2.1) and (Figure 2.3), where Technological Singularity is a Large
Set which incorporates Artificial Intelligence, Intelligence Explosion, Biomedical,
Internet and Digital Gaia as subsets (Figure 2.1). Cyberspace incorporates some parts of
each of these domains which are well represented in Figure 2.2. The following

represents a further analysis of the same.
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Figure 2.4: Venn diagram representing subsets of T (Vinge, 2005)

Let T represent the Universal Set, i.e., the Technological Singularity realm.
According to [11], Technological Singularity may occur through Artificial Intelligence,
Intelligence Explosion, Internet, Digital Gaia and Biomedical domains (Figure 2.1).
Hence, let us consider Artificial Intelligence, Intelligence Explosion, Internet, Digital

Gaia and Biomedical to be subsets of T, represented as A, B, C, D, and E respectively

Technological Singularity (T)

(Figure 2. 4) Therefore, we can say that
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Figure 2.5: Venn Diagram showing Cyberspace and components of individual subsets

In (Figure 2.3) we have presented Cyberspace as a combination of part of each
of the domains A, B, C, D and E. Cyberspace is the dotted area enclosed in the oval.

From (Figure 2.5), A’, B’, C’ and D’ are parts of A, B, C and D respectively, such that

A’TTA (6)
B’CB (7)
crc (8)
D’'D )
From (1) and (6),

AT (10)
From (2) and (7)

B’OT (11)
From (3) and (8)

CoT (12)
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From (4) and (9)
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Figure 2.6: Venn Diagram showing Cyberspace and components of individual subsets

Shaded area depicts area in Technological Realm without subsets [11] From

Figure 2.6,
X=T-(A+B+C+D+E)
X=T-A-B-C-D-E
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Figure 2.7: Shaded area depicting part of Cyberspace Y. Cyberspace is the dotted oval.
The shaded part is cyberspace without the other subset components

From Fig.7 let the shaded area (slanting lines) be represented by Y

As Y happens to be a part of the residual space X (also from Fig. 6 ), clearly
YIX (15)

Therefore, cyberspace Z may be depicted by

Z=Y+A'+B +C +D’ (16)

Say, z € Z, where z is an arbitrary element. Therefore, From (16), we can say (z
€Y)or(ze A’orze B’ orz € C’ or z € D’). By Exhaustive Case Building, we
consider two cases here,

Casel: z€Y

Then, From (15),z € X

And, From (14),z€ T (17)

Case2: z€eA’ orzeB orzeC’ orzeD’
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From (10), (11), (12), (13)
zeT (18)

Combining (17), (18) we can assert that Z[1T

Therefore, based on the equations above, we can assert that,

Cyberspace, Z is a part of the Universal Set, Technological Singularity, T
The same may also be represented as follows,

Y is a member of T

A' is a member of T

B'is a member of T

C'is a member of T

D'is a member of T

SO as

/=Y+A+B +C +D’

then Z is a member of T

Since we have already mentioned that intelligence exists in Cyberspace,
advancing Intelligence in Cyberspace may have a direct impact on Technological
Singularity too as Cyberspace is a subset of the existing Technological Singularity set.
Cyber Singularity is yet another aspect of Technological Singularity. Therefore, [11]
idea of progress in intelligence is not only restricted to the five domains mentioned but

another domain too, which is Cybersecurity, hence Cyber Singularity.
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2.4.2 Evaluating Intelligence in Self-Oriented Systems for Cyberspace
As we have already discussed, intelligence does not have a formal definition. In
the past, researchers proposed several novel ideas for evaluating intelligence in the form
of tests [141] and techniques [142]. Several tests are specifically aimed at evaluating
intelligence in humans like the Stanford Binet Intelligence scale [143] and the Wechsler
scale [144]. However, our research focuses on intelligence from a machine and system
point of view, and therefore we will be relying on techniques specifically meant to
evaluate machine intelligence. [145] proposed a few characteristics of intelligent
machines that we use in our research to evaluate the intelligence of our self-oriented
machines. This would assist us in evaluating which systems incorporate more
intelligence characteristics and could be the systems that lead to cyber singularity. The
characteristics are purely based on the state of the art. For every characteristic that maps
to the self-oriented system, we assign a weight 1, and if the character is not found in the
system, we assign a weight 0. A combined score of all the characteristics per system
gives us the intelligence score of the overall system. Based on the intelligence score, we
can plot a graph and deduce several observations. The characteristics of machine
learning considered for evaluating intelligence in cyberspace are as follows
2.4.2.1 Memory and Knowledge: While memory is the internal storage area in
the computer that may be used to store data temporarily or permanently,
knowledge is the possession of information or the ability to locate it. Since
intelligent systems are technologically advanced, memory capacity and
algorithmic knowledge are indispensable for such systems. Considering the
family of self-oriented systems, based on the state of the art, this intelligence

characteristics is seen in Self-Aware Systems, Self-Improving Systems, Self-
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Defending Systems, Self-Controlling Systems, Self-Destructive Systems, Self-
Replicating Systems, Self-Sustaining Systems, Self-Restoring Systems, Self-
Learning Systems, and Self-Organizing Systems.

2.4.2.2 Communication Skills: The ability to communicate drives intelligence
from one system to another. Intelligence cannot be manifested if there is no
capability to communicate. Communication may be defined as the process of
exchanging or imparting information through a carrier. Considering the family
of self-oriented systems, based on the state of the art, this intelligence
characteristics is seen in Self-Aware Systems, Self-Improving Systems, Self-
Defending Systems, Self-Controlling Systems, Self-Destructive Systems, Self-
Replicating Systems, Self-Sustaining Systems, Self-Restoring Systems, Self-
Learning Systems, and Self-Organizing Systems.

2.4.2.3 Creativity: Creativity may be defined as the tendency to generate or
recognize ideas and possibilities that may assist in solving problems. Creativity
is one of the most outstanding features of intelligence. In the self-oriented
systems, this characteristic is shown in self-organizing systems. Considering the
state of the art, no other systems are known to be creative yet [146] [147].
2.4.2.4 Common Sense and Fuzzy Logic: Common sense is the ability to make
judgments. Since we are dealing with machine intelligence here, we take into
account the concept of fuzzy logic which is computing based on degrees of truth
rather than true and false. In a situation where we cannot determine whether a
state is true or false, fuzzy logic provides valuable flexibility for reasoning
[148]. Considering the family of self-oriented systems, given the state of the art,

this intelligence characteristics is seen in Self-Aware systems, Self-Controlling
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Systems, Self-Defending Systems, Self-Restoring Systems, Self-Learning
Systems and Self-Organizing Systems.

2.4.2.5 Symbolic Representation and Abstraction, Comprehension: Abstracting
facts and ideas into a representation of some kind is an intelligence
characteristic. In other words, the capability of a machine to comprehend the
meaning. Cognition is the process of acquiring knowledge and understanding.
The intelligence characteristic of cognition, given the state of the art, is seen in
Self-Aware Systems, Self-Defending Systems, Self-Sustaining Systems, Self-
Restoring Systems, Self-Learning Systems and Self-Organizing Systems.

2.4.2.6 Logical Reasoning and Problem Solving: Yet another characteristic of
intelligent machines is the ability to provide logical reasoning or to solve a
problem. Logical reasoning uses a methodical series of steps based on
mathematical procedures to yield a conclusion. The process of working through
the details of a problem to reach a solution is termed as problem-solving. Given
the family of self-oriented systems, based on the state of the art this intelligence
characteristic is seen in Self-Aware Systems, Self-Improving Systems, Self-
Defending Systems, Self-Destroying Systems, Self-Replicating Systems and
Self-Organizing Systems.

2.4.2.7 Senses as Interfaces to the Environment: [149] defined two methods for
determining interfaces for this characteristic. First, Perception and second,
Pattern Recognition. Although the perception is built from sensation, not all
sensations may result in perception. Therefore, we rely on pattern recognition as
a characteristic to evaluate machine intelligence. Given the set of self-oriented

systems and the state of the art, the systems that are capable of pattern
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recognition are Self-Defending Systems, Self-Controlling Systems, Self-

Sustaining Systems, Self-Restoring Systems and Self-Organizing Systems.

2.4.2.8 Architecture: Although [145] mentioned architecture, behavior and

emotions and, extra material intelligence as three different intelligence

characteristics, we take into account the overall architecture of the self-oriented

systems, as architecture is a broader term and it also influences the behavior of

the system as well as overall intelligence. All self-oriented systems may have

their specific architecture.

Based on the presence of the intelligence characteristics defined by [145], and the

research analysis of these characteristics existing in our defined set of self-oriented

systems, our findings can be summarized as follows (Table 2.3).

Table 2.3: Evaluating Intelligence in Self-Oriented Systems based on Intelligence
Characteristics [145]

Self-
Oriented
System

Memory
and
Knowledge

Commun-
ication
Skills

Creativity
and
intuition

Common
Sense
and
Fuzzy
Logic

Abstraction
and
Compre-
hension
Cognition

Problem
Solving
(logic and
judgment)

Pattern
Recog-
nition

Connected to
( Possibility
of an
architecture)

Total

Self-Aware
Systems

1

1

Self-
Improving
Systems

Self-
Defending
Systems

Self-
Controlling
Systems

Self-
Destructive
Systems
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Self- 1 1 0 0 0 1 0 1 4
Replicating
Systems

Self- 1 1 0 0 1 0 1 1 5
Sustaining
Systems

Self- 1 1 0 1 1 1 1 1 7
Restoring
Systems

Self- 1 1 0 1 1 0 0 1 5
Learning
Systems

Self- 1 1 1 1 1 1 1 1 8
Organizing
Systems

The overall intelligence score is given by the summation of the evaluation scores
per characteristic. If a particular characteristic is seen in the system, we assign the value
1, else 0. Higher the score, the more intelligent is the system as it incorporates more

intelligence characteristics. The same can be represented in the following graph.
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Figure 2.8: Graph based on Overall Intelligence Score
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(Figure 2.8) represents the graph based on intelligence evaluation
characteristics. The axes depict different self-oriented systems [150]. The concentric
circles depict the overall score ranging from 0 to 8. The dots on each of the axes

represent the overall intelligence score of that self-oriented system

2.4.3 Analyzing Intelligence using Graphical Representations

In the above subsections, we have validated our claim using concepts of set theory
and by evaluating intelligence in cyberspace. In this section, we will strengthen our
claim by observing the emergence of intelligence over the last few decades. We have
taken into consideration the technological realm as well as cyberspace for observing the
emergence of intelligence. As we have already defined a family of self-oriented systems
that may be termed intelligent, we will be observing a timeline-based scatter plot graph
to manifest how intelligent systems started surfacing over the last few years. This graph
is based on the extensive survey we performed to identify intelligence in the
technological realm as well as in cyberspace. (Figure 2.9) shows the emergence of
intelligent systems over the last few decades. Each dot represents an intelligent system

that we have discussed above.
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Figure 2.9: Graph depicting Intelligent Systems over the last few years

Based on (Figure 2.9), if we classify all the systems in the horizontal axis as
intelligent systems and study how these intelligent systems have surfaced over the last
few decades, we observe an upward trend in the graph (Figure 2.10). This upward trend

indicates how intelligence has advanced over the last few decades.
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Figure 2.10: Graph depicting growth trend of Intelligent systems in Self Oriented
Systems over the last few years

Similarly, (Figure 2. 11) shows intelligence in cyberspace for all the self-

oriented systems that we discussed previously.

Intelligence in Cyberspace
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Figure 2.11: Graph depicting Intelligent Systems in Cyberspace over the last few years
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(Figure 2.12) depicts how intelligent systems have grown in Cyberspace over

the last few decades. Again, we observe an upward trend in the graph which points out

the advancement of intelligent systems in recent decades.

Years

Intelligence in Cyberspace

Intelligent Systems

Figure 2.12: Graph depicting growth trend of Intelligent systems in Cyberspace over the

last few years

Based on the past works, and analysis and evaluation, we present a comparison

table highlighting our work concerning previous works.

Table 2.4: Comparative analysis of our proposed work concerning previous works

Author Proposed Work Analysis and | Outcome

and Year Evaluation

Kurzweil, | Proposed the idea of | Observation is based on | Possibility of
2005 [16] | technological advancing trends in | technological singularity

acceleration

singularity due to the

of

technology, Law of
Accelerating Returns

in the
decades

coming few
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technological
progress
Vinge, Proposed the | Observation is based on | Possibility of
2008 [11] | possibility of the [ technological growth in | technological singularity
machine being equal | domains like Artificial | in the next few decades.
or more intelligent [ intelligence,
than humans | intelligence
(Artificial amplification,
intelligence, biomedical technology,
intelligence internet or digitization
amplification,
biomedical
technology, internet
or digitization)
Potapov, Proposed the | Theory of metasystems | Predicts the possibility of
2019 [65] | possibility of | transitions and  the | artificial
technological concept of universal | superintelligence
singularity evolution
Our Proposed Existence | Defined a family of | Any system falling into
Proposed |of Singularity in | Intelligent systems, | the family of intelligent
Work, Cyberspace, i.e., | Identified Intelligence | systems defined is
2020 Possibility of Cyber | in Cyberspace, | Intelligent, Intelligence
[151] Singularity Evaluated Intelligence | in Cyberspace Exists
in Cyberspace using | (proven),
machine  intelligence | Cyberspace is a part of
characteristics, Proved | Technological domain so
Cyber Singularity using | if  Cyber  Singularity
Set Theory and | exists Technological
Observed Graph trends | Singularity may  be
possible too, Self-
Organizing systems may
lead to Cyber Singularity
sooner than any other
intelligent systems

Based on the comparative analysis, it is worthwhile to mention that while past

works only contributed to hinting at the possibility of Technological Singularity

observing trends in technological advancement, we have not only proposed the concept
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of Cyber Singularity but have also proven mathematically that Cyber Singularity is a

part of Technological realm. Based on our analysis and evaluation (Set Theory,

Intelligence Evaluation, and Observed Graph trends) since Cyber Singularity is possible

Technological Singularity is possible too.

2.5 Results and Discussions

The following observations have been made.

Since the research focuses on Intelligence in Cyberspace and Intelligence has no
formal definition, in Section 2.3, we propose a set of self-oriented systems to
elucidate the concept of intelligence. The underlying idea is that any system that
may be classified into the family of self-oriented systems proposed may be termed
as an intelligent system.

The concept of technological singularity revolves around human intelligence.
Technological Singularity is perceived as a hypothetical situation that may see
machines gaining the same level of intelligence as humans. We attempted to explore
why humans are taken as the frame of reference for exploring singularity. As we
undertook the endeavor to find species in the biomedical domain that display the
same features as our prescribed self-oriented ‘intelligent’ systems, it was established
that humans satisfy all the characteristics that we proposed for an intelligent system.
This means that if all the characteristics are taken as individual sets, the intersection
of all these sets will yield at least one common element, i.e., human beings. This
validates the fact that human beings are indeed intelligent species and therefore,
technological singularity mentions human intelligence.

[11] estimated the possibility of technological singularity using five domains,

namely Artificial Intelligence, Intelligence Explosion, Internet, Digital Gaia, and
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Biomedical. Singularity from the Cyberspace perspective has never been discussed
before. Since cybersecurity is associated with Artificial Intelligence, Intelligence
Explosion, Internet, and Digital Gaia, we anticipated that there is a cyberspace
domain to the technological singularity which encompasses some parts of all these
domains. Using set theory equations, we were able to prove that: Cyberspace is a
subset of the big set Technological Singularity that encompasses all the other
domains as subsets. Therefore, if singularity takes place in cyberspace (subset), it
will take place in the technological realm too (main set).

Further, to evaluate intelligence in cyberspace and assess the progress that
intelligent machines have made in cyberspace, we performed a score based
evaluation of the self-oriented systems in cyberspace using a set of pre-defined
intelligence characteristics. Cyberspace is one of the most advancing domains in
technology. The evaluation performed is completely based on the state of the art.
Technological advancement is rapid, therefore systems may incorporate intelligent
characteristics in the coming future and gain super intelligence sooner than we
think. Based on the results of our research analysis, it was found that Self-
Organizing Systems have the highest intelligence score which means that these
systems are the most intelligent entities in Cyberspace. Therefore, a singularity in
Cyberspace or Cyber Singularity might be initially possible through one of the self-
organizing systems. Self-Defending Systems and Self-Restoring Systems have the
second-highest score, while Self-Destructive Systems and Self-Replicating Systems
may still need to incorporate more intelligence characteristics to establish Cyber

Singularity.
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Given the fact that some systems like cyber-physical systems incorporate most of
the machine intelligence characteristics and those bots are capable of authenticating
themselves as humans, there might be a possibility that entities in cyberspace may
have already gained human-level intelligence or are almost on the verge of gaining
human-level intelligence. Cyber Singularity could just be around the corner or may
have already happened without the knowledge of humans and might be making its
way to other domains that are associated with it.

Based on the graphical representations, we observe that Technological Singularity
has already started making its presence felt by showing signs of intelligence
advancing in the last few decades. In both, the technological realm as well as in
cyberspace, an upward trend in graphs (Figure 2.10 and Figure 2.12) is seen. This
upward trend indicative of the advancement of intelligent systems or intelligence.
The presence of intelligence in cyberspace manifests the possibility of Cyber

Singularity.

2.6 Conclusion and Future Work

In this paper, we have attempted to present the concept of Technological

Singularity from the Cyberspace perspective, i.e., Cyber Singularity. Since singularity

deals with the concept of intelligence and intelligence may be defined in many ways,

we present our approach to defining intelligence using a set of self-oriented systems that

can perform specific tasks. This capability is on par with intelligence, thus any machine,

entity or system that may be classified into this family of self-oriented systems may be

termed intelligent. We identified entities in the biomedical domain and established that

humans indeed are one of the most intelligent species, and therefore human intelligence

is used as a frame of reference when dealing with the concept of singularity. As we
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further identified intelligent entities in cyberspace, we could validate our claim that
intelligence exists in cyberspace and therefore, the advancement of this intelligence may
lead to a cyber singularity soon. We have successfully proved that cyberspace is a part
of the technological domain, and that cyber singularity is a subset of technological
singularity using the mathematical concepts of set theory. This strengthens our claim
that if cyber singularity takes place shortly, it may expand to associated domains and
may lead to technological singularity sooner than anticipated. Further, we evaluate the
intelligence of our self-oriented systems in cyberspace using some defined machine
intelligence characteristics. We conclude that Self-Organizing Systems are the most
intelligent Systems in Cyberspace while Self-Defending Systems and Self-Replicating
Systems are the least intelligent systems in Cyberspace. Finally, observed graph trends
vouch for the presence of intelligence in the technological realm as well as cyberspace,
thus strengthening our claim that a cyber singularity is possible soon.

In the future, we would like to identify if there exist some other domains that
may witness the possibility of domain-specific singularity. For now, we know that
Cyberspace may have its Technological Singularity, the so-called Cyber Singularity.
There may be other domains too that may witness technological singularity. We also
hope to discover more sophisticated metrics weighing techniques to justify our claim
better. As we mentioned, Cyber Singularity may have already started making its way or
may have already happened without our knowledge. Either way, it will have an impact
on Technological Singularity which may arrive sooner than researchers have
anticipated. To ensure that cyberspace is not controlled by intelligent but malicious
entities, sophisticated systems need to be introduced, which could also be our future

work
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Chapter 3

SOME CYBERPSYCHOLOGY TECHNIQUES TO DISTINGUISH HUMANS
AND BOTS FOR AUTHENTICATION

In the previous chapter, we established how intelligence exists in cyberspace,
and could potentially lead to cyber singularity. In a world where artificial intelligence is
one of the greatest assets, unmanned operations seem to be the future. The world of
cybersecurity is witness to numerous system break-ins for the purpose of gaining
access. One of the ways to gain access to systems is fulfilled by authentication, the
process where an entity verifies who he or she claims to be to access a system. With
network traffic increasing day by day, bots form a huge chunk of the network traffic.
Over the last few years, bots have been trained to imitate human beings to gain access
to computer-based systems. Traditional authentication methods are based on what we
know, who we are and what we have, and can be bypassed easily these days. Bots have
been known to imitate human beings to gain access to systems by identifying captchas
and picture-based authentication systems. A bot gaining access to sensitive data may
have severe repercussions. Thus, there is a need to introduce certain parameters that
could easily tell apart a bot and a human being. One of the primary factors that
differentiate bots and human beings is the kind of psychology embedded in humans. In
this chapter, we identify a set of cyberpsychology factors that could differentiate human
beings from bots. This may prove to be beneficial for the purpose of authentication

where a human being may be able to authenticate himself/herself based on his/her
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psychology, whereas a bot may not be able to do the same because of the lack of its
thinking capabilities. Therefore, the issue focuses on three important domains, that is,

cybersecurity, artificial intelligence and cyberpsychology.

3.1 Introduction

Cyberpsychology underpins the phenomenon of the human mind and its
behavior with respect to human interaction as well as communication of both man and
machine. It highlights the effect of cyberspace interactions over individual minds.
Moreover, it considers how humans and technology interact with each other. [152]
[153] [154]. Thus, it encompasses all psychological phenomenon associated with or
affected by emerging technology. A significant fraction of the internet traffic is made up
of bots. A bot may be defined as a software application or script that can perform
automated tasks and commands. They may perform malicious tasks and remotely take
control over a system. They can not only perform large operations while still remaining
small but may also compromise open-source and unsecured devices. With artificial
intelligence gaining tremendous success, it is possible for a bot to access a system and
authenticate itself as a human being. Authentication ensures that an individual is who he
or she claims to be. If a bot can authenticate itself as a human being, and gains access
to a database that incorporates sensitive data, the results may be catastrophic. In the
past, several techniques have been used along with credentials to enhance system
security in form of captchas or image recognition techniques. However, over the years,
bots have become sophisticated enough to break captchas and recognize images as good
as humans would do. This makes distinguishing a bot behavior from humans difficult
for the purpose of authentication, thereby seeking powerful methods to tell a bot and

human apart. Cyberpsychology, the study of human mind and behavior while

70



interacting with machines comes into the picture here. What differentiates a human
from a bot could be the ability of humans to think whereas bots may only be fed
training data to either predict a test data or provide an output based on its input. In this
paper, the issue being undertaken is the fact that sophisticated bots have been known to
authenticate themselves as human beings. The results of this kind of inappropriate
authentication could have catastrophic results in the future. Thus, the need arises to
prevent the bots from performing such inapt activities, and hence we are motivated
towards finding parameters that could provide aid in differentiating humans and bots
when it comes to authentication. The design of the research is based on identifying
certain authentication methods proposed in the past, why they failed and how bots could
bypass those. On basis of that we suggest certain cyberpsychology techniques that could
strengthen the procedure of authentication such that a bot cannot imitate to be a human.
In the later part of the research, we propose cyberpsychology characteristics as one of
the important criteria for distinguishing robot and human behavior. The characteristics
are evaluated non quantitatively to find out which characteristics can contribute to
differentiating human and robot behavior. The novelty that we bring to this research lies
in the emerging field of cyberpsychology which has not been considered in depth for
the purpose of distinguishing human and bot behavior for the purpose of authentication.
Based on the proposed techniques, we present some results that support our proposal.
Further, we chalk out a graph based on certain cyberpsychology characteristics to
deduce which characteristics are likely to have more impact in this process of human
and bot behavior discrimination. The rest of the paper is organized as follows: Section
3.2 incorporates Literature Survey while Section 3.3 details the proposed work. In

section 3, subsection 3.3.1 underpins the proposed techniques, whereas subsection
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3.3.2 mentions the cyberpsychology characteristics. Section 3.4 highlights the
implementation and evaluation of the proposed research work. Section 3.5 and Section

3.6 present the results and conclusion.

3.2 Related Works

In this section we will discuss some of the previous authentication methods that
were proposed and were easily bypassed by bots. Moreover, we analyze these methods
and also perform their critical evaluation so as to find their limitations. This would
assist us in verifying the strength of our approach.

[155] proposed a biometric knowledge based two factor authentication
mechanism. The underlying idea is based on a combination of two attributes: something
you know (basically a key in this case) and something you have (biometrics). The aim
of the research is to provide confidentiality of credentials from phishing and man in the
middle attacks. We know that two factor authentication or two step verification is a
security process in which the user provides two authentication factors to verify they are
who they say they are. The extra layers of security added by two factor authentication
goes through Application Authentication, Standard Login, OTP generation and OTP
delivery. Two factor authentication can be bypassed by conventional session
management, OAuth mechanism, Brute Force and race conditions. Bots can be
programmed accordingly to outperform authentication. They could be programmed to
enter valid credentials and compromise devices that would receive OTP to bypass
authentication process as well.

[156] proposed a voice biometrics based authentication system for speaker
verification, The proposed technique is a combination of speech processing and

biometrics that matches data from a voiceprint database to verify the authenticity of a
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user. In present day voice (biometrics) is used as a means for authenticating individuals.
Voice recognition is the technology by which sounds, words or phrases spoken by
humans are converted into electrical signals, and these signals are transformed into
coding patterns to which meaning has been assigned [157]. Based on the signals and
coding patterns individuals are identified and authenticated. Template matching and
feature analysis are the two approaches to voice recognition, and since they exist as data
in databases, if compromised, their purpose is defeated. Another way of undermining
authentication is the introduction of voice editors. Voice manipulation caused by voice
editors is a security threat. There could be audio files of entities supposedly speaking
words that they never uttered. It is possible to change contents in an otherwise
legitimate audio file. They could be used to implicate someone in a criminal act they did
not perform. So even though using voice metrics increases security, it can also be used
to sabotage systems.

[158] and [159] introduced picture based authentication techniques. The system
gives a picture and the person supposed to be authenticated is supposed to describe the
picture. The way it works is that users select concrete category of images, which they
may be presented later in a grid format and asked to describe. With the introduction of
image recognition systems like CaptionBot, the method becomes futile [160].
CaptionBot- Microsoft’s latest artificial intelligence was introduced to identify pictures
and provide captions describing them. It relies on two neural networks that deal with
image recognition and natural language processing respectively. So, a bot has yet again
disrupted human authentication. Turing [161] proposed the Turing test which is a
method for determining whether or not a computer is capable of thinking like humans.

A computer chatbot named Eugene Goostman, who had the persona of a 13-year-old
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boy could pass Turing tests to convince that it is a human [162]. Turing tests have been
useful in authentication. CAPTCHA (Completely Automated Public Turing Test to Tell
Computers and Humans Apart) is a kind of Turing test in which users may be required
to view a distorted string of alphanumeric characters in an image and enters the
characters accordingly. Robots have the capability to beat captchas like “I am not a
robot” [163]. Thus, Turing tests can fail. In the past, Turing tests have been conducted
for machines to generate human like behavior. The Turing test does not directly test
whether the computer behaves intelligently but if the computer behaves like a human
being. Since human behavior and intelligent behavior are not exactly the same thing, the
test can fail to accurately measure intelligence in many ways. Using a capacitive stylus,
a robot may physically move the mouse on the trackpad, as if it were a real human
wiggling their finger around. Sometimes humans can fail the Turing test as well making
it insignificant for distinguishing humans and bots.

[164] proposed biometrics based authentication technique. Biometrics is the
measurement and statistical analysis of people's physical and behavioral characteristics
and is used for identification and access control, or for identifying individuals. The
basic premise of biometric authentication is that everyone is unique, and an individual
can be identified by his or her intrinsic physical or behavioral traits. However, they are
prone to certain issues. The biometric data may be stored as a mathematical snapshot in
a database. While authenticating an entity, the data is compared to the entered
biometric. If the database is compromised, it leads to serious security issues as
biometrics cannot be reproduced. They can be easily hacked and lack revocability

[165]. Bots can easily bypass biometric authentication as well.
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Bots and robots perform the same tasks as humans; however, robots are more
mechanical as compared to bots which are more inclined towards the software side.
Although robots have several cybersecurity issues associated with them, have been
known to access systems by clicking on the ‘I am not a robot’ boxes using stylus.
Moreover, on basis of how a human being moves a mouse, moments before they click
on it, Google has come up with a concept of identifying a robot from a human being.
The concept does not rely on user interaction with the system but just the tracking
movement of the mouse. However, it may be ineffectual as just by mere tracking
movements of mouse it cannot be determined if the user is human or not.

[166] proposed authentication based on logic. Several protocols along with their
attributes have been studied for the research. Several other researchers have come up
with authentication techniques based on Fuzzy logic [167] [168]. A bot may be capable
of carrying out complex series of actions automatically and programmable by computer.
Since it is computer oriented, it relies on logic. So, logic cannot be used to differentiate
a human being and a robot as it varies from person to person. Also, logic is something
which is confined to a human being making it more of a biometric thing, which we
know could be compromised. Similarly Intelligent Quotient (IQ) can be used to assess
intelligence by introducing a series of standardized tests and questions [169]. It has been
found that in the past, robots have been programmed to maintain different levels of 1Q
so as to imitate human beings from different ages. So, logic and IQ do not serve as a
basis for differentiating humans from bots.

As we have seen, certain authentication procedures were proposed in the past
and they have been known to get compromised by devices. Therefore, there is a need to

find a way that could distinguish bots and humans. We know that bots are immune to
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emotions and other psychological elements, therefore we consider cyber psychological
techniques to tell apart a human and a robot while considering authentication which we
will indicate in the next few sections. In the later section we consider cyberpsychology
characteristics in form of quotients and their impact on bots.

Thus, we have listed several of the techniques that have been used in past for
authentication and how they could be easily broken by bots and robots. The weaknesses
found in these systems hint at finding much more sophisticated methods that could
distinguish between a human and a bot so that bots cannot imitate humans to gain

unauthorized access to systems.

3.3 Proposed Work

In the previous section, we listed some of the authentication methods that are
capable of being easily bypassed by the bots. Since bots are becoming sophisticated
with the increasing use of neural networks and several other machine learning
techniques to imitate humans for accessing systems, it is important that we identify
ways that would not allow unauthorized access by bots. As mentioned earlier we are
relying on the discipline of cyberpsychology to mitigate the issue. Cyberpsychology
pertains to the thinking ability that humans possess, therefore authentication techniques
may allow humans access to the system while denying the same to bots because of their
lack of conscience. To solve the issue, we propose two approaches., hence we divide
this section into two parts. In the first half of the section, we propose some
cyberpsychology techniques that could tell apart a bot and a human being.
Consequently, some implementation has been performed in the Section 3.4.1. In the

second part, we introduce the concept of cyberpsychology characteristics to

76



differentiate a human and bot, the evaluation of which is presented in the

implementation section.

3.3.1 Cyberpsychology Techniques Proposed

We have already discussed how bots can vandalize the process of authentication
and gain access into a system. We rely on the concept of cyberpsychology to ensure that
bots can be differentiated from human beings when it comes to authentication.
Cyberpsychology is the combination of psychology and cyberspace. It is concerned
with the psychological effects and implications of computer technologies. We rely on
psychology because that is one of the primary aspects that differentiates human beings
from bots. It is the process of control and communication with the help of studying
mind and behavior. There is difference in the way a human interacts with a system and
a bot interacts with a system. We consider these subtle differences related to psychology
and present a set of techniques in this section that could identify a bot and deny access
to it. Humans think on basis of instincts and emotions whereas robots and bots think on
basis of sensors and environment. Robots and bots work by taking outputs from sensors,
sending them to a microprocessor and running predetermined software routines to
produce instructions for the robot’s actuators to alter movement. They may also imitate
behavior of organisms like insects. As we know Turing tests have been conducted for
machines to generate human like behavior. The Turing test does not directly test
whether the computer behaves intelligently. It tests only whether the computer behaves
like a human being and the test can fail to accurately measure intelligence in many
ways. Our primary focus would revolve around the behavior aspect and not the

intelligence aspect. Cleverly chalked questions or psychological interrogations can be
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instrumental in contrasting the behavior of bots and humans. We have considered two
sections to identify the differences between humans and bots. The first section deals
with the different types of questions, events, abilities of bots that distinguish them from
humans, whereas in the second section we consider different psychological quotients
that deal with specified quality or characteristics. The techniques identified are as
follows.

a. Asking Identical Questions: Psychologists use the technique of asking
identical questions to people to ensure transparency. The human brain
can comprehend those identical questions refer to the same idea, and end
up presenting identical answers to the set of similar questions asked.
However, in case of bots, the questions represent a series of data. When
different questions related to the same idea are asked to a bot, it
interprets the questions in a different manner as the data produced for
multiple questions pertaining to the same idea may differ and may
present distinct responses. For E.g., Consider the question “How was
your day?”. A robot may comprehend it in a different manner than the
question “How was the day?”. It is unlikely to get the same answer for
both the questions. “If you had a lot of money, what would you buy?
What is that one thing that you want to buy the most? Name a thing
whose purchase will make you immensely happy.” are different versions
of the same question and a robot may reply differently to each of them.

b. Picture Description: In the previous section we mentioned that
CaptionBots are effective in describing images. So, if a robot is asked a

psychological question regarding a picture. For e.g., “Describe the
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picture.”, CaptionBot makes it quite easy for the bots, the reason being
that it relies on two neural networks that deal with image recognition and
natural language processing respectively. From cyberpsychology point of
view, there is a need to introduce modification to the picture in question.
One can randomly draw pictures using tools like paint and occupy the
images with colors that the images naturally should not bear. For eg, we
draw a cat using the paint tools and not color it black or white or brown
which a cat may usually be. Instead, we impart it a color that is
unreasonable say for e.g., Blue. The human mind can comprehend a blue
cat whereas a bot may not be successful in doing so.

Grammatically incorrect pages or Verbal Linguistics: Another
psychological technique that could be used while interacting with a bot is
the use of correct grammar. A bot may not be capable of translating one
language to another with correct syntax and semantics. The very basic
example that could be considered is the google translator. Although it is
easy to translate small sentences, complex sentences are not easy to
translate and produce erroneous results. For e.g., the sentence ‘Amid
OKOLTIGTE TOVG MHOVS cog pakpld’ in Greek refers to “Just wipe that dirt
off your shoulder” whereas Google Translator shows it to be “Just wipe
your shoulders away”, which alters the original sentence to a great
extent. A bot may be asked to translate a complex sentence in one
language to another language and grammatical errors following could

hint at the bot being a non-human.
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d. Spatial Visualization ability: Spatial visualization ability or visual-spatial
ability is the ability to mentally manipulate 2-dimensional and 3-
dimensional figures. It is typically measured with simple cognitive tests
and is predictive of user performance with some kinds of user interfaces.
Since the ability deals with looking at images, analyzing them and
manipulating them, it may be toilsome for a bot to perform if not
programmed accordingly. Sometimes bots face difficulty in visualizing
and analyzing multi-dimensional objects. Although a bot may be
somewhat trained, but it would lack the accuracy for a different set of
images. On the other hand, a human being possessing the ability to
inspect an image may be efficient at spatial visualization ability.

e. Test of Creative Thinking: Creativity is the use of imagination or
original ideas. Since it focuses on original ideas, bot may not be creative.
Sure, it can be trained, it can imitate the behavior of other entities, but as
of now bots have yet to be praised for their creativity such that they do
not rely on neural networks or other artificial intelligence models. Test of
creative thinking can differentiate between a human and a bot to some
extent. Creative thinking based situational questions may be effective in
distinguishing a bot and a human. For example, the bot is given a
situation “What will you do if your house burns down?” or “Would you
rather sacrifice one adult to save two children, or two children to save
five adults?”. The answers may vary to these questions, but it's the

explanation on basis of which differentiation could be done.
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f. Comprehending Tricky Questions: Bots have the inability to infer
precarious questions. One of the reasons for this is because they try to
evaluate all the questions on basis of signals and data. But there could be
questions that are easily understandable by humans and not bots because
they cannot differentiate between entities (living and nonliving).
Everything is regarded as data for bots. For e.g., consider a question
“God asked Abraham to sacrifice his son, Isaac, because he wanted to
test his faith. Whose son and whose faith are we talking about?”. Such
questions can be answered correctly by humans in most cases but not in
case of bots.

g. Summarizing a paragraph: The act of summarizing a paragraph requires
understanding, analyzing, interpreting, and formulating an idea
incorporated in the paragraph. It is difficult to condense a five hundred
word essay in fifty words, or more practically, a one page paragraph into
two sentences. This could be achieved exclusively by humans who are
adept in the technique of skimming through the paragraph, understanding
what information to include and what information to eliminate. Humans
will be more capable than bots to get the general idea of a paragraph and
can summarize it better than bots. A bot may be given a comprehension
paragraph and asked the underlying idea behind it in the form of multiple
choice questions.

h. Tricky Interrogation: Intuitive questions that question observation,
comprehension and judgement may pose a difficult situation for bots.

Consider the question “John lost his dog in Central Park. His dad put on
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his boots and went to help John to find it. Why did his dad put on his
boots?”” The answer to the question could be “Because he was going
outside” and extracting an answer about which nothing has been
mentioned in the question from an artificial system will be hard, because
the fact that you suppose to wear boots when you go to Central Park is
not stated explicitly in this text. The bot is incapable of making well
thought of answers to questions like these.

Pronunciation: When it comes to pronunciation, bots are ahead of human
beings because bots can be trained phonetics rules and can have a clear
understanding as to how to pronounce even the toughest words. But this
capability of bots can also be used to differentiate them from human
beings. For example, consider the word ‘knapsack’, and the bot is
supposed to pronounce it. As a human being the pronunciation may
differ, but for a bot it will differ significantly. The reason is that there is
a catch in the word ‘knapsack’. A human mind comprehends the first
letter as ‘K’ whereas a bot will always comprehend it as Greek letter
kappa (x), hence altering the pronunciation significantly. Hence
pronunciation is yet another factor that can differentiate between a
human and a bot.

Differentiating between Positive and Negative sentences: The concept of
positivity and negativity is largely driven by instincts which bots
thoroughly lack. They can only differentiate between a positive and
negative even because of the input given. Since they cannot comprehend

the idea underlying those events and their aftereffects, they cannot
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differentiate between slightly complicated positive and negative events.
A bot will consider a negative event by filtering contents like “no”,
“deny”, “never”, “negative”, etc. For example, “Elly feels happy
squeezing her pet down the drain” or “Elly loves burning trees” are
negative events but the bot may perceive it positively due to encouraging
phrases like “happy” and “loves”.

Sophisticated Covert Questions: Sometimes bots pretending to be
humans, if not smart enough tend to answer questions about themselves.
For example, they will tell you what algorithm they are using, how much
power they are using, how long they will last without charge etc.
Comprehending Internet Memes: Memes are forms of pictures, video
clips, films, graphics, texts, quotes, animations existing independently or
combined as a mode of expression [170]. With the internet being flooded
with memes these days, which may be specific to languages across the
world, geographic regions and domains (film industry, sports industry,
finance industry etc.), it may pose a serious challenge for a bot to imitate
as a human being for interpreting a meme. A specific meme template
may infer specific information to a given group, the same template may
be applied to another domain imparting new information. Sometimes,
memes are difficult for humans to comprehend, which is why it might be

even more difficult for a system to interpret it [171].
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3.3.2 Some Cyberpsychology Characteristics to Distinguish Humans and Bots

In the previous subsection we have seen how cyber psychological techniques in
the form of questions can address the issue of bot behavior versus human behavior for
the process of authentication. There is another approach involved for the same which
we will be discussing in this section. Psychology involves characteristics of human
behavior in form of certain measures which may or may not be quantitative. However,
based on our analysis, insight and investigation we assign them qualitative values very
low, low, medium, high and very high, which will further be used in our evaluation in
the next section. Each of the characteristics has its own definition and is associated with
a certain level of human behavior that can differentiate it from bots. The idea is to find
significance measure of each characteristic when it comes to differentiating human and
robot behavior by assigning them values. We take a look at seven such characteristics,

(Figure 3.1) is a representation of the same.

[ Characteristics ]
Mg
[#] EQ Ma PQ a ca sQ
Intelligence Emational Moral Physical Managerial Creativity Spiritual
Quotient Quotient Quotient Quotient Quotient Quotient Quotient

Figure 3.1: Representation of the seven characteristics of cyberpsychology

a. Intelligence Quotient: Intelligence Quotient (IQ) is the measure of intelligence

of an individual derived from the results obtained from specially designed tests.
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The formula is given by the mental age of an individual by its chronological age
, multiplying the result by hundred. It leads an individual to think, make cause
effect analysis, perform math, and create a level of understanding.However, it
does not measure the intelligence of an individual but cognitive and intellectual
abilities. In the section pertaining to literature survey, we have discussed how
bots can be programmed to maintain different levels of IQ so as to imitate
human beings from different ages and that logic and IQ do not serve as a basis
for differentiating humans from bots. This makes it impossible to distinguish a
human and bot on basis of 1Q, although it is predicted that in coming years bots
may have an IQ which will be higher than humans. All the above analysis makes
IQ imprecise to differentiate human and bot behavior. So we assign it a low
value. The reason we have not given it a very low value is because sometimes
there can be questions that bots can answer and humans cannot or vice versa, so
that may highlight the differences to some extent.

Emotional Quotient: Emotional intelligence or Emotional Quotient is the ability
of individuals to recognize their own emotions and those of others, and also be
able to understand different feelings, to label them appropriately. The emotional
information is to manage emotions to adapt to environment [172]. It also deals
with the concept of sensitivity, empathy and courageousness. Bots have been
known to gain emotional intelligence according to recent studies. Chatbots have
been known to carry out conversations with emotions like happiness, sadness
and disgust. So even though Bots can be fed emotional intelligence, they would
still lack emotional instincts. The feelings of anger, fear, disgust and empathy

only exist as data in the bots and bots can only be trained to exhibit those kind of
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behaviors. The researchers are still far away from building a machine that would
completely understand users’ emotion. This makes emotional quotient not very
useful in distinguishing human and bot behavior. However there can be certain
scenarios where test of creative thinking and classification of positive and
negative events can come into play, thus making it one of the important
characteristics for classification. Thus we assign the value medium for
differentiating humans from bots on basis of emotional intelligence.

Moral Quotient: Moral Quotients is associated with the perception of social and
working life. It deals with features like moral intelligence, honesty, integrity,
compassion, patience, responsibility, tolerance, honesty, commitment and
maintain, requiring energy, enthusiasm and effort, mostly unavailable in a bot.
So a moral quotient can be given a value very high for distinguishing human
behavior from a robot.

Physical Quotient: Physical Quotient (PQ) indicates the capacity to work
through situation through your physical proves. That means effective and
efficient use of your hand eyes coordination.Along with that it takes into
consideration reactions, feelings, thoughts, confidence and resilience of
individuals. Even though robots can successfully coordinate movement of their
components, the cause effect existing in human body coordination is something
robots lack, thus making Physical Quotient a very high requirement for
distinguishing between a human and a bot. A bot (if needed) may have a body
made of components, however it will not be as effective as a human body thus

making Physical Quotient one of the most important characteristics.
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Managerial Quotient: Managerial Quotient can be defined as the collection of
political, emotional and intelligence quotient [173]. Political intelligence
indicates people’s ability to analyze the impact of event, to create power
resource and to use power. A bot may have a very high emotional or intelligence
quotient, but it will still find it hard to make decisions on the basis of political
quotient. In other words a bot is incapable of analysing an event or deciding how
to use power However, in the case of quantitative terms it may assign tasks,
responsibilities to lower level functional components, on the basis of certain
calculations and predictive outcomes. So the requirement for this quotient as a
characteristics to distinguish human and bot behavior could be moderate or
medium.

Creativity Quotient: Creativity Quotient may be defined as the ability to
promote novel ideas and manifest them from thought into reality. The process
heavily relies on original thinking and then producing. As we know that bots
lack creative thinking and can either imitate behavior or learn , they are
incapable of coming up with novel ideas , thus making creativity quotient as one
of the important measures in distinguishing human and bot behavior. Thus the
value assigned is very high for this characteristic.

Spiritual Quotient: Spiritual Quotient could be defined as the central and most
fundamental of all the intelligence, because it becomes the source of guidance
for the others. Human beings are essentially spiritual creatures because we are
driven by a need to ask 'fundamental' or 'ultimate' questions. Who am 1 ? Why
was I born? Why am I suffering ? Neither animals nor machines have been

known to come up with such questions. It also takes into account self awareness,
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principles, positive use of adversity and sense of vocation. All these features are
non existent in a bot making it one of the important characteristics to distinguish
between a human and a bot. Thus the value assigned is very high for spiritual

intelligence.

3.4 Implementation and Evaluation

In this section, we present implementation of some cyber psychological
techniques discussed in the previous section. Although there may exist several ways to
implement each of the techniques proposed, here we present only three methods
considering the ease of implementation. Further, based on the qualitative values
assigned to each of the cyber psychological characteristics, we present a graphical

representation comparing various cyberpsychology quotients.

3.4.1 Implementation for Cyberpsychology Techniques

In this section, we have taken three cyberpsychology techniques, basically,
picture description, pronunciation and grammatically incorrect pages or Verbal
Linguistics. Although, several other techniques have been proposed in the previous
section, we have highlighted these three specific techniques for the ease of their
implementation.

a. Picture Description: Since the idea is to introduce modification to an image
such that a human can comprehend it but not a bot, we uploaded a picture
to captionBot that was rendered using graphic tools like MS Paint. The
picture incorporates a blue sun and a purple cloud (Figure 3.2). This image
can be easily understood by a human being but not by a bot, since for a bot

a sun is supposed to be round with colors defined like yellow, orange or
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red, defined within a specific range. When the picture was uploaded to
CaptionBot, it could not recognize the image. Hence it could be an
efficient method for authenticating humans. The picture uploaded is as

follows. CaptionBot describes it to be a logo.

I think it's a close up of a logo.

Figure 3.2: Figure showing what CaptionBot described the image to be.

b. Pronunciation: This cyberpsychology technique deals with the idea of
replacing alphabet characters by symbol characters which bear a close
resemblance to it. So, symbols like 1 (eta), p (rho), y (gamma) and B (beta)
can be replaced with alphabets like n, p, y and B due to their striking
resemblance. When a website was asked to pronounce the word ‘knapsack’
it kept on asking ‘Did you mean knapsack?’ as it could not afford the
pronunciation for Greek letter kappa (‘x”) which is identical to alphabet
k.

c. Grammatically incorrect pages or Verbal Linguistics: The idea acquainted
with this technique is that bots may not be very good at translating

languages. The following figure (Figure 3.3) exhibits the same. The
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translation of a sentence from Polish to English does not match when
reversed. A bot may not be efficient at translating correctly which could be
a factor in discriminating a bot against a human.

Google

Einglinh | Gpandali Pl Dol lmigauge = % Dl Gpabl  Polsh m

To sa chuje. Ja Ich znam * | They ate hiding, | know them,

4m- T
Google
Translate

Unglsl Spatesh Pl Delect lapage = & Dbl Spasli Pk m

They are hiding, | know them " | Ukrywaja sie, Ja znam je

Figure 3.3: Figure representing translation issue when the system is asked to translate a
particular sentence.

3.4.2 Evaluation of Cyberpsychology Characteristics

We have described seven cyber psychological characteristics in order to bring
out the differences between a robot and a human. We have also assigned them with
values ranging from very low to very high. Based on the analysis, we can present the
data in a graph as follows. The following graph is a representation of unquantified data

that has been given some values based on the importance of each quotient.
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Spiritual Quotient

% Intelligence Quotient

Emotional Quotient

Managerial Quotient  “~ %’ Physical Quotient

®  VeryLow
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®  Medium
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®  Very High

Figure 3.4: Graph depicting values assigned to different cyberpsychology characteristics

Alternatively, the graph can be represented as follows.
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Cyberpsychology Characteristics

Very High
High
Medium
Low
Very Low

Intelligence Emotional Moral Physical Managerial Creativity Spiritual

Assigned values

Quotients

Figure 3.5: Alternative graph representing assigned values to different characteristics

3.5 Results

We have described two approaches for tackling the tricky situation of a bot
versus human behavior for the purpose of authentication. On one hand we have
proposed certain cyberpsychology techniques in the form of questions and on the other
hand we describe a set of characteristics for the same. To evaluate the plan, while
authenticating, the user may be asked a set of random questions based on
cyberpsychology techniques. The characteristics offer a way to find out which
characteristics can differentiate a bot and a human appropriately. Once we find out the
characteristics that dominate as a standard for distinguishing human and bot behavior, a
user may be tested on the basis of questions pertaining to the characteristics. We present

the observations for each of the proposed techniques as follows
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3.5.1 Analysis of the Proposed Cyberpsychology Techniques

We have performed the implementation of three proposed cyber psychological
techniques i.e., Picture Description, Pronunciation and Grammatically incorrect pages
or Verbal Linguistics. Using CaptionBot, we were able to differentiate a human and bot
based on interpreting an image. CaptionBot, which is quite efficient in recognizing
objects from their pictures was unable to recognize when images were drawn using
computer system tools. A picture of a blue colored sun and purple colored cloud could
not be recognized by the system due to the unexpected strokes and color outside the
permitted values, thus strengthening our proposed technique. For the second
implementation, we chose to replace a character in a word with a symbol that looks like
the replaced character. A human may not notice such a trivial difference for the process
of pronunciation, a bot however will since each character holds a specific ASCII
(American Standard Code for Information Interchange) and Unicode in its system. No
two characters could have the same ASCII value; therefore, the system cannot
pronounce a word that has a character replaced with another character that looks almost
like the replaced character. Thus, our approach is meticulous.

Finally, a bot may not be as apt as a human being in translating languages. A
bilingual human will effortlessly present one language in form of another and vice versa
without any changes. However, in our implementation we find that the bot translates a
sentence from English to Polish to yield a set of characters in a sentence. However,
when the same set of characters (Polish) are converted to English, we do not obtain the
initial sentence. Thus, an affirming method to distinguish between a human and a bot is

Grammatically incorrect pages or Verbal Linguistics.
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3.5.2 Qualitative analysis of cyberpsychology characteristics

Assigning the qualitative values to the cyber psychological characteristics, we
yield a graph from which it is evident that characteristics like Moral Quotient, Physical
Quotient, Creativity quotient and Spiritual Quotient may be highly regarded to tell apart
a bot and a human. On the other hand, Intelligence Quotient, Emotional Quotient and
Managerial Quotient may not be proficient enough for the same. This is because,
Intelligence, Emotions and Managerial aspects could be fed into a bot by virtue of
programming. However, inducing Morals, Creativity, Spiritualism etc. may take more

effort.

3.6 Conclusion and Future Work

It is evident that bots have been vandalizing systems to gain access. As the
results following this could be catastrophic, certain approaches have been suggested. In
the past, several methods have been introduced for human authentication and we have
discussed how bots can bypass those. The former section of the article highlights
cyberpsychology techniques which incorporate picture description, pronunciation,
translation, classifying positive and negative events etc. that differentiate a bot from a
human for the purpose of authentication. The latter part focuses on cyberpsychology
characteristics in form of quotients to find what quotients may be worthwhile in
distinguishing a bot and a human. The concepts have been supported using
implementation results for cyberpsychology techniques and graphs for cyberpsychology
characteristics. In future, there may be rampant increase in bots taking over the systems
and authenticating themselves as human beings. Several questions similar to the ones
described in the cyberpsychology techniques could be useful to prevent inaccurate

authentication as they could put bots in a fix. We have concentrated on implementing
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few of the cyberpsychology techniques due to the ease of implementation. This paper
introduces several approaches to discriminate bot behavior from humans, which is
important for the purpose of authentication. In future, we would like to present
implementation of the suggested techniques as well. Moreover, certain cyber
psychological characteristics have been considered for this article, many more still exist
like HQ (Health Intelligence Quotient) DQ (Daring Intelligence Quotient) AQ
(Adversity Intelligence Quotient) etc. They could also be used as parameters to tell a
human and a bot apart, as psychology comes into play. The introduction of an
appropriate fourth factor of authentication could do wonders, the ones that have been

introduced in the past are not very sophisticated.
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Chapter 4

A NOVEL LSTM-CNN-GRID SEARCH BASED DEEP NEURAL NETWORK
FOR SENTIMENT ANALYSIS

In the previous chapter, we acquainted ourselves with some cyberpsychology
techniques for distinguishing humans and bots from authentication. While techniques
like picture description and sentiment analysis are well-explored areas, several proposed
methods like comprehending internet memes and tricky interrogations are yet to be
explored. Since Sentiment analysis is one of the most researched areas, it would be
interesting to analyze the results pertaining to how good machines are at differentiating
positive and negative sentences. As the number of users getting acquainted with the
Internet is escalating rapidly, there is more user-generated content on the web.
Comprehending hidden opinions, sentiments, and emotions in emails, tweets, reviews,
and comments is a challenge and equally crucial for social media monitoring, brand
monitoring, customer services, and market research. Sentiment Analysis determines the
emotional tone behind a series of words that may essentially be used to understand the
attitude, opinions, and emotions of users. We propose a novel Long Short Term
Memory (LSTM) - Convolutional Neural Networks (CNN)- Grid Search-based Deep
Neural Network Model for Sentiment Analysis. The study considers baseline algorithms
like Convolutional Neural Networks, K-Nearest Neighbor, LSTM, Neural Networks,
LSTM-CNN, and CNN-LSTM which have been evaluated using accuracy, precision,
sensitivity, specificity, and F-1 score, on multiple datasets. Our results show that the
proposed model based on hyperparameter optimization outperforms other baseline

models with a satisfactory overall accuracy.
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4.1 Introduction

Sentiment Analysis is one of the most common and challenging problems in
Artificial Intelligence. It uses automated tools for detecting subjective information like
opinions, attitudes, and feelings expressed in text [174] and is applied across news,
blogs, and social networks [175] [176]. Sentiment analysis detects polarity (positive or
negative opinion) within the text, which may be in the form of a document, paragraph,
sentence, or clause [177]. It finds use in businesses so that the sentiments of customers
towards a product may be identified. Similarly, performing sentiment analysis on
survey responses and social media conversations may assist brands in identifying issues
and tailoring their products according to customers’ needs [178]. Sentiment Analysis
can help identify critical issues in real-time. The smart city research community
recognizes sentiment analysis as one of the best approaches to understand reactions and
needs of people and concerns of the city governments [179]. Smart cities are driven
immensely by big data and real time analytics social media mining and sentiment
analysis may lead to amplifying voices of citizens in smart cities. Based on the current
state of art, there is relatively little known about how to best harness the potential
benefits for smart cities regarding sentiment analysis and opinion mining. Hence there
is a need to strengthen the concept with respect to previously available research works.
Since the internet has a plethora of data and smart cities are driven by the internet, there
is a need to sort data in a cost-effective and efficient way which is taken care of by
sentiment analysis. There are many types of sentiment analysis like fine-grained
sentiment analysis (very positive, positive, neutral, negative, very negative), emotion
detection, aspect-based sentiment analysis (positive, negative), and multilingual

sentiment analysis. The internet is full of applications, services, websites, blogs, social
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media platforms etc, which have enormous quantities of subjective texts. Subjective
texts incorporate statements that have emotions, feelings, and moods, and are often used
in analyzing sentiments pertaining to social media, businesses, movies, product launch
etc. [180]. Sentiment analysis is performed by identifying positive and negative
sentences based on their polarities. A negative sentence incorporates negative words
like not, never, no, nobody, etc. while a positive sentence does not include any negative
words. Polarity is used to quantify these sentiments by assigning polarity signs and
scores. Human language being so elaborate with nearly infinite grammatical variations,
misspellings, slang, and other challenges, makes automated analysis of natural language
difficult. Complicated sentence structures in the English language are also to be blamed
for the same. There may exist ambiguity in keyword definitions, such that words can
change their meanings with respect to various usages and contexts. It may also be
difficult for a system to recognize sentences without keywords, thus sentences without
keywords would simply imply that there are no emotions. Sometimes, emotions in text
messages rely on syntax structures and semantics, thus ignoring linguistic information
may also result in misclassification. Finally, determining emotion indicators is a tedious
task. All these reasons call for sophisticated machine learning techniques that can be
utilized for performing sentiment analysis. Owing to the limitations of Sentiment
Analysis, it has been proposed as a means to distinguish machines and humans in the
past [181]. Hence sophisticated sentiment analysis approaches may bridge the gap
between humans and machines and make sentiment analysis a simpler problem. Past
research works on Sentiment analysis have relied on many machine learning algorithms
[182]. In this study, we explore the sentiment analysis of sentences using a few more

Artificial Intelligence techniques. We also propose a novel Long Short Term Memory-
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Convolutional Neural Network -Grid Search based Deep Neural Network for
identifying sentences. The main objective of incorporating Grid Search into the LSTM-
CNN model is for hyperparameter optimization. Hyperparameters are values that can
control the process of learning. Tuning hyperparameters ensures that the model can
optimally solve a problem by minimizing the pre-defined losses and giving accurate
results. For this study, we use some baseline artificial intelligence algorithms i.e., CNN,
k-NN, LSTM, Neural Networks, CNN-LSTM, and LSTM-CNN. The techniques have
been evaluated using evaluation parameters like accuracy, precision, sensitivity,
specificity, and F-1 score on multiple datasets.

The rest of the chapter is organized as follows. Section 4.2 lists the materials and
methods involved in the study. Here we discuss the related research works and artificial
intelligence techniques that we have used for the study, along with the proposed model.
Section 4.3 includes the results based on experimental analysis and evaluation
parameters. Section 4.4 considers the Discussions based on the results obtained along
with a Comparative Analysis. Section 4.5 concludes the study and highlights Future

Works.

4.2  Related Works

[183] suggested sentiment analysis based on An Attention-based Bidirectional
CNN-RNN Deep Model. The study has been conducted using both past and future
contexts. Five reviews and three twitter datasets were considered for the study. [184]
suggested sentiment analysis based on Heterogeneous Graph Network Embedding
based on variational auto-encoder for learning joint representations of users’ social

relationship. This is encouraged by preserving structural proximity and attribute
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proximity respectively. The model conveniently outperforms traditional text based
sentiment analysis approaches [185] recommended a Bidirectional Encoder
Representations from Transformers (BERT) based pipeline for Twitter sentiment
analysis. The study is interesting as it aims to transform jargons into plaintext, and the
tweets are classified using BERT but pre-trained on plaintext. The model is applicable
to many languages. [186] performed an aspect based sentiment analysis using Aspect-
gated graph convolutional networks. The model makes use of syntactical information
and sentiment dependencies, and the experimental analysis has been conducted over
multiple SemEval datasets. The proposed model outperformed baseline models with an
increase of 2.14% and 1.33% in accuracy and Macro-F1, respectively. [187] performed
a Sentiment analysis of social media based on COVID 19 (comments, hashtags, posts,
tweets) While COVID-19 outbreak had an effect over the world [188, 189], the study
considered Recurrent Neural Networks (RNN) for the analysis. The study concluded
that there are more positive tweets over social media. [190] relied on optimal rules
combination for Explicit aspects extraction in sentiment analysis. The algorithm
presented incorporates 126 aspect extraction rules for both formal and informal texts,
which primarily consider dependency based rules and pattern based rules. The study
also improvises Whale Optimization Algorithm to address issues related to rules
selection problem. [191] presented yet another approach for sentiment analysis using
neutrosophic sets, such that seven membership functions can be considered from the
primarily existing three functions. The study shows that multi refined neutrosophic sets
perform well in analyzing the sentiments from texts. [192] suggested sentiment analysis
based on Attention-Emotion-Enhanced Convolutional LSTM to address the issue of

high level abstractions. The LSTM network in the study is improvised by incorporating
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emotional intelligence and attention mechanisms. The model is also supported by
convolution, pooling and concatenation, and manifests appreciable performance. [193]
presented a combination of CNN and Gated Recurrent Networks (GRU) for sentiment
analysis. The proposed model relies on local features generated by CNN and the long
term dependencies learned by GRU. Experimental analysis on multiple datasets
validates the robustness of the proposed model. [194] recommended aspect based
sentiment analysis by employing a neural attention based model. The model has been
trained on datasets Rest14, Restl15 and Rest16, and the performance has been evaluated

based on accuracy and F-1 score.

4.3  Artificial Intelligence Techniques
In this section, we present some artificial intelligence techniques that we
considered for the study. These techniques are also the baseline algorithms with which
we compare our proposed model.
¢ Convolution Neural Networks (CNN): Convolutional Neural Networks
(CNN), also referred to as convnets are neural networks that may have
common parameters. A convnets consists of a series of layers, such that
each layer can transform one volume to another through differentiable
function [195]. There are various types of layers involved in CNN. The
Input Layer holds the raw input of the image while the Convolution
Layer is responsible for computing the output volume by performing the
dot product operation between all filters and image patches. The

Activation Function Layer is responsible for applying element wise
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activation function to the output of the initial layer or the convolutional
layer. Activation functions may be in the form of Sigmoid, ReLU, Leaky
ReLU, tanh, SoftMax, etc. Sigmoid is a non-linear activation function
which transforms the values between 0 and 1. If there are multiple
neurons with sigmoid function as their activation function, the output
obtained will also be non-linear. The ReLU function or the Rectified
Linear Unit is yet another non-linear activation function. Unlike other
activation functions ReLU does not activate all the neurons at the same
time. Hence, the neurons get deactivated only if the output of the linear
transformation is less than 0. Leaky ReLU function is t an improved
version of the ReLU function. In ReLU, the gradient is 0 for x<0, which
leads to deactivation of neurons in that region. This problem is addressed
by Leaky ReLL.U by defining ReLU function as an extremely small linear
component of x. The tanh function is very similar to the sigmoid
function except that it is symmetric around the origin such that the values
range from -1 to 1. Hence, the inputs to the next layers will not always
be of the same sign. SoftMax function may be thought of as multiple
sigmoid, hence it is widely used in binary classification problems. The
SoftMax function is also applicable to multiclass classification problems.
Pool Layer is accountable for reducing the size of volume and increasing
the computational efficiency. It is inserted in the convnets, and its main
objective is preventing any kind of overfitting. Pooling layers can be
either max pooling or average pooling. Fully-Connected Layer is a

regular neural network layer which takes input from the previous layer.
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Its main objective is to compute the class scores so that it can output the
1-D array of size equal to the number of classes.

K-Nearest Neighbors (k-NN): K-Nearest Neighbors is one of the most
fundamental yet basic classification techniques in Machine Learning. It
belongs to the family of supervised learning and finds exceptional
application in pattern recognition, knowledge discovery of data and
intrusion detection. It is generally dispensable situations since it is non-
parametric, which means, it does not make any fundamental
presumptions about the appropriation of information. For sentiment
analysis, k-NN algorithm performs classification by finding the K
nearest matches in training data. KNN is based on the principle that
assumes that every data point falling near to each other falls in the same
class. Hence, it can classify a new data point based on similarity. KNN
relies on ‘feature similarity’ for predicting the values of new data points.
This means that the new data point will be assigned a value based on
how closely it matches the points in the training set. This is followed by
using the label of closest matches for prediction [196]. The main
advantage of this technique is that it is quite easy to implement and is
robust with respect to search space. KNN is useful for handling nonlinear
data since there is no assumption about data in this algorithm.

Long Short Term Memory (LSTM): Long Short Term Memory is a sort
of recurrent neural network. In RNN yield from the last phase is taken
care of as input to the current phase. LSTM was introduced by [197]. It

handled the issue of long-term dependencies of RNN in which the RNN
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cannot anticipate the word stored in the long term memory however can
give more precise predictions from the new data. As the gap length
expands RNN is unable to provide effective performance. LSTM can
retain the data for extensive stretches of time. It is utilized for preparing,
classifying and predicting based on time series information. LSTM has a
chain structure that contains four neural networks and distinctive
memory blocks called cells. These cells are responsible for information
retention, while gates are responsible for memory manipulations. The
Forget gate ensures that information that is no longer useful is eradicated
The Input gate is responsible for adding useful information to the cell.
The Output gate is used for extracting useful information from cells.

Neural Networks (NN): In a normal Neural Network there are three
kinds of layers. The input to the model is given through this layer. The
number of neurons in this layer is equivalent to the combined number of
features in our data. The contribution from the Input layer is then
provided to the hidden layer. There can be many concealed layers relying
on our model and data size. Every hidden layer may have various
quantities of neurons which are commonly more prominent than the
quantity of features. The yield from each layer is computed by matrix
multiplication of output of the previous layer with learnable loads of that
layer and afterward by addition of learnable biases followed by
activation function. This is responsible for making the system nonlinear.
The yield from the hidden layer is then fed into a logistic operation like

sigmoid or SoftMax which changes over the yield of each class into the
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likelihood score of each class. The information is then presented into the
model and yield from each layer is acquired. This stage is called
feedforward, we compute the error utilizing an error function, some of
which are cross entropy, square loss error and so forth. From that point
forward, we backpropagate into the model by ascertaining the
derivatives. This progression is called Backpropagation which essentially
is utilized to limit the loss.

CNN-LSTM: A combination of CNN-LSTM architecture includes an
initial convolution layer which is responsible for receiving word
embeddings input. This process yields an output which is pooled to a
smaller dimension and finally fed into an LSTM layer. The underlying
idea behind the model is that the local features will be extracted by the
convolution later, such that the LSTM will order the features to
comprehend the ordering of the input text [198]. Dropout is a method of
ignoring randomly selected neurons during training. ‘Dropping-out’
randomly means that the contribution of the neurons to the activation of
downstream neurons is temporarily withdrawn on the forward pass.
Moreover, weight updates are no longer applied to the neuron on the
backward pass. Dropout technique is used to prevent a model from
overfitting. It works by randomly assigning the value zero to outgoing
edges of hidden units during every update of the training phase. These

hidden units are made up of neurons (Figure 4.1).
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Figure 4.1: CNN-LSTM Architecture

e [STM-CNN: The LSTM-CNN model is more powerful as compared to
the CNN-LSTM model. The LSTM-CNN architecture includes an initial
LSTM layer which is responsible for receiving word embeddings for
each token in the sentences as inputs. The underlying idea is that the
output token will hold more information for the initial tokens as well as
the previous tokens [199]. The LSTM layer in this model is accountable
for generating new encoding for the original input. The output generated
from the LSTM layer is fed into the CNN, which is equipped with

extracting local features. The output of this convolution layer is then
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pooled to a smaller dimension and the final output results as either a

positive or a negative label (Figure 4.2).

Dropout
Word 1 \ . [
Word 2
Word 3 :
Word 4
Word 5 / —
LSTM Convolution Max Pooling Fully
Layer Layer Layer Connected

Layer

Figure 4.2: LSTM-CNN Architecture

Proposed Method

Output

Our proposed work focuses on sentiment analysis of text using a novel LSTM—

CNN-grid search-based deep neural network. Often, machine learning algorithms

require choosing a set of optimal parameters, also known as tuning or hyperparameter

optimization. Hyperparameters are parameters which can control the learning process.

Similar machine learning algorithms may have different types of learning rates,

weights, and constraints, for generalizing data patterns. These measures are called

hyperparameters. It is necessary to tune hyperparameters so that the problem can be

solved optimally. The process of optimization involves finding a tuple that provides an
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optimal model and minimizes loss function. There are several approaches to
hyperparameter tuning. For our study, we have relied on the method of grid search,
which consists of exhaustive searching through a subset of hyperparameter space of the
algorithm, followed by a performance metric. In the grid searching process, data is
scanned to configure optimal parameters of a specific model. Parameters are specific to
the type of model considered. Grid searching is not confined to one type of model, but
can be applied throughout machine learning, such that the best parameters can be
identified for the model. The process of grid searching builds a model on each
parameter combination possible, leading to multiple iterations. These model
combinations for every parameter are stored, and hence, grid searching is
computationally expensive. For a machine learner, parameter space may either include
real valued or unbounded value spaces; hence, there may be a need to perform

discretization.

Hyperparameter Selection
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Figure 4.3: Architecture of the Proposed Model
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In this proposed work, LSTM—CNN model is integrated with the fully connected
neural network and grid search (Figure 3.3). The main purpose behind the grid search is
to locate optimal hyperparameters which are used to classify more accurate polarity of
sentiments. The proposed architecture has several layers like the input, LSTM,
convolution layer, max pooling layer, dropout, fully connected neural network, grid
search, and output. The input passes through an LSTM layer with several units. As we
know convolution refers to the mathematical combination of two functions which
results in a third function, i.e., merging of two sets of information. In the case of a
CNN, the convolution is performed on the input data using a filter or kernel, which
further results in producing a feature map. The next layer is the max pooling layer.
Maximum pooling refers to a pooling operation that determines the largest value in each
patch of each feature map. Dropout is responsible for preventing the model from
overfitting. Fully connected layer is simply, feed forward neural networks forming the
last few layers in the network. The output from the final pooling layer is fattened and
fed into the fully connected layer; hence, it eventually becomes the input to the fully
connected layer. Finally, we apply grid search to the overall operation. The output
generated determines the sentiment of the texts. Hyperparameter tuning or optimization
refers to choosing a set of optimal hyperparameters, which are set before training the
machine. Two common methods of tuning the hyperparameters are grid search and
random search. In grid search, every combination of a preset list of values of
hyperparameters is tried, such that the best combination is chosen based on the cross-
validation score. In random search, random combinations are chosen to train the model,
such that the number of parameters to test can be controlled. Although it is efficient for

testing a wide range of values and is capable of reaching a very good combination very
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fast, its major drawback is that it cannot guarantee the best parameters combination.
Grid search, on the other hand, may take a lot of time, but will give the best

combination. The hyperparameters employed in this model are illustrated in Table 4.1

Table 4.1: Grid Search Hyperparameters

Hyperparameters Values
Batch Size 10, 20, 40, 60, 80, 100
Epochs 10, 50, 100
Optimization SGD, RMSprop, Adagrad, Adadelta,

Adam, Adamax, Nadam

Drop Regularization 0.0,0.1,0.2,0.3,04,0.5,0.6,0.7, 0.8,
0.9
Neurons in Hidden Layer 1, 5, 10, 15, 20, 25, 30

Table 4.2 depicts Grid Search hyperparameters considered for the study. For
tuning hyperparameters, we have considered the batch size, epochs, optimization, drop
regularization and neurons in the hidden layer respectively.

a. The batch size is a hyperparameter that gives an idea about the number
of samples to be considered for tuning before the internal model
parameters are updated.

b. The number of epochs is a hyperparameter that gives an estimate about
the number times the learning algorithm will work for the training
dataset. One epoch refers to each sample in the training dataset having a

chance for updating the internal model parameters. An epoch may
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incorporate one or more batches. The number of epochs defines the time
taken for the entire set of input training data to be passed through the
neural network while training occurs. Multiple epochs during training
will ensure that the network changes its weights during training. If too
few or too many epochs are used, it may lead to underfitting or
overfitting.

The optimization algorithm is yet another hyperparameter considered for
tuning. It is possible for weights and biases of the network to change,
while the algorithm trains, affecting the overall model performance. If
network predictions based on the model are poor, the output of the loss
function is high. An optimizer is responsible for bridging the gap
between updating model parameters and the loss function. Here, loss
function is used to indicate tuning quality. Stochastic Gradient Descent
(SGD), Root Mean Square Propagation (RMSprop) Adagrad, Adadelta,
Adam, Adamax, Nadam etc. are some optimizers used in hyperparameter
tuning.

Dropout method selectively chooses neurons to ignore during the
training process. Once the contributions of these neurons are dropped,
their weights are no longer applied. The underlying idea behind dropout
is that, when a neural network trains, the weights of the neurons are
adjusted with respect to the neurons. This can also lead to neighboring
neurons becoming specialized, which may ultimately result in a model

that suffers overfitting.
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e. Neurons in a hidden layer may be defined as the number of units
representing the number of neurons of a layer. A unit is responsible for
taking inputs from all the nodes in the layer below. This is followed by
calculation and the outcome is given as output to the layer above. The
overall capacity of the network is controlled by the number of neurons in

a layer.

4.5  Methodology

The following figure (Figure 4.4) represents the overall methodology of the
proposed work. The process starts with data exploration, followed by data cleaning and
data transformation, after which the data is split into training set and testing set. The

classification models are validated using certain evaluation parameters.

Word2Vec
Data Transformation

b

Data Cleaning
[ Data Exploration (Filtering, Tokenization,
Stopword removal)
Dataset 1
Dataset 2

Machine Learning
Algorithms

Evaluation
Parameters

Sentiment

Prediction @

Model
Validation

Figure 4.4: Overall Methodology of the Proposed Work
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The overall methodology of the proposed work incorporates a series of steps,

which are detailed as follows:

a.

Data exploration: Data exploration refers to the initial data analysis in
which statistical techniques and visualization methods are used for
describing the characteristics of the datasets. This step provides us with
basic information like size, quantity, accuracy etc., to understand the
nature of the data. It can be performed manually or using software driven
automated techniques. This step assists us in identifying relationships
between different data variables, the structure of the dataset, the presence
of outliers, and the distribution of data values. It can also provide
information on patterns of data, which is initially gathered in large
unstructured volumes.

Data cleaning/preparation Data preprocessing is a significant task in
sentiment analysis. Preparing data simply means to bring the text into a
form that is predictable and analyzable for the required task. In this step
we convert raw messages into vectors. To achieve that we must follow
certain steps. We often start by removing HTML (Hypertext Markup
Language) and ASCII (American Standard Code for Information
Interchange) characters. This is followed by converting text to
lowercase, which is useful later while parsing. Removing punctuations is
yet another important step for getting a vector representation of words. It
is necessary to remove stop words since they do not add much meaning
to a sentence and can safely be ignored without sacrificing the meaning

of the sentence. As we return a list of clean words, we also tokenize the
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message. Tokenizing a text refers to breaking characters into pieces,
called as tokens, and simultaneously removing punctuations and stop
words. This is followed by stemming and lemmatization processes,
which are responsible for generating the root form of the infected words.
While stemming considers the form of the word, lemmatization
considers the meaning of the word.

Data transformation: Following Tokenization, we perform Word
Vectorization. To train our model on the corresponding data, there is a
need to convert text data into numerical format. Word Vectorization is
performed to map words or phrases from vocabulary to a corresponding
vector of real numbers which used to find word predictions, word
similarities/semantics. The process of converting words into numbers is
called Vectorization. Word2vec is a method for efficient creation of
word embeddings. It uses a two-layer neural network such that the input
of word2vec is a text corpus and the output is a set of vectors (feature
vectors) which reflect words in that corpus. Although Word2vec is not a
deep neural network, it can turn text into a numerical form that is easily
comprehensible by deep neural networks. Word2Vec is responsible for
causing the words with a similar context to have similar embeddings. It
is based on continuous bag of words (CBOW) and skip-gram model, and
both the techniques involve learning weights that can act as word vector
representations. CBOW and skip-gram model architectures can learn the
underlying word representations for each word by means of neural

networks. The CBOW model witnesses distributed representations of
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context combined for predicting the word in the middle. On the other
hand, for the skip-gram model, for predicting the context, the distributed

representation of the input word is considered [200].

. Applying machine learning algorithms: Once the process of data

transformation is complete, the next step is to perform text classification
using machine learning techniques. For this study, we have considered
six baseline algorithms, i.e., CNN, K-NN, LSTM, neural networks,
CNN-LSTM, and LSTM—-CNN. Our proposed model is a variation of
LSTM—-CNN, such that there is an added component of hyperparameter
tuning using grid search method, hence the name LSTM—-CNN- GS.

Evaluating the models: the data is split into training set and testing set,
i.e., 80% training data and 20% test data. While the training set is used
for building up the model, the test set is used to validate it. Hence,
training data is considered for fitting the model, and test data is used for
testing it. The machine learning algorithms classify the text into positive
and negative sentences. The evaluation parameters considered for the
study are accuracy, precision, sensitivity, specificity, and F-1 score,

respectively.

Experimental Analysis

In this section, we describe the datasets used for the study along with statistical

parameters used for evaluating the models.
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a.

Datasets: The study has been performed on two datasets taken from
Kaggle, i.e., Amazon reviews for sentiment analysis (Dataset 1), and
IMDB Dataset of 50K Movie Reviews (Dataset 2). Dataset 1
incorporates approximately four million Amazon customer reviews in
the form of input text, while the star ratings are output labels. The
customer reviews are significant from the business point of view.
Moreover, the reviews have been separated into two classes for
sentiment analysis, i.e., positive, and negative reviews. X and Y are class
names. Also, the classes are labeled Labell and Label2, such that there is
only one class per row. Labell incorporates all 1-star and 2-star reviews,
while Label2 denotes 4-star and 5-star reviews. The dataset does not
incorporate 3-star reviews owing to neutrality. Also, the two classes are
evenly balanced here. It is data written by users, so there is a possibility
of various typos, nonstandard spellings, and other variations. The
positive sentences are denoted by 1, and the negative sentences are
denoted by 0. The implementation has been performed using python. For
training purposes, we have used 2,880,000 samples with 12,000 features,
whereas for testing, we have used 720,000 samples with 12,000 features.
Dataset 2 is appropriate for binary sentiment classification and
incorporates substantial amounts of data. The dataset has a maximum of
30 reviews per movie and has an even number of positive and negative
reviews. The dataset includes highly polar movie reviews for training
and for testing purposes. A negative review has a score less than equal to

four out of ten, while a positive review has a score greater than equal to
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seven out of ten. The dataset does not include any neutral reviews.
Hence, it is suitable for predicting the number of positive and negative
reviews based on classification techniques and deep learning algorithms,
which are a part of our analysis.

Statistical Parameters: In the previous section, we mentioned the
baselines algorithms as well as the proposed model for the study. In
order to validate that our proposed model is efficient, we need to perform
performance evaluation, which also happens to be a significant aspect of
the machine learning process. For detecting whether a sentence is
positive or negative, we have deployed several machine learning
algorithms and artificial intelligence techniques. There is a need to
determine model performance by means of evaluation. performance
evaluation has been conducted using five parameters namely, accuracy,
precision, sensitivity, specificity, and F1-Score, whose values may be

determined using confusion matrix (Figure 4.5).

Actual Positive Actual Negative
Predicted Positive True Positive (TP) False Positive (FP)
Predicted Negative False Negative (FN) True Negative (TN)

Figure 4.5: Confusion Matrix

Accuracy: Accuracy is one of the most common metrics for evaluating

classification models. It describes how frequently an algorithm classifies
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data correctly. Accuracy is described as the number of correctly
predicted data points with respect to the total number of data points.
Given a confusion matrix, accuracy may be defined as the sum of True
Negative and True Positives combined over the sum of True Negative

(TN), True Positive (TP), False Negative (FN) and False Positive (FP).

Precision: Precision is another popular metric that is used in
classification, information retrieval and pattern recognition related
problems. It is described as the number of relevant observations with
respect to retrieved observations. Given a confusion matrix, Precision
may be calculated by True Positives with respect to the total number of

True Positives and False Negatives combined.

Sensitivity: Sensitivity is depicted by the ratio of actual positive events
that got predicted as positive. It is also known as recall. Given a
confusion matrix, sensitivity may be calculated by True positive value

with respect to the sum of True Positive and False Negative combined)

Specificity: Specificity may be described as the ratio of actual negatives
that got predicted as negative. Given a confusion matrix, specificity
would be calculated by True Negatives with respect to the sum of True

Negatives and False Positives combined.
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F-1 Score: Fl-score is defined as the measure of a model’s accuracy on a
dataset, and is popularly used to evaluate binary classification systems,
which makes it apt for our study (positive and negative). It combines the

values of precision and recall.

4.7 Results and Discussions

Sentiment analysis is a challenging issue in Natural Language Processing. Using

two diverse and unbiased datasets we successfully implemented artificial intelligence

techniques so as to identify positive and negative sentences. In this section, we present

the results based on the experimental analysis.

a.

Results

The performance evaluation for the artificial intelligence techniques has
been conducted considering specific evaluation parameters like accuracy,
precision, sensitivity, specificity, and F-1 score. Tables 4.2 and 4.3
depict the values of these parameters for the study conducted, which
involved 80% training data and 20% test data.

For dataset 1 (Table 4.2), we observe that the K-NN values for the
evaluation parameters are 0.779, 0.835, 0.867, 0.928, and 0.85,
respectively. For neural networks, the performance values are 0.897,
0.90, 0.90, 0.915, and 0.90, respectively, whereas for CNN the values
seem slightly better, i.e., 0.927, 0.922, 0918, 0.913, and 0.928,
respectively. LSTM performs reasonably well with values 0.905, 0.912,
0.897, 0.929, and 0.915. Integrated model CNN-LSTM demonstrates
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fair performance with values 0.945, 0.939, 0.925, 0.925, and 0.931,
respectively. The performance of CNN-LSTM may be attributed to the
CNN-LSTM architecture which involves feature extraction on input data
using CNN layers supported by LSTMs to encourage sequence
prediction. Likewise, in LSTM—CNN architecture, output generated from
the LSTM layer is fed into the CNN. LSTM—-CNN exhibits a better
performance than CNN-LSTM with values 0.958, 0.943, 0.933, 0.949,
and 0.939. The proposed model or the LSTM-CNN-GS is an LSTM—
CNN model with hyperparameter tuning. The hyperparameter tuning
method used in the study is grid search, and we observe that the
performance of LSTM—CNN-GS has outperformed all the other baseline
models with values 0.964, 0.989, 0.974, 0.992, and 0.981, respectively. It
may be also observed that the accuracy is highest for LS TM—CNN-GS,
and lowest for K-NN. For precision, the value for LSTM—CNN-GS is
the highest, and lowest for K-NN. The Sensitivity value for K-NN is the
lowest and highest for LSTM—CNN-GS. The specificity value is lowest
for CNN but highest for LSTM—CNN-GS. The F-1 score is highest for
LSTM-CNN-GS, and lowest for KNN. The hyperparameter tuning
method used in the study is grid search, and we observe that
hyperparameter optimization has led to an increase in the overall
performance of the model. Hence, the proposed model outperforms all

the other baseline algorithms considered.
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Table 4.2: Performance Evaluation of Dataset 1

Models Accuracy Precision Sensitivity Specificity | F1-Scores
k-NN 0.779 0.835 0.867 0.928 0.85
NN 0.897 0.90 0.90 0.915 0.90
CNN 0.927 0.922 0.918 0.913 0.928
LSTM 0.905 0.912 0.897 0.929 0.915
CNN- 0.945 0.939 0.925 0.925 0.931
LSTM
LSTM- 0.958 0.943 0.933 0.949 0.939
CNN
LSTM- 0.964 0.989 0.974 0.992 0.981
CNN-GS

For dataset 2 (Table 4.3), we observe that the K-NN values for the
evaluation parameters are 0.889, 0.896, 0.891, 0.918, and 0.889,
respectively. For neural networks, the performance values are 0.892,
0.918, 0.911, 0.92, and 0.911, respectively, whereas for CNN the values
seem slightly better, i.e., 0.927, 0.918, 0.92, 0.927, and 0.92,
respectively. Again, LSTM performs satisfactorily with values 0.915,
0.909, 0.92, 0.919, and 0.91. Another baseline model, CNN-LSTM
demonstrates fair performance with values 0.938, 0.929, 0.936, 0.92, and
0.92, respectively. This performance improvement of CNN-LSTM may
be attributed to the hybrid CNN-LSTM architecture. For LSTM—CNN

architecture, output generated from the LSTM layer is fed into the CNN.
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The performance values for LSTM—-CNN are better as compared to
CNN-LSTM with values 0.947, 0.931, 0.922, 0.94, and 0.959. As
mentioned earlier, the proposed model, LSTM—-CNN-GS is an LSTM—
CNN model with hyperparameter tuning using grid search. We observe
that the performance of LSTM—CNN-GS has outperformed all the other
baseline models with values 0.978, 0.982, 0.989, 0.99, and 0.972,
respectively. It may be also observed that the values for accuracy,
precision, sensitivity, specificity, and F-1 score are highest for LSTM—
CNN-GS and lowest for K-NN. The hyperparameter tuning method used
in the study is grid search, and we observe that hyperparameter
optimization has led to an increase in the overall performance of the
model. Hence, the proposed model outperforms all the other baseline

algorithms considered.

Table 4.3: Performance Evaluation of Dataset 2

Models Accuracy Precision Sensitivity Specificity | F1-Scores
k-NN 0.889 0.896 0.891 0.918 0.889
NN 0.892 0.918 0.911 0.92 0.911
CNN 0.927 0.918 0.92 0.927 0.92
LSTM 0.915 0.909 0.92 0.919 0.91
CNN- 0.938 0.929 0.936 0.92 0.92
LSTM

LSTM- 0.947 0.931 0.922 0.94 0.959
CNN
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LSTM- 0.978 0.982 0.989 0.99 0.972

CNN-GS

The following figures represent the model performance across Dataset 1
and Dataset 2 with respect to the baseline algorithms and the proposed

LSTM-CNN-GS based Deep Neural Network.
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Figure 4.6a: Model Accuracy across datasets

Figure 4.6a shows the accuracy values of all the models for both
datasets. We observe that the accuracy for LSTM-CNN-GS for both
datasets is higher than other benchmark models. Hence, hyperparameter
tuning (grid search) increased our model performance, as accuracy

values of LSTM—-CNN-GS are better than LSTM—CNN.
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Figure 4.6b: Model Precision across datasets

Figure 4.6b shows the precision values of all the models for both
datasets. We observe that the precision for LSTM-CNN-GS for both
datasets is higher than other benchmark models. Hence, hyperparameter
tuning (Grid Search) increased our model performance, as precision

values of LSTM-CNN-GS are better than LSTM-CNN.
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Figure 4.6¢c: Model Sensitivity across datasets

Figure 4.6¢ shows the sensitivity values of all the models for both
datasets. We observe that the sensitivity for LSTM-CNN-GS for both
datasets is higher than other benchmark models. Hence, hyperparameter
tuning (Grid Search) increased our model performance, as sensitivity

values of LSTM-CNN-GS are better than LSTM-CNN.
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Figure 4.6d: Model Specificity across datasets

Figure 4.6d shows the specificity values of all the models for
both datasets. We observe that specificity for LSTM-CNN-GS for both
the datasets is higher than other benchmark models. Hence,
hyperparameter tuning (Grid Search) increased our model performance,

as specificity values of LSTM-CNN-GS are better than LSTM-CNN.
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Figure 4.6e: Model F-1 Scores across datasets

Figure 4.6e shows the F-1 score values of all the models for both
datasets. We observe that F-1 score values for LSTM-CNN-GS for both
the datasets are higher than other benchmark models. Hence,
hyperparameter tuning (Grid Search) increased our model performance,

as F-1 score values of LSTM-CNN-GS is better than LSTM-CNN.

b. Comparative Analysis
In this section we present a comparative analysis of our

performed study with respect to some recent studies on sentiment

analysis (Table 4.4)

Table 4.4: Comparative Analysis of our proposed work with previous works

Author Study/ Research Methodology/ Results

Parameters
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Das and
Chakraborty,

2018 [201]

Sentiment  Analysis

(Amazon, IMDB)

TF-IDF and next

word negation

Accuracy is
88.58% and
89.91%

Gner et al,

Sentiment Analysis

Machine Learning

LSTM performs

2019 [202] (Amazon) Techniques the best with an
accuracy of
90%
Bajeh et al, | Performance C4.5 decision | Accuracy<
2019 [203] Analysis of Particle | tree, k-NN, SVM | 71.23%, Recall
Swarm <0.713
Optimization
Igbal et. al, | Hybrid Framework | Genetic Accuracy  for
2019 [204] for Sentiment | Algorithm based | (IMDB <76.7%,
Analysis Feature Reduction | Amazon <

77.9%, Yelp <

75.3%)
Shreshtha and | Sentiment Analysis | Deep Learning Accuracy ~
Nasoz, 2019 | (Amazon dataset) 0.81, Precision~
[205] 0.58 Recall
~0.40
Rehman et al, | Sentiment Analysis | Hybrid CNN- | Accuracy is
2019 [206] (IMDB Movie | LSTM model 91%
Reviews)
Tammina, Sentiment Hybrid Learning | Accuracy is
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2020 [207] Classification  in | (Lexicon Based | 85%
Telugu Language and Machine
Learning)
Wang et al, | Negative Sentiment | Fine Tuned BERT | Accuracy is
2020 [208] Analysis during | (Bidirectional 75.65%
COVID-19 Encoder
pandemic Representations
from
Transformers)
Dong et al, | Sentiment Analysis | Capsule network | Accuracy is
2020 [209] model with | 81.47%,
BiLSTM 91.96%, and
48.34%
Our Proposed | Sentiment Analysis | LSTM-CNN-GS | For Dataset 1
Work [210] based Deep | and Dataset 2,
Neural Network Accuracy is

0.964 and 0.978
, Precision is
0.989 and 0.982,
Sensitivity s
0.974 and 0.989,
Specificity  is
0.992 and 0.99,

F-1 Score is
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0.981 and 0.972

Based on the experimental analysis and the comparative analysis,

we observe that our proposed model, LSTM-CNN-GS performs

relatively better than the other baseline algorithms on both datasets.

Further, recent research works on sentiment analysis show that the

performance of the model is acceptable, and that optimization has led to

better model performance. We make a few observations here, which are

as follows:

In this research, we propose a novel LSTM—-CNN-GS-
based deep neural network for sentiment analysis.

We incorporate grid search as a hyperparameter
optimization technique to minimize pre-defined losses
and increase the accuracy of the model. Hence,
hyperparameter optimization (grid search) led to an
increase in the efficiency of the model (LSTM—CNN vs.
LSTM-CNN-GS) (Figures 4.6a—¢).

Our study reports better accuracy for both the datasets
with respect to other baseline algorithms (Tables 4.2, 4.3).
Our study reports the better performance of the proposed
model with respect to many recent works on sentiment
analysis (Table 4.4).

Because the English language is diverse and incorporates

infinite grammatical variations, misspellings, slang,
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complicated structures, it is not surprising that there may

have been some misclassifications

4.8  Conclusion

Sentiment analysis is one of the most popular research areas of natural language
processing, which finds its use in various applications that may support smart cities.
Past research works highlight sentiment analysis being performed using several
conventional and non-conventional methods, including artificial intelligence. In this
paper, we propose a novel LSTM—CNN-—grid search-based deep neural network for the
same. Baseline algorithms like convolutional neural networks, long short-term memory
(LSTM), neural networks (NN), K-nearest neighbor (K-NN), and CNN-LSTM have
also been considered for the study using multiple datasets. The parameters taken into
account for evaluation are accuracy, precision, specificity, sensitivity, and F-1 score.
Our study shows that the proposed model outperforms all the other baseline algorithms
with an accuracy greater than 96%. The study also shows that hyperparameter tuning
leads to an increase in model performance. In the future, we would like to explore the
problem wusing more such hybrid machine learning techniques using other
hyperparameter optimization methods. Also, the dataset considered consisted of English
words primarily. It would be interesting to conduct the analysis on a dataset that has
sentences from a different language. Since achieving 100% accuracy is a challenge (due
to the diversity in the English language), the speculation proposed about Sentiment

analysis being a factor to distinguish humans and bots may be worth exploring.
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Chapter 5

INTERNET MEMES: A NOVEL APPROACH TO DISTINGUISH HUMANS
AND BOTS FOR AUTHENTICATION

In the previous chapter, we analyzed how machines interpret sentiments.
One of the cyberpsychology techniques proposed by us for distinguishing humans and
machines is sentiment analysis, which is a widely explored area of research. One of the
least explored areas of research regarding the same is Internet Memes. In this chapter,
we aim to explore how internet memes can be relied on for distinguishing human
intelligence from machine intelligence. More than half the web traffic is believed to be
made of bots. Over the last few years, bots have grown increasingly sophisticated to
carry out repetitive jobs, gain control over systems, run automated scripts, and can also
play games. Recently, bots have been capable of authenticating themselves as human
beings. They have been known to conquer text-based CAPTCHA (Completely
Automated Public Turing test to tell Computers and Humans Apart), image-based
CAPTCHA as well as several other authentication bypassing mechanisms. Further,
other techniques like neural networks and machine learning have been instrumental in
imparting enough training to bots to behave as humans, which has made it very difficult
to distinguish bot behavior from human for the purpose of authentication. In this article,
we present the concept of the Internet Memes which may successfully tell a bot and
human apart. Considering the ever-dynamic nature of Internet Memes this may be one
of the strongest techniques to distinguish between a human and a bot based on

conscience and interpretation
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5.1 Introduction

The internet harbors information related to financial personal details, sensitive
personal data, medical data, etc. which hold a lot of value thus motivating adversaries to
vandalize the networks in form of cyber-attacks. The domain of cybersecurity demands
that the organizations keep their networks secure by enabling authentication. It is the
simple process of determining whether someone is who they claim to be. The idea is to
ensure access controls for a system by validating the user credentials against the
credentials initially stored in a database. Authentication may be single factor, that
makes use of passwords or multi factor that uses a combination of credentials. A user
may be authenticated by something they have (like a credit card or a mobile phone to
receive one time passwords), something they know (like a password or a PIN number)
and something they are (biometrics). With more than half of the web traffic being
dominated by bots, it is difficult to identify legitimate traffic. Sometimes these bots
access a secure system by impersonating humans. With artificial intelligence making
rampant progress, bots are trained using machine learning, neural networks, deep
learning etc. As more and more training data is fed to these bots, it becomes more and
more difficult to tell whether a user is legitimate or not. With enough knowledge to
crack passwords and even break captchas, these bots imitate as valid users thereby
depreciating the concept of authentication, which is imperative to the world of
cybersecurity. Moreover, malicious bots may pose as humans to access into systems
incorporating sensitive data and may disclose, modify, or delete it. In different sectors,
people with specific roles are given specific privileges for data access. For example, in

finance sectors, transactions may be authorized by the chief personnel or in the
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healthcare industry, access to patient records may be only restricted to doctors. A bot
gaining access into these systems could lead to catastrophic results. Therefore, it is
necessary to distinguish a human from a bot so that authorization is something that may
only be granted to humans. Several techniques like captchas, ‘I am not a robot’
verification tests, Turing tests have been presented in the past to authenticate legitimate
users (humans). However, with advancement in technology, bots have become
sophisticated enough to bypass these measures along with password cracking
mechanisms. One thing that distinguishes a human from a robot is the ability to think,
which fortunately can only be fed to the bot since bots do not have the capability to
think on their own. Psychology is something that is very much confined to the human
mind. Cyberpsychology is the latest addition to user authentication. Over the last few
years, psychology has been used to identify humans from robots. Although cognitive
science is still being introduced to bots to imitate humans, it may still lack judgement
capabilities. IBM Watson, the famous question answering computer system can answer
sophisticated questions, however, despite impressive capabilities may not be capable of
thinking [211]. Watson’s Cognitive deficiencies were well highlighted by the fact that it
was unable to answer questions related to jeopardy and philosophy which requires
reasonable thinking. Another aspect that an Artificial Intelligence system may be fed
but may not become aware of is sarcasm. However, recent studies on sarcasm detection
using convolutional networks [212] suggest that in future, artificial intelligence systems
may be able to respond to a sarcastic comment in sarcastic manner, thereby ruling out

the fact that sarcasm may be a way of distinguishing a human from a bot.
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To tell a human and a bot apart, it is required that we introduce something that a
human mind understands and comprehends in much more advanced way than a bot may
ever be trained to do so. If there exists a mechanism that is associated with tremendous
amount of data increasing with time, such that the system (bot) may never be trained
enough to bypass the authentication mechanism, of which the method forms a part, the
mechanism could easily be one of the most successful and robust means of
distinguishing a bot from a human. Internet Memes clearly may prove to be one of the
most successful methods to distinguish humans from bots when it comes to
authentication. The concept of ‘Meme’ dates to 1976 defined as the unit of cultural
transmission [213]. Internet Memes may be defined as phenomenon of content or
concepts that spread rapidly among users in form of pictures, films, video clips, phrases,
emails, etc. The content usually is in form of news, websites, catch phrases, images,
jokes, underground knowledge etc. Considering memes as an authentication mechanism
to tell humans and robots apart is something that has never been done before. The
novelty of the paper lies in introducing Internet Memes as a method of distinguishing
bots and humans for the sole purpose of authentication. Memes might be one of the sure

shot ways to differentiate humans from robots because of the following factors.

¢ Memes are specific to regions, groups, sectors, and age groups. Even if a
bot is trained enough with respect to data about geographical locations,
groups of people (the sentiments they share) and people of certain age
groups, it may still not be able to respond to a meme as accurately as a
human being. This is because a specific meme can be represented with

respect to multiple situations (Figure 5.1). A single meme applied to
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different situations or environments will generate different speculations.
Similarly, a single meme applied to various sectors or various age groups
will have different impact on the humans belonging to those sectors or
age groups. While humans of different sectors and age groups may be
well aware of the hidden message carried in the meme, for a system it
may be nothing more than training data that is overlapping in a way, thus
creating ambiguity. Therefore, for authentication purposes, specific
memes belonging to a particular situation or environment must be used.
There is no end to news, catch phrases, jokes etc. and combining them
with various meme templates will generate millions of memes, which
might be impossible to train. And even if a computer with good
capabilities is trained with the huge datasets, it will become futile after a
point since meme content are subject to change with continuously
changing news, underground knowledge etc. Thus, a bot may never be
trained enough to interpret all memes.

Computers are only able to interpret languages that are not ambiguous.
Every sentence, regardless of the context, should have one meaning.
Interpreting information from a single template in different scenarios
may lead to ambiguity thereby, making Internet Memes one of the best

techniques to tell humans and bots apart.
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Figure 5.1: Specific Meme Template representing different situations

Figure 5.1 depicts how a specific meme template may be used across different
situations to infer different meanings. The leftmost meme specifies a situation where a
washing machine still works even though a phone went through the wash. It was
probably expected that the phone would damage the machine. The meme at the center
maybe specific to someone who is dealing with the transaction and has achieved
success at this point. Finally, the meme on the extreme right is about a kid who studied
nothing and yet got good grades. As is evident, the same template has been used to
depict various scenarios. Even though the meme template is same, all the three memes
must be considered as individual data for training a bot. It is quite possible that the
memes belong to people from different domains. Since a single meme may be
interpreted in several ways with or without modifications, if represented in different
situations, we propose authentication of a user based on understanding a meme, which

may be a challenge for a robot considering different situations.

The rest of the chapter is organized as follows. Section 5.2 highlights the related

work to distinguish humans and bots followed by a summarized critical evaluation.

Section 5.3 describes the proposed research work while Section 5.4 considers the
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evaluation methodology. Section 5.5 and Section 5.6 briefly describe Conclusion and

Future Work

5.2 Related Works

In the past researchers have come up with various techniques that may
contribute to tell a robot and a human apart. In this section we will delve into some of
the techniques that were proposed in the past. Initially we will examine some of the
general bot detection techniques. In the later part of this section, we will examine
specific techniques that have been relied on for bot detection, for each of which we will
perform a critical evaluation, so as to strengthen our approach.

Several research conducted in the past aim at detecting bots from the web traffic.
[214] conducted research on how to distinguish between human and bot users from web
search log. Based on web search behavior, they classify users to check sensitivity.
Generative models of web search have also been created to explain observed behavior
and to perform evaluations. Offutt et al [215] attempted to explore the limits of human
observational proofs (HOP) based bot detection systems. An evasive bot system based
on human behavioral system was developed. This proposed system was capable of
mimicking human behavior by achieving similarities between human users and evasive
bots. Winslow [216] introduced the technique of mouse mapping for bot detection.
Clicks, mouse movements, typing, and screen size are some of the features taken into
consideration. Based on number of move segments generated per page, number of
distinct mouse motions, average time of mouse motions, variance in speed of mouse
movements, etc. humans and bots are distinguished. Walt and Eloff [217] relied on

machine learning to detect fake identities. The predicted results give an F1 score of
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approximately 50 % which is not optimal. These are some of the generalized bot
detection techniques. Subsequently, we’ll look at some techniques that can easily detect
humans and bots and how they failed.

Vidya et. al, [218] proposed a text based Captcha for security in web
applications. The idea is to generate a challenge based framework. A random value of
string code generates a random code, based on which texts are concatenated along with
noise. Machine Learning techniques have been known to break text based Captchas.
Zhao et al, 2017 [219] implemented deep learning neural networks by training it with
sufficient handwritten digits, achieving 99.8 % accuracy. The single captcha recognition
algorithms considered were k-means clustering, support vector machines and
convolutional neural networks, whereas the multi captcha recognition algorithms
considered were moving window algorithm and multi-CNN algorithm.

[220] suggested an image based Captcha based on Depth Perception. A merge
sort algorithm has been used on 3D images to create new appearances for the objects at
a multiplication factor of 200. Humans can apply rapid and reliable object recognition
to solve the Captcha, while the systems may still struggle at it. Although 3D captchas
were initially introduced to overcome the limitations of 2D captcha, an approach to
breaking 3D captchas, known as Teabag 3D, was introduced by Nguyen et al [221].

Athanasopoulos and Antonatos [222] introduced another dimension to the field
of captcha in order to make it intelligible to human beings and not computers. The
newly added dimension was that of animation. The idea behind animated captchas is
that they do not have a static answer and may be exposed to laundering. However,

Nguyen et al [11] used simple techniques to extract information from animation frames
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of an animated Captcha which significantly reduces the animated captcha into a
traditional single image captcha challenge.

The IBM Watson is a question answer computer system that answers questions
posed in natural language. Jeopardy style questions deal with questions not being
questions but formulated as answers to which the answer has to be reverse formulated
as question. The sentences may be full of clues, jokes and nuances and it is not
surprising that even humans are sometimes not able to decrypt and understand. Watson
works by extracting data and searching the relevant text in its database. Algorithms are
used to generate responses to the questions, such that the analysis results in a score,
which is weighed according to a level of confidence. The process is iterated until the
response is found probable. Philosophical enquiries were made to Watson, and it was
inferred that Watson did not actually understand anything, although the focus was its
ability to understand the language i.e. syntax and semantic language. Understanding the
syntax requires a deep understanding of the grammatical structures, whereas semantics
deal with meanings beyond grammar. It was deduced that Watson may be well prepared
and equipped to understand the syntax of a language, but since it lacks self-
consciousness to decrypt semantics, it does not understand an inquiry in the human
sense. As of 2015, Watson has been involved in building codes, teaching assistantships,
weather forecasting, tax preparation, advertisement etc. With enough training data, IBM
Watson may be able to answer questions related to philosophy and jeopardy.

Contextual double meaning words, jokes, sarcasm or contextual variations to the
base language have played an important role in telling humans and robots apart in the
past. This is because computers can interpret languages that do not seem ambiguous.

The way computer languages build up, according to the syntax, one sentence should
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generate only one meaning. Since human languages are difficult, it might be difficult
for a system to interpret sarcasm. However, recently, Deep Convolutional Neural
Networks have been known to detect sarcasm in text data [223]. Moreover, in the past,
systems have been proposed that manifest how ontological semantics have been
instrumental in imparting computers the understanding of humor. Moreover Siri,
Apple’s Intelligent Personal Assistant has now learnt the ability of talking back with
humor [16].

Google’s ReCAPTCHA was introduced to protect websites from spam and
abuse by means of a risk analysis engine and adaptive challenges. The idea is to keep
the automated software from engaging in abusive activities on the website, while
allowing valid users to gain access. However, Sivakorn et al [224] developed a low cost
attack using deep learning for semantic annotation of images. 70.78% of the
ReCAPTCHA challenges were solved by the proposed method, requiring only 19
seconds per challenge. The attack model was applied to Facebook Captcha and yielded
83.5% accuracy.

Lemos and Gomes [225] suggested an enhanced image captcha. The system
incorporates captcha for web security, DeepCaptcha, and FaceDCaptcha. It relies on a
secure database and human ability to distinguish between real world objects. However,
bots like CaptionBots and DrawingBots can identify the objects in images. Huang et al
[226] integrated CaptionBot and DrawingBot to yield an image to text generator and
vice versa. It uses semi supervised learning and improves the performance for both

CaptionBot and DrawingBot.
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5.3 Proposed Methodology
In the previous section, we observed some of the existing works that have been
done in the past that may well differentiate humans and bots. We have also seen how
captchas have been broken and intelligent systems have failed. With technology
progressing rapidly, and with machine learning and neural networks being proficient in
training the bots, it is becoming increasingly difficult to tell bots and humans apart
when it comes to authentication. We rely on the novel approach of Internet memes for
the process of authentication. As mentioned earlier, memes are dynamic and ever
changing due to certain factors, which we briefly mentioned in the introduction section.
This section is divided into two parts. In the first part, we give an overview of the
classification of Internet Memes, while in the second part, we present the schematic
diagram of how we anticipate our system to work.
a. Classification of Memes
Internet Memes are spreading rapidly among Internet users and are
becoming increasingly popular day by day. We identified certain groups
into which the memes may be classified. Figure 5.2 represents the

overview of classification of Internet memes.
\
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Figure 5.2: Overview of Classification of Internet Memes

As we know, due to the dynamic nature of Internet Memes, a given
meme template may find place in various environments. These
environments are groups (Location, Ethnicity, Language, etc.) that we
have mentioned in the figure above. These groups may be further
classified into subgroups which may be classified further depending on the
target audience for the specific meme. Such a classification of Internet
Memes makes it very specific to a given number of people. As we know,
bots are trained to interpret languages that are not ambiguous. A single
template across multiple locations, or a single meme across various
domains may carry varying information, thus creating ambiguity. A
common meme template may map to several subgroups. This will make it
difficult for a bot to gain a clear understanding of the meme, hence during
the process of authentication, a human may pass the authentication test,
while a bot may not be able to do so. Based on the figure above, we will
explore the groups and subgroups in detail

e [ocation: Since memes incorporate information about news,
websites, catch phrases, underground knowledge etc. which may
be specific to a particular location, location is a significant
classification. Memes may vary across Continents, Countries,
States etc. There are images, movies, video clips and

documentaries that are specific to various regions. Internet
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Memes generated using the reference of these are popular among
people based in the given location. The subgroups are as follows:
Continents: People belonging to a particular continent are usually
aware of the News, Sports, Climate pertaining to the given
continent, memes highlighting such topics might be easily
perceived by people in each continent.

Countries: Memes that form part of folklore, television shows,
news, sports etc. of a given country are more easily interpretable
to people belonging to the specific country

States: States may have videos, languages, culture etc. of their
own, so there might be memes that are specific to given states.
Ethnicity: People belonging to an ethnic group are part of a social
group tied by national or cultural tradition. They may also be
identified by racial, religious and other traits. Due to the specific
beliefs shared in an ethnic group, for some memes, the target
audience might be a section of people belonging to a particular
ethnic group. Some of the ethnic groups listed in the given figure
are native Americans, Hispanics, Asians, Latino etc.

Language: With memes spreading across all continents via the
Internet, and with memes being specific to various regions, a
single meme template may be represented in various languages,
only intelligible and comprehensible by those who are aware of
the language the meme bears. Some phrases and quotes are

confined to a particular language, thereby making the memes
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language specific. The few languages listed in the figure are
English, Spanish, Russian, Arabic etc.

Template: A given meme template may have the following forms
Original: The meme content stays as it is and is circulated across
various groups. The idea behind the meme stays the same,
however based on the situation and environment, inferences may
be made.

Morphed: The meme content may slightly change according to
any given environment, and the inferences are relatively different
for each environment

Varied: The meme content is significantly modified, and the
inference is remarkably different across various environments.
Domain: Understanding a meme is greatly affected by the
thought process of a human being. People belonging to different
domains may have varying thinking capabilities. There can be
multiple domains, however in the given figure we have
mentioned only few domains. These domains may also have their
own sub domains. Increasing the specificity makes it further
difficult for the bots to interpret the memes. Few domains listed
are as follows

Finance: People belonging to this specific subgroup may have
better idea about topics related to stock markets, investment
banking, transactions etc. So, a meme describing these particular

topics would be easier for this sub group to understand.
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Religious: People belonging to this specific subgroup may be
well versed with the concepts of mythology, spirituality,
theology, each further a subgroup in its own, so memes relating
to these topics will be better understood by these group of people.
Sports: People belonging to this specific subgroup may be aware
of team names, sports personalities, current sports news etc.
thereby making it effortless for them to understand memes
corresponding to this section.

Television: People who are a part of the television industry or
audience who keeps their knowledge up to date with what
happens in the television industry may understand memes
specific to it.

Age: People with different age groups have different capabilities
of interpreting memes. We have identified five age groups, which
are as follows

Kids (4-12) years: Simple picture memes or memes related to
cartoons may be something that this group can easily interpret.
Teenagers (13-19) years: Memes related to various television
shows, music, education etc. are something most teenagers would
be able to comprehend.

Adults (20-44) years: Memes related to news articles, television,
websites, general knowledge, job specific, sports etc. might be

few areas of meme that would interest adults.
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Middle Aged (45-65) years: Memes related to what they are
aware of happening around them.

Above 65 years: Memes related to what they are aware of
happening around them.

e Texts: The text content of Internet Memes may vary according to
the groups they belong to. Even though a system may be trained
to understand memes, the moment there is a slight change in the
template, be it the color, font, or size, it will be unintelligible to
the bot and will be treated as an altogether new training data.
Some of the subgroups are as follows
Font: Changing font of the text of a given meme, even though the
content stays same may make it difficult for a system to interpret
the meme even if the same meme has been fed into the system for
training.

Color: Similarly, changing the color of the text of a given meme,
even though the content is same meaning an altogether new
meme for the system.

Size: The size of texts may be varied to make sure that the bot is
unable to interpret the meme correctly as humans.

It is evident from the above classification that a given Internet Meme
may be produced in various types of groups and subgroups either in original
form or modified forms. The template and sometimes the text content being
the same across several environments (groups and platforms) might pose a

challenge for the bot to comprehend the meme, whereas humans in a specific
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group may still infer the underlying information. Our approach is
authenticating a legitimate user based on the user’s interpretation of a meme.
Therefore, for authenticating a user the meme should be specific to the
environment where authentication is taking place. For example: The
authentication system in a law firm should have memes whose content the
lawyers must be familiar with. Asking a lawyer to interpret a meme related
to healthcare might pose a challenge to the lawyer even though the lawyer is
a legitimate user. The detailed idea of the authentication mechanism is

presented in the next section.

b. Proposed System and Schematic Diagram

The process of authentication primarily involves an authentication
service wherein the user is supposed to enter credentials like username and
password. The underlying mechanism is matching of username and password
(sometime hashed) to a database to authenticate the user. Authentication based
on Internet Meme follows the same mechanism along with a few modifications.
The idea is a inspired from multi-factor authentication, where the user has to
validate its identity multiple times. For our authentication system, the user
initially asks for the username and password, answering which correctly, the
user is redirected to another page that displays a meme. As discussed in the
previous section, the meme is specific to the environment, so that the user has
some knowledge about it. The second page displays a meme and provides a list
of options, from which the user must choose the correct option. The correct

option is matched against the database and the user is granted access.
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We assume that the system is secure and that only one meme template is
used per authentication. This would ensure that the user (human or bot) has
never come across the meme before, so is not aware of the correct answer. The
human user would be able to choose the answer based on conscience and
cognizance while the bot will be able to choose the answer based on how it is
trained. The same template may be used in the same environment only if it
undergoes some modifications. The Internet Meme Authentication process may
be expressed as a series of the following steps
Step 1: User is asked to enter credentials (username and password) in Page 1
Step 2: User enters the credentials
Step 3: System checks the credentials entered against the credentials stored in
database in plaintext or hashes.

Step 4: If the credentials match, user is directed to Page 2

Step 5: The Interface displays an Internet Meme with multiple choice options.
Based on the meme, the user interprets the underlying message to choose one of
the options.

Step 6: The Internet Meme database consists of Internet Memes (denoted by an
Identifier in the database), the corresponding options and the correct option of
the form Meme (Identification Number, (List of options), Correct Option). Once
the user enters the option, it is checked against the correct option in the database.
Step 7: 1f the option is correct, the user is granted access.

Step 8: The specific Internet meme used, the options and the correct option are
deleted from the database. The schematic diagram for the same has been

presented below (Figure 5.3)
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Figure 5.3: Schematic Diagram for Authentication using Internet Memes

For the system to successfully implement Internet memes as
authentication mechanism to distinguish humans and bots, we have made two
assumptions which are mandatory. We are assuming that the system is secure
and that it may not be vandalized by an adversary to infer the correct options
beforehand. Once a Meme has been used for the process of authentication
irrespective of whether the answer chosen is correct or not, it is automatically
deleted. This makes sure that one meme is used per authentication and that the
user is not aware of the correct option beforehand. Although, the database may
contain the same template with varying texts, fonts, color etc. This is because
using the same template even with the slightest changes may not be that

challenging for a human to understand, but for a bot it will be demanding. Since
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this is a particular authentication system, we may also assume that the
authentication service is for a particular group or subgroup. This would make
sure that the users have at least some knowledge related to the memes in

question.

5.4 Proposed Evaluation Technique
In the previous section, we considered the classification of Internet memes as
well as the Schematic Diagram depicting the working of the overall system. In this
section, we will propose an evaluation technique for the same. Owing to the number of
memes generated with every passing second, it may be difficult to present proper
evaluation of the proposed method, but our goal is to introduce the approach and the
underlying mechanism. Therefore, we present the evaluation technique and justify why
Authentication using Internet Memes for human and bot distinguishing might be a
successful approach. We justify the proposed approach by means of two case studies.
Each of the case studies considers a specific meme template that has undergone some
modifications, as to how different options have been generated and how a human being
would be much more comfortable in choosing the correct option as compared to a bot.
a. Case Study 1:

Consider the following image (Figure 5.4). For our proposed

authentication system, once the credentials are matched, the user is

redirected to a page that shows an image and asks the meaning of the

meme with the following four options

e Option 1: The child is running away from Coffee
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e Option 2: The child is scared of coffee
e Option 3: The child is holding coffee

e Option 4: The child wants coffee

Figure 5.4: Memel

Based on the given meme and the options supporting it, we can make the
following

As human beings we are aware of the necessity of coffee in our lives
therefore, we choose Option 4. However, a bot trained to recognize
images and expressions may not be able to comprehend the same. A bot
that seeks to interpret a meme has undergone some amount of training.
Even though a bot may be trained with several memes, it may still be
insufficient for it to comprehend the underlying meaning of a meme. A

human may perceive the image in question as the need to get coffee. But
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what a bot might capture from the picture is a child who is running,
looks anxious and is holding something in hand. Therefore, it may be
challenging for a bot to choose the correct option out of the existing
options.

Further since it has undergone some training before, same captcha
applied to various groups and subgroups will lead to ambiguity.

If the same template is again used by the meme database for the process
of authentication, with few altered fonts, texts and colors, even though
keeping the underlying message the same, it may still deceive the bot
because its altogether new data for the bot. Therefore, we insist on using
one meme per authentication.

The same meme in a region where coffee is banned may altogether
change the underlying idea.

Thus, classification has a great impact on the meme interpretation. The
same meme may be represented with modified content and the
interpretation is completely different

Case Study 2:

In the previous subsection we considered a situation wherein an Internet
meme has been used for authentication. We mentioned in the Schematic
Diagram section that a given template may be used in the same database
only if it has been modified to some extent, to make it even more
challenging for a bot to interpret the correct option. In this section we
present the modified version of the meme considered in the previous

section. Consider a situation when the same meme template refers to
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different situations. The image in Figure 5.5 may list out a set of options
as follows:

e Option 1: The child is scared of the announcement

e Option 2: The child is excited about free refreshments

e Option 3: The child wants to go somewhere else

¢ Option 4: The child is running away from the church

N
FREE REFRESHMENTS
AFTER CHURCH

Figure 5.5: Meme 2

The same template modified with new text content may ask a user to
choose the correct option from a set of options that look like (Figure 5.6):
e Option 1: The child is excited that the phone is at one percent

e Option 2: The child is scared of the phone
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e Option 3: The child is rushing to get the charger

Option 4: The child sees something interesting

WHEN YOUR PHONE

Figure 5.6: Meme 3

From Figure 5.5, it may be interpreted that the child is excited about the
refreshments being served after church and is running to get the refreshments,
whereas Figure 5.6 may be thought of as the child in an anxious state because
the phone battery is almost dead and the phone might switch off soon unless it is
plugged to a charger. Again, these two have the same template but different text
content because of the varying situations. Each of them is accompanied by a set
of four different multiple-choice options out of which one will be correct. A
human may easily interpret the underlying message even though the template is
applied to different situations or environments, but it will be nearly impossible
for a bot to guess the underlying message since the images overlap. There will

be some kind of ambiguity from the training perspective of the bot. Internet
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Memes being dynamic pose great challenge to bots to imitate as human beings.
Thus, Internet Memes, being highly extensive may be one of the most successful
methods that could distinguish humans and robots for the purpose of
authentication.

Further, since no amount of training data would ensure that the bot
completely comprehends the meme in various situations for different groups and
subgroups, it would be impossible for a bot to gain authentication, should
Internet Memes be used as an Authentication Mechanism. This may be by far
the most robust authentication system to tell a human and a bot apart, thereby
making it almost impossible to break due to the unending number of memes and
modifications that may be applied. Memes change with the times, Contents
(news, websites), with respect to Groups (Locations, Languages etc.). Therefore,
a given meme may be represented in hundreds of thousands of ways, each meme
being an altogether new training data, thereby making it one of the most
powerful authentication methods.

Based on the case studies and their respective observations, we may infer
that the suggested approach is one of the most novel and feasible methods of
distinguishing a human from a robot. Internet Meme Authentication may be one
of those methods that would be almost impossible for an adversary to break, due
to the following reasons:

e Memes are based on day-to-day activities (news, website
information, underlying knowledge, advertisements etc.) which

means memes might never come to an end. They belong to
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various domains which could result in generation of hundreds of
thousands of memes in each day.

Due to memes being generated on such a scale, being applied to
so many groups, and having the potential of being modified, there
will never be enough training data for a bot to completely
understand meme due to its ever-dynamic nature.

Since memes are specific to groups, the same template or content
may be applied to various groups or modified accordingly. A bot
that is being trained to interpret memes that have common
content applied to different platforms may face ambiguity and
therefore may not be able to take decisions like humans.

Slight change to a particular meme may lead the meme to profess
an altogether different message. This slight change is nothing but
new training data for a bot that has to be trained, because it will
be completely different to the memes that have already been fed
to it.

Training a bot to break an authentication system like the one
proposed may be futile in sense that the authentication system
eradicates the memes used for authentication. So every time a bot

is fed meme data, it is completely new data.
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5.5 Conclusion

With more than half of the internet governed by bots, that are capable of
impersonating as human beings and carrying out malicious activities, it is necessary to
develop a mechanism that would distinguish a bot from a human. This would serve in
eradicating the unnecessary bot traffic as well as the malicious activities bots can
perform by gaining access into systems as humans. Conscience and ability to think play
a key role in differentiating a human and a bot. One of the ways to test the thinking
capability is the act of interpreting memes. In this article, we introduced Internet Memes
as the novel technique of authenticating users, such that a given meme is understood by
humans but not robots. Memes are specific to specific group of people based on which
we performed an overall classification of memes. Based on region, ethnicity, language
etc., various memes are introduced daily. Moreover, the same meme template may be
applied to several groups thereby generating a new meaning. Since Internet Memes are
ever changing and so dynamic, using them for authentication purpose limits the training
of data. Even though bots are trained to interpret memes, a single template may undergo
modifications in multiple ways, thereby making the training futile. The system we have
proposed uses only one meme per authentication, thereby eradicating the correct
answer, so that the bot may not be trained further. The proposed evaluation technique
justifies as to why the proposed approach could be one of the most successful and
robust approaches for distinguishing humans and bots. We may conclude that the
groups into which the memes have been classified have a remarkable effect on the
understanding of meme. More the bot trains on a specific template, more the chances of
ambiguity. Using one meme per authentication further strengthens the authentication

mechanism.
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5.6 Future Work

In this paper, we have proposed the concept of introducing Internet Memes as an
Authentication Mechanism to distinguish Humans and Robots. Extracting data from
images may not be that simple at this stage due to the lack of sophisticated tools.
Currently there are no public datasets that incorporate memes specific to groups. We
would like to implement the Internet Meme Authentication using real data for which we
would be collecting memes specific to groups. This paper aims at giving the overall
idea of the proposed method and tries to justify its feasibility by analyzing case studies.
Initially we may train a bot with memes specific to a group and test if it can recognize
the underlying message accompanying slight changes. As of now, the authentication
mechanism proposed using the schematic diagram is restricted to a single group or
subgroup. Since memes are extensively large in number, the authentication mechanisms
for several groups and subgroups may be performed using a distributed network. Since

the system is robust, we can increase its scalability.
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Chapter 6

Al CANNOT UNDERSTAND MEMES: EXPERIMENTS WITH OCR AND
FACIAL EMOTIONS

In the previous chapter we introduced how Internet Memes might be
useful in distinguishing humans from bots and could be applied to authentication
platforms for data security. This could essentially mean that Internet memes may be the
next level of Turing tests which can be passed by human subjects, whereas a machine
may not be that adept in comprehending the underlying meanings behind memes. The
increasing capabilities of Artificial Intelligence (AI) has led researchers and visionaries
to think in the direction of machines outperforming humans by gaining intelligence
equal to or greater than humans, which may not always have a positive impact on the
society. Al gone rogue, and Technological Singularity are major concerns in academia
as well as the industry. It is necessary to identify the limitations of machines and
analyze their incompetence, which could draw a line between human and machine
intelligence. Internet memes are an amalgam of pictures, videos, underlying messages,
ideas, sentiments, humor, and experiences, hence the way an internet meme is perceived
by a human may not be entirely how a machine comprehends it. In this chapter, we
present experimental evidence on how comprehending Internet Memes is a challenge
for AI. We use a combination of Optical Character Recognition techniques like
Tesseract, Pixel Link, and East Detector to extract text from the memes, and machine
learning algorithms like Convolutional Neural Networks (CNN), Region-based
Convolutional Neural Networks (RCNN), and Transfer Learning with pre-trained
denseNet for assessing the textual and facial emotions combined. We evaluate the

performance using Sensitivity and Specificity. Our results show that comprehending

159



memes is indeed a challenging task, and hence a major limitation of Al. This research
would be of utmost interest to researchers working in the areas of Artificial General

Intelligence and Technological Singularity.

6.1 Introduction

Artificial intelligence (AI) plays a major role in the constantly evolving
technology. Machines are becoming more and more sophisticated with increased
training and data. While machine intelligence may have served humanity generously in
many ways it may not always have desirable outcomes. Past research works have also
been known to highlight how Al systems go rogue. Examples like Self-driving cars
jumping red lights [227], Image Recognition software labeling black people as gorillas
[228], Al systems performing racial discrimination [229],[230], robots killing humans
are all wake up calls for setting boundaries on feeding intelligence to machines.
Machines imitating humans in cyberspace have also shown undesirable outcomes [231].
This led to many researchers and visionaries thinking of a point in time when machine
intelligence becomes equal to or surpasses human intelligence commonly referred to as
Technological Singularity. Moreover, if a system starts making decisions of its own,
and improvising itself, it may not be possible for humans to control it until the
capabilities of humans exceed it in some way or the other. It is also likely that a
machine may not make correct decisions in situations that call for humanity,
compassion, psychology, critical thinking, etc. since many of these cannot be easily fed
to a system. This makes it imperative to identify the incapabilities or limitations of Al
with respect to humans, i.e., specific tasks that may be performed by humans but not by

machines. Over the last few decades, Al has proven its indispensability and intelligent
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machines have made themselves proficient in various spheres [232]. They can detect
humor, identify sentiments, generate poetry, automate complex processes, beat humans
in games. The list goes on, which makes it even harder to find techniques that could
demarcate human and machine intelligence. Not only this, but machines also try to
improvise themselves constantly and become superior in areas that are yet to be
perfected. However, one of the areas that is abundantly researched and still poses a
challenge for Al is emotion detection. Emotion detection may be performed on texts
[233] as well as facial expressions [234]. Languages in texts may be diverse and include
infinite grammatical variations, misspellings, slang, complicated structures, which could
make emotion detection from texts challenging. Emotion detection from facial
expressions is a bigger challenge because expressions may vary across many billion
human faces in the world. Surprisingly, Internet Memes incorporate texts, pictures,
emotions, and cognizance, understanding which would be a significantly challenging
task for Al, as multiple emotions need to be assessed simultaneously. Internet memes
may be defined as humor traveling virally through the internet. Usually, an image with a
concept or a catchphrase may be used to express emotions in various situations. Since
the situations and emotions are expressed in limited words and objects, it may not be
easy for Al to fully comprehend the underlying message of a meme. Moreover,
understanding Internet Memes completely could be forever a challenge for Al and
remain an unsolvable problem. There are several reasons that highlight why Al cannot
comprehend memes with 100% efficiency. There is no end to the number of memes,
which grows at an exponential rate. This makes it difficult to train since there can be
infinite memes. Since memes can be created from old as well as new data, meme

prediction problems are extremely challenging unlike many other problems. Moreover,
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one single meme can be used in different contexts, and may also manifest different
emotions depending on the situation. The variations may be in the form of texts,
images, fonts, colors, etc. They may convey the same message or different messages,
either way, it will be new training data and may lead to ambiguity issues for Al. Memes
may support intentional misspellings and grammatical mistakes, which is yet again a
challenge for AI to understand. There is an issue of language and culture barriers.
Memes vary across cultures; hence similar memes can be expressed in various
languages. The meaning of a meme in one culture may not be the same in the other
culture. Either way it is new training data, and much easier for humans to comprehend.
As we know, machine learning methods improvise according to past experiences
and patterns. However, this may not work in the case of internet memes. This is because
if all the previous instances n, are dissimilar, there is practically no pattern, and the
machine may not learn anything concrete from previous data. It may not be able to
interpret what (n+1) th meme means even after adequate training. Therefore, even after
the machines are taught adequately, they may still fail to accomplish certain tasks. It
may not be an easy task for Al to comprehend Internet Memes given the plethora and
variety of memes found on the internet, along with the different patterns each of the
memes can generate. In this paper, we will be validating our claims using emotion
detection (text and facial recognition). We use a combination of Optical Character
Recognition (OCR), techniques like Tesseract, Pixel Link, and East Detector for text
extraction, and machine learning algorithms like CNN, R-CNN, and Transfer Learning
using dense networks to adequately train the system. The combined emotion from the
text and facial recognition can assess the underlying idea of the meme. Failure to

understand the sentiment behind a meme would unveil the limitations of Al and
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machine learning capabilities and draw a line between human and machine intelligence.

The novelty and main contributions of the chapter are as follows:

We rely on Internet Memes for distinguishing human and machine
intelligence followed by an empirical study. This is the first paper to
analyze human and machine intelligence from the perspective of
comprehending Internet Memes.

We perform Emotion Detection for Texts as well as Facial Expressions
in the memes. This is the first paper to detect emotions extensively in
memes.

We use three OCR techniques for extracting text from memes, that are
Tesseract, Pixel Link, and East Detector.

Machine Learning Techniques used in the study are CNN, R-CNN, and
Transfer Learning.

We propose Internet memes as a potential approach to combat

Technological Singularity, should it happen in the future.

Comprehending the underlying idea of Internet memes draws a line between

human intelligence and machine intelligence and may assist in identifying the

limitations of Al The rest of the chapter is organized as follows. Section 6.2 highlights

some related works that have been done in the past followed by our proposed work in

Section 6.3. The results and evaluation based on the experimental analysis are described

in Section 6.4. Section 6.5 presents a discussion along with a comparative analysis.

Section 6.6 highlights the conclusions and future work.
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6.2 Related Works

A study [235] performed text-based emotion analysis using feature selection.
The research mentions only three approaches for the study and highlights sentence
ambiguity as one of the biggest issues for emotion detection in sentences. Using Naive
Bayes Classifier, Support Vector Machines, Bag of words, N-gram, and
WordNetAffect, the accuracy achieved is 81.16%. In [236] the authors proposed the
use of deep learning and big data for emotion detection in texts. The emotions detected
are happy, sad, and angry in textual dialogues and the study is based on the combination
of both semantic and sentiment-based representation. The limitation of the research
work is the emotion detection from only textual data and the limited number of
emotions used for training purposes. Another study [237] is based on detecting
emotions in Hindi-English mixed social media texts incorporating 12000 texts. The
emotions considered for the study are happy, sad and anger, and it is observed that
CNN-BiLSTM (Long Short Term Memory) performs daily with an accuracy of
83.21%. Likewise [238] recommended a multitask framework for detecting depression
and sentiment from suicide notes. The study uses Corpus of Emotion Annotated Suicide
notes in English (CEASE) dataset, and IsaCore and AffectiveSpace vector-spaces for
analysis. The results show that the proposed system achieves the highest cross
validation of 56.47%. [239] suggested GloVe embeddings for decoding emotions in
text. The embeddings relied on LSTM for handling long term dependencies and the
model achieved an F-1 score of 0.93. [240] performed a study to analyze human
emotions at various tourist locations. Spatial clustering of userIgenerated footprints
was used for the construction of places and online cognitive services were utilized to

extract human emotions from facial expressions. Although the dataset incorporates 80
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tourist attractions and emotions from over 2 million faces from 6 million photos, the
correlation coefficient for the emotions considered is not too good (0.28 and 0.30).
Again this hints at how challenging facial emotion detection is. [241] presented a novel
method for facial emotion detection, using a combination of modified eyemap mouth
map algorithms. Overall accuracy of 30% indicates that facial emotion detection is a
highly challenging problem in Al Yet another study [242] was conducted to analyze
facial emotion recognition using deep learning methods. The study is based on pre-
trained networks like Resnet50, vggl9, Inception V3, and Mobile Net, and deploys
transfer learning for analysis. An accuracy of 96% was achieved. In [243] a face-
sensitive convolutional neural network was suggested to recognize facial emotions
using deep learning. In the first stage, faces in high resolution images are detected and
cropped. This is followed by prediction of expressions using CNNs. The proposed
model is 95% accurate. Likewise [244] proposed a CNN-based approach for facial
emotion recognition, focusing on the removal of background and feature vector
extraction. Although the proposed model achieves an accuracy of 96%, the algorithm
works with different orientations (less than 30°) due to the unique 24 digit long EV
feature matrix. Based on the past research works, we made certain observations.
Emotion detection from text is slightly less complicated with respect to emotion
detection from facial expressions. We observe that none of the research papers on facial
emotion recognition achieve 100% accuracy if more than one emotion is considered.
According to [245], there are as many as 27 different types of emotions, and not all of
the emotions are considered in many research works. Also, it is interesting to observe
that no study has conducted emotion detection from texts and images simultaneously.

Since memes may incorporate facial expressions as well as texts, this will be the first
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article to carry out emotion detection extensively. We have also observed that since

emotion detection is not perfected yet, systems often misidentify human emotions. This

approach may be essential in validating that comprehending internet memes is a

challenge for machines and may potentially distinguish machine intelligence and human

intelligence to some extent.

6.3 Proposed Work

The proposed work is divided into three sections. The first one is the overall

system architecture. This is followed by text extraction techniques and emotion

detection techniques. Finally, the proposed combined approach is presented.

a.

System Architecture: Internet Memes mostly incorporate emotions and
textual data. Our approach is based on analyzing both the components.
The architecture of the system is based on two different approaches.
First, text extraction using OCR techniques, and second, Emotion
detection from facial expressions. The meme dataset incorporates a
variety of popular internet memes like Chubby Bubbles, Distracted
Boyfriend, Left Exit, Overly Attached Girlfriend, and Left Exit. There
are at least 150 variations of each of these templates. All the memes
include texts and faces. The OCR approach is used to extract text from
these images, using techniques like the tesseract, pixel link, and east
detector. Emotion detection from facial expression has been performed
using machine learning techniques like CNN, RCNN, and Transfer
Learning using pre-trained DenseNet. A combination of text extraction

and emotion detection from facial expression has been considered for
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evaluating the capability of AL. The results are evaluated using validation
parameters. For facial emotion detection, we rely on validation
parameters like validation losses, training losses, validation accuracy and
training accuracy. For evaluating the performance of OCR for the
memes, we rely on sensitivity and specificity. The combined result

determines how capable the system is at comprehending memes.
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Figure 6.1: The architecture of the Proposed Work

b. Text Extraction Using OCR: OCR, or Optical Character Recognition, is
a method of identifying text inside pictures and converting it into an
electronic structure [246]. These pictures could be of manually written
content, printed text like documents, receipts, name cards, etc. OCR has
two sections to it. The initial section is text detection where the literary
part inside the picture is identified. This localization of text inside the

picture is significant for the second segment of OCR, text recognition,
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where the content is separated and extracted from the picture. Utilizing

these methods together is how one can extricate textual data from any

picture.

Tesseract: Tesseract is an open-source OCR engine initially
developed by HP (Hewlett-Packard) as proprietary software
[247]. Tesseract presumes that the input text picture is genuinely
clean, however many input pictures may contain plenty of objects
and not only a clean preprocessed text. Consequently, it becomes
necessary to have a satisfactory text recognition framework that
can distinguish text which could then be easily extradited. There
are a reasonable number of ways for text detection like the
conventional method of utilizing OpenCV, contemporary method
of utilizing Deep Learning models and building your own
tailored model. Tesseract is not 100% accurate. It performs
ineffectively when the picture is noisy or when the text style of
the language is one on which Tesseract OCR is not trained.
Different conditions like skewness or brightness of text will
likewise influence the capability of Tesseract.

Pixel Link and East Detector: When text instances lie very close
to one another, separating them is very hard. PixelLink separates
text locations conveniently from an instance segmentation result,
rather than from bounding box regression [248]. In PixelLink, a
Deep Neural Network (DNN) is prepared to complete two sorts

of pixel-wise forecasts, text/non-text prediction, and link
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prediction. Pixels inside the text instances are marked as positive
or text pixels. Likewise, pixels outside the text instance are
termed as negative or non-text pixels. Each pixel has 8 neighbors.
For a given pixel and one of its neighbors, if they exist in a
similar instance, the link between them is marked as positive, else
negative. Predicted positive pixels are combined into Connected
Components (CC) by predicted positive links. When each CC
represents a detected text, instance segmentation is achieved. The
EAST detector or the Efficient and Accuracy Scene Text
detection pipeline is based on a neural network model. It is
trained to instantly predict text instances along with their
geometries from full images [249]. The EAST detector model is a
fully convolutional neural network specifically introduced for
text detection that outputs dense per-pixel predictions of words or
text lines. This eliminates several unnecessary intermediary steps
like candidate proposal, text region formation, and word
partition.

Text Extraction from the dataset: In the proposed approach, two
different integrations are used such as the pixel link with the
tesseract, and the east detector with the tesseract. The aim is to
deploy the bounding box around the detected text and extract the
detected text from the bounding box via tesseract. Tesseract is
based on finding words from the text lines, chopped into

characters, recognizing the characters and joining the chopped
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characters to make words extracted from the text line. East
detector and pixel link are used with tesseract to enhance the

accuracy of the system.
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Figure 6.3: Pixel Link with Tesseract
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C.

East detector and pixel link both are based on the CNN with non-
maximum supervision threshold and instance segmentation
respectively. In the East Detector, pre-trained model is based on
the ICDAR 2015 [250] and 2013 [251] training images with F1
score of 80.83. Pixel link also uses the pre-trained dataset of
ICDAR 2015. These two models are integrated with the google
tesseract for the extraction of words in the lines. Figure 6.2
depicts the architecture of the EAST detector with Tesseract. The
input is fed into the CNNs which undergoes a non-maximum
supervision threshold leading to text extraction. While EAST
detector is responsible for the CNN operations, tesseract
performs the actual text extraction. In Pixel Link with Tesseract
(Figure 6.3), the Pixel Link is responsible for CNN operations,
predictions and instance segmentation. The result undergoes text
extraction, which is performed by Tesseract.
Emotion Detection from Facial Expressions The second approach in the
proposed work is to detect the emotions from the untrained images.
There are three different techniques such as CNN, RCNN and transfer
learning with the pre-trained DenseNet applied to recognize the different
kinds of emotion in the memes dataset. FER2013 [252] is a dataset
which contains 35,685 examples of 48*48-pixel grayscale image of faces
and is further categorized into 6 different facial expressions like anger,

happy, sad, surprise, fear, neutral.
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Convolutional Neural Networks (CNN): Convolution neural
networks or CNN are basically neural networks with some
mathematical operations (usually involving matrices) in the
middle of their layers referred to as convolution. Yann LeCun
proposed the concept in 1999. Convolution neural networks
consist of the Input layer, Convolutional layer, and Output layer.
Input layers are associated with convolutional layers which
perform numerous operations, for example, padding, striding,
working of kernels for many operations of this layer, this layer is
considered as the basic framework of CNN. Basically, the
convolution represents the mathematical operation that is used to
integrate the two functions and the producible third function is
the result outcome. Convolution is applied on the input data
combined through the aid of filters to generate the feature map.
Afterwards, a pooling layer is added for dimensionality
reduction. The FER2013 dataset contains emotions for different
images in training, testing folders as well as x, y labels from the
pixels and emotion columns respectively. We load the features
and label into x and y variables respectively followed by
standardizing x by subtracting and dividing by mean and standard
deviation respectively. Then emotions images dataset is split into
training and testing sets to save the test features and labels. Then,
CNN model is created with different functions such as sequential

model, two-dimensional convolution layer, batch normalization,
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max pooling layer, dropout layer, flatten, dense layer and model
fitting is done with batch size 64. The performance is evaluated
on the proposed meme dataset.

Region with Convolutional Neural Network (R-CNN): Region
with Convolutional Neural Network (R-CNN) was put forward
by [253]. R-CNN models initially select a few proposed areas
from a picture (like anchor boxes) and afterward label their
categories and bounding boxes. A CNN is considered for
performing forward computation for extracting features from
each proposed zone. Thereafter, the features of each proposed
area are considered for predicting their categories and bounding
boxes. A selective search is performed on the input image for
choosing numerous high-quality proposed areas. A pre-trained
CNN is chosen and set, in a shortened structure, before the output
layer. It considers forward computation to yield the features
selected from the proposed areas. The features and labeled
category of each proposed area is incorporated for training
multiple support vector machines (SVM) for object classification.
Every SVM is utilized for determining whether an instance
belongs to any specific category. The labeled bounding box along
with features for every proposed region are integrated for training
a linear regression model for ground-truth bounding box
prediction. To enhance the CNN based emotion extraction

technique, a RCNN model is applied. The main purpose behind
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this model is to bypass the number of selective regions in the
image and extract the particular region of emotion.

DenseNet: [254] introduced yet another enhanced convolutional
neural network architecture, known as the Dense Convolutional
Network (DenseNet). This architecture is based on densely
connected convolutional networks such that each layer is
connected to every other layer. For every m layer, there will be
m(m+1)/2 direct connections. In every layer, the feature map for
previous layers is taken as the input, and the current feature maps
are used for input in successive layers. This preserves the feed
forward nature making DenseNet highly scalable. The scalability
can and reach up to hundreds of layers, without the need to
address any kind of optimization problems [m]. As each layer
receives more supervision from the loss function, due to shorter
connections, there is deep supervision. A dense block is made of
layers which incorporate batch normalization, ReLu activation
and 3X3 convolution. Moreover, a transition layer between two
dense blocks includes batch normalization, 1X1 convolution and
average pooling. The fulfilling architecture improvises
consistently in terms of accuracy as the number of parameters
increases without any issues related to overfitting and
performance degradation. DenseNet relies on lesser parameters
and less computational resources. Since the internal

representations of DenseNet are compact, feature redundancy is
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reduced. DenseNet is designed to allow layers access to feature
maps from all other foregoing layers. They can integrate the
properties of deep supervision, diversified depth and identity
mappings. Their simple connectivity rule allows use of features
throughout the network and leads to better learning and
compactness resulting in better accuracy.

Transfer Learning: Transfer learning considers the knowledge
gained with respect to solving a specific problem and then
applying it to a different but related problem [255]. Basically, it
refers to the knowledge a model has learned from a task
performed with an appreciable amount of available and labeled
training data that is supposed to be applied for a related task that
does not have sufficient data. In this situation, there is no need to
start the learning process from scratch. Rather, the methodology
analyzed the patterns learned from solving a related task. In
transfer learning, the early and center layers are utilized, and we
just retrain the last layers. It helps influence the labeled data of
the task it was at first trained on. Moreover, in transfer learning,
we attempt to transfer however much information as could be
expected from the previous task the model was trained on to the
new task needing to be done. In the Pre-Training stage, we train
the network on a large dataset considering all the parameters of
the neural network. Thus, the model may take time for learning.

In the Fine Tuning stage, we provide the new dataset to fine-tune
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the pre-trained CNN. The new dataset is considered almost
similar to the previous dataset that was used in the pre-training
stage. Due to datasets being similar, the same weights can be
used for extracting the features from the new dataset. Pre-trained
networks incorporate DenseNet which is a part of the convolution
neural network (CNN) family which has trained million pictures
with thousand classes on the ImageNet. The principal intention
behind utilizing the pre-trained network is to transfer bias,
features and weight to the imaging dataset for extracting
emotions. Transfer learning does not rely on high computational

power, particularly if the emotions dataset does not include many

classes.
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Figure 6.4: Transfer Learning for the Proposed Work

Given a source emotion-image field Es = {(xi, yi®)}"i=1 and, @
target emotion-image field E; = {(xi', yi')}"=1, such that ny >> n;

our aim is implementing the process of transfer learning for
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optimizing a CNN with Es and E; , for improving the
classification performance in E; The methodology involves
reducing the domain distribution discrepancy at the fully
connected layers when CNN is being trained with Es and E;
simultaneously. There are two reasons for choosing CNN as our
base transfer learning model. First, CNN is most appropriate for
facial emotion detection with respect to conventional manually
crafted features. Second, CNN is capable of learning more
transferable image features at the initial layers. We can use Es to
improvise the performance of a CNN on E; , therefore we can
engage Es and E; for training the same CNN simultaneously.
Nonetheless, for facial emotion detection, there may be a
discrepancy between field distributions A(X®) and B(X'). The
image features transit from general to field specific with CNN,
hence at the fully connected layers, there will be a decrease in
transferability. The transfer learning approach used in this study
can minimize the domain shift at these fully connected layers
because of two things. Firstly, there will be a reduction in
marginal distribution discrepancy{A(K®), B(K%)}i - ¢ from layer
to layer. Secondly, it is possible to reduce joint distribution
discrepancy A(K®! | ...... , K¥9)) and A(K" | ...... , K16l (K51},
-G, and {K% - g are features at the fully connected layers. G

may be defined as a set of chosen fully connected layers
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positioned for joint distribution. It may also encompass fully

connected layers of CNN.

d. Combined Approach for OCR and Facial Emotions Extraction

Combined Approach for OCR and Facial Emotions Extraction In this

paper, a hybrid approach is proposed for the text detection and facial emotion in

the memes picture. Algorithm 1 represents the hybrid approach for the OCR and

facial emotion extraction.

Algorithm 1: Hybrid approach for OCR and Facial Emotion

Extraction

1:

Pictures

2:
3:

9:

Algorithm: Detection of Facial Emotions and Text in the Memes

Result: Combined Facial Emotions and Text Detection
While begin do

Conditions for putting the Boxes on the text and Extraction
If text detection in the picture, then

put the boxes on the text images:

else

No Text

If words or character detection in the image then

10: Text Extraction

11: else

12: No Text or wrong characters.

178



13: If Emotions are detected in the image then
14: applying the boxes around the image;

15: else

16: No emotions or wrong emotions detected,
17: If Matching the emotions with the trained model emotion then
18: Emotion Successful matched:

19: else

20: No emotion or wrong emotions detected:
21: If matching text and emotion combined then
22: Emotions and Text successful extracted :
23: else

24: System failed;

25: end

26: end

27: end

28: end

29: end

The algorithm is based on a hybrid approach, i.e., text extraction and
facial emotion detection. The text extraction from the memes images is based on
the pixel link and tesseract. Pixel link model and tesseract assist in extracting the
text from the bounding boxes. With the help of pixel link, text can be easily
recognized and extracted using tesseract. There are two possibilities: either text

is fully extracted or wrong/partially extracted. In the next step, the algorithm
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6.4

moves towards facial emotion recognition. For facial recognition, transfer
learning with DenseNet is used because validation accuracy of the model is high
as compared to the other models. For facial emotions, the DenseNet model is
applied via transfer learning. As per the trained model, the proposed system is
able to detect the six kinds of emotions. The first step of this model is to detect
the person's face in the image and then apply the bounding box. In the next step,
the bounding box face will match with the trained model information and detect
the correct emotion for the detected face. If the emotion and text are successfully
matched with the system, the system provides the correct results. Otherwise, the

system fails.

Results and Evaluation

In this section, we have highlighted the statistical parameters used to evaluate

the proposed system, along with evaluation datasets and experimental analysis.

a. Statistical Parameters
We rely on two statistical parameters for this study, i.e., Sensitivity and
Specificity.

e Sensitivity: Sensitivity is defined as the quantity or percentage of
positives that are identified correctly. For a classifier, Sensitivity
is given by the ratio between how many instances were correctly
identified as positive with respect to how many were actually
positive. It is also known as True Positive Rate (TPR) and is
given by the formula: Sensitivity = True Positives / (False

Negatives +True Positives)
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e Specificity: Specificity is defined as the quantity or percentage of

samples that test negative using the test concerned that are

actually negative. For a classifier, Specificity is given by the ratio

between how many instances were correctly classified as

negative with respect to how many were actually negative. It is

also known as True Negative rate (TNR), and is given by the

formula: Specificity = True Negatives / (False Positives +True

Negatives)

b. Evaluation Datasets

For the performance evaluation of the OCR approach and

Emotion based approach, five different datasets are used, i.e. Chubby

Bubbles Girl, Distracted Boyfriend, Left Exit, Overly Attached

Girlfriend, and Roll Safe. All these datasets have 150 images of meme

variation based on a single template. Hence, although the template is the

same, each meme has a different underlying meaning. Most of the

memes use a combination of texts and emotions. Table 6.1 represents the

details of the evaluation datasets.

Table 6.1: Details of Evaluation Dataset

Dataset Features Number of Details
Images

Chubby Bubbles Text and 150 Text Variation
Emotions in every image,

Face
Expression in
left and right

side
Distracted Text and 150 Text variation
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Boyfriend Emotions in every image
Three different
facial
expressions

Left Exit Text 150 Variation in
Text

Overly Attached Text and 150 Variation in
Girlfriend Emotions Facial
Expression,
Variation in
Text

Roll Safe Text and 150 Variation in
Emotions Facial
Expression,
Variation in
Text

Every dataset contains 150 images embedded with the text and
emotions except the left exit dataset. There is a variation of text or
emotion for every image used in the dataset.

c. Experimental Analysis

To evaluate the performance of facial emotion-based approach,
four parameters are used such as training accuracy, validation accuracy,
training losses and validation losses for the CNN, RCNN and transfer
learning with pre-trained DenseNet. Table 6.2 represents the

performance evaluation of model training and validation.

Table 6.2: Performance Evaluation of model Training and Validation

Parameters CNN R-CNN Transfer Learning
with Pre-Trained
DenseNet
Training Acc. 0.8697 0.8921 0.9319
Validation Acc. 0.6179 0.6524 0.7920
Training Losses 0.4288 0.2987 0.1987
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Validation 1.2321 1.2492 1.2292
Losses

Epochs 50 50 50

For the CNN model, training accuracy, validation accuracy,
training losses, validation losses are 0.8697, 0.6179, 0.4288 and 1.2321
respectively. The performance evaluation of the RCNN and transfer
learning  with  DenseNet are 0.8921:0.9319, 0.6524:0.7920,
0.2987:0.1987, 1.2492:1.2292 respectively. The performance for
Transfer learning with DenseNet is relatively higher as compared to the
CNN and RCNN. Table 6.3 represents the performance evaluation of the
models on the evaluation dataset (memes dataset). For the performance
evaluation of the meme’s dataset on trained models, Sensitivity and
Specificity are used. True positive refers to the ability of the system to
detect the same emotion correctly as in the picture. True negative is for
no emotion is in the picture and that the system does not detect the
emotions as depicted in the pictures. False positive refers to incorrect
emotion detection in the picture and false negative means that there is no
emotion in the picture, but the system detects emotion in the picture. In
this study, there are five different datasets that are considered and
evaluated through the above-mentioned formula. In most cases
sensitivity and specificity values are either 1 or 0 except the overly
attached girlfriend. In the chubby bubbles’ dataset, no emotion is
detected so it falls under the false negative category. In the distracted
boyfriend dataset, the system detected 30 correct emotions (true positive)
and 140 wrong emotions (false positive). No emotion is available in the

left exit dataset and the system could not detect any emotions on the
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dataset (true negative). Roll safe dataset has emotions in the pictures but

the system does not detect emotions, so it falls under false negative

category. The system works better for the overly attached girlfriend, as

compared to the other dataset since 136 emotions are detected as true

positive, 12 as false negative and 2 as false positive.

Table 6.3: Performance Evaluation of the Emotions for the Meme Dataset

Dataset CNN R-CNN Transfer
Learning with
pre-trained
DenseNet
Chubby Sensitivity =0 Sensitivity =0 Sensitivity =0
Bubbles | Specificity =0 Specificity =0 Specificity =0
Distracted | Sensitivity =1 Sensitivity =1 Sensitivity =1
Boyfriend | Specificity =0 Specificity =0 Specificity =0
Left Exit | Sensitivity =0 Sensitivity =0 Sensitivity =1
Specificity =1 Specificity =1 Specificity =0
Overly Sensitivity =0.918 | Sensitivity =0.905 | Sensitivity =0.959
Attached | Specificity =0 Specificity =0 Specificity =0
Girlfriend
Roll Safe | Sensitivity =0 Sensitivity =0 Sensitivity =0
Specificity =0 Specificity =0 Specificity =0

Table 6.4: Performance Evaluation of the Texts for the Meme Dataset

Dataset Tesseract (Full East Detector + Pixel Link +
text extracted) Tesseract (Full Tesseract (Full
Text Extracted) Text Extracted)
Chubby 16 20 20
Bubbles
Distracted 12 23 23
Boyfriend
Left Exit 2 8 10
Overly 0 6 10
Attached
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Girlfriend

Roll Safe 32 35 35

Table 6.4 represents the performance evaluation for the text
extraction from memes dataset using Tesseract, East Detector and
Tesseract, and Pixel Link and Tesseract. The evaluation of these
models is done since the full text extraction from the dataset. In the
Chubby Bubbles dataset, out of 150 images Tesseract, East Detector
and Tesseract, and Pixel Link and Tesseract extracted texts
completely for 16, 20 and 20 images respectively. For the Overly
Attached Girlfriend dataset, performance of all models is not
satisfactory. In the Left Exit dataset, performance of the models is
better as compared to the Overly Attached Girlfriend dataset but not
for others. The highest number of texts extracted from images is for
the Roll Safe dataset by means of Tesseract, East Detector and
Tesseract, and Pixel Link and Tesseract, i.e., 32, 35 and 35

respectively.

Trained Models

Validation Losses
Training Losses

fedation Accuracy -

Training Accuracy

0 0.2 0.4 0.6 0.8 1 1.2 1.4

B CNN MRCNN ® Transfer Learning with pre-trained DenseNet
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Figure 6.5: Performance of the different trained models (Emotion Detection)

Text Extraction from 150 Images

‘T

Chubby Bubbles  Distracted Left Exit Owerly Attached Roll Safe
Girl Boyfriend Girlfriend

40
35
30
25
20

1

L
=]

B Tesseract (Full Text Extracted)
M East Detector + Tesseract (Full Text Extracted)
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Figure 6.6: Performance of the models (Text Extraction)

6.5  Discussions
In this study we have explored yet another limitation of Artificial Intelligence
and successfully demonstrated how Al is incompetent for understanding Internet
Memes. In this section we present observations and comparative analysis of the existing
work.
a. Observations
The approach used for the study involved a combination of Text
Extraction techniques using OCR and Facial Emotion Detection using

RCNN and Transfer Learning. While we were able to conclude that Al

186



cannot interpret memes even using a combination of the two techniques,
we made some observations with respect to Text Extraction and Facial
Emotion Detection. These observations may be the reasons why Al still
fails at understanding something as complex as Internet Memes which is
easily understood by humans and is a shared culture in society. These
observations also explain why understanding Internet Memes will always
remain an unsolvable problem for AL

Text Extraction Challenges

The study uses multiple Optical Character Detection techniques,
which is sufficient for extracting texts from the data. However, despite
using three authentic and powerful OCR techniques like the Tesseract,
Pixel Link and East Detector, there were still issues with respect to text
extraction.

e Tilted Texts: Tilted Texts are not easy for extraction. A large
portion of internet memes is dominated by tilted texts. Since text
extraction and identification is based on artificial intelligence
techniques, identifying tilted texts may be another challenge in
itself. Many alphabets of English language may be difficult for
the software to recognize if they look similar and are tilted. For
example, (M and W), (O and Q), (n and u), (d, b, p and q) etc.

e Hidden Text: While performing the OCR for text extraction, it
was observed that text extracted for few memes was completely
different from the text seen in the images. These texts looked like

names or messages that were hidden within the image. This kind
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of extraction will make it further complicated for Al to
understand Internet Memes.

Sentences on the Left and Right: Many times, Internet Memes
incorporate dialogues that exist in the form of multiple sentences.
They may exist as sentences in the left-hand side and right hand
side of the meme image. It is a challenging task for Al to
interpret that the sentences on the left and right are different.
OCR techniques read sentences in a single line, and when this
text is extracted, it is a combination of half of the sentences from
each side in one line. This keeps on repeating until the entire text
extraction is done, and the resulting output is a combination of
words that does not make sense.

Font and Size Issues: Since Internet Memes are continuously
generated manually as well as automatically, there is a variation
in the font type and its size. Due to the variation of characters in
different fonts, not all characters are extracted perfectly. Some
characters seem indistinguishable across various fonts. Hence
even if there is an Al that identifies all characters perfectly, there
will be confusion for the Al for identifying characters that bear
striking resemblance. For normal text, it is easy to judge the
character from the American Standard Code for Information
Interchange (ASCII) values, however text extraction from image,
makes the task utterly challenging, since text is also treated as an

image.
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Image with text within the image: Many internet memes include
logos that incorporate some amount of text. OCR techniques fail
to recognize texts within logos that are a part of the meme image.
Similar looking characters: Similar looking characters across
different fonts (including symbols) are challenging for text
extraction. Since Al techniques recognize and classify images
(texts) based on previous learning, it is not surprising to detect a
large number of misclassifications or incorrectly extracted texts.
Color Contrast: Color contrast seems to play a major role in OCR
text extraction. If the contrast between the text color and the
background color is not significant, the OCR may find text
extraction difficult. On the other hand, if there is less contrast
between texts and the background image, yet the texts are
enclosed in a boundary, or there are some lines around the text
that make it easily distinguishable from the background, text
extraction becomes simple.

Blurred Text: Many internet memes encompass a combination of
blurred and clear texts in order to put emphasis on clear text.
While performing the OCR, it was observed that text extraction
fails to detect blurred texts. Moreover, even if Al becomes
sophisticated to somehow figure that the blurred image is indeed
a text, there are many similar looking texts that may produce
similar blurred images, thus making it difficult for Al to extract

the text and interpret the meme.
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¢ Additional objects in the same image: meme creativity does not
end with only adding new texts to existing templates. Many
Internet memes are modified to incorporate images that give a
different meaning to it. We observed that adding multiple images
in the meme template makes text extraction difficult.

¢ Overlapping texts: The concept of overlapping images is not new
and is often employed as a technique in CAPTCHAs for the
process of authentication. The underlying idea is that overlapping
texts is hard to identify by automated bots that break into
authentication systems. Similarly, extracting overlapping texts
and identifying them may be a challenge for OCR. Often these
texts are tilted and stretched in different angles. Some Internet
Memes have overlapping texts within them.

Facial Emotion Detection Challenges

The study uses three artificial intelligence techniques, namely CNN,
RCNN, DenseNet, and Transfer Learning, which are sufficient for facial
emotion detection. However, despite using these robust techniques, it
was observed that facial emotion detection in Internet memes is not an
easy task.

e Tilted Faces: Many images deal with tilted faces of humans,
which makes emotion detection a challenge. At certain
angles, faces may not only be tilted, but partially or almost
fully hidden. This makes facial image detection hard and

emotion detection even harder.
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e Animal Faces: As the Internet meme culture evolves, it is
interesting to see pictures of animals, birds, cartoons etc.
being a part of more and more Internet Memes. There is no
way to analyze the facial emotion detection for these, which
makes our claims even more plausible.

¢ Blurred images: Facial emotion detection is hard for blurred
images. Many internet memes have deliberately blurred
images which are tied down to the underlying meanings.
Unless emotions are detected by Al, understanding the meme
is a challenge.

The Internet Meme culture has been rapidly progressing over the
Internet using social media platforms specifically. It is humor that travels
over the web and connects individuals at the level of their conscience.
Every day, hundreds of thousands of memes are generated, some
tweaked from the previous templates, some created from the scratch.
Hence there is a plethora of Internet Memes travelling over the network,
and this kind of data is difficult to manage. The creativity of humans has
made a single meme template be represented in millions of different
forms, emanating a million meanings. This is a challenge for Al to
understand since Al learns from patterns and features of data. These
patterns and features vary largely when it comes to Internet memes. As
more and more Internet Memes will be generated in the future,
understanding Internet Memes will become a much harder problem for

Al, since it has to learn what is already there and make decisions for the
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ones that it has never seen. Hence understanding Internet Memes

completely may always remain an unsolvable problem for Al

b. Comparative Analysis

The Comparative Analysis of our work with some previously

established research works in similar area with is depicted in Table 6.5

Table 6.5: Comparative Analysis of our Proposed Work

Author Proposed Work Methodology/ Results
and Year Parameters
Ma et al, Scene Text Position Accuracy between
2021 Recognition information 85% to 94%
[256] enhanced encoder-
decoder framework
Pandey et | Text Extraction | Hybrid deep neural | F1- score=95.2,
al, 2021 from Scene network with precision=93.79
[257] Images adaptive galactic
swarm optimization
Awan Extraction and | TopicalPostionRank | F1- Score =0.73
and Beg, | Classification of techniques
2021 Key Phrases in incorporating both
[258] Text topical and
positional
information
Li and Facial Emotion Convolutional Neural | Accuracy ~ 95%
Lima, Detection via Networks
2021 ResNet-50
[259]

Said and Facial Emotion Face-sensitive Average mean
Barr, Recognition convolutional precision~95%
2021 neural network (FS-

[260] CNN)
Our Establishing the Hybrid Text Models’ accuracy:

Proposed | inability of Al in Extraction and CNN, RCNN and
Work comprehending Facial Emotion transfer learning
[261] Internet Memes Detection (OCR are 0.6179, 0.6524

(experimental techniques, CNN, and 0.7920
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6.6

evidence) RCNN and Transfer respectively
Learning)

Comparative analysis depicts that text extraction and facial
emotion detection are yet to achieve 100% accuracy and are still a
challenge for Al. Moreover, the studies conducted in the past reveal how
text extraction and facial emotion detection are different areas of study,
and have been explored widely, but separately. Most of the studies
conducted deploy already existing datasets for texts and facial emotion
detection. However, our datasets have been assembled by accumulating
memes that have several variations in the form of texts and images.
Since Internet Memes incorporate texts as well as emotions this is the
first study to use hybrid approaches by combining text extraction and
emotion detection for interpreting Internet Memes. As stated in the
introduction section, we used experimental evidence to establish how
Internet memes can be used to distinguish human and machine
intelligence. Several techniques were used for OCR (Tesseract, Pixel
Link, and East Detector) as well as facial emotion detection (CNN, R-
CNN, and Transfer Learning), and it can be asserted based on the
experimental analysis and comparative analysis that understanding

memes is challenging for AL

Conclusions and Future Work

Over the last few decades learning has become relatively easy for AL, and Al has

exhibited quick decision making and efficiency. However, there are outliers that have
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cost humanity in different ways, and this has made researchers think in the direction of
technological singularity and overcoming it using limitations of Al In this study we
explore yet another limitation of Al i.e., comprehending Internet Memes. Incapability of
Al to understand Internet memes certainly draws a line between human intelligence and
machine intelligence, and based on the evidence, it may be asserted that understanding
Internet memes is a big challenge for Al Since internet memes incorporate texts and
images, we used the hybrid technique of text extraction and facial emotion detection.
Text extraction relies on OCR techniques like tesseract, pixel link and east detector,
while facial emotion detection involves algorithms like CNN, RCNN, and Transfer
Learning. Despite using a combination of all these techniques, we observe that based on
the experimental analysis, interpreting Internet Memes could be a difficult task for Al
There are certain concerns with respect to text extraction and facial emotion detection
that need addressing and Al has a long way to go before it can comprehend memes.
Moreover, with an increase in the number of memes daily, training a system to
understand Internet Memes will always pose a challenge for Al. The approach may also
serve as one of the potential classes of Turing Tests. In the future, we would like to
establish more such experimental evidence on how Al cannot comprehend Internet

Memes and explore more algorithms which can assist us in the same.

194



Chapter 7

ANALYZING THE ELEMENTS OF TECHNOLOGICAL SINGULARITY
USING REGRESSION METHODS

In the previous chapter we manifested how internet memes can be used
to distinguish between humans and machines as comprehending the underlying meaning
behind a meme is a significant challenge for a machine. Thus, Internet memes may be
considered like Turing tests such that humans can understand the underlying meaning of
the memes, which is a challenge for machines. Techniques like Optical character
recognition and facial emotion detection are yet to be perfected for a system to
understand a meme. Hence, internet memes may conveniently delay or evade
technological singularity. Technological advancement has contributed immensely to
human life and society. Technologies like industrial robots, artificial intelligence, and
machine learning are advancing at a rapid pace. While the evolution of Artificial
Intelligence has contributed significantly to the development of personal assistants,
automated drones, smart home devices, etc., it has also raised questions about the much-
anticipated point in the future where machines may develop intelligence that may be
equal to or greater than humans, a term that is popularly known as Technological
Singularity. Although technological singularity promises great benefits, past research
works on Artificial Intelligence (Al) systems going rogue highlight the downside of
Technological Singularity and assert that it may lead to catastrophic effects. Thus, there
is a need to identify factors that contribute to technological advancement and may
ultimately lead to Technological Singularity in the future. In this paper, we identify
factors such as Number of scientific publications in Artificial Intelligence, Number of
scientific publications in Machine Learning, Dynamic RAM (Random Access Memory)

Price, Number of Transistors, and Speed of Computers’ Processors, and analyze their
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effects on Technological Singularity using Regression methods (Multiple Linear
Regression and Simple Linear Regression). The predictive ability of the models has
been validated using PRESS and k-fold cross-validation. Our study shows that
academic advancement in Al and ML and Dynamic RAM prices contribute
significantly to Technological Singularity. Investigating the factors would help
researchers and industry experts comprehend what leads to Technological Singularity

and, if needed, how to prevent undesirable outcomes.

7.1  Introduction

Over the last few years, technology has impacted several industries, like
medicines, computing, power systems, automobiles, etc. The field of artificial
intelligence has significantly led to systems getting smarter and making human lives
easy. Intelligent systems are machines with embedded, Internet-connected computers
capable of gathering and analyzing data to communicate with other systems.
Advancement in technology has led to the emergence of systems like personal
assistants, automated drones, smartphones, video games, smart homes, etc. Many of
these are not only confined to carrying out tasks but are also capable of interacting with
humans. Conversational marketing bots, manufacturing robots, and smart assistants
have decision-making capabilities and have already started replacing humans in several
sectors. The quest for a comfortable life encourages humans to train systems to make
them as intelligent as possible to assist humans in making their jobs easier. Many
researchers and industry experts welcome the idea of making machines as intelligent as
possible. Other subject matter experts and visionaries see this as a threat. While human

intelligence is limited, machine intelligence might not be. Artificial Intelligence has
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made significant progress in various fields, and can outsmart humans in games [262],
identify images better [263], pass Turing tests [264], etc. The very early signs of
machine intelligence leading to undesirable outcomes were seen in Twitter bots making
insensitive comments [265], systems making racial discrimination, self-driving cars
having deadly accidents, and patrol robots colliding with a child. According to several
researchers, there may come the point when machine intelligence becomes equal to that
of humans or surpasses it by a considerable margin, a term they label as Technological
Singularity [11] [16]. Technological Singularity is a hypothetical future point in which
technological growth becomes uncontrollable and irreversible. Such a situation may
result in unforeseeable changes to human civilization, attributed to the rate at which
technological advancements occur. An entity or a system possessing such a level of
intelligence may be termed as super intelligent.

Recent studies show that machines are getting better than humans in several
games, making predictions and imitating humans as smart assistants. All these features
hint towards better machines’ capabilities than humans. [266] describe Technological
Singularity as a point of no return. Such a situation may be synonymous with the term
‘Event Horizon’ for machine intelligence, which defines the boundary marking the
limits of human intelligence. Thus, human intelligence may eventually be surpassed by
machines. Several researchers in the past have tried to validate the possibility of
technological singularity in the future. While machines gaining superintelligence can
make lives easy, many researchers argue that machine superintelligence could also pose
a threat to human lives. Apart from succumbing to economic collapse and losing jobs,
there are several other reasons to fear Technological Singularity. Technological

singularity may lead to environmental catastrophe and loss of humanity, and a global
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apocalypse. Artificial intelligence systems that go rogue, provide a glimpse of such a
situation, although on a smaller scale [26]. Although there is no concrete evidence of
the risks and the risk levels associated with Technological Singularity, the concept
cannot be pushed entirely aside. Thus, there is a need to analyze the hypothesis in detail
and list certain factors that lead to Technological Singularity. This chapter lists some
quantitative factors that could lead to technological advancement; hence, it may also
affect Technological Singularity. Technological Advancement is driven by dynamic
industry and flourishing academia. Therefore, Technological Singularity can find its
factors in both these realms. Since the industry is motivated by academia, published
work can be considered an essential element for technological advancement. Therefore,
we consider publications in Machine Learning and Artificial Intelligence as significant
parameters for the study. Moreover, for carrying out most of the computations, we rely
on the speed of computers, the number of transistors, and sometimes the Dynamic RAM
(Random Access Memory). Changes in these factors’ values over time can give us a
clear idea about technological advancement, and hence these factors may be
contributors to Technological Singularity. These factors find their basis in Moore’s
Law, which states that a computer’s speed can be expected to double every two years if
the number of transistors on a microchip are increased. We rely on regression methods
to analyze the effects of these factors on technological progress. The key contributions
of this paper are as follows:
e There is limited research on Technological Singularity. We attempt to
explore the domain in yet another way. We identify some factors that can

contribute to Technological Singularity.
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e Most of the research works conducted in the past concerning
Technological Singularity consider Technological Singularity as a
concept or hypothesis, due to which neither experiments nor quantified
results are involved for interpretation. In this paper, we perform an in-
depth analysis of the factors considered by using regression methods. We
determine three models (equations)

One Multiple Linear Regression (MLR) model using three
factors, i.e., Number of scientific publications in Artificial
Intelligence, Number of scientific publications in Machine
Learning, and Dynamic RAM (Random Access Memory) Price.
Two Simple Linear Regression (SLR) models using one factor
each, i.e., Number of Transistors, and Speed of Computers’
Processors

e The validation has been performed using the PRESS (predicted residual
error sum of squares) and k-fold cross-validation.

¢ The study also finds solutions for the derived equations.

The rest of the chapter is organized as follows. Section 7.2 describes out some
related works that have been done in the past and Section 7.3 describes our proposed
work. In Section 7.4, we discuss the experimental analysis. Section 7.5 highlights the
Results, and Section 7.6 incorporates Comparative Analysis. In Section 7.7, we present

the conclusions and future work.
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7.2 Related Works

A study [11] observed technological progress’s acceleration and argued that
technology might create entities that have intelligence greater than humans.
Superintelligence may be achieved through several means like intelligent computers,
extensive networks, computer-human interfaces, biomedical domain, and digital means.
In [16], the authors performed a study to identify trends showing technological
advancement growth. In his research, Kurzweil identified trends concerning cell phone
users over time, inventions over time, development of computing over time, internet
hosts over time, DNA (Deoxyribonucleic Acid) sequence data, etc., as contributors to
the technological singularity. Another study [267] presented technological singularity as
exponential technological advancement. Exponential growth for input and output
mechanisms of a sensory system and response time are considered for the study. The
measures of comparative intelligence were analyzed in terms of change in entropy or
state change. Likewise, a survey [268] highlights past research works on Technological
Singularity compared to the works of Kurzweil and Moore. A combination of
processing power and contextual knowledge could very well lead to the technological
singularity. The post-singularity era may pose significant challenges for human beings
to determine their role in society. There is a need to think about ways to control
machines that turn malevolent. [269] proposed the conditions necessary for computer
simulations as a way of achieving technological singularity. Enhancement of the
computer-human cognitive capabilities and the reliability of computer simulations have
been considered for the study. In another study, the authors presented an updated
overall idea about technological singularity and the possibility of creating artificial

general intelligence. Metasystem transitions and universal evolution are considered for
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making some observations. The study discusses timeline extrapolation as one of the
techniques for making predictions along with some possible scenarios. [26] presented
research contradicting the projections made by [270], which asserted that Technological
Singularity might never happen. Yampolskiy opposed Walsh’s arguments based on
specific statements. Some of these arguments are the speed alone does not bring
intelligence, human intelligence is not exceptional, many fundamental limits exist
within the universe, and no growth in performance will make undecidable problems
decidable.

Likewise, a study was conducted [271] to highlight artificial consciousness’s
importance to reach Technological Singularity. The study mentions that artificial
consciousness underpinning the concepts, sophisticated algorithms of learning, and
machine discovery can lead to Technological Singularity. Moreover, [272] presented a
study on technological singularity based on search for extraterrestrial intelligence. The
argument is based on a specific scenario of whether intelligent life happens to be a
normal phenomenon in the Milky Way Galaxy. Moreover, suppose the rate of
technological evolution is at least as advanced as that on Earth. In that case, there is a
possibility that the Milky Way Galaxy must be full of highly developed technological
civilizations. It might also be possible for us to see them, and they could also be here,
but we do not see them, which may be attributed to the Fermi paradox. In another study,
the authors presented the concept of cyber singularity concerning intelligence being
observed in Cyberspace. Many past research works suggest different ways of achieving
Technological Singularity. Some of these research works contemplate Technological
Singularity as a concept or hypothesis. Therefore, several research papers lack

interpretation involving the experimental analysis and quantified results. While the field
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is mostly unexplored, many researchers also believe that it may never happen [273].
There is a need to explore the area by performing extensive analysis. In the next section,

we shall discuss the proposed work.

7.3 Proposed Work

Technological Singularity deals with machines gaining intelligence equal to or
more than humans; artificial intelligence underpinning machine learning concepts,
natural language processing, deep learning, machine memory, etc.. The pace with which
technological advancement is moving may affect Technological Singularity. Therefore,
it is essential to discuss what factors contribute to the same. In this section, we identify
some factors that may affect Technological Singularity. We will analyze these factors
using Regression Methods in the later areas. The following are the factors that have
been considered for the study.

a. The number of scientific publications in Artificial Intelligence: Scientific
journals intend to advance science’s progress by reporting new research.
Since technology is significantly driven by artificial intelligence these
days, the number of scientific publications may impact technological
advancement and may be considered a driver for technological
singularity.

b. The number of scientific publications in Machine Learning: The most
popular subdomain of artificial intelligence is machine learning. The
study of algorithms and statistical models to perform a specific task
without being explicitly programmed is one way to create intelligent

machines. As machine learning gets better, systems may get more

202



7.4

d.

intelligent, and there may come a time when system intelligence
surpasses that of humans.

Dynamic RAM Price: Dynamic RAM is a random-access semiconductor
memory that stores each bit of data in a memory cell consisting of a tiny
capacitor and a transistor. The Dynamic RAM price (bits per dollar, at
production) has been increasing over the last few decades, indicating an
increase in DRAM speeds. Therefore, it may be asserted that processing
power and memory capacity have been growing.

Number of Transistors: Speed of computing may have an impact on
Technological Advancement. With more transistors in a given chip, the
speed of computing increases. Moore’s Law states that the number of
transistors on a microchip doubles every two years, though the cost is
halved. Thus, we can expect our computers’ speed and capability to
increase every couple of years and pay less for them.

Speed of Computers’ Processors: Processing speed determines the
performance of computing devices. Better the performance of computing
devices rapidly would be technological advancement. Million
Instructions Per Second (MIPS) measures the raw speed of a computer’s
processor. Processing speed may have an impact on the performance of

computing devices, which directly impacts technological advancement.

Experimental Analysis

This section discusses the datasets essential for our study and the experimental

methods adopted to justify our research work.
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a.

Datasets

Since our research work deals with regression analysis of the
proposed factors, the data was taken from reliable sources. The datasets
for the number of transistors and speed of computer processors have
been taken from the data repository ‘Our World in Data by,’
Technological Progress by The Oxford University
(https://ourworldindata.org/technological-progress). The Dynamic RAM
price data has been taken from
http://www.singularity.com/charts/page58.html. The website is based on
Kurzweil’s idea of technological singularity. Although there are several
factors listed that may lead to technological advancement, we chose the
Number of Transistors, Speed of Computer Processors, and Dynamic
RAM because the data is recent from the list of factors mentioned. There
were enough data points to conduct the analysis, unlike any other factors
mentioned on the respective websites. The study finds its basis in
Moore’s Law. The number of Artificial Intelligence and Machine
Learning publications has been taken from the National Center for
Biotechnology Information (NCBI) PubMed. The number of research
papers until March 31, 2020, has been considered. The analysis has been
conducted using the R programming language (R Studio). We perform
Multiple Linear Regression considering the Number of publications for
Artificial Intelligence and Machine Learning and Dynamic RAM price.
Owing to the lack of abundant data points, microprocessors, and

processing speed (MIPS) have been analyzed using Simple Linear
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Regression. The solution space for the three equations has been plotted
using MATLAB.
b. Experimental Methods
We have already identified a list of factors that may contribute to
Technological Singularity. We intend to introduce the factors mentioned in
the previous section as variables for two family equations. These factors’
effects on technological singularity will be analyzed using regression
methods [274] [275]. Since the data pertaining to the five factors listed in the
previous section is sparse, we conduct the analysis using two families of
equations. The first equation incorporates the elements Number of Artificial
Intelligence Publications, Number of Machine Learning Publications, and
Dynamic RAM Price (bits per dollar). The second equation includes the
factors. To conduct the analysis, we perform the following steps using
statistical language R. The ALSM package, which is Companion to Applied
Linear Statistical Models, has also been relied on to perform the analysis.
While there is enough data to conduct Multiple Linear Regression (MLR)
with several publications for Artificial Intelligence and Machine Learning,
and Dynamic RAM price due to sufficient data, there is not enough data to
conduct MLR for transistors and MIPS. Therefore, transistors and MIPS
have been analyzed using Simple Linear Regression, a particular case of
MLR. We will here be considering first-order models.
Multiple Linear Regression generally explains the relationship
between multiple independent or predictor variables and one dependent or

criterion variable. A dependent variable is modeled as a function of several
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independent variables with corresponding coefficients and the constant
terms. Multiple regression requires two or more predictor variables, and this
is why it is called multiple regression. The multiple regression equation
explained above takes the following form:

Y =BiXi+BXot ... +PBeXq+Pote (1)

Y =biXi + baXo+ ... + bgXq + bo )

In Eq. (1), Y represents the actual/true prediction. Bi’s i=1, 2, ..., q)
represent the Population Parameters. ¢ is the random error associated with
that prediction such that ¢ ~ N(0, o?), such that N represents normal
distribution and o® denotes population variance. Additionally, they are
identically and identically distributed.

In Eq. (2), Y is the point estimate or the best predictive value. bi’s (i
=1, 2, ..., q) are the regression coefficients (also known as sample statistic),
representing the value at which the criterion variable changes when the
predictor variable changes, bo intercept.

Our goal is to mimic the behavior of Eq. (1) using Eq. (2). Here, p =
q + 1, p referring to the number of parameters. The number of parameters (p)
is given by the Number of predictors (q) + 1 (for first-order models), where
n stands for the number of rows/instances/tuples in the dataset. Hence, B~ 1
Br=bi;1=0,1,..,qand 6" =s and &"; = e;, where ei = Y — Yiand s; = 3 e
/(n—p).

Here, s denotes sample standard deviation, q denotes the number of
predictors, and s2 depicts sample variance. For conducting the analysis, we

need to make the following assumptions:
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Explanatory variable and response variable(s) follow a linear
relation.

Residuals (e;) are independently identical.

Residuals follow a Normal Distribution.

Residuals have constant variance.

The following steps have been considered for conducting the analysis:

Linearity Test: Before performing a linear regression
analysis, we test our data for linearity. Linearity means that
two variables, x, and y are related by a mathematical equation
y = cx, where ¢ is any constant number. A linear graph
indicates a steady-state increase.

Histogram: The datasets used for the research are univariate
data sets, i.e., they have one variable. The purpose of a
histogram is to summarize the distribution of a univariate data
set graphically

Transformation using Log Histogram: To respond to the
skewness of large values, a histogram based on the
logarithmic scale may be used. If one or a few points are
much larger than the bulk of data, log histograms may be
used for analysis.

Transformation using Box-Cox: A Box-Cox transformation is
a way to transform nonnormal dependent variables into a
standard shape. Normality is an essential assumption for

many statistical techniques. If the data is not standard,
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applying a Box-Cox enables running a broader number of
tests. We perform Box-Cox transformation using the
Maximum Likelihood (MLE). The range chosen to select
lambda was (=10, 10). New transformed y = y .

Independently Identical Distribution: When the no. of
observations (n) is less than 10xp (p is the number of
parameters), the errors are said to be dependent on one
another. Hence, a good generalization needs to be made.
Therefore, n > 10p is a good rule of thumb to follow [276].
No apparent pattern in residual plots also signals the same.
Pearson Residuals can determine the model fit. A residual is a
difference between the observed y-value (from scatter plot)
and the predicted y-value (from the regression equation line).
Shapiro Wilk Normality Test: The Shapiro—Wilk test is a test
for normal distribution exhibiting high power. It may lead to
good results, even with a small number of observations. It is
only applicable to check for normality. The basic idea behind
the Shapiro—Wilk test is to estimate the variance of the
sample in two ways. Firstly, the regression line in the QQ-
Plot (probability plot) allows estimating the variance.
Secondly, the variance of the sample can also be regarded as
an estimator of the population variance. Both estimated
values should approximately be equal in the case of a normal

distribution and thus should result in a quotient close to 1. If
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the quotient is significantly lower than 1.0, then the null
hypothesis (of having a normal distribution) should be
rejected.

Brown—Forsythe test: The Brown—Forsythe (B-F) Test is for
testing the assumption of equal variances in the Analysis of
variance (ANOVA). The Brown-Forsythe test attempts to
correct for this skewness by using deviations from group
medians. The result is a more robust test. This test does not
consist of dividing by the mean square of the error. Instead,
the mean square is calibrated using the observed variances of
each group. The underlying idea is not to assume that all
populations are normally distributed. It is performed when the
normality assumption is not viable. h.

Regression Influence Plot: The influence plot helps identify
individual data points that might have undue influence over
the fitted regression equation. Unusual data points can be
unusual because they have an unusual combination of X
values, or their Y value is given their X values. Points with
usual Xs may be defined as high-leverage points, and points
with unusual Y values (given X) are termed outliers.

Ridge Regression: Ridge Regression is a technique for
analyzing multiple regression data that suffer from
multicollinearity. Variance Inflation Factor (VIF) detects

multicollinearity in regression analysis. When
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multicollinearity occurs, least squares estimates are unbiased,
but their variances are large, so they may be far from the true
value. By adding a degree of bias to the regression estimates,
ridge regression reduces the standard errors.
R-square-coefficient: In regression, the R square coefficient
of determination is a statistical measure of how well the
regression predictions approximate the real data points. An R
square of 1 indicates that the regression predictions perfectly
fit the data.

P-Value: P-value helps to determine the significance of
results. A small p-value (typically <0.05) indicates strong
evidence against the null hypothesis, so the null hypothesis is
rejected

W-Value: W value is associated with the Shapiro—Wilk
Normality Test. The test gives a W value; small values
indicate that the sample is not normally distributed (it is
acceptable to reject the null hypothesis that the population is
normally distributed if the values are under a certain
threshold).

Type 1 error, alpha = 0.05 for all testing and analysis. The
probability of making a type I error is represented by alpha
level (o), which is the p-value below which the null
hypothesis is rejected. The following figure is an illustration

of the analysis conducted by us (Figure 7.1).
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Transformation
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—1 Linearity Test
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Shapiro
Test/Normality

Test Passed

Test Failed Influence Point
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Brown Forsythe
Test

Detection/ trim Dataset

VIF>10
Multicollinearity
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Detect and Remove Influence
] Points. Build new model on new
dataset. Check if model improves.

Figure 7.1: Steps for the analysis conducted

Yes

Ridge
Regression

Test Failed

Change Group
size

Although the Variance Inflation Factor (VIF) detects multicollinearity,

multicollinearity does not make sense if there is one variable. The analysis conducted

may be explained in the following steps: —

Step I: Check for Linearity Test

Step 2: If Test Failed, proceed to Transformation, and eventually conduct Linearity Test

+ If Test Passes, perform Shapiro Test, check Normality.

Step 3: If Test Failed, perform Influence Point Detection/Trim dataset and conduct

Linearity Test

+ If Test Passes, perform Brown Forsythe Test

Step 4: If Test Failed, Change Group size and again perform Brown Forsythe test

+ If Test Passed, check if Variance Inflation Factor (VIF > 10) or
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Step 5: If there is no multicollinearity, detect, and remove influence points. Build a
model on a new dataset and check if the model improves.

+ If there is multicollinearity, perform Ridge regression

7.5  Results and Discussions
In this section, we will be discussing the equations, analyzing the model by
inspecting the validity of the model, and finding the solution to the equations. We also
perform a comparative analysis concerning some previous works that have been done
regarding Technological Singularity.
a. Results
Based on the factors considered and the analysis conducted, we
have identified three equations. The first equation has factors like the
number of publications in ML, the number of publications in Al, and
Dynamic RAM price, which is analyzed using Multiple Linear
Regression. The second equation considers the number of
microprocessor transistors and has been analyzed using Simple Linear
Regression. Finally, the third equation considers Million Instructions Per
Second (MIPS) and is analyzed using Simple Linear Regression. The
equations are depicted as follows:
e Eq.(1): Y=1965.5085+ 1.5461 * In(AI) + 1.8306 *
In(ML) + 0.9860 * In(RAM)
e Eq.(2): Y''=-31.81850 + 4.28581(Ix)
e Eq. (3): Y"'=12.1780 — 3.9230(Ix)
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b. Model Analysis

To perform validation, we rely on two popular methods, i.e.,

PRESS statistic and k-fold cross-validation.

Validation using PRESS

PRESS refers to the predicted residual error sum of
squares. This statistic is a form of cross validation used in
regression analysis for providing a summary measure of
the fit of a model to a sample of observations that were
not themselves used to estimate the model. It is given by
the summation of squares of the prediction residuals for
those observations.

PRESS = Yis1 " (yi- 96 )* The lowest values of PRESS
indicate the best structures. If a model is overfitted, small
residuals for observations will be included in the model-
fitting, but large residuals for observations will be
excluded. Thus, the smaller the PRESS value, the better
the model’s predictive ability. For Eq. (1),

Y = 1965.5085 + 1.5461 * In(Al) + 1.8306 * In(ML) +
0.9860 * In(RAM).

The slopes are unknown to accompany bias due to
shrinkage. Hence, the prediction would not be accurate;
rather, it would not be viable to compute the Y values
based on these biased values. However, the low Akaike

Information Criterion (AIC) value is indicative of a good
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prediction. The AIC values are used for estimating the
likelihood of a model for predicting/estimating future
values. The best model has the minimum AIC value
among all other models. Hence it provides a means for
model selection. Also, the model explains 92.47% of the
variance in Y, which is reasonably good. The Bayesian
Information Criterion (BIC) is closely related to AIC.
Adding parameters for model fitting may often lead to
overfitting. BIC resolves this by introducing a penalty
term for the number of parameters in the model. The BIC
value is not as low as AIC, but this value implies that our
model may not be the most parsimonious.

We observe that the Mean Square Error (MSE) is also
high, with a value of 1451.15. Hence, the model
parameters are relevant. However, using the predicted
residual error sum of squares (PRESS), we observe that
the value of K increases with K increasing from 0 to 0.11
and beyond (Figure 7.2). Figure 7.2 depicts the PRESS
vs. Predictor Values. As we know, the smaller the PRESS

value, the better the model’s predictive ability.
PRESS vs K

PRESS
20 80

Figure 7.2: PRESS vs Predictor Values (K)
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From Figure 7.3, it is evident that at (K = 0.11), the value

of PRESS is 46.4213.

# CK DF ridge =~ EP  REDF  EF ISRM m scale  PRESS
# K= 0  5.0000 3.0000 3.0000 44.0000 0.0000 2.9581 0.0000 20.9368
## K= 0.01 3.9943  2.3310 2.6677 44.3323 0.0763 2.8830 0.6690 24.8221
## K= 0.02 3.7387  2.0910 2.4434 44.5566 0.0537 2.8072 0.9090 27.9283
## K= 0.03 3.5912  1.9474 2.3035 44.6965 0.0463 2.7411 1.0526 30.1111
## K= 0.04 3.4864 1.8446 2.2028 44.7972 0.0426 2.6828 1.1554 31.9884
## K= 0.05 3.4057 1.7646 2.1234 44.8766 0.0404 2.6298 1.2354 33.8013
## K= 0.06 3.3410 1.6992 2.0573 44.9427 0.0389 2.5804 1.3008 35.6567
## K= 0.07 3.2876  1.6441 2.0006 44.9994 0.0379 2.5335 1.3559 37.6070
## K= 0.08 3.2426 1.5966 1.9506 45.0494 0.0371 2.4884 1.4034 39.6800
## K= 0.09 3.2042 1.5551 1.9061 45.0939 0.0365 2.4450 1.4449 41.8910
## K= 0.1 3.1708 1.5183 1.8657 45.1343 0.0360 2.4029 1.4817 44.2489
## K= 0.11 3.1415  1.4853 1.8291 45.1709 0.0356 2.3623 1.5147
## K= 0.12 3.1155  1.4556 1.7956 45.2044 0.0352 2.3230 1.5444 49.4213
#% K= 0.13 3.0923 1.4285 1.7648 45.2352 0.0349 2.2853 1.5715 52.2390

Figure 7.3: PRESS values for Eq(1)

Table 7.1 depicts the PRESS values for all three
equations. While PRESS values for Egs. (1) and (2) are
46.4213 and 46.7899, respectively, the PRESS value for
Eq. (3) is 634.9334. Since the lowest PRESS values
indicate the best structures, Eq. (1) has the best model

predictive ability.

Table 7.1: PRESS values for the Equations

Equations Type Press Value
Eq(1) MLR 46.4213
Eq(2) SLR 46.7899
Eq(3) SLR 634.9394

Due to multicollinearity in Eq. (1), we performed Ridge

Regression. This led to the introduction of bias in the
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slopes.  Although we initially assumed normal
distribution, the introduced arbitrary bias does not give
much information on the sampling distribution. Hence,
statistical inference corresponding to a confidence interval
and hypothesis testing will not hold. To evaluate the
likely range of values for our population mean, we
calculate the confidence interval. Confidence intervals are
used for measuring the degree of uncertainty or certainty
in a sampling method. The confidence interval with 95%
confidence has been calculated as follows:

CI = Point Estimate £+Margin of Error

Margin of Error = Standard Error * t(1 — (a/2), n — p),
where t is the critical value given by the software (R
studio)

For Eq. (2), CI for b0 with 95% confidence:

—31.81850 £ 1.10115 * t(0.975, 23 — 2)

= (29.528, 34.108), where b0 is the intercept CI for bl
with 95% confidence: 4.28581 + 0.06238 * t(0.975, 23 —
2)

= (4.156,4.415), where bl is the slope

For Eq. (3), CI for b0 with 95% confidence:

12.1780 + 1.5477 * t(0.975, 23 — 2)

= (8.959, 15.396), where b0 is the intercept

CI for bl with 95% confidence:
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—3.9230 £ 0.2436 * t(0.975, 23 — 2)
=(—4.429,-3.416), where bl is the slope

Validation using k-fold cross validation

Cross-validation is a resampling procedure used
for evaluating machine learning models on a
limited data sample. K refers to the number of
groups that a given data sample is to be split into.
In k-fold cross-validation, the available dataset is
partitioned into k number of disjoint subsets,
which are of equal size. The number of resulting
subsets is known as folds. The partitioning is done
by randomly sampling the dataset without any
replacement. K—1 subsets denote the training set,
and the remaining subset is referred to as the
validation set. The performance of each of the
subsets is measured until k subsets have served as
validation sets. Finally, the average of the
performance measurements on the k validation is
determined as the cross-validated performance. To
validate the models, we perform the k-fold
validation and also observe the values for

Eq. (1): Performing k-Fold validation, (k = 5)
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Figure 7.4 depicts the plot between the Mean
squared error of prediction (MSPE) vs. A, a vector
with a grid of values of A to be used. The values
on the MSPE axis are 14.884, 14.686, 14.688,
14.690, and so on. The values on the A axis are
0.00, 0.05, 0.10, 0.15, and so on. We observe that
when k = 0.11, the values for MSPE lie between
14.684 and 14.686.

The Mean Square Percentage Error (MSPE) is
based on the value of k. From Figure 7.5, MSPE =
14.68457, for k = 0.11. Root Mean Square
Percentage Error = VMSPE, hence RMSPE =
V14.68457 = 3.8320 We directly compute the
RMSPE over the validation data and get the

percentage error

1

1
o

1
o

Mean squared error of prediction
14.684 14.686 14.688 14.690
o

1

o
0000000°°
T T T T T T T

0.00 0.05 0.10 0.15 0.20 0.25 0.30
A values

Figure 7.4: MSPE vs A
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$mspe
0 0.01 0.02 0.03 0.04 0.05 0.06 0.07
14.68384 14.68381 14.68380 14.68380 14.68383 14.68388 14.68394 14.68403

0.08 0.09 0.1 0.1 0.12 0.13 0.14 0.15
14.68413 14.68426 14.68441 14.68457 14.68475 14.68496 14.68518 14.68542

0.16 0.17 0.18 0.19 0.2 0.21 0.22 0.23
14.68569 14.68597 14.68627 14.68659 14.68693 14.68729 14.68766 14.68806
0.24 0.25 0.26 0.27 0.28 0.29 0.3
14.68848 14.68891 14.68937 14.68984 14.69033 14.69084 14.69137

Figure 7.5: MSPE values

Eq. (2): Performing k-Fold validation, (k = 5)

The wvalidation metrics used for Eq. (2) are
depicted in Fig. 6. We observe that the RMSE
value is 1.406764, and the Mean Absolute Error
(MAE) is 1.235215.

##  intercept RMSE Rsquared MAE RMSESD RsquaredSD MAESD
## 1 TRUE 1.406764 0.9962457 1.235215 0.2424256 0.001458675 0.1576556

Figure 7.6: Validation Metrics for Eq(2)

Eq. (3): Performing k-Fold validation, (k = 5)
Similarly, the validation metrics used for Eq. (3)
are depicted in Figure 7.7. We observe that the
RMSE value is 5.548162, and the Mean Absolute
Error (MAE) is 4.606564.
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##  intercept RMSE Rsquared MAE  RMSESD RsquaredSD MAESD
# 1 TRUE 5.548162 0.9575419 4.606564 1.659612 0.03717543 1.396856

Figure 7.7: Validation Metrics for Eq(3)

MSE measures the average/mean squared error of
our predictions. RMSE Root Mean Square Error is
very similar to MSE. MSPE measures the mean
square percentage error. MSPE summarizes the
predictive ability of a model. RMPSE is the
Square Root of MSPE. The variation in Validation
means RMPSE for Eq. (1) and RMSE for Egs. (2)
and (3) is strictly due to the ridge summary and
summary tables created by the software (R-

studio).

Solutions to the Equations

Kurzweil’s foresight of the technological Singularity predicts its
occurrence in 2045 [16], whereas according to Vinge, Technological Singularity should
happen sometime between 2005 and 2030 [11]. The three equations derived consider
five factors that we have identified, and all these equations can give some information
about when Technological Singularity might happen. In this section, we try to find a
solution to the equations stated previously. For each equation, we present two solutions,

first between the years 2005-2030 and for the year 2045
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a. Eq.(1): Y =1965.5085 + 1.5461 = In(Al) + 1.8306 * In(ML) + 0.9860 *
In(RAM)
For years: 2005-2030
2005 < 1965.5085 + 1.5461 * In(AD)+ 1.8306 * In(ML)+ 0.9860 *
In(RAM) <2030
I <AI<ow,]1 <ML <00, ] <RAM <0
Denote In(Al) by X, In(ML) by Y and In(RAM) by Z
2005 < 1965.5085 + 1.5461 * X + 1.8306 * Y + 0.9860 * Z< 2030
0<X<w;0<Y<w;0<Z <
The above linear inequality may be expressed in a three-dimensional
solution space. The solution space for the above equation may be
depicted as follows (Figure 7.8). The colored region lies in the solution

space of the equation derived.

Figure 7.8: Solution space for Eq. (1) (2005-2030)

For year: 2045
2045 < 1965.5085 + 1.5461 * In(Al) + 1.8306 * In(ML)+ 0.9860 =
In(RAM)
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79.4915 < 1.5461 * In(AD)+ 1.8306 * In(ML)+ 0.9860 * In(RAM)
Denote In(Al) by X, In(ML) by Y and In(RAM) by Z

I <AI<ow,]1 <ML <00, ] <RAM < o0,

79.4915 < 1.5461 * X + 1.8306 * Y + 0.9860 * Z
0<X<00;0<Y<o00;0<Z<00

The above linear inequality may be expressed in a three-dimensional
solution space. The colored region lies in the solution space of the
equation derived. The solution space for the above equation may be

depicted as follows (Figure 7.9).

83838838

3 o 3

Figure 7.9: Solution space for Eq. (1) (2045)

.EBq. (2): Y''=-31.81850 + 4.28581(Ix)

For years: 2005-2030

2005 < (—31.81850 + 4.28581 * X)"I'1 <2030

1008.098 < X <1021.832

1008.098 < In(x) < 1021.832

This implies, e'%®%8 < x < %1832 (back transform, due to initial log
transformation)

Hence, 6.477 * 10¥7 <x <5.970 * 10*
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For year: 2045

2045 < (—31.81850 + 4.28581 * X)!/1!

1030.080 < X 1030.080 < In(x)

e!030080 < x (back transform, due to initial log transformation)

2.280 * 10*7 <x

Eq. (3): Y1.1 =12.1780 — 3.9230 (Ix)

For Years: 2005-2030

2005 < (12.1780 — 3.9230 * X)V1'1 <2030

—1090.115>X>-1105.119

Also, —1105.119 <In(x) <—-1090.115

This implies, e 111 < x < ¢ 190115 (back transform, due to initial log
transformation)

Hence, 1.129 * 1079 <x <3.707 % 100+

For year: 2045

2045 < (12.1780 — 3.9230 x X)V/!!

-1114.130> X

x < eCM4130) (back transform, due to initial log transformation) x <

1.378 » 100489
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7.6  Comparative Analysis

In this section, we present a comparative analysis of our research work

concerning some previous research works. Table 7.2 compares our proposed work with

previous works in terms of the achieved results.

Table 7.2: Comparative Analysis of our Proposed Work

Author and Year Proposed Work Methodology/ Results
Parameters

Warwick, 2016 Recommended an Human Enhancements

[264] Approach to Enhancement- through neural
achieve Whole Body or implants may be a
Technological Brain Transplant way of achieving
Singularity Technological

Singularity (not
supported by
experimental
analysis)

Walsh, 2017 [270] | Proposed that Arguments: The The world may
Singularity may Fast Thinking Dog | never witness a
never happen Argument, The technological

Anthropocentric singularity;
Argument, The however, it may
Limits of have an impact on
Intelligence the economy and
Argument, The society (not
Computational supported by
Complexity experimental
Argument, etc. analysis)

Yampolskiy, 2019 | Proposed that Counter Al can recursively

[26] Technological Arguments: Fast self-improve with
Singularity may Thinking Dog, The | respect to speed,
happen sooner than | Anthropocentric communication,
anticipated Argument, The duplicability,

Limits of cognitive ability,
Intelligence etc. (not supported
Argument, The by experimental
Computational analysis)
Complexity
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Argument, etc

Last, 2018 [277] Proposed a Cosmic | Disordered Dialectical
Evolutionary phenomenon, Approach to
Philosophy and a thermodynamics, Technological
Dialectical thermodynamics, singularity could
Approach to structural become the center
Technological transformations, of future theories of
Singularity totality, etc totality.witnesses
machine
intelligence
surpassing human
intelligence (not
supported by
experimental
analysis)
Silichev et al., 2019 | Propounded that Classification of Level 6 witnesses
[278] Artificial Artificial machine

Intelligence can
lead to

Intelligence into six
levels (14, weak

intelligence
surpassing human

Technological Al), (5-6, strong intelligence (not
Singularity Al) supported by
experimental
analysis)
lastremska et al. , Proposed Statistical Analysis, | Eight enterprises at
2019 [279] investment and Multilevel a low level (42.1%),
industrial Perceptron for Eleven in medium
development as forecasting level (57.89%)
means of generalized integral
Technological index
Singularity
Priyadarshini et al., | Suggested Presence | Intelligent Entities | Singularity exists in
2021 [151] of Technological in Cyberspace that | Cyberspace
Singularity in the are self-learning, (supported by set
Cyberspace (Cyber | self-healing, self- theory)
Singularity) organizing, etc., Set
Theory
(Mathematical
Equations)
Our Proposed Analyzing the MLR for Eq. (1) Equation 1 is the
Work, 2021 [280] factors of (publications in Al, | best model for the
Technological publications in ML | prediction of
Singularity, using and Dynamic RAM | Technological
Regression price), SLR for Singularity,
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Methods Number of followed by Eqgs.
Transistors (Eq. (2) and (3),
(2)), and SLR for respectively
Speed of
Computers’
Processors (Eq. (3))

In this study, we identified three equations, which are regression models
supporting our research. Based on the analysis conducted, we can say that Model 1 (Eq.
(1), MLR) performs the best, or is the best indicator of Technological Singularity
followed by Model 2 (Eq. (2), SLR) and Model 3 (Eq. (3), SLR), respectively. The
decision may be attributed to the following factors:

a. PRESS value: Comparing the PRESS values for the equations (models),
we find that the PRESS value for model 1 is the least followed by
models 2 and 3, respectively. As we know, the smaller the PRESS value,
the better the model’s predictive ability. Hence Model 1’s predictive
ability is the best.

b. The solution space for Model 1 is represented in a three-dimensional
space. Comparing the solutions for Model 2 and Model 3, we find that
the solutions for Model 3 are too small concerning the other models,
which verifies our judgment of Model 3 being the least suitable.

c. The RMSE and RMSPE values, as evaluation criteria, indicate that the
performance of Model 1 and Model 2 is significantly better than Model
3.

Some Limitations of the study are as follows:

a. The predictor variable is treated as being continuous. It is hard to infer

what a real-valued prediction means. Hence, predictions must be
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reported with Confidence Intervals (Mean Response or Single
Response).

b. Model 1 was treated using Ridge Regression, i.e., variables less
significant were shrunk to a greater extent than the more significant
variables. This is known to induce bias in the model. MSE, as large as
1451.15, is indicative of that. The BIC value is not as low, but this value
implies that our model may not be the most parsimonious model.

c. Consider Model 1, Y = 1965.5085 + 1.5461(lai) + 1.8306(Iml) +
0.9860(Iram) d. Mathematically, when Al = ML = RAM = 1, this implies
lai = Iml = lram = 0. In other words, our model guarantees that
Technological Singularity is to happen after 1965-1966, which is a very
strong assumption to make.

d. Additionally, the study has been carried out using the R-programming
language, which has some limitations of its own. R utilizes more
memory. Hence it is not ideal for handling big data. The packages and
the programming language confined to R are relatively slow. Moreover,
the algorithms are spread across packages, which is challenging as well

as time-consuming.

7.7  Conclusion and Future Work

The fascinating field of Artificial Intelligence promises innovations and
advancement in multiple realms of technology. However, it also brings the anticipation
of an unseen tomorrow, which may witness machines gaining intelligence greater than

or equal to humans, and the society does not entirely benefit from it. Hence, there is a
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need to identify specific factors that may contribute to this technology advancement so
that appropriate measures may be taken if such a situation arises. This paper identified
additional factors that can lead to Technological Singularity and analyzed them using
regression methods. We derived three models, i.e., one Multiple Linear Regression
Model (MLR) and two Simple Linear Regression (SLR) models and analyzed their
predictive abilities. We justified that an MLR based on Artificial Intelligence and
Machine Learning Research and Dynamic Random-Access Memory (RAM) price has
the best predictive ability using validation methods. This study validates that research in
Al and ML (publications) along with Dynamic RAM prices can contribute immensely
to Technological Singularity as compared to other factors like Microprocessor
Transistors and MIPS. In the future, we would like to explore more Artificial
Intelligence methods for analyzing the performance of the models and comparing them
with the conducted study. Although we attempted to analyze five factors for this study,
several other factors may act as a driving force towards Technological Singularity. It
would be interesting to explore the effect of Quantum computing’s processing power on

Technological Singularity.
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Chapter 8

CONCLUSION

The concept of Technological Singularity is not new, and has already been
defined by John Von Neumann, Vernor Vinge and Ray Kurzweil. The concept of
intelligence explosion is also backed by public figures like Elon Musk and Stephen
Hawking. With technology progressing at an immensely rapid rate, every minute
enhances machine intelligence, and the evolution only makes machines more capable
than humans in terms of thinking as well as performing tasks. In order to analyze the
concept of Technological Singularity it is essential to explore the differences in the
intelligence of humans and machines. This study validates the presence and emergence
of Technological Singularity. The cyberspace inhabits a significant number of machines
which incorporate intelligence characters like self-orientation, self-organization, self-
healing, self-defense, self-replication etc. Since cyberspace is connected to most of the
other technologies, there is a possibility of intelligence explosion in across all these
technological realms in the future.

The presence of intelligent systems in the cyberspace also explicates how
intelligent bots make their way into secure systems and obtain sensitive data. Thus it is
necessary to identify methods that could allow humans authentication into the systems
while still preventing bots from accessing them. One of the methods of ensuring the
same is by creating authentication platforms with challenges that could be passed by
humans and not by bots. Hence exploring the difference in thinking of humans and
machines is imperative. By drawing a line between the human and machine intelligence,

it could be possible to design challenges that could be easily comprehensible to humans
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but could prove to be significantly challenging for machines. Cyberpsychology
techniques can be useful in distinguishing humans from machines based on intelligence.
While there are several cyberpsychology methods proposed, this study explores two
very interesting methods in detail.

The first method explored is sentiment analysis to demonstrate how capable
machines are for distinguishing positive and negative sentences. Based on the
experimental evidence, it is observed that machines are super-efficient and robust in
distinguishing sentiments, hence this may not be the most viable method of
distinguishing humans and machines. The second method proposed is comprehending
internet memes. Using Optical Character Recognition and Facial Emotion Detection
techniques, it is observed that it is indeed a challenge for machines to comprehend
memes. Thus, Internet memes could potentially be used to distinguish humans and
machines based on intelligence.

Technological Singularity is impacted by several factor techniques. It is
necessary to analyze what factors contribute to the advancement of technology. The
study identifies few techniques including AI research and has been carried out using
regression methods. The study shows that research works in Al and Machine Learning
contribute to technological advancement and may lead to technological singularity in
the future.

One of the most important concerns regarding Technological Singularity is the
reliability and trustworthiness of a system. In the future, we would like to include
components of trust so that the system does not go rogue. Incorporating techniques like
Reinforcement Learning and Ethics could solve the problem of rogue Al even in the

situation of machine intelligence surpassing human intelligence in the future.
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