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Abstract—Due to the flexible mobility and high-quality of
line-of-sight (LoS) channels, unmanned aerial vehicle (UAV) has
begun to play an important role in wireless communications.
However, the broadcasting nature of wireless communications
and the limited payload of UAVs render the spectrum vulnerable
to malicious jamming attacks. To guarantee the performance of
UAV communications, this paper focuses on reactive jamming,
and sets up an actively exposed deception band to attract partial
power of jamming. Specifically, we first model the anti-jamming
process with a Stackelberg game model, under the assumption
that the rational behavior of jamming is known. Then, we analyze
the theoretical optimal strategies of the jamming as well as the
users in UAV communication to reach the equilibrium of the
above game model. Finally, we design a collaborative multi-
agent jamming deception method to achieve anti-jamming in
the absence of environmental and jamming information. This
method is based on the centralized evaluation network at the UAV
and decentralized policy network at each user. Simulation results
show that the anti-jamming performance of the proposed method
can approach the theoretical upper bound and significantly
outperform other benchmark methods.

Index Terms—UAV communications, jamming deception, actor
critic, multi-agent reinforcement learning, multi-user collabora-
tive.

I. INTRODUCTION

ITH the advantages of low cost, flexible deployment,

and high robustness of line-of-sight (LoS) channels,
unmanned aerial vehicles (UAVs) have been considered as
promising devices to assist wireless communications [1]-[3].
However, due to the broadcasting nature of wireless com-
munications, the signal transmission can be easily monitored
by malicious users (MUs). As a result, the spectrum used
by legitimate users (LUs) can be potentially attacked by
MUs [4]-[6]. Furthermore, as communication devices with
limited payload capacity, UAVs are more severely affected by
spectrum jamming compared to terrestrial facilities [7]-[10],
which necessitates the research on anti-jamming methods to
guarantee the performance of UAV-assisted communications.
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The traditional spread spectrum techniques, such as direct
sequence [11]-[14] and frequency hopping [15]-[17], con-
sume extra spectrum resources. Other anti-jamming technolo-
gies, such as time hopping [18] and multiple antennas [19],
require pre-designed passive anti-jamming strategies, thus re-
sulting in low efficiency in the utilization of available resources
and poor adaptability. Thus, these anti-jamming technologies
sacrifice communication performance and increase hardware
costs, whose effectiveness is limited in payload-constrained
UAV communications.

With the development of spectrum sensing and software ra-
dio technologies, perception-guided intelligent jamming tech-
niques increasingly pose a severe threat to UAV communi-
cations [10], [20]. As a result, the advancement of intelligent
anti-jamming technologies have been promoted. To effectively
characterize the anti-jamming process and formulate anti-
jamming decisions, many researchers have modeled the in-
teraction between communication systems and jamming. Typ-
ical modeling methods include the Markov decision process
(MDP) and game theory. MDP, in particular, is a method for
modeling the dynamic interaction process between agents and
the environment [20]—-[22]. It consists of states, actions, transi-
tion probabilities, and rewards. Strategies are updated through
rewards obtained from interactions with the environment to
maximize the expected cumulative reward. Common solutions
include reinforcement learning [23] and swarm intelligence
algorithms [24]. Due to the independence from historical
information and the ability to make optimal decisions based
on the current state, MDP has received considerable attention
from researchers. For example, the authors in [21] modeled the
interaction between UAV wireless communications and intel-
ligent jamming with an MDP and designed a solution based
on deep reinforcement learning. Additionally, the authors in
[25] modeled the counteractive process of reactive jamming
as an MDP and employed reinforcement learning to attract
single-band reactive jamming to a specific frequency band.

Game theory models the performance of UAV communica-
tion systems, jamming, and user actions as a zero-sum game
to study the optimal decisions between different parties [26]—
[30]. When model parameters are fully known, researchers
attempt to reach the game equilibrium. When parameters
are unknown, learning algorithms are commonly employed.
Common anti-jamming games include communication anti-
jamming games based on frequency hopping and power allo-
cation anti-jamming games. For instance, the authors in [31]
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used the Stackelberg game model to model the behaviors
of LUs and MUs, where LUs design strategies to coordi-
nate transmission power and anti-jamming performance. The
Stackelberg game provides a natural framework for sequential
decision-making in security and anti-jamming contexts, with
seminal applications in communication networks established
in early works such as [27]. The authors in [32] employed
a bimatrix game model to model the anti-jamming process.
The authors derived the Nash equilibrium of the game with
known global information and developed a method to ap-
proach Nash equilibrium when information is unknown. As
the number of users increases and the network scale expands,
the action set of users in the game model will face the
problem of rapidly increasing dimension. As a result, the anti-
jamming decisions become difficult to converge to a feasible
solution [33]-[35]. Furthermore, information sharing between
LUs is difficult to be guaranteed due to the existence of
reactive jamming. Therefore, it is not realistic for each user
to make decisions based on global information [36]. To this
end, the authors in [37] proposed an anti-jamming method
based on multi-agent reinforcement learning (MARL), which
employs policy network on each LU, and makes decisions
based on the local observations of each LU. With the help
of MARL, the complexity of the solution to anti-jamming
could be significantly reduced. Also, each LU can overcome
the dependence on global information and make anti-jamming
decisions with its own policy network. However, considering
only local observations of each LU may lead to spectrum
competition conflicts and loss of global optimal performance.

In summary, the existing solutions primarily counteract
jamming through high-dimensional global decisions, which
are challenging to be applied in payload-limited UAV com-
munications. While conventional optimization-based methods
rely on perfect yet often unavailable global channel infor-
mation, incurring prohibitive communication and computation
overhead, and rule-based strategies lack the adaptability to
counter intelligent reactive jammers, most existing learning-
based approaches still face the curse of dimensionality in
decision-making.

Our work bridges two distinct research strands to address
these limitations: 1) game-theoretic modeling for anti-jamming
strategy analysis, and 2) scalable multi-agent learning for
decentralized execution. On the theoretical modeling front,
Stackelberg games have been established as a principled
framework for analyzing hierarchical interactions between
defenders and attackers in communication security, capturing
the sequential nature of reactive jamming [27]-[29]. However,
such game-theoretic solutions typically assume complete in-
formation and centralized computation, limiting their applica-
bility in practical UAV scenarios with partial observability and
computational constraints. On the algorithmic implementation
front, the Centralized Training with Decentralized Execu-
tion (CTDE) paradigm has emerged as a powerful MARL
framework for enabling scalable coordination in complex
wireless networks [38]-[40]. Yet, existing CTDE applications
in wireless security often lack strong theoretical foundations
regarding optimal strategy design.

To bridge this gap, we propose a collaborative multi-

agent jamming deception (CMAJD) method that integrates
Stackelberg game-theoretic modeling with a CTDE-based
MARL framework specifically tailored for UAV anti-jamming.
Given the above considerations, this paper focuses on the
challenge of computationally load-constrained UAV that is
unable to handle high-dimensional anti-jamming problems in
wireless communications. Our CMAJD method first employs
a Stackelberg game to derive theoretical optimal strategies
under complete information, establishing a performance upper
bound. Then, we design a CTDE-based MARL algorithm that
enables decentralized agents to learn near-optimal strategies
in unknown and dynamic environments. With the help of
decentralized policy networks, the high-dimensional global
decision space is decomposed into low-dimensional local
decisions per user, achieving a fundamental reduction in com-
putational complexity (a quantitative analysis is provided in
Section III-D). This reduction enables real-time anti-jamming
decisions on payload-constrained UAVs. Moreover, the global
performance of these local decisions is guided and ensured by
the centralized value network at the UAV. To clearly position
our contributions relative to existing approaches, we provide
a comparative summary in Table L.

The main contributions of this paper are summarized as
follows:

1) We investigate a multi-band reactive jamming in UAV
assisted wireless communications, modeling the inter-
action between LUs and an MU as a multi-leader
single-follower Stackelberg game model, where LUs are
leaders and MU is the follower. This model captures
the sequential decision-making inherent to reactive jam-
ming.

2) We derive the band selection and power allocation to
achieve the game equilibrium between LUs and MU
when all environmental information is known, establish-
ing a theoretical performance upper bound. Then, we
design an MDP to depict the anti-jamming process. A
CMAIJD method is designed based on the CTDE frame-
work, considering the difficulty of obtaining complete
environmental information and global states in UAV
communications.

3) The proposed method sets a deception band that could be
deliberately exposed to attract the power of MU, acting
as a sacrificial lamb to protect genuine communications.
Among all LUs, we deploy policy networks in a dis-
tributed manner. Each LU can make decision according
to the policy network based on its own local observation
(e.g., sensed jamming power). Thus, the dimension of
global anti-jamming decision can be reduced, which
incurs lower computational overhead for real-time op-
eration. At the UAV end, a centralized value network is
deployed to assess the impact of distributed decisions
on global performance, guiding the update of policy
networks, maintaining the anti-jamming performance of
low-dimensional collaborative decision.

4) Numerical results demonstrate that the proposed
CMAJD method has good convergence and can ef-
fectively allocate communication bands and deception
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TABLE I
COMPARISON WITH RELATED WORKS

Work System Learning Action Deception
Model Framework Space Strategy
[21] UAV cellular DRL (single-agent)  Discrete None
[25] Single-user, single-band DDPG Continuous  Fixed band
[30] Multi-user Game theory Continuous None
[37] Multi-user, multi-band Independent MARL  Discrete None
[41] Multi-user, multi-tone Centralized RL Discrete Multi-band
Ours  Multi-user, multi-band CTDE-MARL Hybrid Collaborative
TABLE II
MAIN KEY MATH SYMBOL DEFINITIONS
Symbol Physical Meaning
g9 Channel gain between ground user and the UAV
0 Elevation angle between one user and the UAV
PrieoS(g) Probability of LoS link
P ppiLes (6)  Probability of non-line of sight (NLoS) link
Channel gains for LoS and NLoS links between

Fig. 1. System model of UAV-assisted wireless communication with a
dynamic reactive jamming.

bands to avoid interference among LUs. It also shows
strong adaptability to dynamic jamming strategies. The
anti-jamming performance of CMAJD can approach the
theoretical upper bound, and is superior to benchmarks
in terms of system throughput.

The rest of this paper is organized as follows. In Section
I, we introduce the system model and formulate the game
model for anti-jamming. In Section III, we detail our proposed
method. In Section IV, the simulation results are provided
to show the superiority of the proposed method. Finally, in
Section V we conclude this paper.

II. SYSTEM MODEL AND PROBLEM FORMULATION

As illustrated in Fig. 1, this paper considers a UAV-assisted
uplink wireless communication system. The UAV is positioned
at w® = [z%, y*, h], offering L available frequency bands for
uplink transmission, denoted by £ = {1,2,..., L}. There are
N LUs on the ground, denoted by A" = {1,2,..., N}, with
the position of the n-th LU given by w!® = [zl* yl¥]. Tt is
assumed that each LU constantly has data packets to transmit,
with a maximum transmitting power of Pp,x. To guarantee
signal transmission, the total spectrum of UAV is sufficiently
divided for LU transmission, i.e., L > N. However, a dynamic
MU performing reactive jamming also exists on the ground,
with its position in each time slot given by w}™* = [z}, y]"¥],
where t = 1,2,...,7T. The color of the signal strength bars
in Fig. 1 represents the magnitude of the power. In each time
slot, the MU senses the transmission power of LUs in each
frequency band and allocates jamming power based on the
perceived power, thereby disrupting LU communication. To
ensure normal communication while combating jamming, in
each time slot, each LU divides its transmission power into

—LoS =NLoS
’

9 g the user and the UAV

Euclidean distance for communication between

dyza the user and the UAV

G929 Channel gain between LU and MU

dg2g Euclidean distance between LU and MU
S Channel fading factor

Power perceived by the MU in the communica-

Prawm, P - i
L2M> TL2M  tion and deception band

Communication and deception power of the n-th

!
wn(t), 20 (t) LU at timeslot ¢

Jamming power allocated to the communication
and deception bands of the n-th LU by the MU

communication and deception bands selected by
the n-th LU at timeslot ¢

Yn(t), yn(t)

L7 (8), 17 (1)
Jamming power allocated by MU to frequency
band IS at timeslot ¢

Total jamming power allocated by the MU to the
deception band

two frequency bands among the L bands. One band is used
for normal communication and the other one is employed to
deceive the MU to waste its partial power to the deception
band. Therefore, the jamming power in the communication
band can be reduced. Moreover, LUs need to select different
communication bands to avoid intra-user interference, while
opting for the same deception band to conserve spectrum
resources. The definitions of other key symbols in Section II
are shown in Table II.

A. Channel Model

First, the channel gain between a ground user (either LU or
MU) and the UAV is given by [42]

ggQa — PrLoS(a)gLoS + PI”NLOS (Q)gNLOS7 (1)
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where 6 denotes the elevation angle between one user and the
UAV, determining the probability of an LoS link occurring
between the user and the UAV [43], i.e

1
1+ aexp(—b(0 —a))’
where a and b represent the modeling parameters related to the

environment. Then, the probability of a NLoS link occurring
can be given by

Prio8(0) = )

PrVEoS(9) = 1 — PrEod(p). 3)

Furthermore, g~“°% and gV'°% represent the channel gains

for LoS and NLoS links between the user and the UAYV,
respectively, as given by

_LoS C LoS
= 4
g (47 fidgoq) o> T @
_NLoS c NLoS
= T 7 7 \Oa2a ) 5
! (47 fudgza) " ®

where dgo, = \/(x“ —2)® + (y* — y)* + h2 is the Euclidean
distance for communication between the user and the UAV, h
is the height of the UAV, c is the speed of electromagnetic
wave propagation in free space, f; is the center frequency of
the [-th frequency band, o, is the path loss parameter for
the ground-to-air link, and ”°% and n™V£°% are the large-scale
fading for LoS and NLoS links, respectively.
Next, the channel gain between LU and MU is given by

C
S,
(47 fidgag) ™™

where d g9, represents the Euclidean distance between LU and
MU, a9, is the path loss factor, and ¢ is the channel fading
factor following an exponential distribution with unit mean.

(6)

7929 _
g =

B. Jamming Model

During the transmission process, the MU monitors the
transmission power of each LU within a selected frequency
band. At timeslot ¢, the power perceived by the MU in the
communication band is given by

Proy = Z 2 ()35 (1), (7)

where x,,(t) is the communication power of the n-th LU at
timeslot ¢, and §J29(t) is the channel gain of the communica-
tion band selected by the n-th LU at timeslot ¢. Similarly, the
power perceived by the MU in the deception band is

Zx

n=1

Plon = gt ®)
where x/, (t) is the deception power of user n at timeslot ¢, and
G9%9(t) is the channel gain of the deception band selected by
the n-th LU at timeslot ¢. It is important to note that the MU
can only perform power sensing. In other words, it cannot
demodulate the signals to distinguish between the jamming
and deception power. It can only allocate higher interference

power to the frequency band where higher power is detected.
Therefore, the utility function of the MU can be defined as

[41].
PiQJV[)
+ , O
va(t) } ®

N

P y
_ min E Z( L2M
frn O}y | =\ Yn(t)

st yn(t),y,(t) >0,Vn € N, (9a)
N

> () +yp(t) = Pl (9b)
n=1

where y, (t) and y/, (t) represent the jamming power allocated
to the communication and deception bands of the n-th LU by
the MU, and P is the maximum power of MU, respectively.
The expectation in (9) captures the long-term average utility
of the MU over the sequential game, accounting for the

uncertainty in future states and actions.

C. Problem Formulation

As for the UAV-assisted wireless communication, the objec-
tive should be maximizing the signal to interference plus noise
ratio (SINR) at the UAV end. Therefore, LUs need to select
different communication frequency bands to avoid mutual
interference. This paper aims to optimize the frequency band
selection and power allocation for the LUs to maximize the
expected SINR. Thus, the optimization problem is formulated
as

T (t)g9%e(t
UUAV = max E (32(1 ( ) 5 (
a3 e’ 0}, 2 vie (g7 () +o

{i8wE{tEm},

(10)

st x,(t), 2, (t) > 0,Vn € N, (10a)
T, (t)+2,(1)=Puax, Vn € N, (10b)
lg@)# m()vnimnmE./\/' (10c)
19(t) £ 15 (t),¥n # m,n,m € N, (10d)
1P =12(),vn # m,n,m € N, (10e)

where o2 is the power of the additive white Gaussian noise.
1€(t) and IP(t) represent the communication and deception
bands selected by the n-th LU at timeslot ¢, respectively.
Pyax is the maximum power of LUs, ylc( ) denotes the total
jamming power on the communication band IS (¢) selected
by LU n. This term captures the band-dependent nature of
jamming interference. The value of ylc( ) is determined by
the jamming power allocations of all LUs that use the same
band, either for communication or deception:

N

e (1) = D7 (00050 = 11 (0 )

. S(l5 (8) = L (1) 4 (1)),

where d(-) is the Kronecker delta function (§(0) = 1, §(z) =

for x # 0). In the context of optimization problem (10),
yic(t) is a determined quantity that depends on the band
selections 1€ (¢) and [P (t) from the previous timeslot (or the
current timeslot if considering a sequential decision process),
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rather than being a function of the optimization variables
in (10) itself. Constraints (10a) and (10b) confine the feasi-
ble region of power used for communication and deception.
Constraint (10c) ensures that the signal transmission of each
LU is not influenced by the deception activities of other
LUs. Constraint (10d) means that different LUs should choose
distinct communication bands to avoid interference during
signal transmission. Lastly, constraint (10e) implies that LUs
should select the same band for deception to prevent spectrum
wastage.

D. Modeling the Stackelberg Game Model

In each timeslot, all LUs first choose appropriate communi-
cation and deception bands and allocate power accordingly. As
a reactive jamming with intelligent and rational characteristics
[44], MU will allocate its own power based on the sensing
results to achieve optimal jamming performance. Therefore,
the MU monitors the power in each band and injects jamming
power accordingly, aiming to disrupt the signal transmission
of the LUs. Finally, the UAV evaluates the SINR from each
LU to assess the communication quality of the entire system
in each time slot. In this process, the interaction between the
LUs and the MU can be modeled as a Stackelberg game model,
which is a non-cooperative game model consisting of leaders
and followers. In the scenario considered in this paper, the
LUs are considered as multiple leaders, and the MU is the
follower. The specific game model is defined as:

G(t) = {{LUs, MU}, {ALu (1), Anu (8)}, {Uvav, Unut},

(12)
where Arp(t) = {2n(t),2,(t),15(t),1P(t)} represents the
action set of the LUs, indicating the communication power, the
deception power, the communication bands and the deception
bands for each LU. App(t) = {yn(t), v, (¢)} is the action set
of the MU, representing the jamming power allocated by the
MU on the communication and deception bands of the LUs.
During the game, the LUs and the MU continuously adjust
and optimize Ary(t) and Ay (t) to maximize the utility
functions of (10) and (9), respectively.

III. PROPOSED METHOD

In this section, the method for maximizing the utility
function in (10) will be introduced. Initially, assuming that
all relevant information is known, an analysis of (12) is
conducted to derive the equilibrium solution to all the LUs
and the MU. Consequently, the optimal solution to (10) can
be obtained by giving the known channel information and
jamming power. However, it is challenging for the LUs to
ascertain the behavior of the MU, and the channel information
becomes uncertain due to the dynamic nature of the MU.
To address this challenge, a method based on multi-agent
reinforcement learning is designed to deceive the MU when
environmental information is unknown.

A. Analysis for Optimal Solution

In any given timeslot, assuming Ay (t) is known to the
MU, the function depicted in (9) can be characterized as

concave, which implies the certainty of a unique optimal
solution. Analogously, with Ay (¢) known to the LU, the
linearity of the function in (10) similarly guarantees the
identification of a unique optimal solution. Therefore, when
the specific bands are selected, both LUs and MU have optimal
actions, and would not change their strategy voluntarily, which
leads to a game equilibrium in (12). In this subsection, we will
first analyze the equilibrium point of the game.

According to (10e), all the LUs will choose the same
band for deception. To analyze the equilibrium at a single
time slot, we consider the instantaneous optimization problem
with known channel states. Thus, the expectation is removed.
Additionally, since all LUs share the same deception band
(constraint (10e)), the jamming power on that band can be
aggregated into yp(t). The problem then becomes:

N
. T (8) G2 (t) | nz
Uy = min ,
MU iy, ; Y (1) yp (1)
{yp ()}
(13)
st yn(t), yD( )>0,Yn €N, (13a)
)+ Z Yn(t) = Pl (13b)

n=1

Construct the Lagrangian function for (13) to determine the
optimal solution:

L (yn(t),yp(t), N, 1)

n=1
+
yp(t)
- Z Aryn (1) = Abyp(t)
(Z yn + ZZ/D PIiaX) )

where A/, A\, and p”/ are Lagrange multipliers. By apply-
ing the Karush Kuhn-Tucker (KKT) conditions to the above
equation, we can derive:

OL _ z(t )gggg(t) VA
0 ® = u(t)) M+ p? =0, (15a)
N
> 2 (t)gi*(t)
oL _n=1 A\ '
R TSy
A']yn( t) =0, (15¢)
Zyn +yp(t) = Pl = 0. (15d)

In the KKT conditions for the MU’s optimization problem
(13), the variables y,,(t) and yp(t) appear in the denominator
of terms in equations (15a) and (15b). Therefore, for the
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KKT conditions to be well-defined, we must have y,,(t) > 0
and yp(t) > 0. Consequently, the non-negativity constraints
yn(t) > 0 and yp(t) > 0 are not binding at the optimum,
and from the complementary slackness condition (15c), we
] 5929

obtain A7 = 0. From (15a), y,(t) = Zn)gn (1) ap
be derived. According to (15b), we can find that yp(t) =
% z'n(t)g’929n(t)

B a— Substituting the aforementioned results
into (15d), we can deduce:

M=

eaD5 (1) + | 3 (0
PJ ’

n
A/ ,U/ =
max

Therefore, the optimal solution of the MU in each timeslot
can be obtained as

1

(16)

P/ W (03229 (¢
ya(t) = . max \/ Tn(£)gn 7 () Can
2231\/ W (0T (t) + \/Zl L(0)Gi7%(t)
N
Piaxy| £ (031
yp(t) = = (18)

2 ()G () + @, ()3 (t)

M=

n=1

Under the Stackelberg game equilibrium, all LUs select
distinct communication bands and share a common deception
band, i.e., constraints (10d) and (10e) are satisfied. Conse-
quently, for each LU n, the band-specific jamming power
yic (t) equals the jamming power yy (t) allocated to its com-
munication band, as derived in Section III-A. Therefore, we
can substitute y;c (t) with y,(t) in (10). However, even with
this substitution, (10) will be extremely difficult to be solved
with the results of (17). In addition, the noise power is
small and negligible relative to the jamming power. Therefore,
we follow the descriptions in [25] and [41] and ignore the
noise term in (10), taking the maximization of the signal-to-
interference ratio (SIR) as the objective. This is justified in
high-jamming scenarios where interference power dominates
over noise. Substituting the optimal jamming powers y,, ()
from (17) into (10) yields,

max
n(t),x (1)

Zd)n xn

Uvav =

i

(g (t) + Z 2, (g () |, (19)

n=1 n=1
st. zn(t), 2’ (t) >0,Yn € N, (19a)
l’n(t) + xln(t) S Pmaxa (19b)

~g2a
In

—g2 2
P35 ()37 (

where ¢,, = By computing the Hessian

matrix of (19), it can be demonstrated that the function is
concave [45]. Similarly, when the behavior of the MU is given,
the unique solution to (19) can be determined through the
application of the Lagrange multiplier method. The Lagrangian
function can be constructed as:

N
- Z ¢7L V T (t) X
n=1

L (z,(t), 2}, (t), A

g (t) + ), (1) g (1) (20)
- Anmn(t) — AN4ny, (1)
+ pn (xn(t) + l‘fn(t) - PInax) y

where A, ti,, and Ay, are the Lagrange multipliers, apply-
ing the KKT conditions to (20), we can obtain:

oL

N
= (Z’; = (Zl\/xn(t)g%w(t)
Zx

/929 t

_7¢n 7g2g()_)‘n+/~tn =0,

(21a)
Dng?9 (t)/Tn

oL 77%
dent) S 2N g ()

*)\N+n+,un :07

(21b)

AnZn(t) = (21¢)
/\N+n$/ (t ) (21d)
Tn(t) + ( ) = Pinax) = 0. (2le)

For the KKT conditions (21a)-(21b) to be well-defined, the
terms 1/4/x,(t) and 1/\/Zn 2! (£)g/?9 (t) must be finite.

This necessitates x,,(t) > 0 and >/ (¢)g/9?9(t) > 0. In
the cooperative equilibrium, we assume 7, (¢) > 0 for all n.
Therefore, the constraints z,(¢) > 0 and a,(¢) > 0 are not
binding, yielding A, = 0, Ay4, = 0 from (21c)-(21d). By
substituting these results and () = Ppax — 2, (t) into (21a)
and (21b), we can obtain:

Z \/ xng'r%2g( t) +

2 91

max ~

0

x” n=1
N
Pn g2 (t)y/Tn
T+ Now g1 -3 =0
n=l \/Zn:1 (Pmax - ‘rn) g;’bg2g( )
(22)

Note that directly solving (22) is challenging, but the numer-
ical solutions can be obtained through simulation software to
determine the optimal response of the UAV-assisted commu-
nication system to the MU.

Combining (22), (17), and (18), the optimal strategies for the
LUs can be derived with fully known channel information and
behavior of the MU. However, we have to enumerate and sort
through all possible selections of frequency bands to obtain
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SINR,, () =

()82 (t)

; (23)

Yie ()37 () + 3ot i [0S (£) 1S, (£)) 2 (1)

g O+ () 1201, (D7 ()| + 02

the optimal strategy across all bands. For instance, assuming
there are . = 10 frequency bands and N = 8 users, the
total number of combinations to be enumerated is 10!. As the
number of frequency bands and users increases, the number
of combinations to enumerate rises super exponentially. Thus,
even with complete environment information available, finding
the optimal solution with the above method still faces the
challenge of excessive complexity. Moreover, in the presence
of jamming, each LU cannot obtain the environment informa-
tion of other LUs and must make decision based solely on its
own observations, making it impossible to achieve a globally
optimal strategy for jamming deception.

B. Set Up MDP

The previously described method poses high demands on
the computational capabilities of UAV-assisted wireless com-
munications. To this end, in this subsection, a jamming de-
ception method based on MARL is designed, i.e., CMAIJD.
Notably, in this paper, the location of the MU dynamically
changes. In this regard, the channel gains between the MU
and LUs, as well as between the MU and UAYV, vary over
time. Moreover, the current position of the MU influences
the channel states in the subsequent moment. Therefore, the
dynamic interaction between the UAV communication system
and the MU can be effectively modeled using an MDP.

The MDP is described by a tuple (S(t), O(t), A, R), where
S(t) denotes the global state observed by the UAV. O(t) =
{01(t), 02(t),- - ,on(t)} represents the local observations of
the LUs. A and R in the tuple represent actions of all
LUs and the reward obtained from the environment after
performing actions, respectively. In each timeslot, the action
of each LU will be made based on its own observation. To
preserve the optimality of decision-making, we design a hybrid
action set that combines discrete and continuous actions, i.e.,
an(t) = {ad(t),ac""(t)}. Specifically, discrete action ad*(t)
means that each LU needs to choose a deception band and
a communication band in the available bands whose center
frequency is discretized. Continuous action a$°"(¢) means
that each LU needs to perform a continuous allocation of
deception power and communication power. Different from
the setting in [41] that directly discretizes the power to x + 1
level, we perform continuous power allocation to avoid the
loss of optimality caused by discretization. By decomposing
the high-dimensional global action space into distributed low-
dimensional decisions per user, CMAJD significantly reduces
computational complexity. A detailed quantitative complexity
analysis is provided in Section III-D. From the collective
actions A(t) = {a1(t), a2(t)--- ,an(t)} of all LUs, UAV
can determine the global state S(t) and current reward R can
be calculated based on S(t). The detailed definition of the
MDP is as follows.

1y

2)

Global State S(t): The utility function of the UAV com-
munication system defined in (10) aims to maximize the
expected SINR while avoiding interference caused by
the communication power and deception power between
the LUs. Therefore, in the global state, the SINR of each
LU needs to be calculated at first by (23) at the top
of the next page. Note that equation (11) uses y;c(t)
instead of y,(¢) because it describes the interference
during the game process, where the system may not have
reached the equilibrium point. In (10), the numerator
represents the received power at the UAV from the n-
th LU, while the denominator comprises two parts: the
first part accounts for the jamming caused by MU, and
the second part represents the co-channel interference
among LUs. We note that in a practical UAV-assisted
system, the UAV cannot directly observe the MU’s lo-
cation w™"(¢) or instantaneous channel gains. However,
the selected state variables SINR(t), k% (t), and kP (t)
are sufficient to form a Markov state for the following
reasons: 1) SINR(¢) inherently captures the aggregated
impact of MU’s jamming strategy, channel conditions,
and mobility on the system performance at time ¢; 2)
k€ (t) and kP (t) summarize the current band allocation
outcome, which is a result of all agents’ past actions and
environmental interactions. These variables collectively
provide a compressed representation of the history that
is relevant for future decision-making, satisfying the
Markov property in the context of our decentralized
control problem. Finally, the global state is defined as:

S(t) = {SINR(t), k° (1), k” (1)},

where SINR(t) £ {SINR,,(t)|n =1,2,--- , N}.

Local Observations O(t): In scenarios with reactive
jamming, it becomes challenging for LUs to share
information. Consequently, each LU can only observe
its own state and make decisions based on this local
insight. The local observation available to each LU is
given by:

(24)

0n(t) = {za(t), 27, (1), 1 (), 17 (1)},

which includes the agent’s own transmitted power and
selected bands. This design reflects practical constraints
in UAV-assisted systems: each ground user has limited
sensing capabilities and cannot reliably obtain real-time
measurements of environmental variables (e.g., instan-
taneous interference or channel gains) under jamming.
Although o,,(t) does not contain direct environmental
feedback, it provides a minimal yet sufficient basis for
decentralized decision-making within the CTDE frame-
work. The centralized critic at the UAV, which has access
to the global state S(¢), evaluates the joint effect of
all agents’ actions and provides the necessary guidance

(25)
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during training. This decoupling allows each LU to
focus on its own controllable decisions while the critic
ensures global coordination. The empirical results in
Section IV demonstrate that this observation structure,
coupled with the CTDE architecture, enables the agents
to learn effective cooperative policies that achieve near-
optimal performance.

Aggregating the local observations of all LUs, the global
state S(t) can be obtained.

3) Hybrid Action A(t): In each time slot, each LU will
choose bands for communication and deception, allo-
cate communication power, and distribute the remaining
power to the deception band. Therefore, the action of
each LU can be defined as:

an(t) = {15, (), 1 (1), 2 (1) }-

where 1S (t),1P(t) represent the discrete actions of
choosing communication and deception bands, denoted
as ad’ (t) = {1C(t),1P(t)}. x,,(t) represents the contin-
uous action of allocating communication power, repre-
sented as aS’"(t) = zn(t).

4) Reward R: In the context of (10) and the global state,
the reward should be designed to maximize SINR while
avoiding the co-channel interference and the wastage of
frequency bands. Since enforcing hard constraints (10c)-
(10e) directly in decentralized MARL is challenging
(each LU cannot instantly know other LUs’ band selec-
tions due to the absence of real-time coordination), we
reformulate them as soft penalties in the reward function
to guide the policy toward constraint satisfaction. This
design allows the distributed agents to learn coopera-
tive behavior that gradually converges to the desired
constraints through trial and error. Thus, the reward is
defined as:

(26)

N
R =w1 Y SINR,(t)+wa(kC (t)—N)+ws(1-k" (1)),

27)
where w; represents the weight for the i-th element.
The definition of (27) has a triple physical meanings.
First, it aims to maximize the received SINR at the UAV
end, corresponding to the first part of (27). Second, it
aims to mitigate the interference caused by multiple LUs
utilizing the same communication band, corresponding
to the second part of (27) which penalizes when the
number of unique communication bands, k€ (t), is less
than N. Finally, it encourages all LUs to utilize a
single deception channel to prevent spectrum wastage,
corresponding to the third part of (27) which penalizes
when the number of deception bands kP (t) is greater
than 1.

C. Detailed Algorithm of CMAJD

However, in real UAV-assisted communication scenarios,
global information is unavailable and the computational capa-
bilities of UAVs are limited. To address the jamming deception
problem formulated as an MDP, we design a MARL-based

method under the CTDE framework. The core idea is to
deliberately expose a deception frequency band, attracting
part of the MU’s jamming power and thereby mitigating
its adverse impact on legitimate communications. Under the
CTDE framework, the UAV performs centralized performance
evaluation while LUs execute distributed policies based on
local observations. This approach avoids high-dimensional
action decision-making at the UAV and enables efficient, low-
dimensional cooperative jamming deception.

The CTDE framework, illustrated in Fig. 2, employs a
centralized value network on the UAV and distributed policy
networks on each LU. In each time slot, each LU selects an
action according to its local policy:

an(t) ~ 77(' ‘ On(t)§€n)7

where &, denotes the parameters of the policy network. The
UAV then aggregates all LU actions into a global state:

S(t) < ai(t),az2(t), - ,an(t),

and evaluates the anti-jamming performance using the value
network v(S(t); ¢), parameterized by ¢. During training, both
the value and policy networks are updated collaboratively.
During execution, each LU acts independently using its local
policy network, avoiding centralized action aggregation. The
benefits of this architecture are twofold: 1) centralized training
applies a unified value function across all LUs, preventing
spectrum competition and overcoming limitations of single-
agent reinforcement learning; 2) distributed execution signif-
icantly reduces computational complexity. Both policy and
value networks are composed of fully-connected layers with
ReLU activations, orthogonal weight initialization, and layer
normalization. Optionally, recurrent layers may be incorpo-
rated for temporal feature extraction.

Then, as shown in Fig. 2, based on the CTDE architecture,
we design the CMAJD method to deceive jamming. This
method employs the Proximal Policy Optimization (PPO)
algorithm, an actor-critic method, for stable policy updates
[3]. The advantage estimation follows an advantage actor-
critic (A2C) style, while the policy update uses PPO’s clipping
objective. The detailed updated process of CMAIJD is shown
in Algorithm 1. At the beginning, the value network parameter
set ¢ and the policy network parameter set &,, of each LU are
randomly initialized. Besides, the target value network is also
initialized with random parameter set ¢’. The above sets define
the weights and biases of each neuron in the neural network.
In the specific update process, each LU observes local state
on(t), selects bands and allocates power for communication
and deception based on the hybrid policy network:

ag® () ~ 7" (Jon (1);€3°%),

Az (1) ~ 7" (foa(£); €57,

After executing the action a,,(¢), each LU can obtain the local
observation of next timeslot o, (¢ + 1). Then, the UAV will
collect all the current and future local observations from all
LUs, compiling them into the current global state S(t) and
the next global state S(¢ + 1), respectively. Then, the values
of current and next states can be evaluated with the value

(28)

(29)

(30)
€2y
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Fig. 2. The illustration of CMAJD proposed in this paper.

network, which can be shown as:

0(t) = v (S(t); Crow ) »

0+ 1) = v (SE+1)5Gow )
where v (S(t + 1); (o) is the target value network, guiding
the update of the current value network v (S(t + 1); Cyow)- The

update process initially involves calculating the target value
for the temporal difference (TD) from the estimated value of

v (St + 1); Gow):
g~ (t) = R(t) +~yo~ (t + 1),
)

(32)
(33)

(34)

where v € (0, 1) denotes the discount factor. Based on this,
we can compute the TD-error between the targeted value and
the TD target value, referred to as the advantage function:

o) = o(t) =g~ (1) (35)

The advantage function can be utilized helps to enhance the
efficiency of network updates and reduce overfitting caused by
excessive variance. Based on the advantage function, parame-
ter set of the current value network can be updated as:

Cnew = Cnow - )\C . 5(t) . VCm,w@(t)a

where \C represents the learning rate of the current value
network, and /¢, ©(t) means the gradient of v(¢) with respect
to Chow- Subsequently, the parameter set of target value network
can be updated as:

CH;W (1 - 7_) Cnowa

where 7 is a positive real number between (0, 1). By integrat-
ing (34), (35), (36) and (37), parameters of both current value
network and target value network can be updated. Finally,
based on the advantage function, the policy network of each
LU can be updated with the proximal policy optimization

(36)

(37)

=T Cnew

é;corx Sg con
new now

algorithm, which is shown as:

- (w(lon(e)iedis,
hew = arg T (wgloﬂt);szﬁu;a(ﬂ’ .
i [ TUonE85) 1 5 '
clip | T meiny 1 —&1+e) )
= e (50
) (39)

clip (Tl (Fei 1 - 1+¢) o)
where ¢ is a small positive number. In the PPO algorithm, the
clipping ratio % controls the degree of parameter
update. When this ratio is either too large or too small, the
update degree is constrained within the range of 1 —e to 1+¢
to prevent overly large update. The process discussed above is
repeated until the algorithm converges or reaches the iteration
limit.

The proposed architecture, where the UAV hosts the cen-
tralized critic and each LU holds a decentralized actor, offers
distinct advantages tailored for UAV-assisted anti-jamming
scenarios:

o Computational efficiency for the UAV: By decomposing
the high-dimensional global action space into local low-
dimensional decisions, the UAV is relieved from the
heavy burden of directly computing or searching over the
joint action space. This is crucial for resource-constrained
UAV platforms.

o Communication robustness under jamming: Each LU acts
based solely on its local observations, eliminating any
requirement for real-time, reliable information exchange
among LUs—a channel particularly vulnerable under
intentional jamming.

o Global coordination through centralized guidance: While
execution is decentralized, the centralized critic at the
UAV evaluates the joint effect of all LU actions and
guides their policy updates. This ensures that the inde-
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Algorithm 1: Multi-Agent Collaborative Jamming de-
ception Algorithm

Require:
Channel parameters, UAV location, LU locations, MU
locations.

Ensure:

enables real-time operation on resource-constrained UAVs, as
supported by the empirical training time comparisons in Table
IV of Section IV.

For example, the method in [25] used reinforcement
learning to choose actions of all LUs and discretized the
continuous power to x + 1 levels. Thus, the dimension of

Value network parameter set ¢, policy network parameter the action space of the method in [25] is m x xN.

set &, of each LU.
1: Randomly initialize the current and target value network
parameters with ¢ and (—,
randomly initialize the policy network parameters &, for
each LU, randomly initialize actions.
2: for Episode = 1,2,--- , F do
3: fort=1,T do
4: Each LU interacts with the environment, obtains
local observation o,,(t), and then selects
its action a,,(t) based on (30) and (31).

5: LUs execute actions, obtain the next observation
on(t+1).

6: UAV collects local observations O(t) and O(t + 1)
from each user to obtain the global states S(¢) and
S(t+1).

7: UAV calculates the current state value ©(¢) and the

future state value o~ (¢t + 1) based on (32) and (33).

8: Based on S(t) and S(t + 1), calculate the temporal
difference target value ¢~ (t) using (34), and
calculate the advantage function §(¢) using (35).

9: UAV updates the current evaluation network using
(36), and updates the target evaluation network
using (37).

10: Each LU updates its policy network parameters

using (38) and (39).
11:  end for
12: end for
13: return v (S(t); C), 7(-|on(t);&n).

pendently learned policies converge toward a globally
cooperative optimum, avoiding detrimental conflicts such
as spectrum collisions.

Together, these features enable the CMAJD framework to
achieve effective collaborative anti-jamming in a scalable,
robust, and computationally feasible manner.

D. Computational Complexity

Unlike traditional centralized reinforcement learning ap-
proaches, CMAIJD significantly reduces the decision-making
complexity by decomposing the global action space into per-
agent local decisions. To quantify this advantage, we compare
with representative methods like [41], whose action space

dimension grows exponentially as O (m x xN )
(where L, N, and x + 1 denote the numbers of bands,
users, and power discretization levels, respectively). In con-
trast, by distributing the decision-making, CMAJD reduces the
per-agent decision dimension to O (@%'2)' + 1) O(L?),
achieving a crucial exponential-to-polynomial reduction. This
directly translates to the lower computational overhead and

~
~

We deconstruct global action into local actions and the
dimension of each policy network is L%'Q, + 1. In other
words, the action space dimension of all LUs is reduced
from Wl-%l))' x xN to N x ((L%'Q), + 1). The main
computational complexity of Algorithm 1 arises from the
updating of neural network parameters. In line 9, the
complexity of updating the parameters of the current and
target value networks is O (Ds X hiy + hin X houw + hout )s
where Dg represents the dimensionality of the state space
S(t), and hy;y, and hg,; represent the numbers of input and
output nodes of the neural network, respectively. In line
10, the computational complexity of updating the discrete
and continuous action networks using the neural network is
O (N x (Dg X hin + hin X howt + hout )), Where D, repre-
sents the dimensionality of discrete and continuous actions.
Therefore, the computational complexity of Algorithm 1 is
O(EXT X (N+Ds X hin +hin X how + N X Dy X hip )).

I'V. NUMERICAL RESULTS

In this section, we provide numerical results to evaluate
the performance of the proposed CMAIJD algorithm. The
simulation scenario is a complex urban environment. The LUs
and the MU are uniformly distributed within a circle of radius
100 m, with their coordinates (x,y) independently and uni-
formly sampled. The MU’s mobility is modeled as a random
walk: in each time slot, it moves with a uniformly distributed
direction and a step length uniformly distributed in [0, 1]
m. To characterize the urban propagation, the environment-
dependent parameters in the LoS probability model (2) are set
to a = 11.95 and b = 0.14, following the standard urban
model [43]. The complete set of simulation parameters is
provided in Table III.

The reward weights w;, we, and w3 are critical to balancing
the primary objective of SINR maximization against the soft
constraints (avoiding communication band collisions and en-
forcing a single deception band). The weight w; for the SINR
term is set to 1.0 as a baseline to prioritize communication
quality, while the penalty weights ws and ws are determined
through systematic grid search over the ranges ws € [0.5, 10]
and ws € [1,20], with the goal of achieving both high SINR
and constraint satisfaction. The final values wo; = 2.0 and
w3 = 4.0 are selected because they provide a sufficient penalty
for constraint violations (as evidenced by the converged poli-
cies in Fig. 4, where all LUs choose distinct communication
bands and a single deception band) while still allowing the
SINR term to effectively guide the learning toward high-
performance communication. We observe that setting wy and
ws too low leads to frequent collisions and multiple deception
bands, whereas excessively high weights cause the agents to
prioritize constraint satisfaction at the expense of SINR. The
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TABLE III
SIMULATION PARAMETERS
Parameter Physical Meaning Value

c Speed of electromagnetic wave propagation 3 x 10%m/s
NLos  Large-scale attenuation factor for LoS links 0.5
NNLos Large-scale attenuation factor for NLoS links  0.005
Qg2a Ground-to-air path loss parameter 2
Qg2g Ground-to-ground path loss parameter 2.8

E Number of training cycles 500

T Total number of time slots 100 s
Prax Maximum transmit power of the user 10 dBw

T Value network update parameter 0.9

€ PPO clipping parameter 0.1

o2 Power of the additive white Gaussian noise -110 dBm

chosen values strike a favorable balance, as further validated
by the near-optimal SINR results in Figs. 5-7.

Based on the model in [43], the optimal UAV altitude for
maximizing the channel gain to cell-edge users is derived
as hopt = 100 x tan By, where 0oy is the elevation angle
maximizing the gain. This yields hop ~ 82.53 m [2]. The
MU’s trajectory is defined to start at a random boundary point
and reach another random boundary point after 100 time slots.
Consequently, the channel responses gJ29(t), g'929(t), and
g%°*(t) vary dynamically across time slots.

First, the convergence of Algorithm 1 is analyzed, as
shown in Fig. 3. It displays the convergence of the CMAJD
algorithm compared to SARL under different numbers of LUs
[41], where the vertical axis represents the average reward
calculated as the mean of all rewards over 100 time slots.
SARL is a model-free reinforcement learning algorithm that
employs an 8-layer fully connected neural network with ReLU
activation functions. The algorithm generates its training data
from game-theoretic optimal solutions. It can be observed that
CMAIJD exhibits good convergence in all simulation settings
(converging to a stable value around 70 iterations and remain-
ing stable in subsequent iterations). As the number of the LUs
increases, the total power available for deception increases,
thereby allowing the MU to waste more power in the deceptive
channels, which in turn leads to a significant increase of the
average rewards. Meanwhile, the SARL algorithm fails to
converge to a feasible solution within the designed number of
iterations due to the high dimensionality of the decision space.
The adoption of the CTDE architecture significantly reduces
the decision dimensionality, allowing the CMAJD method to
converge quickly. Additionally, increasing the number of users
does not cause an explosion in the dimensionality of the action
space, thus the convergence speed does not decrease as the
number of users increases. In summary, the curves in Fig. 3
demonstrate that the algorithm proposed in this paper has good
convergence properties and can quickly converge to a stable
and feasible solution.

Next, we analyze the effectiveness of the proposed method
for the selection of LU communication bands and deception
bands. As shown in Fig. 4, the selection strategies of commu-
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Fig. 3. The convergence of the proposed algorithm.

nication and deception bands for all LUs are displayed. From
Fig. 4(a), it can be seen that initially, LUs randomly select
the communication band and the spoofing band, respectively,
which leads to conflicts between the communication bands
among users or conflicts between the communication bands
and the deception bands. There also exist inconsistencies in
deception bands, resulting in wasted spectrum resources. As
shown in Fig. 4(c), through training, the LUs can choose
different communication bands and the same deception band
that do not conflict with any LUs communication bands,
thereby avoiding interference among all LUs while saving
available bands. Moreover, Fig. 4(b) shows the changes in the
numbers of communication and deception bands per iteration.
It can be observed that initially, there may be conflicts in
communication bands and wastage of deception bands, but
as the number of iterations increases, the number of com-
munication bands quickly rises to match the number of LUs,
avoiding interference among users. Simultaneously, the num-
ber of deception bands quickly reduces to 1, indicating that all
LUs use the same band to deceive MU, avoiding unnecessary
wastage of the spectrum. This behavior is reinforced by the
reward function, which includes penalty terms for deviations
of both the number of communication bands and the number
of deception bands from their ideal values.

The convergence analysis in Fig. 3 reveals that SARL, a
single-agent reinforcement learning method, fails to converge
in multi-user scenarios due to the exponential growth of the
action space. Hence, SARL is not a viable candidate for
performance comparison in our setting. Instead, we adopt two
multi-agent reinforcement learning baselines that are more
relevant to cooperative anti-jamming: independent multi-agent
reinforcement learning (IMARL) and multi-agent proximal
policy optimization (MAPPO). These methods enable us to
assess the advantages of our CTDE-based CMAJD framework.
Specifically, the following three benchmark schemes are de-
signed to evaluate the performance of UAV communication
systems:

1) SINR at the equilibrium: Assuming that all environmen-
tal information is known, the optimal strategies for LU
and MU can be obtained using the method introduced in
Section III-A, and the SINR of the UAV communication
system at this point is considered as the performance
upper bound.
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Fig. 4. Band selection of all LUs at the initial state, the intermediate state
and the convergent state.

2) SINR of the independent multi-agent reinforcement
learning (IMARL) method: Unlike the scheme proposed
in this paper, this scheme does not adopt a centralized
training architecture. All LUs operate independently,
evaluating their own value networks and policy net-
works. This approach suffers from spectrum competition
and lack of coordination, often leading to suboptimal
performance.

3) SINR of the multi-agent proximal policy optimization

(MAPPO) reinforcement learning method: This scheme
follows the design described in [41], where the con-
tinuous action of power distribution is discretized into
10 levels, with only a discrete action network deployed
at the LU end to select actions. The discretization
leads to performance loss compared to continuous power
allocation.

Table IV presents a comprehensive comparison of the
convergence behavior and final performance of CMAJD and
two representative baselines. As shown in the table, IMARL
exhibits the slowest convergence and highest total training
time (203 episodes, 694.26 s) due to its lack of centralized
coordination, which leads to spectrum competition among
independently acting LUs. MAPPO improves upon IMARL
through its CTDE framework, converging in 114 episodes with
369.36 s total time, but suffers from performance degradation
caused by its discretized power allocation. In contrast, CMAJD
achieves the fastest convergence (65 episodes to 95%), the
lowest total training time (206.05 s), and the highest per-
formance metrics (24.37 dB SINR, 32.41 bit/s/Hz sum rate).
Although CMAJD requires maintaining multiple networks, its
average time per episode (3.17 s) is comparable to or slightly
lower than both baselines. These results demonstrate that our
approach with continuous power allocation and coordinated
deception strategy effectively balances computational effi-
ciency and anti-jamming performance, making it particularly
suitable for resource-constrained UAV platforms.

Fig. 5 compares both the average SINR and the sum rate
(in bit/s/Hz) at the UAV when there are 4 LUs under different
numbers of available frequency bands, with noise power at
—110 dBm. Each data point and its corresponding confidence
interval in Fig. 5 are calculated from 100 independent simu-
lation runs with random initializations. Fig. 5(a) shows the
average SINR when the jamming power PJ . = 100 W.
It can be seen that the SINR increases with the number
of available bands because more band choices provide a
better opportunity to find optimal allocations that mitigate
interference. Similarly, Fig. 5(b) shows the sum rate, which
follows a similar increasing trend as SINR, confirming that
higher SINR directly translates to improved throughput. The
marginal gain in both metrics diminishes when the number of
available bands exceeds a critical point, as the system’s abil-
ity to exploit band diversity becomes saturated. Importantly,
the confidence intervals show that CMAJD’s performance is
statistically comparable to the theoretical upper bound (their
confidence intervals overlap), while clearly outperforming both
MAPPO and IMARL (no overlap in confidence intervals).

Fig. 6 shows the performance comparison when there are
7 frequency bands available and the number of LUs varies.
Again, the results are averaged over 100 independent runs
with 95% confidence intervals. Fig. 6(a) presents the aver-
age SINR with P/ = 100 W. As the number of LUs
increases, the SINR improves significantly because more users
contribute deception power, thereby attracting a larger portion
of the MU’s jamming power away from the communication
bands. Fig. 6(b) shows the corresponding sum rate, confirming
that the collaborative deception strategy effectively converts
increased user participation into higher system throughput.
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TABLE IV
COMPUTATIONAL EFFICIENCY AND PERFORMANCE COMPARISON (N =4, L =T7)

Method Avg. Time Eps. to Total Time Avg. SINR  Sum Rate
per Ep. (s) 95% Conv. (s) (dB) (bit/s/Hz)
IMARL 3.42 203 694.26 18.07 24.08
MAPPO [41] 3.24 114 369.36 23.47 31.2
CMAJD (Ours) 3.17 65 206.05 24.37 3241
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Fig. 5. Performance comparison at the UAV end with different numbers of
available frequency bands. The results are averaged over 100 independent
simulation runs; the shaded regions represent the 95% confidence intervals.

The confidence intervals demonstrate that CMAJD achieves
performance statistically similar to the optimal bound (overlap-
ping confidence intervals), while significantly outperforming
IMARL and MAPPO (non-overlapping confidence intervals).

To further investigate the robustness of the proposed method
against increasing jamming threat, Fig. 7 presents the system

performance as the MU’s maximum jamming power P .
varies from 100 W to 300 W, with N = 4 LUs and

L = 7 available bands. Fig. 7(a) shows that the average SINR
decreases as P/ _ increases, which is expected because an
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Fig. 6. Performance comparison at the UAV end with different numbers
of LUs. The results are averaged over 100 independent simulation runs; the
shaded regions represent the 95% confidence intervals.

increased jamming power raises the interference level at the
UAV. However, CMAJD demonstrates a graceful degradation
and maintains a performance level close to the theoretical
optimum (their confidence intervals overlap). Similarly, Fig.
7(b) illustrates the corresponding sum rate, which follows
the same declining trend but again confirms that CMAJD
consistently delivers higher throughput than IMARL and
MAPPO, with non-overlapping confidence intervals indicating
statistically significant superiority. These results underscore
the adaptability of CMAJD to varying jamming conditions
and its effectiveness in preserving communication quality even
when the MU’s operational range (reflected in its available
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power) expands.

Combining the aforementioned numerical results, it can
be concluded that the proposed CMAJD method can rapidly
converge to a feasible solution. It achieves jamming deception
using a single frequency band while ensuring the normal
transmission of the UAV-assisted wireless communication sys-
tem. Additionally, it can approach the theoretical upper bound
of both SINR and sum rate for anti-jamming, thus ensuring
the communication performance of the system under various
conditions.

V. CONCLUSION

In response to the challenge that UAVs with limited payload
capacities may face the high complexity of anti-jamming
decision-making, this paper proposes an MARL jamming
deception method based on the CTDE architecture. This
approach targets reactive jamming by setting actively exposed
deception frequency band to attract part of the jamming power.
First, the anti-jamming process is modeled as a Stackelberg

game. Then, optimal strategies for LUs and MU are deter-
mined under the assumption that all environmental informa-
tion is known. Finally, we focus on the real-world scenario
where the information is unknown and designed the CMAJD
method. Specifically, distributed policy networks are deployed
at LUs. LUs make decisions based on their own observations
according to the policy networks. This approach achieves a
dimension reduction of high-dimensional global anti-jamming
decisions. At the UAV end, a centralized value network is
deployed to evaluate the impact of distributed decisions on
global performance, guiding the update of policy networks.
Simulation results shows that the CMAJD method can con-
verge quickly. Meanwhile, different communication bands can
be effectively selected to avoid interference, and the same de-
ception band is selected to save spectrum resources. Moreover,
the anti-jamming performance of CMAJD can approach the
performance upper bound, significantly outperforming other
benchmark schemes.
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