FRONTIERS IN BLOCKCHAIN FOR SECURE
INFORMATION SHARING IN NEXT GENERATION
TRANSPORTATION SYSTEMS

by

Wanxin Li

A dissertation submitted to the Faculty of the University of Delaware in
partial fulfillment of the requirements for the degree of Doctor of Philosophy in Civil
Engineering

Spring 2022

(©) 2022 Wanxin Li
All Rights Reserved



FRONTIERS IN BLOCKCHAIN FOR SECURE
INFORMATION SHARING IN NEXT GENERATION
TRANSPORTATION SYSTEMS

by

Wanxin Li

Approved:

Jack Puleo, Ph.D.

Chair of the Department of Civil and Environmental Engineering

Approved:
Levi Thompson, Ph.D.
Dean of the College of Engineering

Approved:

Louis F. Rossi, Ph.D.
Vice Provost for Graduate and Professional Education and
Dean of the Graduate College



Signed:

Signed:

Signed:

Signed:

I certify that I have read this dissertation and that in my opinion it meets the
academic and professional standard required by the University as a dissertation
for the degree of Doctor of Philosophy.

Mark Nejad, Ph.D.
Professor in charge of dissertation

I certify that I have read this dissertation and that in my opinion it meets the
academic and professional standard required by the University as a dissertation
for the degree of Doctor of Philosophy.

Sue McNeil, Ph.D.
Member of dissertation committee

I certify that I have read this dissertation and that in my opinion it meets the
academic and professional standard required by the University as a dissertation
for the degree of Doctor of Philosophy.

Rachel Davidson, Ph.D.
Member of dissertation committee

I certify that I have read this dissertation and that in my opinion it meets the
academic and professional standard required by the University as a dissertation
for the degree of Doctor of Philosophy.

Chien-Chung Shen, Ph.D.
Member of dissertation committee



I certify that I have read this dissertation and that in my opinion it meets the
academic and professional standard required by the University as a dissertation
for the degree of Doctor of Philosophy.

Signed:
Shangjia Dong, Ph.D.
Member of dissertation committee



ACKNOWLEDGEMENTS

The COVID-19 and working remotely have made my Ph.D. journey a special
experience since early 2020 in the United States. To this end, I owe thanks to many
people who helped me pursue this Ph.D. degree under the global pandemic.

First and foremost, I would like to express my sincere gratitude to my advisor
Dr. Mark Nejad for his mentorship during my Ph.D. program. His vision, enthusiasm,
knowledge and motivation have deeply inspired me and shaped my research style. I
could not have imagined having a better advisor for my Ph.D. study.

Besides my advisor, I am grateful to Dr. Chien-Chung Shen and Dr. Hao
Guo for their constructive suggestions on my research through every Zoom meeting.
I enjoyed and learned a lot from the collaboration between the two labs. My sincere
thanks also go to the dissertation committee members Dr. Sue McNeil, Dr. Rachel
Davidson, Dr. Chien-Chung Shen and Dr. Shangjia Dong for their invaluable help in
my dissertation and job search.

I want to thank my labmates Collin Meese and Maryam Shaygen for their sup-
port and encouragement. I greatly appreciate the assistance of our graduate academic
advisor Christine “Chris” Reoli during my study in the Department of Civil and En-
vironmental Engineering. Furthermore, I want to thank Dr. Jiayi Zhao, Dr. Fanchao
Meng, Dr. Cong Wei and all the friends I have met in Newark, Delaware.

Last but not the least, I would like to express my deepest gratitude to my
parents Shenghua Li and Jianjun Mao for their endless love and support throughout

my life.



TABLE OF CONTENTS

LIST OF TABLES . . . . . . . . . . oo ..
LIST OF FIGURES . . . . . . . . . . . o ..
ABSTRACT . . . . e

Chapter

1 INTRODUCTION . . . . . s s s,
1.1 Research Contributions . . . . . . . . . . . . . . ... ...
1.2 Intended Audience . . . . . . . . . . . ..
1.3 Dissertation Organization . . . . . ... .. .. ... ... ......

2 ZK-BFT: A ZERO-KNOWLEDGE AND BYZANTINE FAULT
TOLERANT CONSENSUS FOR PERMISSIONED
BLOCKCHAIN NETWORKS . . . . . .

2.1 Introduction . . . . . . . ..
2.2 Related Work and Preliminaries . . . . . . . . . . . . . . . ... ...

2.2.1 Related Work . . . . . . .. ..o
2.2.2  Original pBFT Consensus Algorithm . . . .. ... ... ...
2.2.3 Permissioned Blockchain . . . . . . ... ...
2.2.4 Hyperledger Fabric . . . .. ... .. ... .. ... ... ...

2.3 Consensus Overview and Models. . . . . . . . .. .. ... ... ...

2.3.1 ZK-BFT Overview . . . . . . . . . . i i o
2.3.2 Threat Model . . . . . . . . ..

2.4 Consensus Construction . . . . . ... ... ... L.
2.4.1 ZK-BFT Consensus Processing . . . ... .. ... ......

24.1.1 Setup . . ...

vi

w

11
13
14
14
16

16
17

18

19

19



24.1.2 Request . . . . . . ...

24.1.3 Forward . . . . ... ...

2414 Verify . . ..o

2415 Confirm . . . . ... ... ... ...

2416 Finish . . . . . ..o

2.4.2 View Change Protocol . . . . . ... ... ... ... .....

2.5 Theoretical Analysis . . . . . . .. . ... L
2.5.1 Correctness Proof . . . . ... ...
2.5.2  Privacy-preserving . . . . . . ...
2.5.3 Crash Fault Tolerance . . . . .. .. ... ... ........
2.5.4 Byzantine Fault Tolerance . . . . . . . . ... ... ... ...
2.5.5  Communication Complexity . . . . . ... ... ... .. ...
2.5.6  Comparison Analysis . . . . . . . .. ... ... ... .....

2.6 Experiments and Evaluation . . . . . ... ... ... 0000
2.6.1 Experiment Setup . . . . . . .. ..o
2.6.2 Performance . . . . . .. .. ...
2.6.2.1 Transaction Size . . . .. . ... ... ........

2.6.2.2 Transaction Generation Time . . . . .. .. ... ..

2.6.2.3 Transaction Verification Time . . . . . . ... .. ..

2.6.2.4 Transaction Latency . . .. .. ... .. ... .. ..

2.6.2.5 Number of Messages . . . . . . ... ... ... ...

2.7 ZK-BFT Employed in Permissioned Blockchains . . . . . . . ... ..
2.8 Conclusion . . . . . . . ...

PRIVACY-PRESERVING TRAFFIC MANAGEMENT:
A BLOCKCHAIN AND ZERO-KNOWLEDGE PROOF
INSPIRED APPROACH . . .. ... .. .. ... ... ... ...

3.1 Introduction . . . . . . . . .. ...
3.2 Related Work . . . . . . ...
3.2.1 Blockchain Research in Transportation . . . . . ... ... ..
3.2.2 Spoofing Attacks in CV Networks . . . . . . ... ... ....

Vil

20
21
21
22
22

23

24

24
25
25
25
26
27

28

28
29

29
30
30
30
31

33
35

36

36
39

39
40



3.2.3 Zero-Knowledge Proof for Blockchain . . . . . ... ... ...
3.3 Background Knowledge . . . . . . . .. ... ...

3.3.1 Cryptographic Commitment . . . . . . .. ... ... .....
3.3.2  Zero-Knowledge Proof . . . ... ... ... ... ... ..

3.4 Architecture of the Gateway . . . . . . . ... ... ... ... ...,
3.4.1 Gateway Design Design with ZKRP Scheme . . . . . ... ..
3.4.1.1 Interactive Zero-Knowledge Proof . . . . . . . . . ..

3.4.1.2 Non-Interactive Zero-Knowledge Proof . . . . . . ..

3.4.1.3 Non-Interactive Zero-Knowledge Range Proof . . . .

3.4.2 Workflow of the Gateway . . . . . . ... ... ... ... ...

3.5  Experiments and Evaluation . . . . . . ... ... ... ...

3.5.1 Experimental Setup . . . . . ... ...
3.5.2 Module 1: Blockchain Network . . . . .. ... ... .. ...

3.5.2.1 Development . . .. ... ... ... ... ...
3.5.2.2  Performance of Blockchain Network . . . . . . . . ..

3.5.3 Module 2: Reverse Geocoding . . . . . . ... ... ... ...
3.5.4 Module 3: Gateway Validation. . . . . . ... ... ... ...

3.5.4.1 Processes Clarification . . . . . . . . . . .. . . ...
3.5.4.2 Performance of ZKRP Scheme . . . . . . . . .. ...

3.5.5 Discussion on Potential Attacks . . . . . . . . . .. ... ...
3.5.5.1 Vehicular Data Attack . . . . . . .. ... ... ...
3.5.5.2 Gateway Spoofing Attack . . . . ... ... ... ..
3.5.5.3 Eavesdropping Attack . . . . .. .. ... ... ...

3.6 Conclusion . . . . . . . .

4 AGGREGATED ZERO-KNOWLEDGE PROOF AND
BLOCKCHAIN-EMPOWERED AUTHENTICATION FOR

Viil

40

40

40
41

42
44
44
45
45
48
49

49
50

50
52

53
95

5}
o8

59
29
29
60

60



AUTONOMOUS TRUCK PLATOONING . ... ...

4.1
4.2

4.3

4.4

4.5

4.6

Introduction
Related Work and Preliminaries . . . . . . . . . . . ...

4.2.1
4.2.2
4.2.3
4.2.4

Related Work . . . . . .. ... ... ...
Truck Platooning . . . . ... ... ... .....
Zero-Knowledge Proof . . . . ... .. ... ...
Permissioned Blockchain . . . . .. ... ... ..

System Overview and Design Goals . . . . . . .. .. ..

4.3.1

System Overview . . . . . .. ... ... .....
4.3.2 Design Goals . . . ... ... ... ...

System Building Blocks . . . . . . ... .. ... ... ..

4.4.1

Platooning Formation Procedure . . . . . .. ..
4.4.2 Aggregated Zero-Knowledge Proof . . . . . . . ..
4.4.3 Blockchain Network with Access Control Policy .

Correctness and Security Analysis . . . . .. . .. .. ..

4.5.1
4.5.2

Correctness Proof . . . . . . . . . .. .. ... ..
Security Analysis . . . . . .. ...

4.5.2.1
4.5.2.2

Threat Model . . . . . . . ... .. ...
Security Claim . . . . .. .. ... ...

Implementation and Evaluation . . . ... .. ... ...

4.6.1

4.6.2

Implementation . . . .. . ... ... ... ....

4.6.1.1
4.6.1.2

Aggregated Zero-Knowledge Proof . . .

Blockchain Network with Access Control Policy . . .

Experimental Results . . . . . ... ... ... ..

4.6.2.1
4.6.2.2
4.6.2.3
4.6.2.4

Aggregated ZKP Running Time . . . . .
Transaction Throughput . . . . . . . ..
Transaction Latency . . . .. . ... ..
Execution Time of Platooning Formation

X

62

62
66

67
69
69
71
72

72
74

75
75
78
81
83

83
84

85
86

86

86

87
89

90

90
91
93
94



4.6.2.5 Resource Consumption . . . . . . .. ... ... ...

4.7 Conclusion . . . . . . . .

BLOCKCHAIN-ENABLED BIDIRECTIONAL AND
PRIVACY-PRESERVING AUTHENTICATION FOR

SAFE RIDESHARING . . . . . . . s,
5.1 Introduction . . . . . . . . . L
5.2 Related Work . . . . . . .
5.3 Preliminaries . . . . . . . ...
5.3.1 Zero-knowledge Proof . . . . . . ... ...
5.3.2 Bilinear Maps . . . . . . .. ..o
5.3.3 Hyperledger Fabric . . . .. .. ... ... ... ...

5.4 System Architecture . . . . ... ... L
5.4.1 Privacy-preserving Verification Protocol . . . . . .. ... ..
5.4.2 Permissioned Blockchain with Access Control . . . . . . . ..
5.4.3 System Workflow in Ridesharing . . . . . . .. ... ... ...

5.5 Experiments . . . . . ..o
5.5.1 Experimental Setup . . . . . . . ... ...
5.5.2 Verification Module . . . . . . . . ...
5.5.2.1 Instantiation Phase . . . . . . . . . . .. ... .. ..

5.5.2.2 Key Generation Phase . . . . . .. ... ... .. ..

5.5.2.3 ZKP Generation Phase . . . . . .. .. ... .. ...

5.5.2.4 ZKP Verification Phase . . . . . . .. ... .. ...

5.5.3 Permissioned Blockchain . . . . . . ... .. L.
5.5.3.1 Smart Contracts . . . . . . . . ... ... ...

5.6 Performance Evaluation . . . . . . . . . . ...
5.6.1 Verification Protocol . . . . . . . .. .. ...
5.6.2 Transaction Throughput . . . . . . ... ... ... ... ...
5.6.3 Transaction Latency . . . . . ... . ... .. ... ......
5.6.4 Success Rate . . . . . ..

95

96

98

98
101
103

103
104
105
106
107
110
112

112



5.6.5 Resource Consumption . . . . . . .. ... . ... ... .... 125

5.7 Conclusion . . . . . . . . .. 125
6 CONCLUSIONS AND FUTURE RESEARCH . . . . ... ... .. 127
6.1 Summary . . . .. .. 128
6.1.1 ZK-BFT: A Zero-knowledge and Byzantine Fault Tolerant
Consensus for Permissioned Blockchain Networks . . . . . .. 128
6.1.2  Privacy-Preserving Traffic Management: A Blockchain and
Zero-Knowledge Proof Inspired Approach . . . . . . .. .. .. 128
6.1.3 Aggregated Zero-knowledge Proof and Blockchain-Empowered
Authentication for Autonomous Truck Platooning . . . . . . . 129
6.1.4 Blockchain-enabled Bidirectional and Privacy-preserving
Authentication for Safe Ridesharing . . . . . . .. .. ... .. 130
6.2 Future Research Directions . . . . . . . . . ... ... ... ...... 130
6.2.1 Blockchain-enabled Federated Learning for Traffic Prediction . 131
6.2.2 Security and Privacy of Connected Mobility . . . . . . . . .. 131
6.2.3 Decentralized Pricing Mechanism for Mobility Service . . . . . 132
BIBLIOGRAPHY . . . . . . . 133
Appendix
A LIST OF PUBLICATIONS . . . . . . . .. .. . ... 146
B PERMISSIONS . . . . . . 150
B.1 IEEE License . . . . . . . . . . . . . . ... 150
B.2 CC BY-NC-ND License . . .. ... .. .. ... ... ........ 151

x1



2.1

2.2

4.1

4.2

4.3

4.4

5.1

LIST OF TABLES

Variables in ZK-BFT Consensus Algorithm . . . .. .. ... ...

Comparisons of the Proposed and Other Typical Consensus
Algorithms. . . . . . . . ..

Comparative Analysis of the Proposed Scheme with the Existing
Schemes . . . . . . ...

Variables in the Platooning Formation Procedure . . . . . . .. ..
Variables in the Aggregated Zero-Knowledge Proof . . . . ... ..
Resource Consumption in Truck Platooning Network . . . . . . ..

Resource Consumption in Ridesharing Network . . . . . . . . . ..

xii

19

27

67

76

79

97



2.1

2.2

2.3

2.4

2.5

2.6

2.7

2.8

2.9

2.10

2.11

LIST OF FIGURES

Layered structure of blockchain architecture. . . . . . . . . . . . ..

Overview of the proposed ZK-BFT consensus. (Note that we give one
client node and four consensus nodes as an example here, the
consensus proposed in this chapter can be extended to arbitrary
number of nodes.) . . ... Lo

The proposed ZK-BFT consensus processing. . . . . . . ... ...

View change protocol in ZK-BFT. (The primary node is faulty and
the replica node 1 will become the new primary node.) . . . . . ..

The relationship between total transaction size and number of
transactions from the proposed ZK-BFT. . . . . . . ... ... ...

The relationship between total transaction generation time and
number of transactions from the proposed ZK-BFT and other
state-of-the-art ZKP protocols. . . . . . . . .. .. ... ... ...

The relationship between total transaction verification time and
number of transactions from the proposed ZK-BFT and other
state-of-the-art ZKP protocols. . . . . . . . ... ... ... ....

The relationship between transaction latency and number of
transactions from the proposed ZK-BFT and other state-of-the-art
ZKP protocols. . . . . . ..o

The relationship between number of exchanged messages and number
of replica nodes from each step in ZK-BFT consensus processing.

The relationship between number of exchanged messages and number
of replica nodes from each step in ZK-BFT view change protocol.

Transaction flow in Hyperledger Fabric that adopts the proposed
ZK-BFT consensus. . . . . . . . . . . . . ...

Xlil

16

20

23

29

30

31

31

32

32

34



3.1

3.2

3.3

3.4

3.5

3.6

3.7

3.8

3.9

3.10

3.11

4.1

4.2

4.3

4.4

4.5

4.6

Physical plane and blockchain plane for vehicular networks.
Components of gateway and its operation scenario. . . . . . . . ..
Function of gateway mechanism. . . . . . . ... ... ... .. ..

Workflow of gateway between two blockchain-based vehicular
networks. . . ... Lo

Vehicular data in blockchain network. . . . . . . . .. ... ... ..
Blockchain-based vehicular network login window. . . . . . . . . ..
Transaction latency vs. Hyperledger Fabric endorsement policies.
Transaction throughput vs. Hyperledger Fabric endorsement policies.
Running process of the Gateway Validation module. . . . . . . . ..
Running time of Ursa ZKRP vs. the number of secrets. . . . . . . .
Response against gateway spoofing attack. . . . . . . . .. ... ..
Time-space diagram showing platooning phases: Phase 1, formation;
Phase 2, maintaining; Phase 3, separation. The focus of this research
is on the first phase of platooning: the formation phase. . . . . ..
Entities in the proposed authentication system for autonomous truck
platooning in mixed fleets network. (Note that we give three truck
companies and six autonomous trucks as an example here, the
proposed authentication system in this chapter can serve for arbitrary

number of truck companies and autonomous trucks. ). . . . . . ..

Workflow of the proposed authentication system for autonomous
truck platooning in mixed fleets network. . . . . . . . ... ... ..

Process of the Aggregated ZKP on Hyperledger Ursa. . . . . . . ..

Blockchain network login window for companies and autonomous

A company can retrieve its owned truck’s platoon record from the
blockchain ledger. . . . . . . . . . ...

Xiv

38

43

45

49

20

53

o4

54

5]

29

60

70

72

74

88

89

90



4.7

4.8

4.9

4.10

4.11

4.12

4.13

4.14

4.15

5.1

5.2

5.3

5.4

5.9

5.6

Running time of ZKP verification with aggregation vs. ZKP
verification without aggregation. . . . . . . . .. . ... ... ...

Running time of ZKP aggregation phase vs. verification key
aggregation phase. . . . . . .. ... Lo

Transaction throughput vs. Hyperledger Fabric endorsement policy
under different send rates. . . . .. ..o

Minimum, average and maximum transaction throughput vs.
Hyperledger Fabric endorsement policy under the send rate of 30 tps.

Transaction latency vs. Hyperledger Fabric endorsement policy under
different send rates. . . . . . .. ..o

Minimum, average and maximum transaction latency vs. Hyperledger
Fabric endorsement policy under the send rate of 30 tps. . . . . . .

Execution time of “Ist catch-up” step vs. Number of truck companies
in the network. . . . . . . . . ...

Execution time of cooperative driving step vs. Number of truck
companies in the network under different cooperative driving strategy.

Total execution time of platooning formation vs. Number of truck
companies in the network under different cooperative driving strategy.

Proposed bidirectional and privacy-preserving authentication system
for ridesharing based on zero-knowledge proof and permissioned
blockchain. . . . . . ... oo

Workflow of the bidirectional and privacy-preserving authentication
procedure in ridesharing. . . . . . . .. ...

Process of the verification module on Hyperledger Ursa. . . . . ..
Example of one resulting proof from the ZKP generation phase.
Blockchain-based ridesharing network login window for client users.

A client can retrieve personal trip record from the distributed ledger
in the permissioned blockchain network. . . . . . .. .. ... ...

XV

91

92

92

93

94

95

96

96

106

113

114

115

117

120



5.7 Comparison of key generation, ZKP generation and ZKP verification
average running times among different secret message lengths. . . . 121

5.8 The relationship between total running time and the number of secret
messages from key generation, ZKP generation and ZKP verification
phases. . . . . . . . 122

5.9 The relationship between average transaction throughput and
transaction send rate according to different Hyperledger Fabric
endorsement policies. . . . . . . ... 122

5.10  Comparison of minimum, average and maximum transaction
throughputs among different Hyperledger Fabric endorsement policy
based on a fixed transaction send rate of 20 tps. . . . . . . ... .. 123

5.11  The relationship between average transaction latency and
transaction send rate according to different Hyperledger Fabric
endorsement policies. . . . . . . .. .. L 124

5.12  Comparison of minimum, average and maximum transaction latencies

among different Hyperledger Fabric endorsement policy based on a
fixed transaction send rate of 20 tps. . . . . . ... 125

Xvi



ABSTRACT

Incorporating connected mobility data into decision-making brings about signif-
icant data security and privacy challenges in next generation transportation systems.
The problem becomes worse when the raw traffic data stream contains commuters’
sensitive information that could be extracted by successful attackers. The challenges
of data security and privacy must be addressed in order to create a secure information
sharing environment for next generation transportation systems.

Blockchain technology, which provides a tamper-resistant journal of state tran-
sition events, becomes an ideal candidate for realizing the goals of creating secure
information sharing frameworks. However, existing blockchain technology and deploy-
ments also have their limitations, especially in data privacy. Because the saved data on
the blockchain ledger can not be altered, we do not want to make sensitive information
publicly available or record false information permanently without an authentication
protocol.

Innovations are needed to overcome barriers in blockchain technology for en-
abling secure and privacy-preserving information sharing in next generation trans-
portation systems. This Ph.D. dissertation introduces three main innovations: (1) a
zero-knowledge and Byzantine fault tolerant consensus that brings privacy-preserving
to the blockchain consensus level for verifying and processing transactions, Chapter
2; (2) novel privacy-preserving authentication schemes for blockchain networks based
on zero-knowledge proofs to increase security and safety in traffic management, au-
tonomous truck fleets and ridesharing, Chapters 3, 4 and 5; and (3) blockchain-inspired
architecture designs with access control policies that protect huge amounts of traffic
and users’ data and log access events into blockchain for traceability and accountability,

Chapters 4 and 5.
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Chapter 1

INTRODUCTION

The incorporation of connected mobility data into decision-making brings about
significant data security and privacy challenges in next generation transportation sys-
tems. For example, centralized traffic management centers (TMCs) utilizing this data
for signal phase and timing (SPaT) mechanisms can become vulnerable to spamming
and spoofing attacks by malicious actors who wish to harm the system through sending
false traffic data or forging digital certificates. In addition, traffic data feeds from the
passing vehicles can be used by successful attackers to extract sensitive information
about the commuters. The problem becomes worse when the raw traffic data stream
contains commuters’ sensitive information that is not needed for the transportation
systems to operate. Furthermore, the existing security credential management systems
(SCMSs) designed for Vehicle-to-Everything (V2X) applications relies on public key in-
frastructure (PKI)-based certificate authorities which either are subject to distributed
denial-of-service (DDoS) attacks or can be exploited to issue false security certificates
to trick vehicles into connecting to malicious servers and websites.

The challenges of data security and privacy must be addressed in order to create
a secure information sharing environment for next generation transportation systems.
Blockchain technology, which provides a ordered tamper-resistant journal of state tran-
sition events, addresses issues of data security and integrity due to its: (1) decentralized
network architecture to prevent the system from single point of failure vulnerabilities,
(2) inherent secure-by-design properties and immutability of stored data providing in-
tegrity for information sharing, (3) programmable smart contracts that are securely

deployed to process functions only when predetermined conditions are met.



These features make blockchain an ideal candidate for realizing the goals of
creating secure information sharing frameworks in connected mobility environments
which incorporates decentralized secure certificate management. However, existing
blockchain technology and deployments also have their limitations, especially in data
privacy. Because the saved data on the blockchain ledger can not be altered, we do
not want to make sensitive information publicly available or record false information
permanently without an authentication protocol.

We believe that zero-knowledge proof (ZKP) has the potential to address the
data privacy issue in blockchain. In cryptography, ZKP is a method that enables one
party (the prover) to prove a given statement to another party (the verifier) without
leaking any information about that statement. For example, you could not apply for
a credit card without showcasing your credit score or obtain a driver’s license without
providing birthday information. Zero-knowledge proof can help in such situations by
proving that you have a good credit score or meet the minimum age requirement

without disclosing the information.

1.1 Research Contributions

In this dissertation, we first introduce ZK-BFT, a zero-knowledge and Byzan-
tine fault tolerant consensus algorithm for permissioned blockchain networks. ZK-BF'T
can verify transactions without revealing the original information to consensus nodes,
providing the consensus layer with inherent data privacy while still ensuring Byzantine
fault tolerance to the network. The results show promise for integrating ZK-BFT into
existing permissioned blockchain systems requiring privacy-by-design and Byzantine
fault tolerance features. Then, we present a blockchain-based and location-aware traf-
fic management architecture to address the existing data integrity and privacy issues
in vehicular networks for traffic management authorities. Our proposed architecture
integrates with permissioned and modular blockchain network and non-interactive zero-

knowledge range proof (ZKRP) protocol.



Next, we investigate the impersonation and misidentification problems in au-
tonomous truck fleets and ridesharing users. To establish trust during dynamic pla-
tooning formation, ensure vehicular data integrity, and guard platoons against poten-
tial attackers in mixed fleet environments, we introduce an aggregated zero-knowledge
proof and blockchain-empowered system for privacy-preserving identity verification in
truck platooning. Besides, to address the safety concerns for both drivers and riders in
ridesharing systems, we present a bi-directional blockchain-based and zero-knowledge
approach for decentralized and privacy-preserving identity verification scheme. The
proposed permissioned blockchain facilitates our privacy-aware verification scheme and
provides fine-grained access control policies to protect on-chain trip records.

In summary, this Ph.D. dissertation introduces three main innovations: (1) a
zero-knowledge and Byzantine fault tolerant consensus that brings privacy-preserving
to the blockchain consensus level for verifying and processing transactions; (2) novel
privacy-preserving authentication schemes for blockchain networks based on ZKP to in-
crease security and safety in traffic management, autonomous truck fleets and rideshar-
ing; and (3) blockchain-inspired architecture designs with access control policies that
protect huge amounts of traffic and users’ data and log access events into blockchain

for traceability and accountability.

1.2 Intended Audience

The intended transportation-related audience for the methodological develop-
ment resulting from this dissertation ranges from traffic operators to mobility service
users. For example, transportation organizations such as state departments of trans-
portation (DOTs), TMCs, fleet operators, and ridesharing organizations, among others,
can leverage the secure and privacy-preserving information sharing systems to make
information-enriched decisions while preserving the privacy of users’ data. On the other
hand, mobility service users can benefit from increased security, improved safety, and
advancements in mobility services resulting from this paradigm shift in information

sharing. We note that advances in secure and privacy-preserving information sharing



have far reaching impacts. The methodological development resulting from this dis-
sertation has potentially transformative impacts if adapted for use in other networks

such as the Internet of Things.

1.3 Dissertation Organization

The rest of this dissertation is organized as follows. In Chapter 2, we present
a zero-knowledge and Byzantine fault tolerant consensus for permissioned blockchain.
In Chapter 3, we introduce a blockchain and zero-knowledge proof inspired approach
for privacy-preserving traffic management. In Chapter 4, we present an aggregated
zero-knowledge proof and blockchain-empowered authentication for autonomous truck
platooning. In Chapter 5, we introduce a blockchain-enabled bidirectional and privacy-
preserving authentication for safe ridesharing. In Chapter 6, we summarize our results
and present possible directions for future research.

Appendix A lists the author’s publications, and Appendix B includes the copy-

right permissions. The related publications to each chapter are:

e Chapter 2:

— W. Li, C. Meese, M. Nejad and H. Hao, “P-CF'T: A Privacy-preserving and
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Chapter 2

ZK-BFT: A ZERO-KNOWLEDGE AND BYZANTINE FAULT
TOLERANT CONSENSUS FOR PERMISSIONED
BLOCKCHAIN NETWORKS

2.1 Introduction

Blockchain is a promising decentralized network technology that can offer a high
level of data immutability, integrity, security and provenance. Consequently, blockchain
technology has received much research attention in many areas, such as 5G networks [1]
2], healthcare [3] [4], transportation systems [5] [6] and Internet of Things [7] [8], as a
platform to support new decentralized applications (dApps) in the absence of a trusted
third party. The consensus algorithm is a key component of blockchain systems, and the
dispersed blockchain nodes utilize it to reach agreements on the order of transactions
to be included in the next block. Additionally, the consensus process ensures the
security of the blockchain and the integrity of the associated data by validating all
new transactions before they are committed to the global ledger and replicated on
all participating nodes. For example, in the Bitcoin system [9], each new data block
contains a hash reference to the preceding block, and the consensus process protects the
integrity of the previous data by guaranteeing new blocks contain the correct reference
hash. As a result, consensus algorithms greatly impact the overall performance of a
blockchain system, as measured by for example, transaction throughput (the rate at
which valid transactions are committed by the blockchain within a given time frame),
transaction latency (the time between submitting a transaction to a network and the
first confirmation of acceptance by the network) and fault tolerance [10]. For a recent

survey on consensus protocols for the blockchain networks, we refer the reader to [11].



The choice of consensus algorithm is primarily determined by the application
requirements and the type of blockchain, either permissionless or permissioned. For
a permissionless blockchain, the entire network is public and anyone can participate
or create identities on the blockchain. Accordingly, permissionless blockchains require
more computation-heavy consensus algorithms (e.g., proof-based consensus) to achieve
the security requirements such as providing resistance to Sybil attacks [12]. In proof-
based consensus, the chance of being elected as a leader for the given round is directly
proportional to the amount of resources expended by a given node. For example,
in proof-of-work (PoW), the chance of mining the next block is directly proportional
to the node’s computational power, while in proof-of-stake it is proportional to the
number of coins (resources) held by the node.

In permissioned blockchain systems, membership and data access permissions
are maintained by a consortium of one or more organizations, and consensus algorithms
have the flexibility to relax some security assumptions of permissionless blockchains in
favor of better performance [13]. More specifically, the ability to participate within the
consensus process is controlled by the consortium members in permissioned blockchains,
limiting the possibility of a Sybil attack on the network. A primary distinction be-
tween different permissioned consensus algorithms is their level of fault tolerance,
which greatly impacts the system’s resilience. Some algorithms, such as Raft [14] and
Paxos [15], only offer crash fault tolerance (CFT), which provides some guarantees for
reaching consensus in scenarios where certain nodes have failed to communicate. On
the other side, Byzantine fault tolerance (BFT) consensus algorithms, such as practical
Byzantine fault tolerance (pBFT) [16], guarantee that the system can withstand some
malicious actors behaving against the goals of the network. This security guarantee is
especially important for permissioned blockchain networks consisting of a consortium
of organizations with limited trust among them.

While many of the proposed and widely used consensus algorithms focus on
meeting the application security and performance goals, there are few mechanisms

that address the issue of data privacy in the consensus layer of blockchains. The



reader is referred to Fig. 2.1 for layered structure of blockchain architecture [17].
During consensus processing, nodes need to validate and order the pending transactions
into a new block, which requires verifying the application-specific data encapsulated
within the transaction. This exposes the underlying data to the consensus nodes,
presenting privacy concerns for specific application areas, such as healthcare, where
regional privacy regulations must be enforced. Otherwise, it may hinder the practicality
of deploying beneficial blockchain-based systems. Consequently, blockchain technology
and its associated applications can extract much benefit from a consensus algorithm

which inherently preserves data privacy directly within the consensus layer.

.. . )
Application and Presentation Layer
Smart Contract ~ Chaincode ~ DApp User Interface
( )
Consensus Layer
PoWw  PoS  Raft PBFT  Tendermint ZK-BFT
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Network Layer
Peer-to-P 2]

L eer-to-Peer (p2p) )
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L Digital Signature Hash Merkel Tree Transaction

Hardware and Infrastructure Layer
Virtual Machine Containers Services Messaging

Figure 2.1: Layered structure of blockchain architecture.

Nevertheless, some permissioned blockchain platforms have attempted to solve
the privacy problem outside of the consensus layer in creative ways. For example, in the

popular Hyperledger Fabric permissioned blockchain platform !, privacy is primarily

! https://www.hyperledger.org /use/fabric



preserved either at the channel level through membership and chaincode access permis-
sions, or by using off-chain storage for sensitive data [18]. In the first case, application-
specific channels for transactions and smart contracts are deployed and maintained by
the governing consortium, and permission to view and transact on a given channel is
granted or revoked by the consortium members. However, in this approach the under-
lying data encapsulated within the blockchain transactions is not protected, and the
consensus nodes must have access to it in order to verify the transaction details. In
the second case, off-chain storage approaches can be leveraged to preserve the data
privacy, but still do not solve the underlying problem of privacy-preservation directly
within the consensus process. This motivates our research into the proposed ZK-BFT
consensus, which integrates privacy-preserving directly into the consensus layer while
still enabling fast processing and Byzantine fault tolerance, expanding the potential
use-cases for permissioned blockchain technology.

In this study, we address the issue of data privacy within the blockchain consen-
sus layer by proposing a novel privacy-preserving and Byzantine fault tolerant consen-
sus, ZK-BFT, designed for use in permissioned blockchains. The proposed ZK-BFT
consensus algorithm integrates zero-knowledge proof (ZKP) for blockchain data di-
rectly into the consensus processing, ensuring data privacy while still providing fast
performance and Byzantine fault tolerance. Until now, previous works [19-21] have fo-
cused on providing privacy to blockchain data either outside of the consensus process or
being applied in the context of permissionless blockchains for cryptocurrency trading,
which have different trust and identity assumptions than their permissioned counter-
parts. To the best of our knowledge, this is the first work to address zero-knowledge
privacy within the BFT consensus layer of permissioned blockchains.

ZK-BFT is inspired by the original pBFT, which has design properties that
work well within the context of permissioned blockchains. The permissioned blockchain
consensus algorithms can benefit from removing the computationally-heavy, and high
energy consumption proof-based consensus style, given that membership is controlled

by the governing consortium. We take advantage of this property when designing the



proposed ZK-BF'T consensus algorithm to make it more efficient compared to proof-
based permissionless consensus algorithms.

Furthermore, we propose ZKP-based algorithms, providing inherent data pri-
vacy and verification functions to the ZK-BFT consensus process. The proposed ZKP
algorithms leverage the trust assumptions within permissioned blockchain systems to
provide faster prover times in comparison to other approaches [19-21], while maintain-
ing lower transaction latency and smaller transaction size.

Network liveness implies ensuring that the protocol will always eventually pro-
ceed. This is guaranteed by our proposed view change protocol. In the event that the
primary node fails for communication or can not produce a valid block in time, the
view change protocol will be invoked by the replica nodes, and a new primary node
will be selected to initiate the next consensus round.

Additionally, we conduct a theoretical evaluation of the proposed ZK-BFT con-
sensus protocol to prove its correctness, privacy-preserving, communication complexity
and fault tolerance compared to existing permissioned blockchain consensus algorithms.
Using the Hyperledger Ursa cryptographic library 2, we conduct extensive experimen-
tation to measure and quantify the important performance metrics, including transac-
tion size, transaction generation and verification time, transaction latency and message
counts. To showcase the feasibility of ZK-BFT, we use the popular and open-sourced
Hyperledger Fabric platform as an example of how ZK-BFT consensus can be employed
in permissioned blockchain systems. The results show promise for real-world integra-
tion of ZK-BFT consensus into existing, production-grade permissioned blockchain
systems.

To summarize, this chapter makes the following contributions:

e We propose the ZK-BFT consensus that brings both zero-knowledge privacy and
Byzantine fault tolerance to the consensus layer of permissioned blockchain sys-

tems.

2 https://www.hyperledger.org/use/ursa
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e We present ZKP-based algorithms and a view change protocol that provide built-

in privacy and livness for ZK-BFT consensus.

e We analyze the properties of ZK-BFT including the correctness proof, privacy-
preserving, fault tolerance and communication complexity, and compare its per-

formance with other typical consensus algorithms.

e We conduct experiments to show the performance of ZK-BFT using Hyperledger
Ursa cryptographic library, and showcase ZK-BFT transaction flow in permis-

sioned blockchain system (in our example, Hyperledger Fabric).

2.2 Related Work and Preliminaries
2.2.1 Related Work

The zero-knowledge proof, first proposed by Goldwasser et al. [22], provides a
method by which a prover can convince a verifier that they know a secret message m,
without disclosing any information apart from the fact the prover possesses m. The
power of this proof is centered around the idea that, while it is trivial to prove one
possesses a secret by simply revealing the secret, it becomes a significant challenge to
prove such possession without disclosing any additional information about the secret or
the secret itself. Further research in this area has produced two main categories of ZKP
protocols: interactive ZKP and non-interactive ZKP. In an interactive ZKP scheme,
the prover and the verifier engage in a dialogue, and the verifier is required to generate
multiple challenges for the prover to solve. By solving the challenges correctly, the
verifier is convinced, without a doubt, that the prover indeed possesses the knowledge.
In a non-interactive scheme, the prover generates the proof directly, which can be
independently verified to prove possession of the given knowledge. In consequence, it
reduces the communication overhead of the proof system. A valid ZKP must satisfy

the following three properties :

3 https://en.wikipedia.org/wiki/Zero-knowledge_proof
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e Completeness: If the statement is true, the honest verifier will be convinced of

this fact by an honest prover.

e Zero-knowledge: If the statement is true, the verifier learns nothing but the fact

that the statement is true.

e Soundness: If the statement is false, the prover cannot convince an honest verifier.

The inherent properties of ZKP can be leveraged to ensure input validity for
blockchain transactions without revealing any of the sensitive information during the
validation process. Recently, there have been some attempts to propose zero-knowledge-
proof (ZKP) protocols designed to work within existing cryptocurrency systems, in
order to provide privacy for the underlying data within blockchain transactions and
smart contracts. In 2012, zero-knowledge succinct non-interactive arguments of knowl-
edge (zk-SNARK) [19] was the first proposed ZKP-based protocol to be successfully
integrated into Zcash * cryptocurrency, and it provides privacy for financial transac-
tions on the PoW-based ledger. Bulletproofs was released in 2018 and then imple-
mented in Monero cryptocurrency °, which enables proving that a committed value is
in a range using a logarithmic number of field and group elements [20]. Later in the
Ethereum blockchain ¢, zero-knowledge scalable transparent arguments of knowledge
(zk-STARK) [21] are being explored as a way to provide transaction data privacy. A
key distinction between zk-SNARK and zk-STARK protocols is that the zk-STARK
protocol removes the need for a trusted setup process which provides additional privacy
and fewer trust assumptions in comparison to the zk-SNARK protocol.

However, the existing zero-knowledge protocols have either been applied to
permissionless blockchain networks to protect the privacy of cryptocurrency transac-

tions [19,20], or are implemented at the smart contract layer outside of the consensus

4 https://z.cash
® https://www.getmonero.org

6 https://ethereum.org/en/
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processing [21]. This motivated our research into the proposed ZK-BFT consensus,
which inherently preserves data privacy from consensus layer while also offering Byzan-

tine fault tolerance, designed specifically for use in permissioned blockchain systems.

2.2.2 Original pBFT Consensus Algorithm

Byzantine General Problem [23] is a notable problem in distributed systems. It
means there could be dishonest nodes in networks. More specifically, a dishonest node
could send malicious messages to others, aiming to prohibit a system from reaching
the consensus or reaching a false consensus. In the Byzantine General Problem, a dis-
tributed system needs to reach the consensus among honest and dishonest members.
As a solution, Proof-of-work (PoW) is used in various blockchain systems, such as
Bitcoin and Litecoin. However, PoW requires high computational power to maintain
the correctness of consensus. In comparison with the PoW algorithm, the pBFT al-
gorithm [16] is more lightweight in terms of computational complexity. It guarantees
correct consensus if the number of malicious nodes is less than 1/3 of the total nodes.

The original pBF'T consensus processing is triggered by a client sending a request
to the primary node, which contains the original message m (e.g., digital asset or smart
contract invocation). Then, consensus will be operated among the nodes, and if an
agreement is reached among the replicas, the new record will be committed to the
blockchain. The consensus process includes three phases Pre-Prepare, Prepare and
Commit. After receiving the client’s request, the primary node broadcasts pre-prepare
messages to the other replica nodes. In prepare and commit phases, all replica nodes
send peer-to-peer messages and use a simple hash function to check the validity of
all received messages. In each stage, a minimum number of consistent messages are
required for stepping into the subsequent stage.

However, the original message m is frequently exchanged among all peer nodes
for validation. As a result, privacy is not taken into account throughout the pBFT
consensus processing. Given the total node number N, the original pBFT requires

O(N?) inter-node communications to reach consensus.
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2.2.3 Permissioned Blockchain

Blockchain comes in two primary varieties: permissionless and permissioned [24].
In the permissionless case (e.g., Bitcoin), membership is entirely open and anyone can
join the network and view all of the transactions. In contrast, a permissioned blockchain
is a closed membership network, where a consortium of one or more entities will make
collaborative decisions about membership, data access controls and governance poli-
cies. In permissioned blockchain, anyone who is interested in validating transactions
or viewing data on the network needs to get approval from a certificate authority. This
is useful for companies, banks, and institutions that are comfortable to comply with
the regulations and are very concerned about having complete control of their data.
Due to the ability to control membership, permissioned blockchain systems can utilize
lighter-weight consensus algorithms than their permissionless counterparts. Further-
more, programmable access controls can be defined within permissioned blockchain
systems, providing fine-grained control for on-chain data. These properties make per-
missioned blockchain technology more attractive for certain applications, where high

transaction throughputs with low latencies are required.

2.2.4 Hyperledger Fabric

For the permissioned blockchain, Hyperledger Fabric is a popular and widely
adopted framework. Hyperledger Fabric has been used in many enterprise use cases
including healthcare [4], IoT [25], logistics [26], supply chain [27], etc. Recently, NASA
also published a proposal for secure air traffic management based on Hyperledger Fabric
[28]. In short, Hyperledger Fabric is a highly modular, decentralized ledger technology
(DLT) platform.

Five main entities participate in the transaction flow of Hyperledger Fabric,

including certificate authority (CA), client, committer, endorser and orderer:

e Certificate Authority: The certificate authority manages user certificates that
include user registration, user enrollment and user revocation. Due to the fact

that Hyperledger Fabric is a permissioned blockchain network, only authorized
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users can invoke or query transactions from the decentralized ledger. Hyperledger
Fabric utilizes the X.509 standard certificates to denote permissions, roles, and

digital assets for all client users.

e Client: A client is considered as an application user who communicates with the
Fabric blockchain network. Specifically, the client can interact with the Fabric
network according to its permissions, roles, and digital assets that are defined on

its certificate from the associated organization’s CA server.

e Committer: The committer is a specific peer role that appends the validated
transactions to the ledger. A peer node can perform both the roles of committer
and endorser, but it might only act as a committer in more regulated circum-

stances.

e Endorser: The endorser is a specific peer role that simulates transactions and
prevents unstable or non-deterministic transactions from processed through the
network. Transactions are sent to endorsers in the form of transaction proposals.

In addition, all endorsers are also committers that can write to the ledger.

e Orderer: The orderer is an important role that constitutes the ordering service.
It maintains network configuration, and keeps generating new blocks of validated
and ordered transactions as permanent records before those blocks are committed

by peer nodes.

The consensus layer of Hyperledger Fabric was designed to be modularized. The
current implementation of Hyperledger Fabric supports two types of consensus, namely
Kafka [29] and Raft [30]. Both consensuses can provide crash fault tolerance, in which

the blockchain network can still reach consensus properly even if some peer nodes fail.
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2.3 Consensus Overview and Models
2.3.1 ZK-BFT Overview

There are four entities including the certificate authority and three types of
nodes participating in the ZK-BFT consensus (Fig. 2.2). The proposed consensus also
consists of ZKP-based algorithms that generate and verify transaction requests without
revealing the message, and a view change protocol that guarantees the network liveness.

We define the following entities that take part in the proposed consensus:

7 N
/ \
| ( Primary Replica 1) \
| |
| |
I |
|
, |
ZK-BFT |
Client | Consensus r'—
. |
| |
| |
| |
l\ Replica 2 Replica 3 ,I
\ /
Ne e ___T gt
Issue Private Key ﬁ Issue Public Key
Certificate Authority

Figure 2.2: Overview of the proposed ZK-BFT consensus. (Note that we give one
client node and four consensus nodes as an example here, the consensus
proposed in this chapter can be extended to arbitrary number of nodes.)

e Certificate Authority (CA): A certificate authority certifies ownership of the
clients’ digital assets by issuing key pairs. Private keys are sent to each client for
generating zero-knowledge proofs, and public keys are sent to the primary node

and replica nodes for verification purposes.

e Client Node: Client nodes are responsible for generating zero-knowledge proofs

and sending transaction requests.

e Primary Node: Primary node is a healthy leader node that is responsible for

receiving and forwarding transaction request, building and publishing blocks. It
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also verifies and votes on transaction with the replica nodes. Each consensus-

reaching process has one and only one primary node.

e Replica Node: Replica nodes are responsible for verifying and voting on transac-

tions and the leader’s health.

In our design, consensus nodes include both primary node and replica nodes.
The certificate authority issues private keys to clients for generating zero-knowledge
proofs and public keys to consensus nodes for verifying the proofs. Transaction requests
are generated by clients in ZKP format that hide the original information. Once
receiving the transaction request from a client, the primary node forwards it, and all
consensus nodes will verify and confirm the transaction request. The consensus is
technically reached when the client receives at least (N — 1)/3 + 1 replies from a total

number of N consensus nodes.

2.3.2 Threat Model

We assume both client and consensus nodes are untrusted. A client node is not
fully trusted because it may intercept others’ transaction message m in the blockchain
network. Consensus nodes are also not fully trusted because they could access the
transaction during the consensus processing. These consensus nodes could also fail for
communication or even have malicious actors. Especially for a permissioned blockchain
network, consensus nodes are managed by certain organizations that are not fully
trusted by each other. However, the attackers are assumed to have bounded computa-
tion resources and can not break the cryptographic primitives used in our design.

We assume that the proposed consensus algorithm is secure against the attack-
ers. Three types of threats considered in this work are privacy disclosure, crash fault

and Byzantine fault (malicious attack):

e Privacy Disclosure: Based on traditional consensus, the original transaction mes-

sages can be accessed by the sender, receiver and consensus nodes. An attacker

17



may disclose or intercept the transaction message details during the consensus

processing.

e Crash Fault: A certain consensus nodes could fail to communicate due to function

or network crash, and it will cause the failure of transaction processing.

e Byzantine Fault: A certain consensus nodes could send imperfect or malicious
messages that prevent all consensus nodes from reaching into an agreement for

transaction processing.

From the specification of the proposed ZK-BFT consensus, it captures the fol-

lowing security goals:

e Correctness: Zero-knowledge algorithms are introduced for constructing the ZK-
BFT consensus. Without knowing the original transaction details, the generated
zero-knowledge proofs can be correctly verified by consensus nodes during con-

sensus processing.

e Privacy-preserving: The transaction details are never disclosed to other client and
consensus nodes in blockchain network. Even though the attacker may intercept
the zero-knowledge proof, it cannot decrypt the proof and reveal the transaction

details.

e Crash Fault Tolerance: The consensus nodes can still correctly reach consensus

if certain nodes fail to communicate.

e Byzantine Fault Tolerance: The consensus nodes can still correctly reach consen-

sus if certain nodes send imperfect or malicious messages.

2.4 Consensus Construction
In this section, we present the detailed ZK-BFT consensus construction in-
cluding the consensus processing and the view change protocol. Table 2.1 shows the

variables we use in constructing the proposed consensus algorithm.
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Table 2.1: Variables in ZK-BFT Consensus Algorithm

Variable Description

m Secret message in the transaction (e.g., digital assets)
sk Private key for generating the zero-knowledge proof

pk Public key for verifying the zero-knowledge proof
Multiplicative cyclic group of prime order p

Generator in G

Hash digest based on the secret message m

Generated one-time zero-knowledge proof

Elliptic curve for bilinear pairing

Result for verifying the zero-knowledge proof (true or false)
Number of faculty consensus nodes

Total number of consensus nodes

Identifier for the secret message m

View number (period that a given node is the primary)
Identifier for the replica node

Transaction confirmation result

02 23 0o x>e f

2.4.1 ZK-BFT Consensus Processing

By referring to Fig. 2.3, the ZK-BFT consensus algorithm constitutes the fol-
lowing steps: the certificate authority issues key pairs for clients and consensus nodes;
the client sends the request; the primary node forwards the request; all consensus nodes
execute Verify and Confirm process; the client receives the response that the consensus
is reached. Together, these steps form the core of the ZK-BFT consensus algorithm.
The consensus is reached when the client receives at least f + 1 replies (f denotes the
number of faulty nodes in the group) from the nodes to validate the final consensus
with a total number of 3f + 1 replicas. The proposed consensus process is explained

in detail as follows:

2.4.1.1 Setup

Inherent to a zero-knowledge proof scheme, in order to prevent the prover from
cheating and generating fake proofs, the verifier must know exactly what is being
proven. In this process, the certificate authority runs Algorithm 1 to issue key pairs

for clients’ certified digital assets. The Setup process only needs to be carried out once
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Figure 2.3: The proposed ZK-BFT consensus processing.

and the certificate authority sends the setup message < SETUP,id, sk,pk > to the
client node and sends setup messages < SETUP’,id, pk > to the consensus nodes. The
id is an identifier to indicate the original message m (e.g., digital asset), sk represents

the private key and pk represents the public key.

Algorithm 1: KeyGen
Input : secret message m
Output: private key sk, public key pk
1 The certificate authority selects a random a € Z, for message m;
2 The certificate authority saves the private key as sk = a;
3 The certificate authority computes the public key as pk = ¢** € G;
4 The certificate authority returns sk and pk.

KeyGen(m) — (sk,pk): This algorithm chooses a random sk € Z, and com-
putes pk = ¢°* € G. Return the private key sk and the public key pk for the message

m.

2.4.1.2 Request

In this process, the client runs Algorithm 2 to generate the one-time zero-
knowledge proof § based on the original message m, and starts to send a request
< REQUEST,id,h,d > to the system. The h represents the hash digest of the origi-

nal message m.
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Algorithm 2: ProofGen
Input : secret message m, private key sk
Output: one-time zero-knowledge proof &
1 The client computes a hash digest h based on the secret message m, as
h = H(m);
2 The client generates the one-time zero-knowledge proof § = h** € G;
3 The client returns 0.

ProofGen(m, sk) — (6): This algorithm first computes a one-time hashed
message m, in SHA256 algorithm [31], as h = H(m). Then, it computes a one-time
§ = h** € G and returns the proof 6. Elliptic curves usually have about 225¢ points [32],
and SHA-256 hashing algorithm can offer a 256-bit result.

2.4.1.3 Forward
The primary node publishes a new block and broadcasts the client’s request in
messages < FORW ARD,id, h,§,v > to the other replica nodes. The v represents the

view number.

2.4.1.4 Verify

Replica nodes receive the forwarded messages and verify the following: (1) The
node is currently in the view v; (2) The node does not have other Forward messages
on the same page (view v, message identifier id). In other words, there is not another
set of (h',0") that shares the same message identifier id with the set of (h,d) in the
current view v; (3) The node runs Algorithm 3 to verify the authenticity of the one-
time zero-knowledge proof § without accessing the original message m. After the
verification is successfully done, replica nodes send out the corresponding verification
messages < VERIFY,id, h,d,v,i,r > to the other consensus nodes. The i represents
the identity of the replica node and r is a Boolean value (true or false) that indicates
its verification result.

ProofVerify(d,pk,g,h) — (true/false): This algorithm takes the proof ¢,
the public key pk, the generator g and the hashed identity information h as input and
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Algorithm 3: ProofVerify
Input : one-time zero-knowledge proof 9, public key pk, generation g,
hashed secret message h
Output: verification result r

1 The consensus node checks if e(d, g) == e(h, pk) then
2 ‘ r =true ;

3 else

4 ‘ r = false ;

5 end

6 The consensus node returns r.

check if e(d, g) = e(h, pk). Finally, the function returns a Boolean value either true or

false to validate the proof ¢ without compromising the information of the message m.

2.4.1.5 Confirm

Each consensus node needs to receive at least 2 f verification messages from other
consensus nodes (a total of 2f + 1 including its own) and validates if the id, h,d,v
of these verification messages are all consistent. Once validation is completed, the
consensus node will set the confirmation message < CONFIRM,id, h,d,v,i,¢ > to
true, and broadcast it to the other consensus nodes. The ¢ is a Boolean value that

indicates its confirmation result.

2.4.1.6 Finish

Once in the Finish phase, each node commits the block for which they have the
matching Forward, 2f + 1 Verify, and 2f + 1 Confirm messages. After the block has
been successfully committed to the chain, each node will send a confirmation message
to the client that a consensus is reached on its request.

In the case the client fails to collect f+1 Finish messages within a time period ¢,
the client resends the request to the primary node for retry. Upon receiving the same
request, if the consensus has already been reached on the Confirm phase, replicas
resend the Finish messages. If the consensus is not reached, the network goes over the

protocol again.
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2.4.2 View Change Protocol

A view is the period of time that a given node is the primary. Therefore, a view
change is switching to a different primary node. Our proposed ZK-BFT consensus
guarantees the network liveness with a view change protocol as shown in Fig. 2.4.
When a replica node (e.g., replica node 1) determines that the current view v is faulty,
such as the primary node sent an invalid message or did not produce a valid block
in time, it will broadcast a view change request for v + 1 to the other nodes in the
network. After receiving the request, the other nodes will verify it by communicating
with the current primary node. If the primary is indeed faulty, all non-faulty nodes

will broadcast the confirmation messages for view change.

View-Change New-View

/
Replica 1
Replica 2 \ /

Replica 3

Verify Confirm
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Figure 2.4: View change protocol in ZK-BFT. (The primary node is faulty and the
replica node 1 will become the new primary node.)

When replica node 1 receives 2f confirmation messages from other nodes (a
total of 2f + 1 including its own), it will broadcast a new view message for view v + 1
to all nodes including the client node. When the other nodes receive the new view
message, they will switch to the new view, and the new primary will start publishing

blocks, receiving and forwarding clients’ request messages.



2.5 Theoretical Analysis

In this section, we first give a formal proof under the proposed ZK-BFT con-
sensus design. Next, we discuss how privacy-preserving, crash fault tolerance and
Byzantine fault tolerance are addressed in ZK-BFT consensus. We then analyze the
performance of ZK-BFT consensus from the perspective of communication complexity,

and compare ZK-BFT with other state-of-the-art consensus algorithms.

2.5.1 Correctness Proof
Proposition 1. The proposed ZK-BFT consensus can correctly verify the transaction

request without revealing the original message m.

Assume that a client genzrates the zero-knowledge proof § for the message m
and sends this proof § to the primary node through the transaction request. We prove
that the proof ¢ is validated by the Algorithm 3. First, the public key pk is computed

as:
pk = g°, (2.1)
Then, a one-time zero-knowledge proof is generated as:
(m, sk) —s & = H(m)*" = h**, (2.2)

Next, verifying the proof ¢ is done by checking that iff:

e(d,g) = e(h, pk), (2.3)
Now, we prove the Equation 2.3 based on bilinear pairing property:

e(0,9) = e(h**, g)
e(h, g*) (2.4)

= e(h, pk).

Bilinear Pairing Property: Let G be a multiplicative cyclic group of prime order p
with generator g. Let e : G X G — Gp be a computable, bilinear and non-degenerate
pairing into the group Gr. Then, we have e(x%,y°) = e(x,y)® for all x,y € G and

a,b € Z, because G is cyclic.
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2.5.2 Privacy-preserving
Proposition 2. The proposed ZK-BFT consensus can protect transaction privacy

during consensus processing.

As shown in Equation 2.2, a one-time zero-knowledge proof ¢§ is generated based
on the hashed message m and private key sk. Instead of sending the original message
m to consensus processing, peer nodes in ZK-BFT will use Equation 2.3 to validate the
proof 0 and reach into consensus. In this way, a transaction will be processed without
revealing any details about the original message m to peer nodes. If an attacker
intercepts the zero-knowledge proof 9, it still cannot decrypt the original message
m. This is because the hash digest H(m) is one-way generated using the SHA-256
algorithm, and as a result, the generated proof ¢ from Equation 2.2 is a unique and

one-time proof that cannot be reversed.

2.5.3 Crash Fault Tolerance
Proposition 3. The proposed ZK-BFT consensus can tolerate up to f nodes that fail
for communication (f = (N —1)/3). In other words, ZK-BFT consensus can offer 1/3

crash fault tolerance.

Crash fault tolerance (CFT) is one level of resiliency, where the distributed
system can still correctly reach consensus if certain nodes fail for communication. Given
a total number of NV consensus nodes (N = 3f + 1), each node needs to receive at least
2f verification messages from other nodes to successfully process the Confirm phase

resulting in (N — 1)/3 crash fault tolerance.

2.5.4 Byzantine Fault Tolerance
Proposition 4. The proposed ZK-BF'T consensus can tolerate up to f nodes that send
malicious messages (f = (N —1)/3). In other words, ZK-BFT consensus can offer
1/3 Byzantine fault tolerance.

Byzantine fault tolerance (BFT) builds a more complex level of resiliency and

deals with distributed systems that certain nodes could have malicious actors. BFT is
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enabled during ZK-BFT consensus processing. Given a total number of N consensus
nodes (N = 3f+1), the ZK-BFT can still reach a consensus when a maximum number
of f nodes send malicious messages. We will prove this under the worst circumstance.

First, in the Verify phase, we divide the non-fault nodes into three groups: (1)
f non-fault nodes with decision A; (2) f non-fault nodes with decision B; and (3)
one remaining non-fault node. Then f malicious nodes tell the first non-fault node
group that they support decision A, and tell the second non-fault node group that
they support decision B. Now, in the Confirm phase, decision A has gathered 2 f votes
from the first group’s point of view, and decision B has gathered 2f votes from the
second group’s point of view. Then after the remaining one non-fault node broadcasts
its decision, consensus will be reached: one of the groups becomes the majority and the
other becomes the minority. In conclusion, the ZK-BFT consensus can offer (N —1)/3

Byzantine fault tolerance.

2.5.5 Communication Complexity

Proposition 5. Given the total node number N including 1 primary node and n replica
nodes (N =n + 1), the communication complezity to reach consensus in the proposed
ZK-BFT is O(N?).

The communication complexity of ZK-BFT is in the order of N? because of
the peer-to-peer and all-to-all communications from the Verify and Confirm phases
as shown in Fig. 2.3. More specifically, in the Verify phase, after the verification is
done, each replica node sends out the result to the other consensus nodes including
the primary node, generating a total of (V — 1) x N messages. Each consensus node
in the Confirm phase, including the primary, checks whether the verification results
from other nodes are consistent and broadcasts the confirmation message to the other

consensus nodes. A total of NV % N messages are generated in this phase.
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2.5.6 Comparison Analysis

In this subsection, we compare the properties and performance among the pro-
posed ZK-BFT and other typical consensus algorithms for blockchain networks. In
Table 2.2, we provide a summary of the comparisons for the consensuses discussed in
this subsection. To the best of our knowledge, the proposed ZK-BFT and its previous
version P-CFT [33] are the first two mechanisms that have built-in zero-knowledge pri-
vacy from blockchain consensus layer. In comparison with our previous P-CFT study,
the ZK-BFT consensus is re-designed and further improves the fault tolerance level

against Byzantine attacks.

Table 2.2: Comparisons of the Proposed and Other Typical Consensus Algorithms.

Consensus Blockchain Type | Zero-knowledge | Byzantine Fault Tolerance | Communication Complexity | Throughput | Latency
PoW [34] Permissionless X V. (N-1)/2 O(N?) low high

PoS [35] Permissionless X vV, (N-1)/2 O(N?) medium medium
Raft [36] Permissioned X X O(N) high low
pBFT [16] Permssioned x vV, (N-1)/3 O(N?) high low
Tendermint [37] Permssioned x vV, (N-1)/3 O(N?) high low
P-CFT [33] Permissioned v X O(N?) high low
ZK-BFT (proposed) Permissioned v vV, (N-1)/3 O(N?) high low

Proof of Work (PoW) [34] and Proof of Stake (PoS) [35] are two commonly
used consensus algorithms in permissionless blockchain. In PoW, miners consume huge
amounts of computing power to compete with each other, add blocks of transactions to
the blockchain, and get rewarded with more coins. As a result, PoW can only process
transactions in low throughput and high latency, whose communication complexity is
O(N?). The communication complexity of PoS is the same as PoW. However, the
performance was slightly improved in PoS because mining power is given based on the
amount of coins held by a miner. Both PoW and PoS can offer (N — 1)/2 Byzantine
fault tolerance, but at the cost of greatly increased resource consumption and reduced
throughput in comparison with permissioned blockchain consensus algorithms.

In permissioned blockchain, consensus algorithms are designed to be computa-
tionally inexpensive, and performance are distinctly improved because only a smaller

group of nodes are needed for validation purposes. In Raft consensus [36], every node
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in the replicated state machine can participate in any three states: follower, candi-
date, and leader. The leader is responsible for log replication to the followers, and a
candidate can be elected as the new leader when the current leader fails for communi-
cation. Raft can provide higher transaction throughput and lower transaction latency
because all followers trust the leader node and the communication complexity of Raft
is only O(N). However, Raft can not tolerate Byzantine failure when some nodes send
malicious information during consensus processing.

In terms of Byzantine fault tolerance for permissioned blockchains, these BFT-
type consensus algorithms, such as pBFT [16] and Tendermint [37], are able to deal
with Byzantine nodes that behave arbitrarily. In pBFT, Byzantine fault tolerance is
achieved by requiring multiple rounds of voting by the set of verifiers to arrive at a
mutual agreement, which is recorded as a collection of signatures on the block content.
Tendermint is an extension of original pBFT with optimised gossip-based commu-
nication and designed for high number of nodes. As we analyze above, our proposed
ZK-BF'T consensus can offer the same Byzantine fault tolerant rate and communication
complexity with pBFT and Tendermint. Moreover, the proposed ZK-BFT can verify

transactions without revealing details due to the zero-knowledge algorithm design.

2.6 Experiments and Evaluation
2.6.1 Experiment Setup

The zero-knowledge proof is the core component of the ZK-BFT that brings
privacy-preserving into consensus processing. We first present the implementation of
the proposed zero-knowledge proof algorithms, which are written in Rust program-
ming language utilizing the Hyperledger Ursa library. Then, we conduct a series of
experiments to measure the performance of the ZK-BFT consensus algorithm. We also
compare ZK-BFT with other existing zero-knowledge protocols that provide privacy
for blockchain. The implementation and experiments are deployed on Ubuntu 18.04

operating system with 2.8 GHz Intel i5-8400 processor and 32GB DDR4 memory. The
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initial consensus group consists of 20 replica nodes, and we increase the nodes group

from 20, to 40, 60, 80 and 100 in experiments.

2.6.2 Performance

In this subsection, we present the experimental results that measure the per-
formance of the proposed ZK-BFT consensus. The results include transaction size,
transaction generation time, transaction verification time and transaction latency by
varying the number of transactions, and message counts from consensus processing and

view change operation by varying the number of replica nodes in the network:

2.6.2.1 Transaction Size

Transaction size is an important consideration for blockchain networks. Smaller
transactions are easier to validate; larger transactions take more work, and take up
more space in the block. To evaluate the transaction size of the proposed ZK-BFT
consensus, we conduct multiple groups of experiments with the number transactions
varying in this section. As shown in Fig. 2.5, ZK-BFT takes only 2MB for processing
10,000 transactions in the network , which is more efficient than zk-SNARKs (3MB) and
saves tens of megabytes compared to Bulletproof and hundreds of megabytes compared

to zk-STARKSs.
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Figure 2.5: The relationship between total transaction size and number of transac-
tions from the proposed ZK-BFT.
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2.6.2.2 Transaction Generation Time

Different from the existing consensus protocols that do not have the privacy-
preserving feature, ZK-BFT generates ZKP-based transactions and hide original trans-
action details. Fig. 2.6 shows the total transaction generation time by varying the
number of transactions. The proposed ZKP is able to help ZK-BFT consensus to gen-
erate 10,000 transactions in five minutes, which saves hundreds of minutes compared

to zk-SNARKSs and zk-STARKSs and thousands of minutes compared to Bulletproofs.
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Figure 2.6: The relationship between total transaction generation time and number
of transactions from the proposed ZK-BFT and other state-of-the-art
ZKP protocols.

2.6.2.3 Transaction Verification Time

Fig. 2.7 shows the total transaction verification time by varying the number of
transactions. The proposed ZKP can verify 10,000 transactions for ZK-BFT consensus
in 35 minutes, which is slower than zk-SNARKs (1.7 minutes) and zk-STARKs (2.7

minutes) but saves hundreds of minutes compared to Bulletproofs.

2.6.2.4 Transaction Latency
By considering the transaction generation and verification time together, Fig.

2.8 displays the total transaction latency by varying the number of transactions. The
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Figure 2.7: The relationship between total transaction verification time and number
of transactions from the proposed ZK-BFT and other state-of-the-art
ZKP protocols.

proposed ZKP takes only 40 minutes to process 10,000 transactions in ZK-BFT con-
sensus, which saves hundreds of minutes from zk-SNARKSs and zk-STARKSs and even

thousands of minutes from Bulletproofs.
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Figure 2.8: The relationship between transaction latency and number of transactions
from the proposed ZK-BFT and other state-of-the-art ZKP protocols.

2.6.2.5 Number of Messages
In ZK-BFT, consensus nodes reach into agreements by rounds of communica-

tion. Therefore, the number of consensus nodes in the network will impact the number
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of exchanged messages during consensus processing and view change operation. We
increase the number of replica nodes from 20, to 40, 60, 80 and 100, and record the
number of exchanged messages for nodes communication. By considering varying the
number of replica nodes in the network, Fig. 2.9 shows the number of exchanged mes-
sages from each step during ZK-BFT consensus processing, and Fig. 2.10 shows the

number exchanged messages from each step in ZK-BFT view change operation.
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Figure 2.9: The relationship between number of exchanged messages and number of
replica nodes from each step in ZK-BFT consensus processing.
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Figure 2.10: The relationship between number of exchanged messages and number
of replica nodes from each step in ZK-BFT view change protocol.
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During ZK-BFT consensus processing, the primary node is the only one rep-
resentative from the network to receive the transaction request from the client. Con-
sequently, there is only one message sent at the Request step even we increase the
number of replica nodes. In Setup, Forward and Finish steps, the number of ex-
changed messages will increase linearly. The Ver:fy and Con firm messages will have
exponential growth due to the N-to-N communications.

In ZK-BFT view change operation, the Verify messages becomes linear growth
because each replica node only needs to communicate once with the current faulty pri-
mary node. The View — Change request and New — View result messages show linear
growth because of the one-to-N communications by the future new primary node. The
Con firm messages will stay exponential growth due to the N-to-N communications

to reach into an agreement on the new primary node.

2.7 ZK-BFT Employed in Permissioned Blockchains

As introduced in Section 2.2.4, the popular permissioned blockchain Hyper-
ledger Fabric lacks a consensus algorithm that supports Byzantine fault tolerance or
privacy-preserving features. In this section, we use Hyperledger Fabric as an example
to showcase how the proposed ZK-BFT consensus can be applied to a permissioned
blockchain network.

Fig. 2.11 illustrates the step-by-step transaction flow of the integrated Hyper-
ledger Fabric with ZK-BFT consensus. The definitions of Fabric entities were intro-
duced in Section 2.2.4, including certificate authority (CA), client, endorser, committer

and orderer. The transaction flow is explained as the following steps:

1) The certificate authority registers the identities of client users and issue the ZKP-
based key pairings to clients and endorsers (the entities who will verify transaction
proposals in Fabric) for certified digital assets. The Setup consensus process is

done at this step.
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Figure 2.11: Transaction flow in Hyperledger Fabric that adopts the proposed ZK-
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BFT consensus.

The client makes a ZKP-enhanced transaction proposal, signs the digital asset
with the private key sk, and sends the transaction proposal to the endorser group.

The Request consensus process is triggered by the client at this step.

The endorser leader forwards the transaction proposal to the whole endorser
group. Each endorser verifies the client’s identity and the transaction proposal
using the public key pk. If the verification check passes, the endorser simulates
the transaction and generates an endorsed proposal response. The Forward and

Verify consensus processes are triggered by the endorser group at this step.
The client accumulates the endorsed proposal responses from endorsers.

The client sends the transaction attached with the endorsed proposal responses

to the orderer group.

The orderer group accumulates the endorsed proposal responses for the trans-
action. At least 3f 4+ 1 orderers validate the correctness of endorsements and

broadcast the results with each other to reach an agreement for the transaction.
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The Confirm consensus process is embedded in Fabric ordering service at this

step.

7) The orderers package the transaction into a block and broadcast it to all peers

including both endorsers and committers.

8) Finally, all peers commit the new block to their copy of the blockchain.

In this fashion, integrating the proposed ZK-BFT consensus with permissioned
blockchains enables both privacy-preserving and Byzantine fault tolerance during con-

sensus processing.

2.8 Conclusion

This chapter proposes ZK-BFT, a zero-knowledge and Byzantine fault tolerant
consensus algorithm for permissioned blockchains. The ZKP-based algorithms and the
view change protocol are proposed to support the operation of ZK-BFT and provide
its privacy-preservation feature. In theoretical analysis of the proposed ZK-BFT con-
sensus, we discussed its correctness proof, privacy-preserving feature, fault tolerance
threshold, communication complexity, and compare ZK-BFT with other typical con-
sensus algorithms. We conduct experiments to measure the performance of ZK-BFT,
and the results show that ZK-BFT can provide lower transaction latency with smaller
transaction size in comparison with the existing ZKP protocols. In addition, we choose
the Hyperledger Fabric as a case study to demonstrate how ZK-BFT can be integrated
into the existing and production-grade permissioned blockchain networks. For future
work, we plan to investigate improvements to the hierarchical structure of consensus

in order to increase scalability in large-scale blockchain networks.
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Chapter 3

PRIVACY-PRESERVING TRAFFIC MANAGEMENT:
A BLOCKCHAIN AND ZERO-KNOWLEDGE PROOF
INSPIRED APPROACH

3.1 Introduction

Modern traffic management systems utilize a large amount of vehicular data
(such as vehicles’ identification number, location, trajectory, etc.) for real-time deci-
sion making. The ever-growing incorporation of real-time traffic data from connected
vehicles into these traffic management systems brings further data security and pri-
vacy challenges. Therefore, assurance of the integrity and privacy of traffic data over
its entire life-cycle is a critical aspect of the design, implementation, and operation of
such traffic management systems.

Related to integrity, centralized traffic management systems and their data cen-
ters can be attacked by processing malicious messages containing false traffic and vehic-
ular data sent from connected vehicles in the vehicular networks [38]. These malicious
messages can include false information about vehicle identification number, location,
trajectory, etc. Without an effective defense mechanism, malicious data could lead to
severe consequences in a transportation such as congestion [38] and collisions [39].

Related to privacy, commuters’ fear of leaking personal information and the
regulatory requirements for compliance in protecting data privacy are the primary
concern when designing traffic management systems. For instance, there are regulatory
requirements on data privacy such as the General Data Protection Regulation and
the California Consumer Privacy Act with implementation dates in 2018 and 2020,
respectively [40] [41]. In addition, real-time traffic feeds from passing vehicles into

traffic management systems may be exploited by a successful attacks to extract sensitive
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information about the commuters. The problem becomes worse when the raw data
stream contains commuters’ private information that is not needed for the operation
the traffic management systems.

In addition to the integrity and privacy issues of traffic data, centralized traffic
management systems suffer from a single point of failure. In this chapter, using the
permissioned blockchain platform of Hyperledger Fabric [42], we propose a blockchain-
based, decentralized traffic management architecture that leverages the vehicular net-
works of connected vehicles (CV) and edge nodes (roadside units and toll stations). As
depicted in Fig. 3.1, over a large geographic area, there exist multiple CV-based vehic-
ular networks. In our example, the transportation authorities of Delaware, Maryland
and Pennsylvania are responsible for the traffic management over their respective areas
of jurisdiction. Also depicted in Fig. 3.1, the traffic management architecture of each
transportation authority is composed of the physical plane and the blockchain plane.
Vehicles and edge nodes form a vehicular network in the physical plane. In contrast,
in the blockchain plane, traffic management functions are implemented in smart con-
tracts. Connected vehicles, acting as clients, send vehicular information in transactions
to the edge nodes that act as Hyperledger Fabric peers to execute transactions, order
transactions via consensus protocol, and validate transactions before committing them
into the blockchain, an immutable transaction ledger maintained within a distributed
network of peers. In addition, the tamper-proof nature of the blockchain ensures the
integrity of the traffic data.

To preserve privacy for the connected vehicles within each Hyperledger Fabric
blockchain network (intra-blockchain privacy), mechanisms such as channels, private
transactions, access control polices, and zero-knowledge proof (ZKP) based schemes
of Identity Mixer and Zero-Knowledge Asset Transfer (ZKAT) have been adopted by
or proposed for Hyperledger Fabric [43]. However, it is not obvious how to facilitate
inter-blockchain privacy when vehicles traverse across the boundary between two areas
under different jurisdiction and need to switch from one traffic management system

into another in a privacy-preserving manner.
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Figure 3.1: Physical plane and blockchain plane for vehicular networks.

We address the problem of data integrity and privacy for CV-based traffic man-
agement systems in multiple vehicular networks. This chapter makes the following

contributions:

e We present a decentralized and location-aware traffic data management architec-
ture for multiple blockchain-based connected vehicular networks scenario. The
architecture provides a novel design of transforming centralized traffic data man-
agement systems into decentralized blockchain-based networks and maintained

vehicular data as digital records.

e We propose the concept of a gateway that resides between two adjacent blockchain-
based traffic management systems to switch traveling vehicles from one blockchain
into another. The gateway is responsible for verifying the information of an in-

coming vehicle, preventing spoofing attacks from malicious vehicles, and logging
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into the ‘entering’ traffic management system on behalf of the traveling vehi-
cle. Specifically, we articulate the design of the gateway by developing a non-
interactive zero-knowledge range proof (ZKRP) scheme, where a traveling vehicle
(acting as a prover) sends ZKRP-encrypted message to the gateway (acting as a
verifier) to validate the information of the vehicle without revealing any sensitive

data.

e We prototype the proposed architecture and gateway on Hyperledger Fabric with
Hyperledger Ursa [44] cryptographic library. In the proof-of-concept experiments,
we successfully develop our blockchain-based traffic management system to pro-
tect traffic data of connected vehicles against potential attacks while preserving
their privacy. To measure the system performance, we analyze transaction la-
tency, throughput and success rate based on Hyperledger Caliper benchmark
tool. The results show that our system is effective and feasible for decentralized

traffic management.

3.2 Related Work
3.2.1 Blockchain Research in Transportation

In recent years, investigating the blockchain paradigm in the general trans-
portation field has attracted a great deal of attention [45] [46] [47] [48]. Two main
applications of the blockchain technology to the transportation industry are freight
tracking and supply chain management. For instance, IBM has been working with
Walmart to develop an efficient blockchain-based tracking system for the food supply
chain [49], which involves the transportation of merchants. In such a scenario, the
blockchain technology helps to reduce tracking time for goods from weeks to seconds.
Blockchain technology is also a candidate solution in forensic investigation. Hossain et
al. [50] proposed FIF-IoT, which is a forensic investigation framework using a public
blockchain to find facts in criminal incidents in IoT-based systems. Besides, Guo et
al. [51] proposed a blockchain-inspired “proof of event” mechanism for accident event

recording in CV networks. A decentralized trust management system for vehicular
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networks was proposed in [52]. In this chapter, vehicles are able to query the trust val-
ues of neighbors and then assess the credibilities of received messages using blockchain

technologies.

3.2.2 Spoofing Attacks in CV Networks

Connected vehicular networks are vulnerable to cyberattacks. Amoozadeh et
al. [53] presented the spoofing effects of security attacks on the communication channel
as well as sensor tampering. Dominic et al. [54] proposed a risk assessment frame-
work for CV applications consisting of an automated driving reference architecture
and threat model. In a recent study, Chen et al. [38] showed that the I-SIG system
is vulnerable in the signal control algorithm level. Due to limited computation power,
the signal controller cannot handle data validation in the real-time processing require-
ment, 5-7 seconds. They conducted their vehicle-to-infrastructure attacking strategy

by spoofing arrival vehicular information, which caused congestion at intersections.

3.2.3 Zero-Knowledge Proof for Blockchain

Zero-knowledge proof enables proving the knowledge to another party without
conveying any information about the knowledge. Zcash implements the zero-knowledge
succinct non-interactive arguments of knowledge (ZK-SNARK) to protect the trans-
action privacy in cryptocurrency network [55]. However, Zcash provides limited pro-
grammability and smart contract capability. Koens et al. [56] proposed the efficient
zero-knowledge range proof in Ethereum without the interactive communications be-
tween participants. In addition, Bulletproofs are proposed for efficient range proofs
on committed values, which are short non-interactive zero-knowledge proofs without a

trusted setup process [20].

3.3 Background Knowledge
3.3.1 Cryptographic Commitment
A cryptographic commitment scheme allows a prover to compute a value that

hides some secret without ambiguity, in the sense that no one later will be able to
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argue that this value corresponds to a different secret. In other words, given the
impossibility to change the hidden secret, we say that the prover committed to that

secret. A commitment scheme has the following two properties:

1. Binding. Given a commitment y, it is hard to compute a different pair of secret
0 and random number v whose commitment is y. This property guarantees that
there is no ambiguity in the commitment scheme. Thus, after y is published, it

is hard to open it to a different value.

2. Hiding. It is hard to compute any information about the secret § given the

commitment y.

Formally, a commitment scheme is defined by algorithms Commit and Open as

follows:

1. Given the secret ¢ and random value v, Commit(d,~) computes a commitment
y as output that hides the actual information ¢ such that it is hard to compute
secret ¢ and random value 7' that satisfies Commit(d’,~') = Commit(d,7) . In

particular, it is hard to invert function Commit to find J or ~.

2. Given the commitment y, secret § and random value 7, Open(y, d,y) returns true

if and only if y = Commit(6,).

Commitment schemes are used in zero-knowledge proofs. Specifically, we pro-
pose to extend the Pedersen commitment [57]. Given group Z, of prime order p,
elements ¢ and h, and random value 7, the commitment for secret ¢ is computed as
follows:

y = Commit(6,v) = ¢°h”. (3.1)

3.3.2 Zero-Knowledge Proof
Zero-Knowledge Proof (ZKP) was proposed in 1989 by Goldwasser, Micali, and
Rackoff [22]. In the context of cryptography, a ZKP protocol is a method by which
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one party, termed prover, can prove, through a cryptographic commitment scheme,
to another party, termed verifier, that they know a secret §, without conveying any
information apart from the fact they know the secret § [58]. A Zero-Knowledge Set
Membership (ZKSM) proof enables a prover to prove that a secret ¢ lies in a given

range [u, v]. We describe ZKSM based on the notation by Camenisch et al. [59]:
PE{(6,7):y=¢"h" N(u<d<v)}, (3.2)

where y = g¢°h? is a commitment of the secret § € [u,v] using the random value
~. In other words, the above proof will convince the verifier that the secret in the
commitment y lies in the set [u,v].

In this chapter, we focus on a particular kind of ZKP, called zero-knowledge
range proof (ZKRP), which is closely related to ZKSM protocols. The first schemes
of ZKRP protocols were proposed in 1995 by Damgard [60] and in 1997 by Fujisaki
et al. [61]. However, these schemes were not efficient to be used in practice. The
first practical ZKRP scheme was proposed by Boudot in 2000 [62] and followed by
the work accomplished by Schoenmakers in his presentations [63] and [64]. The main
difference is that ZKRP works with numeric intervals instead of generic sets used in
ZKSM, which makes ZKRP a special case of ZKSM. ZKRP allows the blockchain
network to validate that a secret number is within a known range without disclosing
the secret number. For example, in the context of payment systems, it is possible to
validate that a payment-amount is positive without disclosing the amount, which is
done by Monero [65]. Moreover, ING Bank described how to implement ZKRP protocol
in Ethereum [56]. Therefore, ZKRP can be applied to many kinds of decentralized
applications that have numeric intervals along with other requirements, such as e-

voting systems [66] [67] and e-auction systems [68] [69].

3.4 Architecture of the Gateway
In this section, we describe the proposed gateway architecture in two subsec-

tions. In the first subsection, we describe the detailed steps for gateway design with
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the proposed ZKRP protocol. In the second subsection, we explain the workflow of
gateway. By referring to Fig. 3.2, we first describe the following components which

take part in the proposed architecture:

=== Interstate Highway

== Local Road

1-SIG

) Roadside Unit
iman Traversing Vehicle

State 1 State Boundary State 2

Figure 3.2: Components of gateway and its operation scenario.

e [-SIG: Intelligent Traffic Signal System. It takes arrival vehicle information as
input and generates optimal signal plans at intersections. I-SIG system has been

deployed in New York City, City of Tampa, and State of Wyoming since 2016 [70].

e Gateway: The gateways act as verifiers for validating traversing vehicles and

consist of RSUs at state boundaries.

e Traversing Vehicle: The traversing vehicle is the commuter who wants to switch

the vehicular network without revealing sensitive information to gateways (veri-

fiers).

e Blockchain: Blockchain (in our prototype, Hyperledger Fabric) is utilized as a
distributed ledger for the architecture, which manages vehicular data and serves

as a tamper-proof log for intelligent traffic management systems.
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Our architecture brings a novel design approach to facilitate inter-network op-
erations while preserving data privacy. We use the scenario depicted in Fig. 3.2 to
illustrate an instance when a vehicle traverses cross the boundary of two states over a
physical vehicular network and switches between two blockchain networks. The ZKRP
protocol preserves the privacy and integrity of CVs traversing across states or local-
ities. Within the communication range of a gateway, a traversing connected vehicle
acts as a prover to prove its vehicular information to the gateway, a verifier, with a
ZKRP-based encrypted message. Therefore, it can pass the boundary and switch to
a different blockchain network without revealing any sensitive information. For intra-
network, we design and develop blockchain-based vehicular networks on Hyperledger
Fabric platform. Each blockchain network maintains a regional (e.g., statewide) dis-
tributed ledger for recording and sharing vehicular data as input for traffic management
systems. After registration, connected vehicles can broadcast their vehicular data to
blockchain network by submitting transaction requests. Transactions will be validated

by Hyperledger Fabric peers and recorded permanently on the ledger.

3.4.1 Gateway Design Design with ZKRP Scheme

As shown in Fig. 3.3, we introduce gateways that are deployed on the bound-
aries between blockchain-based vehicular networks for seamlessly switching from one
blockchain network into another. To preserve the privacy of the traveling vehicle, we
describe how to construct the ZKRP protocol step by step for the gateway module.
The traversing vehicle acts as a prover to prove its vehicular information (e.g., location)
to a gateway, acting as a verifier, in a ZKRP-based encrypted message. As a result,
the vehicle passes the boundary and switch the blockchain network without revealing

any sensitive information to the other parties.

3.4.1.1 Interactive Zero-Knowledge Proof
Most available ZKP protocols described in the literature are interactive. In

general, the prover must answer the challenge message sent by the verifier in order to
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Figure 3.3: Function of gateway mechanism.

convince him that the proof is valid. Algorithm 4 describes an interactive ZKP in the

context of gateway.

3.4.1.2 Non-Interactive Zero-Knowledge Proof

Interactive ZKP is not suitable for the gateway mechanism since it would in-
crease the communication overhead for verification and cannot meet the gateway’s
real-time operation requirements. Fiat-Shamir heuristic [72] is a generic technique
that allows converting interactive ZKP schemes into non-interactive protocols. It al-
lows replacing the interactive step 3) mentioned in Algorithm 4 with a non-interactive
random oracle function. In practice, we can use a cryptographic hash function [73]

instead. The non-interactive ZKP construction is shown in Algorithm 5 [74].

3.4.1.3 Non-Interactive Zero-Knowledge Range Proof
The secret 6 can be decomposed into d;u? (0 < j <) to obtain ZKRP [75] as

follows:

l
5= dul. (3.3)
j=0
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Algorithm 4: Interactive ZKP

1. The traversing CV wants to prove to a gateway node that it comes from
the location ¢: compute the commitment based on the discrete logarithm
[71] of y = ¢° to the base g.

2. The traversing CV picks a random v € Z,, computes ¢t = ¢g” and sends ¢
to the gateway node.

3. The gateway node picks a random ¢ € Z,, and send it back as a challenge
message to the traversing CV.

4. The traversing CV computes r = v — ¢d and returns r to the gateway
node.

5. The gateway node checks whether ¢"y® = t. This holds because

v—cd ,0c

gy =9""g"=9" =1

Therefore, if each §; belongs to the interval [0,u), we have § € [0, u!). Algorithm
5 can be transformed into Algorithm 6.

Algorithm 6 works for the range [0, u!). In order to obtain ZKRP on an arbitrary
range [a,b], we propose to apply an improvement of a folklore reduction described
by Schoenmakers in [63] and [64]. Instead of trying to prove range proof through
a square decomposition, the folklore reduction is a more efficient method based on
bit decomposition [76]. In the context of our range proof construction, suppose that

u=! < b < ul. To prove § € [a,b], it suffices to show that:

S€la,at+ul] N 6eb—aub). (3.4)

Proving that our secret lies in above subsets can be derived from the previous

proof that § € [0,u!), respectively:

§€a,at+u) <= 6—acl0u), (3.5)

Seb—ub) <= §—b+u €[0,u). (3.6)
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Algorithm 5: Non-interactive ZKP

1. The traversing CV wants to prove that it comes from the location §:
compute the commitment based on the discrete logarithm of y = ¢° to
the base g.

2. The traversing CV picks a random v € Z,, computes t = g°.

3. The traversing CV computes ¢ = H(g,y,t), where H is a cryptographic
hash function [73].

4. The traversing CV computes r = v — ¢d. The resulting proof is the
pair (t,7). As r is an exponent of g, it is calculated modulo ¢ — 1.

5. Any gateway node can check whether ¢"y¢ = t.

Algorithm 6: Non-interactive ZKRP for interval [0, u')

1. The traversing CV wants to prove that it comes from the location §:
compute the commitment based on the discrete logarithm of y = ¢° to the
base g and § € [0, u!).

2. The traversing CV picks a random v; € Z, for every j € Z;, and computes
tj = gvj.

3. The traversing CV computes ¢ = H(g,y,t), where H is a cryptographic
hash function [73].

4. The traversing CV computes r; = v; — ¢d for every j € Z;. The resulting
proof is the pair (¢;,7;). As r; is an exponent of g, it is calculated
modulo ¢ — 1.

5. Any gateway node can check whether ¢g"iy® = ¢; for every j € 7Z;.
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As a result, the range proof can be extended for an arbitrary set [a, b]. The final

non-interactive range proof construction process is shown as Algorithm 7.

Algorithm 7: Non-interactive ZKRP for interval [a, b]

1. The traversing CV wants to prove that it comes from the location §:
compute the commitment based on the discrete logarithm of y = ¢°
to the base g and d € [a, b], namely 6 € [a,a +u'] N § € [b—ul,b].

2. The traversing CV picks a random v; € Z, for every j € Z;, and
computes t; = g*.

3. The traversing CV computes ¢ = H(g,y,t), where H is a cryptographic
hash function [73].

4. The traversing CV computes r; = v; — ¢d for every j € Z;. The resulting
proof is the pair (¢;,7;). As r; is an exponent of g, it is calculated
modulo ¢ — 1.

5. Any gateway node can check whether ¢g"iy® = ¢; for every j € Z,.

3.4.2 Workflow of the Gateway

The workflow of the proposed ZKRP protocol for a CV crossing the boundary
between two blockchain networks is depicted as Fig. 3.4. In the beginning, the CV
shares its vehicular information with its original blockchain network #1 and serves
as an input provider for the traffic management systems (e.g., I-SIG). When the CV
(a prover) wants to cross the boundary and switch the network, it first encrypts the
vehicular information based on the proposed ZKRP protocol and broadcasts proof
request to a nearby gateway node (a verifier). Then, the gateway node validates the
ZKRP encrypted information. If the ZKRP encrypted information can be verified, the
gateway node confirms the request for the traversing CV, and switches the vehicle into
the blockchain network #2. After switching the network, the CV (a prover) can share

vehicular information directly with the blockchain network #2.
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Figure 3.4: Workflow of gateway between two blockchain-based vehicular networks.

3.5 Experiments and Evaluation
3.5.1 Experimental Setup

We conduct extensive experiments to evaluate the performance of the proto-
typed blockchain-based traffic management systems and the ZKRP gateway. The
prototype is implemented in three interworking modules: i) Blockchain Network; ii)
Reverse Geocoding; iii) Gateway Validation. The Blockchain Networks are developed
on Hyperledger Fabric v1.2. The Reverse Geocoding is developed on JSFiddle [77]
with the Google Maps Geocoding API [78]. The Gateway Validation is developed
by using the Hyperledger Ursa cryptographic library. To measure the performance
of blockchain-based system, we run benchmark tests using Hyperledger Caliper [79].
The prototype and experiments are deployed and conducted on multiple Fabric peers
in Docker containers locally on Ubuntu 18.04 operating system with 2.8 GHz Intel
15-8400 processor and 8GB DDR4 memory.
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3.5.2 Module 1: Blockchain Network
3.5.2.1 Development

Hyperledger Composer [80] is a framework and toolset to build and run ap-
plications on top of Hyperledger Fabric, which provides four programmable portions:
model file (.cto), script file (.js), access control list (.acl) and query file (.qry). The
model file defines all the objects in the network while smart contracts are written in the
script file. Hyperledger Fabric provides access control list to facilitate access polices
for different participants. The query file works similar to conventional database query
operations, which provides commands for extracting readable data from the blockchain
transactions. These files are finally packaged into one business network archive (.bna)
file and deployed into Hyperledger Fabric blockchain network.

As shown in Fig. 3.5, we develop the blockchain-based traffic management
system on Hyperledger Fabric using Composer, which maintains regional ledgers for
recording and sharing vehicular data containing vehicle identity number, location, tra-
jectory and timestamp. Data structures of participants and vehicular data are defined
in the model file. Smart contracts including functionalities of information recording

and retrieval are coded in the script file.

Participant registry for org.bvn.prototype.CV_Data + Create New Participant
D Data
av-1 { > T
"sclass": "org.bvn.prototype.Cv_Data", 4 M
"Record_ID": "CV-1",
"VIN": "1G2ZASE@4A4152775",
"GPS": {
"$class”: "org.bvn.prototype.GPS",
"latitude": "39.646899",
"longtitude": "-75.749112"
1
"Trajectory": {
"$class": "org.bvn.prototype.Trajectory”,
B d: v5en,
"acceleration”: "5"
}
Qv-2 { 71

"$class": "org.bvn.prototype.CV Data",
"Record_ID": "CV-2",

"VIN": T1B3LC46K48N241211",

GRS {

Figure 3.5: Vehicular data in blockchain network.
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By utilizing access control policy, we enable clients to own their generated ve-
hicular data and enforce the system to determine which participants are allowed to
read, write, and update data. We define the access control policy for our system with

the follows components:

e Participant: It indicates the participants involved in the access control procedure.

e Operation: It defines the actions governed by the access control policy. Three

actions are supported in our system: READ, WRITE, and UPDATE.

e Resource: It indicates the vehicular data which the access control policy applies

to.

e Condition: It defines the conditional statements over multiple variables. Our
system can support combinations of multiple conditional statements to serve

complex access control design.

e Action: It indicates the final decision after executing the access control policy.

It can be either ALLOW or DENY.

For instance, the policy below states it allows a client to only READ his/her own

vehicular data from the ledger:

rule Client_Can_Read_Vehicular_Data {
description: "Client can only read
his/her own vehicular data."
participant(p): "org.bvn.prototype.Client"
operation: READ
resource(r): "org.bvn.prototype.CV_Data"
condition: "r.owner.getIdentifier() === p.getIdentifier()"

action: ALLOW
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Queries defined in the query file (.qry) contain the WHERE clause to define the
criteria by which vehicular data or participants are selected. In our design, the query
language can return specific results from the ledger if the given condition is satisfied.
For instance, the query below can filter out speeding connected vehicles that are faster

than 70 mph:

query Select_Speeding_Vehicles {
description: "Select speeding vehicles that are faster than 70 mph."
statement:
SELECT org.bvn.prototype.CV_Data
WHERE (Trajectory.speed > 70)

Hyperledger Composer also provides a web interface for interacting with the
blockchain network. Each participant has an ID registry for connecting to the blockchain
network as shown in Fig. 3.6. A traffic management authority (e.g., US Department
of Transportation) acts as the administrator to issue access permissions for the other

participants including connected vehicles, RSUs, and traffic management systems (e.g.,

I-SIG).

3.5.2.2 Performance of Blockchain Network

To evaluate the performance of the blockchain-based traffic management system,
we conduct benchmark tests using Hyperledger Caliper benchmark tool with different
endorsement policies. These endorsement policies define the set of peers need to agree
on the results of a transaction before it can be committed to the ledger. The latency
measures the time of a transaction from submission by the client until it is processed
and written into the ledger. Maximum, minimum and average latency for the test
cycles are shown in Fig. 3.7. With the increasing number of peers, the transaction
latency increases. The throughput measures the flow rate of processed transactions

through the blockchain network, in the unit of transactions per second, during the test
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Figure 3.6: Blockchain-based vehicular network login window.

cycle. As shown in Fig. 3.8, the transaction throughput decreases with the increasing
number of peers. The choice of endorsement policy can impact transaction latency
and throughput because more endorsing peers increase the complexity of the endorsing
process.

The success rate measures how many transaction out of the submitted trans-
actions have been successfully processed and written on the blockchain during a test
cycle. A failed transaction could be due to the time-outs, wrong network configuration
or bugs in smart contract. For all test cycles with different endorsement policies, our

blockchain network can always achieve 100% success rates.

3.5.3 Module 2: Reverse Geocoding

The Blockchain Network module records geographic information in GPS coor-
dinates to serve traffic management systems (e.g., I-SIG). Specifically, the Gateway
Validation module is designed to take the ZIP Code as the secret for ZKRP. For this
reason, we add the Reverse Geocoding module, which serves as a critical step to con-

vert geographic information from GPS coordinates (latitude and longitude) into integer
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Figure 3.8: Transaction throughput vs. Hyperledger Fabric endorsement policies.

values of the ZIP Code for the Gateway Validation module.

Reverse geocoding services are available through APIs and other web services as
well as mobile phone applications [81]. In our study, we use Google Maps Geocoding
APIs to enable the Reverse Geocoding function on JSFiddle, which is an online inte-
grated development environment (IDE) for developing and testing user-created HTML,
CSS and JavaScript codes. For instance, if a traversing vehicle’s current GPS coor-
dinate is (45.091466, -107.349952), the Reverse Geocoding module converts the geo-
graphic information into ZIP Code 59089, which is used to generate a ZKRP-encrypted
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message for Gateway Validation in next subsection.

3.5.4 Module 3: Gateway Validation

In the design of Gateway Validation, ZKRP is a method by which one traversing
vehicle proves to the gateway (verifier) that it comes from a specific blockchain network
N(9) covering location d, without conveying any information apart from the fact that
it comes from the location §. The proposed ZKRP scheme protects the privacy of
vehicular information in the process of switching blockchain networks.

We develop the Gateway Validation module using Hyperledger Ursa, which is an
active incubating project for providing trusted cryptographic libraries for distributed
systems. Hyperledger Ursa provides Rust APIs for constructing the ZKRP scheme. As
shown in Fig. 3.9, the Gateway Validation module runs in three processes of setup,

prover action, and verifier action.

@® @ & wanxinli — wanxinli@wanxinli-ubuntu: ~/Workspaces/gateway_demo — ssh wanxinli@128.175....

wanxinli@wanxinli-ubuntu:~/Workspaces/gateway_demo$ cargo run
Finished dev [unoptimized + debuginfol target(s) in 0.83s
Running ‘target/debug/gateway_demo"

1. Setup:

==> Create key pairs.

==> Add proof request builder.

2. Prover (Connected Vehicle):

==> Instantiate a secret ZIP Code '59089'.

==> Generate a zero-knowledge range proof.
*proof generating time: 98.27364ms

3. Verifier (Gateway Node):
==> The secret ZIP Code lies within the range of [59001, 5993717 true
==> The vehicle comes from Montana State network? true
*proof verifying time: 96.589997ms
==> Switch the vehicle into current network.

Figure 3.9: Running process of the Gateway Validation module.

3.5.4.1 Processes Clarification

In the setup process, the module first generates private and public key pairs for
all participants, which works similarly to attribute-based credentials [82]. Then, the
module executes sub_proof_request_builder that invokes new_sub_proof_request

_builder function from the Ursa Verifier library to set the interval for range proof. In
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this example, we use the set [59001, 59937] to demonstrate the ZIP Code range for the

state of Montana:

let mut sub_proof_request_builder
Verifier: :new_sub_proof_request
_builder() .unwrap();

sub_proof_request_builder
.add_predicate("ZIPCode", "GE", 59001)
.unwrap() ;

sub_proof_request_builder
.add_predicate("ZIPCode", "LE", 59937)
.unwrap() ;

let sub_proof_request =
sub_proof_request_builder

.finalize() .unwrapQ);

On the prover side, we instantiate a secret value, e.g., 59089, as the ZIP Code for
the traversing vehicle’s location, which is converted from the reverse geocoding module.
The traversing vehicle, known as the prover, generates a ZKRP-based proof for this
secret value by executing proof_builder that invokes new _proof builder function
from Ursa Prover library. The running time for proof generation is, on average, 98 ms

under our experimental setting. The proof_builder works as follows:

let mut proof_builder = Prover:
:new_proof_builder () .unwrap();

proof_builder
.add_common_attribute("ZIPCode")
.unwrap() ;

proof_builder.add_sub_proof_request(

&sub_proof_request,
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&credential_schema,
&non_credential_schema,
&cred_signature,
&cred_values,
&cred_pub_key,

None,

None,

) .unwrap() ;

On the verifier side, upon receiving the proof, the gateway node will run proof verifier
to verify if the secret value lies within the range of [59001, 59937] without revealing the
actual information. The proof verifier will invoke new_proof _verifier function
from Ursa Verifier library. If the response is positive, the gateway node validates and
switches the network for the traversing vehicle. The running time for verification is,
on average, 97 ms under our experimental setting. The proof verifier is shown as

follows:

let mut proof_verifier = Verifier:
:new_proof_verifier() .unwrap();
proof_verifier.add_sub_proof_request(
&sub_proof_request,
&credential_schema,
&non_credential_schema,
&cred_pub_key,
None,
None,
) .unwrap() ;
let is_valid = proof_verifier
.verify(&proof, &proof_request_nonce)

.unwrap() ;
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3.5.4.2 Performance of ZKRP Scheme

To evaluate the performance of ZKRP scheme, we conducted extensive exper-
iments to analyze the effect of varying the size of secrets and the number of secrets.
The size of secrets in ZKRP is measured by its set range and length. The default secret
range is 936 from the interval [59001, 59937] in Section 3.5.4. We first changed the
range of secrets from 2 to 2°, 210, 2 and 23!, and the results showed that both proof
generating time and verifying time are constant regardless of the secret range, and the
time remains around 98 ms and 97 ms, respectively. The default length of the secret
instance is 5 digit (ZIP Code). We then changed the length of secrets from 1 to 3, 5,
7 and 9 digits, and the results showed that both proof generating time and verifying
time are also constant regardless of the secret length, and the time remains around 98
ms and 97 ms, respectively, for each secret.

Our ZKRP scheme can offer constant proof generating and verifying time be-
cause the commitment of a secret is computed by a hash function [73] in Algorithm 7.
In the experiments, we invoke new_proof_builder and new_proof_verifier functions
from the Ursa library, which utilize a HashMap to compute and verify the commitment.
As a result, proof generating and verifying time are independent from the size of secret
values. This allows our ZKRP scheme to have more flexibility for verifying different
numerical secret values (e.g., ID number, credit card number, etc,.) without sacrificing
security and efficiency. We then increase the number of secrets from 1 to 2, 3, 4 and
5 for each client, and measure the running time of the proof generating and verifying
phases. Because each secret is processed sequentially, both proof generating and ver-
ifying running time showed a linear growth with the increasing number of secrets in
Fig. 3.10. Given our scenario where the secrets are independent, in theory, multiple
secrets can be proved in parallel to achieve constant time. However, the linear growth
in running time cannot be avoided in this work because the current Hyperledger Ursa

does not have parallel computing capability.
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Figure 3.10: Running time of Ursa ZKRP vs. the number of secrets.

3.5.5 Discussion on Potential Attacks
In this subsection, we discuss the robustness of the proposed blockchain and

ZKP inspired architecture for traffic management against potential attacks.

3.5.5.1 Vehicular Data Attack

Our proposed system can reject tampering existing vehicular information due
to the immutable feature of blockchain. Blockchain ensures data integrity by recording
data on a distributed ledger. Once an arrival vehicular information is recorded on the
distributed ledger, it does not allow any participant to tamper it. If there is an attempt

to tamper the record, our system will immediately reject this action.

3.5.5.2 Gateway Spoofing Attack

A gateway spoofing attack is a situation in which an attacker belongs to one
vehicular network N (€), but it spoofs the gateway that it belongs to another vehicular
network N(6). In this scenario, validating identity and switching networks become
challenging tasks if the attacker successfully injects false login status among multiple
vehicular networks. For instance, if the attacker intends to spoof that it is coming

from the Montana State network, but it is actually coming from the Colorado State
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network (e.g., ZIP Code 80612). Our gateway validation module is resistant to gateway
spoofing attacks by incorporating the ZKRP protocol, which is shown in Fig. 3.11.

@ @ i wanxinli — wanxinli@wanxinli-ubuntu: ~/Workspaces/gateway_demo — ssh wanxinli@128.175....
wanxinli@wanxinli-ubuntu:~/Workspaces/gateway_demo$ cargo run
Finished dev [unoptimized + debuginfo] target(s) in 0.03s
Running 'target/debug/gateway_demo’
1. Setup:
==> Create key pairs.
==> Add proof request builder.

2. Prover (Connected Vehicle):

==> Instantiate a secret ZIP Code '80612'

==> Generate a zero-knowledge range proof.

thread 'main' panicked at 'called "Result::unwrap()" on an “Err’ value:
UrsaCryptoError { inner:

Predicate is not satisfied
Invalid structure }', src/libcore/result.rs:999:5

note: run with ‘RUST_BACKTRACE=1' environment variable to display a back
trace.

Figure 3.11: Response against gateway spoofing attack.

3.5.5.3 Eavesdropping Attack

Our proposed gateway mechanism can protect the system from the eavesdrop-
ping attack. In this attack, the malicious attacker intercepts the message between the
data sender and data receiver in order to recover the secret information or gain access
to the sensitive information. In the worst case, if the message has been accessed by
the attacker, it cannot reveal the actual information since the vehicular information is
ZKRP-encrypted. As a result, no sensitive information is disclosed if the eavesdropping

attack happens.

3.6 Conclusion

In this chapter, we propose a decentralized and location-aware traffic manage-
ment system to protect data integrity and privacy in a scenario of multiple blockchain-
based connected vehicular networks. Our system innovatively incorporates zero-knowledge
range proof into a gateway mechanism to verify connected vehicles traversing between
adjacent blockchain networks without revealing any sensitive information. We de-
velop the Blockchain Network module on the Hyperledger Fabric platform, the Reverse
Geocoding module on the Google Maps APIs, and the Gateway Validation module on
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the Hyperledger Ursa cryptographic library. For the blockchain network, we measure
the benchmarks including transaction latency, throughput and success rate using the
Hyperledger Caliper benchmark tool. For the ZKRP scheme, we measure the proof
generating and verifying time under different settings. The results demonstrate that

our proposed system is effective and feasible for decentralized traffic management.
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Chapter 4

AGGREGATED ZERO-KNOWLEDGE PROOF AND
BLOCKCHAIN-EMPOWERED AUTHENTICATION FOR
AUTONOMOUS TRUCK PLATOONING

4.1 Introduction

Truck platooning, enabled by vehicular ad hoc network (VANET), is expected
to affect the freight industry profoundly. The application involves linking two or more
trucks together in a convoy with wireless connectivity and vehicle automation. By
sharing control parameters (e.g., speed, direction, acceleration) amongst the vehicles,
platoon members can achieve cooperative automated driving that results in less fuel
consumption, greater roadway capacity, and, most importantly, safer operation. More
specifically, a platoon member is able to safely follow its preceding vehicle at a much
shorter headway (e.g., 0.6 seconds) compared to the conventional two-second following
headway from a human driver. The drastic headway reduction could yield a lane capac-
ity of 4,250 vehicles per hour [83], double the existing lane capacity. As a by-product of
the short following headway, fuel efficiency is expected to improve. According to Japan
ITS Energy project, 13% of fuel can be saved with a 10 m intra-platoon following gap
at 80 km/h [84]. Truck platooning also allows the driver to disengage from driving
tasks. Human error was estimated to be responsible for 94% of traffic accidents in
the U.S. [85]. Compared to human drivers, automated driving systems could achieve
a much shorter response time and more accurate assessment of the dynamic traffic

conditions.
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There are two models for truck platooning: the road train model and the oppor-
tunistic model'. The former involves platooning multiple trucks having the same ori-
gins, departure time, stops and destinations. The latter aligns more with the VANET
structure, where trucks from mixed fleets would need a mechanism to identify platoon-
ing opportunities and fairly appropriate platooning roles. To take full advantage of
the estimated 45 thousand platoon-able miles in the U.S.2, as an example, an oppor-
tunistic model is necessary to accommodate heterogeneous fleets and serve the $732
billion U.S. trucking market 3. However, it is still unclear how to integrate the op-
portunistic model under the context of a “mixed fleet” environment, where a platoon
encompasses vehicles from different companies operating on distinctly heterogeneous
and isolated systems. Mixed fleet platooning was demonstrated successfully in the
Grand Cooperative Driving Challenge (GCDC) [86], but security and privacy were not
a concern due to the nature of the competition. To the best of our knowledge, this is
the first study to propose a privacy-preserving and efficient authentication scheme for
truck platooning formation with mixed fleets where trucks are owned and operated by
different companies.

The security of the platooning systems, which protects them from attacks and
unauthorized access to proprietary information about a specific vehicle or fleet speci-
fications, under mixed fleet scenarios has not been studied thus far, though awareness
of such aspects has gained increasing attention® [87,88]. To ensure the security of the
system, it is crucial to be able to verify a given vehicle’s identity information prior to

granting it access to join a platoon, ensuring the platoon’s integrity and guard against

! https://logisticsviewpoints.com /2019/07 /22 /there-are-two-models-for-truck-
platooning-which-will-win/

% https://www.fleetowner.com /technology /article/21702545 /for-truck-platooning-to-
work-heres-what-has-to-happen

3 https://www.trucking.org/economics-and-industry-data

* https://www.truckinginfo.com /355628 /vtti-to-study-autonomous-trucks-in-mixed-
fleets
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potential attackers. At the same time, truck owners may be reluctant to disclose private
vehicular information to an untrusted third party due to privacy concerns. Moreover, if
the dynamic platoon formation service is controlled by a centralized entity, the system
becomes vulnerable and can be at risk for data breaches and other attacks which can
expose private user data. As a result, safeguarding the privacy of truck owners while
simultaneously providing a means of dynamic identifier verification for other heteroge-
neous trucks, presents a pivotal challenge to realizing the benefits of truck platooning
systems in a mixed fleet environment.

In relation to dynamic truck platooning, blockchain presents some desirable
properties for creating a robust, dynamic and decentralized authentication system. As
a fault tolerant and decentralized network technology, blockchain has become a hot
research topic since its initial deployment in the Bitcoin protocol for use as a dis-
tributed digital currency ledger [89]. Lately, many research studies have highlighted
the applicability of blockchain technology to a wide array of subject areas outside of
cryptocurrency, such as healthcare [90], smart cities [91] and intelligent transportation
systems (ITS) [92]. Specifically, there are two distinct forms of blockchain technology:
permissionless and permissioned. Both forms of blockchain technology inherently pro-
vide immutability properties, network reliability and data provenance, making them
potential candidates for supporting a dynamic truck platooning system.

However, permissionless blockchain systems are entirely transparent-by-design,
presenting privacy challenges when the proposed system is processing and recording
sensitive user data. For example, in Bitcoin, the entirety of the ledger is publicly vis-
ible and accessible to all participants, without the flexibility for defining permission
levels or access controls directly on the chain. Additionally, the consensus mechanisms
in permissionless blockchains (e.g., proof of work) allow for open participation, are
generally token-centric, and computations are designed to be artificially complex in an
effort to protect the network from attackers. These properties present stark inefficien-
cies, unnecessarily high bandwidth and energy consumption, as well as environmental

concerns, in scenarios where tokenomics are not considered.
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Conversely, a permissioned blockchain system supports the addition of permis-
sion levels and access control mechanisms for protecting on-chain data, providing a
framework capable of supporting a system where data ownership and privacy are re-
quired. However, these properties of permissioned blockchain only allow for the pro-
tection of the sensitive user data once it has been committed to the ledger and do not
preserve privacy during the validation process. To remedy this issue, some researchers
have employed cryptographic schemes, such as variations of the zero-knowledge proof
(ZKP), in creative ways to protect the data prior to the storage process [93]. ZKP
provides a method for one party (the prover) to convince another entity (the verifier),
without revealing any information other than the fact they possess the said knowl-
edge [22].

In the context of truck platooning, our proposed extensions to ZKP verify and
protect a vehicle’s sensitive identifying information during the verification process be-
fore storing a record on the blockchain ledger. In our design, the number of proofs re-
quired for successfully authenticating a truck is dynamic, corresponding to the number
of companies within the platoon. This decentralized authentication process establishes
trust among participating companies. By proposing to incorporate multiple proofs into
the verification process we provide better security for the system versus a single-proof
approach, due to the increased difficulty required to forge multiple proofs simultane-
ously. Additionally, the aggregation process provides faster verification performance
compared to sequential verification. As a result, our authentication method can pro-
vide efficient identity verification performance regardless of the number of individual
proofs.

In this chapter, we study a privacy-preserving and efficient authentication paradigm
for autonomous truck platooning in mixed fleets, which has not been investigated in
previous work. More specifically, we made the following contributions in autonomous

trucking platooning formation:

e We proposed an aggregated and efficient zero-knowledge authentication scheme

65



4.2

for privacy-preserving identity verification atop a permissioned blockchain net-
work. The blockchain performs the role of werifier within the authentication
scheme and stores platooning records on its digital ledger to guarantee data im-
mutability and integrity. Correspondingly, we re-designed the platoon formation
procedure and integrated the proposed authentication scheme within the forma-

tion process.

The proposed aggregated zero-knowledge proof is able to verify the identity with-
out revealing any private information. We provide both the correctness proof
and security analysis of the proposed authentication scheme. In contrast to a
single-proof design, the aggregated proof provides increased security while offer-

ing constant verification time regardless of the number of proofs.

Using the Hyperledger platform, we designed and prototyped the permissioned
blockchain network and conducted extensive performance benchmark testing. To
protect the privacy of stored platooning records, we design programmable access
control policies that enable the data owners to define what entities can access

their data, while recording all retrieval events in an immutable access log.

We developed the aggregated zero-knowledge proof with the Hyperledger Ursa
cryptographic library. Experiments are conducted to quantify the end-to-end
running time of our proposed authentication scheme with respect to the number
of proofs. The results demonstrate that our proposed scheme provides low-latency

and privacy-preserving authentication for mixed fleet truck platooning.

Related Work and Preliminaries

In this section, we first provide a comparative analysis of the closely related

works as illustrated in Table 4.1. Next, we outline the important preliminary knowl-

edge of truck platooning, zero-knowledge proof and permissioned blockchain in the

remaining subsections, respectively.
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Table 4.1: Comparative Analysis of the Proposed Scheme with the Existing Schemes

References Authentication Use Case Blockchain Type Privacy-preserving Method Implementation
Lin et al. [94] Communication in VANET Permissionless PKI-based signature Ethereum
Feng et al. [95] General VANET Permissioned Attribute-based encryption (ABE) Hyperledger Fabric
Yao et al. [96] Vehicular fog service N/A N/A N/A
Kaur et al. [97] Vehicular fog computing N/A Elliptic curve cryptography (ECC) N/A
Liu et al. [98] Vehicular edge computing N/A N/A Python
Hexmoor et al. [99] Information sharing in platoon N/A N/A N/A
Ying et al. [100] Record management for platoon Permissionless ECDSA signature Ethereum
Ying et al. [101] Toll charging for platoon Permissionless Aggregated signature Ethereum
Chen et al. [102] Payment for platoon service N/A N/A N/A
Proposed scheme | Platooning formation in mixed fleets Permissioned Aggregated ZKP + Access Control | Hyperledger Fabric + Hyperledger Ursa

4.2.1 Related Work

In regard to transportation, blockchain has been proposed as a way to decentral-
ize emerging intelligent transportation systems, by establishing a secured, trusted, and
decentralized ecosystem which can better use existing I'TS resources. More specifically,
building a secure and trustable information sharing framework for vehicle-to-vehicle
(V2V) and vehicle-to-infrastructure (V2I) communications has been a key research
focus over the past few years [103]. For examples, the authors of [104] propose a
blockchain-based event recording system in the context of dynamic autonomous ve-
hicle environments. In [105], a blockchain-based dynamic key management system
for heterogeneous networks is proposed with a focus on ensuring security for vehicu-
lar communication systems within the ITS. Li et al. propose a decentralized traffic
management system to protect data integrity and privacy in a scenario of multiple
blockchain-based connected vehicular networks [106].

However, given the dynamic and real-time nature of vehicular networks, simul-
taneously ensuring identity authentication while also preserving privacy has become a
challenge. Since 2018, some researchers have explored using blockchain-based design
as a solution to these problems. Lin et al. proposed the blockchain-based condi-
tional privacy-preserving authentication (BCPPA) verification protocol based on PKI
signature and Ethereum blockchain to facilitate secure communication in VANETS
[94]. In [95], Feng et al. introduced a framework called blockchain-assisted privacy-
preserving authentication system (BPAS) that provides authentication automatically

in VANETSs and preserves vehicle privacy at the same time. Yao et al. proposed a

67



blockchain-assisted lightweight anonymous authentication (BLA) mechanism for dis-
tributed vehicular fog services, which is provisioned to driving vehicles [96]. An effective
cross-datacenter authentication and key-exchange scheme using blockchain and Ellip-
tic curve cryptography for vehicular fog computing was presented by Kaur et al. [97].
In vehicular edge computing, a blockchain empowered group-authentication scheme
was proposed by Liu et al. [98] for vehicles with decentralized identification based on
secret sharing and dynamic proxy mechanism. To protect platoon member privacy
and security while providing a rapid sharing of telemetry data, Hexmoor et al. pro-
posed an adaptation of blockchain technology to information exchanges among vehicles
traveling in a platoon [99]. Ying et al. proposed a dynamic autonomous vehicle pla-
toon (AVP) management protocol by implementing Ethereum [100]. Later in [101],
they proposed a blockchain-based efficient highway toll paradigm for the opportunistic
platoon. In addition, an aggregated signature was introduced to accelerate the authen-
tication procedure. To improve the urban traffic condition and reduce accidents, Chen
et al. proposed a platoon-driving model for autonomous vehicles in a free-flow traffic
state. In this study, a smart contract is employed to enable the payment based on a
blockchain between the platoon head (PH) and platoon members (PMs), avoiding the
malicious and false payments [102].

From the literature study, we have observed that blockchain-empowered identity
authentication in platooning formation had not been investigated in previous works.
Existing blockchain-based authentication schemes were introduced for different use
cases in vehicular networks. However, many existing schemes lack for: (1) privacy-
preserving methods except for leveraging the decentralization properties of blockchain
in authentication [96,98,99], and (2) concrete blockchain designs, such as blockchain
type for use and implementations [96-99, 102]. Hence, we propose the authentica-
tion scheme based on permissioned blockchain and aggregated zero-knowledge proof
to resolve vehicular network security and privacy challenges, specifically for use in

autonomous truck platooning formation with mixed fleets.
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4.2.2 Truck Platooning

The growth rate of freight transportation has led to an increase in the number
of trucks on highways. In addition to negative environmental impacts, trucks typically
have a lower speed in comparison with cars, resulting in the reduction of the highway
capacity. The platooning of trucks can be considered a potential approach to mitigate
the negative effects of trucks on highway traffic streams. Platooning of trucks also re-
duces the air drag forces affecting them, thus contributing to less fuel consumption and
emissions [107]. One would expect the benefits of truck platooning to increase as the
spacing between trucks decreases. Therefore, many studies investigate the deployment
of automated vehicles connected by using wireless communications for truck platoon-
ing. To form a platoon, the trucks decrease the spacing between them and adjust their
speeds so that they can move together along the highway [108]. Fig. 4.1 shows the
different phases of platooning.

Platoons of trucks can be formed before the trucks leave their origin (road train
model) or as they move along the highway (opportunistic model). An example of the
former case is when trucks belonging to the same trucking company form a platoon
before departing their depot. In the latter case, a more general scheme, the trucks,
which may belong to one or various trucking companies, form a platoon along their
way (Phase 1 of Fig. 4.1). These trucks remain in the platoon for the shared portion
of their paths (Phase 2 of Fig. 4.1). Finally, a platoon separates when one or more
of the trucks forming the platoon leave it or the platoon needs to be split (Phase 3 of
Fig. 4.1). The focus of this research is on the first phase of platooning, that is, the
formation phase. The goal is to verify new joining trucks from different companies in
a privacy-preserving manner, which leads to the secure formation of the platoon on the

road.

4.2.3 Zero-Knowledge Proof
The zero-knowledge proof, first proposed by Goldwasser, Micali, and Rackoff

[22], provides a method by which a prover can convince a verifier that they know a secret
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Figure 4.1: Time-space diagram showing platooning phases: Phase 1, formation;
Phase 2, maintaining; Phase 3, separation. The focus of this research is
on the first phase of platooning: the formation phase.

message m, without disclosing any information apart from the fact the prover possesses
m. The power of this proof is centered around the idea that, while it is trivial to prove
one possesses a secret by simply revealing the secret, it becomes a significant challenge
to prove such possession without disclosing any additional information about the secret
or the secret itself. Further research in this area has produced two main categories
of ZKP protocols: interactive ZKP and non-interactive ZKP. In an interactive ZKP
scheme, the prover and the verifier engage in a dialogue, and the verifier is required
to generate multiple challenges for the prover to solve. By solving the challenges
correctly, the verifier is convinced, without a doubt, that the prover indeed possesses
the knowledge. In a non-interactive scheme, the prover generates the proof directly,
which can be independently verified to prove possession of the given knowledge. In
consequence, it reduces the communication overhead of the proof system. A valid ZKP

must satisfy the following three properties:

e Completeness: If the statement is true, an honest verifier will be convinced of

this fact by an honest prover.

e Soundness: If the statement is false, no cheating prover can convince the honest

verifier that it is true.
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e Zero-knowledge: If the statement is true, no verifier learns anything other than

the fact that the statement is true.

The inherent properties of ZKP can be leveraged to ensure input validity for
blockchain transactions without revealing any of the sensitive information during the
validation process. One example of ZKP in existing blockchain systems is Zcash, which
utilizes the zk-SNARK (zero-knowledge succinct non-interactive arguments of knowl-
edge) protocol for achieving consensus on transaction information (e.g., amounts, wallet
address balances, etc.) without exposing any of the actual details [109]. In addition,
the Bulletproofs are another emerging and non-interactive method for applying ZKP
to blockchain systems, offering short proofs that do not require a trusted setup. Fur-
thermore, proof aggregation is a trending feature that can increase the security and
efficiency in systems where multiple proofs are involved. For example, Bulletproofs
support aggregation of range proofs, so that a prover can prove that n commitments
lie in a given range by providing an additive O(log(n)) group elements over the length

of a single proof [20].

4.2.4 Permissioned Blockchain

Blockchain comes in two primary varieties: permissionless and permissioned [24].
In the permissionless case (e.g., Bitcoin), membership is entirely open and anyone can
join the network and view all of the transactions. In contrast, a permissioned blockchain
is a closed membership network, where a consortium of one or more entities will make
collaborative decisions about membership, data access controls and governance poli-
cies. In permissioned blockchain, anyone who is interested in validating transactions
or viewing data on the network needs to get approval from a certificate authority. This
is useful for companies, banks, and institutions that are comfortable to comply with
the regulations and are very concerned about having complete control of their data.
Due to the ability to control membership, permissioned blockchain systems can utilize
lighter-weight consensus algorithms than their permissionless counterparts. Further-

more, programmable access controls can be defined within permissioned blockchain
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systems, providing fine-grained control for on-chain data. These properties make per-
missioned blockchain technology more attractive for certain applications, where high

transaction throughputs with low latencies are required.

4.3 System Overview and Design Goals
4.3.1 System Overview
By referring to Fig. 4.2, we first define the following entities that will take part

in the proposed authentication system:

Hyperledger Fabric Blockchain Ledger

Block #i Block #i+1
——){ Previous Hash (Block i-1) { Previous Hash (Block i) l —
Verifier Keys & Platoon Record Verifier Keys & Platoon Record
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ﬁ Certificate Authority :ﬂ%ﬂ: Truck Companies @5 Company A's Truck
Company B’s Truck EEJ Company C’s Truck

Figure 4.2: Entities in the proposed authentication system for autonomous truck
platooning in mixed fleets network. (Note that we give three truck com-
panies and six autonomous trucks as an example here, the proposed au-
thentication system in this chapter can serve for arbitrary number of
truck companies and autonomous trucks. )

e Permissioned Blockchain: Our permissioned blockchain is utilized as the con-
troller of the system and serves as the verifier to validate the identities of new
trucks before joining any mixed-fleet platoon. It also provides the tamper-proof

transaction ledger for recording verifier keys and platoon records.
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e Certificate Authority (CA): A certificate authority is an entity that manages the
private identifiers of autonomous vehicles (e.g., MAC address) and issues key
pairs to data provers and data verifiers. In practice, an agency that already has
all vehicle registration information, such as the Department of Motor Vehicles

(DMV), can function as the proposed system’s certificate authority.

e Trucking Companies: Trucking companies are the clients in our proposed blockchain
network and manage different groups of trucks. Trucking companies may need
to retrieve the platooning histories of their owned trucks for use in practical ap-
plications, such as determining the optimal platoon size on each route to reduce

fuel consumption, improve efficiency and safety.

e Autonomous Truck: An autonomous truck is a participant of mixed-fleet platoons
and also acts as a prover to prove its identity during the authentication process

before joining any existing platoon.

Fig. 4.3 illustrates the system workflow for use in autonomous truck platooning.
In the beginning, the trucking companies register their vehicles on the blockchain
network. Each individual truck is issued a set of prover keys and matching verifier
keys, where the number of key pairs corresponds to the number of companies. In this
way, trust is built between every autonomous truck and trucking company in a shared
vehicular network. Verifier keys are stored directly on the blockchain ledger and used
to validate a truck’s identity during the verification process. Key issuance is a one-time
process performed when a vehicle is initially registered in the system.

When entering the vehicle-to-vehicle communication range, an autonomous truck
can request to join the existing platoon by first generating a set of one-time zero-
knowledge proofs, based on its identifier (e.g., MAC address), using each of its prover
keys, respectively. Next, the vehicle performs a local proof aggregation to generate a
short zero-knowledge proof and sends it to the blockchain network as a transaction.
This process invokes a smart contract which performs the required verifier key aggrega-

tion and subsequently commits the result to the ledger. If the verification is successful,
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Figure 4.3: Workflow of the proposed authentication system for autonomous truck
platooning in mixed fleets network.

the autonomous truck will be notified and drive cooperatively to join the platoon. Fur-
thermore, a trucking company can submit a retrieval request to obtain platoon records
from the ledger, and a smart contract will verify the request against the defined access
control policy. If the policy is satisfied, the smart contract will return the requested

records to the company.

4.3.2 Design Goals
From the specification of the proposed system architecture, it captures the fol-

lowing security goals:

e Correctness: Without knowing the standalone truck’s identity information, the
generated proof can be correctly verified by the blockchain network during pla-

tooning formation phase.

e Maximal Privacy-preserving: An autonomous truck’s sensitive and private in-
formation is only accessible to its truck company and certificate authority (e.g.,
DMYV), and can never be disclosed to the other participants in a mixed-fleet

vehicular network.
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e Efficiency: The aggregated zero-knowledge proof is introduced for constructing
the verification protocol. Instead of sending every single proof to the blockchain
network for identity verification, the aggregated proof can provide fast and con-

stant verification time by varying the number of proofs.

e Data Ownership: A truck company has full possession and control for its owned
truck records on the shared blockchain ledger. It includes not just the ability to
record, access and derive benefit from its owned truck’s data, but also the right to

assign these access privileges to others by programmable access control policies.

4.4 System Building Blocks
This section describes the construction details of the proposed system, which
includes the platooning formation procedure, the aggregated zero-knowledge proof for

authentication and the permissioned blockchain network with access control policies.

4.4.1 Platooning Formation Procedure
Table 4.2 shows the variables we use in constructing the platooning formation

procedure. A generalized platooning formation procedure is summarized as follows:

1. A standalone truck enters the communication radius of an existing platoon (e.g.,
300 m in dedicated short-range communications). Vehicle-to-vehicle information
is exchanged for the possibility of the standalone truck joining the existing pla-

toon.

2. Suppose the standalone truck is determined to be a good candidate for joining
the platoon. In that case, it starts to send the authentication request to the
blockchain network while accelerating its speed to shorten the distance from the

platoon, which is called the “Ist catch-up” step.

3. If the authentication is passed, cooperative driving will start with one of the
platooning strategies for platooning formation. If the authentication is failed,

the cooperative driving will not start.

5



Table 4.2: Variables in the Platooning Formation Procedure

Variable Description
Q number of trucks in the platoon
R maximum vehicle-to-vehicle communication radius
X the standalone truck
P(t) position of truck i at time ¢
P;(t)  relative position of trucks ¢ and j at time ¢
v; (t) speed of truck i at time ¢
i minimum speed for truck ¢
v maximum speed for truck ¢
a;(t) acceleration for truck i at time ¢
amn minimum acceleration for truck ¢
a;*" maximum acceleration for truck 7
r time of authentication (1st catch-up)
S} time of cooperative driving
T total time of platooning formation

Assume a platoon Q = {1,---,i,7,---,Q}, such as truck j follows truck i and
truck number 1 is the leader in the platoon. The relative position of two trucks in

duration At is expressed in Equation 4.1. For each vehicle, the change of position in

duration At is calculated using Equation 4.2.

Bij(t + At) = P;(t) + [Ri(t + At) — P;(t + At)].

Py(t + At) =v;(t) At + %ai(t)(At)z

0 <o < wy(t) < ofre®

a,’inm <a;(t) < al**.
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In the “Ist catch-up” step, given a standalone truck y and the total authen-
tication time I', the relative position of the platoon and the standalone truck will be
shortened from R to P, (t+T),Vi € Q based on Equation 4.1, in which P,, (¢ +T) can

be expressed in Equation 4.3.

Py(t+T)=R—[P(t+T) - P(t+T)],Vic Q. (4.3)

Once the authentication is passed, the standalone truck y will be added into
the set of platoon @Q for the next step, where the cooperative driving begins. Funda-

mentally, there are three platooning strategies:

1. The “2nd catch-up” strategy, where the standalone truck continues to accelerate

to catch up with the platoon.

2. The “slow-down” strategy, where the platoon decelerate to allow for the stan-

dalone truck to catch up.

3. The “hybrid” strategy, where the standalone truck and the platoon move coop-

eratively towards an intermediate state.

With the relationship in Equations 4.1 and 4.2, the kinematic equations for the
duration of a cooperative driving can be expressed in Equation 4.4 based on the three
platooning formation strategies. The shortest time © is dictated by the vehicle pair

that takes the longest time to reach the targeting platoon state.

max {L} VieQ 2nd catch-up

Av*T —Avy
0= max{ ——ai@ L vie @ slow-down (4.4)
o —Av —Av;qg [ 7 ’
APZQ . ~ .
max { Ao AvP™—Aug } VieQ hybrid

Considering APy, > APy; and AP, > APy (i € Q,x # i) during the

cooperative driving step, Equation 4.4 can be simplified as:
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APy
AvaT —Avry

2nd catch-up

0= %, slow-down (4,5)
2 hybrid

Avg**—Avpax—Av, g’

Note that AP;, and AP, can be calculated as:

APy = [Pi(t) = P(t)] = [Pi(t +T) = Py(t +T)]
=R—[vy(t)T + %al(t)l’z — 0, () — %ax(t)rﬂ (4.6)

= R~ [11(#) — 0y (]T  lan(t) — ax (]

APy = [P(t) = Po(t)] — [Py (t +T) — Po(t + 1]

= R~ [0 (7 + 5y (T vg(T — Jaq(1)T”) (4.7)

1

= —R — [vy(t) —vo(t)]T — i[ax(t) - aQ(t)]FQ

According to Fig. 4.3, the end-to-end authentication time I' is a summation of
time costs from the “generate one-time ZKPs” step to the “verify aggregated ZKP”

step. Finally, the total time in platooning formation phase is represented as Equation

4.8:

T=I+6
—[v —v 1 a —a
o R—[v1(¢) gl()tm)]faiz)A[v>1<(1t) 1(t)h“2’ 2nd catch-up (4 8)
X X
_ ) Rk e o -agur |
—{ry. AX'U;?O‘Z"FTA UiQ ,  slow-down
—[v —v =la —aQ, 2 3
I 4 Bolo®—u®Ir+jlax(H)—agIF hybrid

Avpax4Avy g —Avg®> )

4.4.2 Aggregated Zero-Knowledge Proof
In this subsection, we introduce the aggregated zero-knowledge proof scheme

that validates the identity of autonomous trucks in an efficient and privacy-preserving
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Table 4.3: Variables in the Aggregated Zero-Knowledge Proof

Variable Description

m secret identifying message (e.g., MAC address)

n number of truck companies in the mixed fleets network
Qy one-time ZKP (A =1,2,--- n)

Q aggregated one-time ZKP for 21,5, -, Q,

sk prover key for generating the {2,

pk verifier key for verifying the €2,

pk aggregated verifier key for verifying the 2

h one-time hash digest of the secret message m
r result for verifying the aggregated ZKP (2

G multiplicative cyclic group of prime order p
g generator in G

e elliptic curve for bilinear pairing

manner. Table 4.3 shows the variables for constructing the aggregated zero-knowledge
proof.
We then describe how to construct the aggregated zero-knowledge proof verifi-

cation scheme in the following five algorithms:

Algorithm 8: KeyGen
Input : secret message m
Output: prover key sk), verifier key pk
1 The certificate authority selects a random « € Z, for message m;
2 The certificate authority saves the private key as sk) = a;
3 The certificate authority computes the public key as pky = ¢*** € G;
4 The certificate authority returns sk, and pky for A =1,...,n.

KeyGen( ) — (skx,pky): This algorithm chooses a random sk, € Z, and
computes pky = ¢°** € G. Return the prover key = sky and the verifier key = pk, for
A=1,..,n.
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Algorithm 9: ProofGen
Input : secret message m, prover key sk
Output: one-time ZKP Q) for A\=1,....n
1 The truck computes a one-time hash digest h of the secret message m, as
h = H(m);
2 The truck generates the one-time zero-knowledge proof Qy = h¥*» € G
based on sky for A =1,...,n;
3 The truck returns 2, for A\ =1, ...,n.

ProofGen(m, sky) — (2,): This algorithm first computes its hashed identity
information m, in SHA256 algorithm [31], as h = H(m). Then, it computes and returns

the one-time individual zero-knowledge proofs ) = h**» € G for i = 1, ..., n.

Algorithm 10: ProofAggregate
Input : one-time ZKPs Q) for A=1,...,n
Output: aggregated one-time ZKP (2
1 The truck computes the aggregated one-time ZKP € as 2 = 105 - - - Q,,;
2 The truck returns 2.

Proof Aggregate(£21,$Qs, ...,Q,) — (Q): This algorithm takes all the indi-
vidual zero-knowledge proofs as input, computes and returns the aggregated proof

Q<—91Q29n

Algorithm 11: VerifierKeyAggregate
Input : verifier keys pky for A=1,...,n
Output: aggregated verifier key pk
1 The blockchain computes the aggregated verifier key pk as
pk = pkipks - - - pkn;
2 The truck returns pk.

Verifier KeyAggregate(pky, pka, ..., pkn,) — (pk): This algorithm takes all the
verifier keys as input, computes and returns the aggregated verifier key pk <— pkipks -
- pk,,.

Verify(Q,g, H(m),pk) — (true/ false): This algorithm takes the aggregated
zero-knowledge proof €2, the aggregated verifier key pk, the generator g and the hashed
identity information H(m) as input and check if e(€2,g) = e(H(m), pk). Finally, the
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Algorithm 12: Verify
Input : Aggregated one-time ZKP ), aggregated verifier key pk,
generation ¢, one-time hashed secret message h
Output: verification result r

1 The blockchain checks if e(€2, g) == e(h, pk) then
2 ‘ r = true;

3 else

4 ‘ r = false;

5 end

6 The blockchain returns z.

algorithm returns a Boolean value, either true or false, to validate the aggregated

zero-knowledge proof without compromising the identity information of the prover.

4.4.3 Blockchain Network with Access Control Policy

In our design, the blockchain functions as the system verifier and provides a
distributed ledger which stores the verifier keys and truck platooning records. Data is
maintained on-chain to guarantee immutability and integrity. By storing the platoon
history records on-chain, we provide practical benefits to the truck companies. For
example, a logistics company can retrieve and analyze the platoon records for their
vehicles in order to determine the optimal platoon size on each of their routes based
on historical data. Furthermore, because platooning provides additional benefits of
efficiency and safety, and the platoon records stored on the blockchain can be leveraged
to help a company quantify the benefits.

To protect the sensitive information stored in a given truck’s platoon records, we
provide programmable access control mechanisms that define what entities can access
the on-chain data, and the policies are enforced by our blockchain network. By default,
a truck company can only retrieve their vehicles’ platoon records. This prevents the
possibility of a truck profiling attack, where an adversary attempts to reconstruct a
truck’s driving route by extracting the location data in their platoon records. The

specific components involved in our access control scheme are as follows:

e Participant: It defines the entities involved in the access control procedure.
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e Operation: It defines the actions governed by the access control policy. Data on

our blockchain network is inherently immutable; the supported operations are

READ and WRITE.

e Resource: It indicates the ledger data to which the access control policy applies

to. In our system, the on-chain resources are verifier keys and platoon records.

e Condition: It defines the conditional statements over multiple variables. Our sys-
tem can support combinations of multiple conditional logic statements, making

it possible to design complex access control policies.

e Action: It represents the final decision after executing the access control policy.

It can be either ALLOW or DENY.

Through the proposed access control scheme, truck companies have complete
control over their platoon records, as well as the right to define who can access them.
In this way, we provide the desired level of privacy for all participants. This is in stark
contrast to traditional centralized systems, where ultimately the system administrator
has full control over the generated data, providing less security, and users generally
do not own the rights to their generated data. Simply put, our access control policies
define the restrictions regarding who can perform what kind of actions within the
blockchain network. For example, the policy defined below represents a rule stating

that only the company can READ their trucks’ data records:

rule CompanyCanReadPlatoonRecord {
description: "Allow company A to read
platoon records."
participant(p): "Company_A"
operation: READ
resource(r): "Platoon_Record"

condition: "r.owner.getIdentifier() ===
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p.getIdentifier()"
action: ALLOW

4.5 Correctness and Security Analysis
Security has paramount importance in the truck platooning systems since ve-
hicular information needs to be handled with proper privacy and also secured against

possible attacking vectors.

4.5.1 Correctness Proof
Proposition 1. The proposed aggregated zero-knowledge proof can correctly verify a

truck’s identity without revealing the identity information m.

Proof. Assume that an autonomous truck has the identity information m (e.g., MAC
address). It first generates n zero-knowledge proofs €2y for ¢ = 1,...,n, and then
aggregates these proofs into one short proof as €. In this case, n indicates the number
of truck companies within the platoon. We will prove that the aggregated proof 2 can
be validated by the Verify algorithm.

First, multiple individual proofs are generated as:

{H(m), sk} — Q = h*™, (4.9)
{H(m), sky} — Qg = h**2, (4.10)
{H(m), sk} — Q, = h**, (4.11)

Then, the aggregated proof €2 is computed as:

{Ql, QQ, . Qn} — Q= Qlﬂg ce Qn
(4.12)
— hskl h5k2 . hSkn,
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And the aggregated verifier key pk is computed as:

{pklypk% 7Pk’n} — pk’ = pk‘lka Ce pkn
(4.13)

Skl SkQ Skn

=g g,

Next, verifying the aggregated proof €2 is done by checking that if and only if:
e(Q,g) = e(H(m),pk), (4.14)

Now, we prove the Equation (4.14) based on the bilinear pairing property [110]:

6(979) =e(241Qy - -- ng)

Q1,9)e(2,9) - - - e, 9)
hSklag)e(hSk27g) e e(hSknag)

(
(
(
= e(h, g*)e(h, g"™) - - - e(h, g**) (4.15)
(
(
(
(

Bilinear Pairing Property: Let G be a multiplicative cyclic group of prime order p
with generator g. Let e : G X G — Gp be a computable, bilinear and non-degenerate
pairing into the group Gr. Then, we have e(x®,y°) = e(x,y)® for all x,y € G and

a,b € Z, because G is cyclic.

4.5.2 Security Analysis

The maximal privacy-preserving is one of the most significant security require-
ments of the proposed authentication system for truck platooning, which indicates that
attackers should not be capable of revealing the sensitive message in the aggregated

zero-knowledge proof.
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4.5.2.1 Threat Model

The threat model for maximal privacy-preserving is formally defined by the
interaction game between adversary A and challenger C'. Let the number of truck
companies be n. In a mixed fleet vehicular network, the compromise of all n truck
companies will directly lead to the revealing of any autonomous truck based on their
registered information. Thus, we assume that the adversary A in the security game is
able to control at most n — 1 truck companies. The adversary A can adaptively query
the key pairs between autonomous trucks and corrupted truck companies, and the
aggregated zero-knowledge proofs. A truck y from the uncorrupted company generates
the aggregated zero-knowledge proof € for its secret message m (e.g., Mac address).
Then, A sends () to C' as a challenge. As a response, C' generates the aggregated verifier
key and makes the authentication for €. If the authentication passes, A should reveal
the secret message m of the truck y.

Setup. C creates prover/verifier key pairs for the truck x, which comes from
the only one uncorrupted company in the mixed fleet vehicular network.

ZKP Generation. The truck y generates n one-time zero-knowledge proofs
O\ (A=1,2,--- ,n) and aggregates them as one proof €.

Queries. A adaptively makes the following queries.

— Key pair queries. A queries on the key pairs between the truck x and corrupted
truck companies.

— Aggregated ZKP query. A queries for the aggregated zero-knowledge proof €2
for the truck y.

Challenge. A sends 2 to C' as a challenge. The request is that the key pair
between the truck x and the uncorrupted company has not been queried. Then, C'
generates the aggregated verify key pk and makes the authentication for the truck y.
If the authentication passes, C' notifies A to make the following guess.

Guess. A outputs a guess m’ to reveal the secret message of truck y. If m' = m,
the challenger C' outputs 1 meaning the adversary A wins the game. Otherwise, C

outputs 0.
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4.5.2.2 Security Claim
Proposition 2. If the zero-knowledge of the proposed aggregated zero-knowledge proof
holds, then the system achieves maximal privacy-preserving for truck platooning in a

miaxed fleet vehicular network.

Proof. As defined in the threat model, we assume that the adversary A has the capa-
bility to control n — 1 truck companies, queries the key pairs between the truck y and
the corrupted companies, and even intercepts the aggregated zero-knowledge proof €2
of the truck x (e.g., eavesdropping attack). However, the adversary A can not reuse the
proof € to spoof the verification process (e.g., fake identity attack and replay attack)
or reveal the original sensitive message m from ).

First, as shown in Equation 14, verifying the aggregated proof 2 is done by
checking if and only if e(Q2,g9) = e(H(m),pk), in which the original message m is
hidden during the verification process. Thus, the adversary A can not reveal the
original message m from (). Second, the verification algorithm needs a correct pair of
2 and H(m), which both are one-time generated for use. In addition, without knowing
the key pair between the truck y and the uncorrupted company, the adversary A can
not derive the current hash digest H(m) based on Equation 12. As a result, even if
the adversary A intercepts the proof 2, A can not reuse it for next round verification

because H(m) will be updated. |

4.6 Implementation and Evaluation
4.6.1 Implementation

We prototype the proposed authentication system and conduct a series of ex-
periments to evaluate its performance. The system consists of two primary portions
that interact seamlessly: the verification module based on aggregated zero-knowledge

proof and the blockchain network. The aggregated ZKP scheme is programmed by
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using the Hyperledger Ursa library®. The blockchain network is developed on the Hy-
perledger Fabric platform® and tested using the Hyperledger Caliper benchmark tool”.
We then instantiate multiple participants in the blockchain network, including differ-
ent autonomous trucks and companies, and perform a variety of experiments including
varying the endorsement policies and transaction send rates. The endorsement pol-
icy signifies the number of peers which must verify the legitimacy of a transaction,
while the transaction send rates indicates the number of new transactions per second.
The prototype and experiments are deployed and conducted on multiple Fabric peers
in Docker containers on Ubuntu 18.04 operating system with 2.8 GHz Intel i5-8400

processor and 8GB DDR4 memory.

4.6.1.1 Aggregated Zero-Knowledge Proof

As illustrated in Fig. 4.4, the aggregated ZKP scheme performs multiple func-
tions including key generation, zero-knowledge proof generation, aggregations of zero-
knowledge proofs and verifier keys, and verification of the aggregated ZKP. These
functionalities are programmed by using Hyperledger Ursa, a cryptographic library for
Hyperledger applications. Hyperledger Ursa is programmed using the Rust language
and provides APIs for various cryptographic schemes. Our verification module operates

in the following six phases:

Phase 1 - Initialization: Phase 1 initializes the participant instances including
an autonomous truck and three truck companies. In this example, the autonomous

truck has the identifier information mac_address (value: F2:DC:55:DE:FB:A2).

Phase 2 - Key Generation: In this phase, the certificate authority generates the
key pairs between this autonomous truck and each company. The average running time

for generating each key pair takes 56 ms.

® https://www.hyperledger.org/projects/ursa
6 https://www.hyperledger.org/projects/fabric
" https://www.hyperledger.org/use/caliper
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wanxinli@wanxinli-ubuntu: ~/Workspaces/ursa/platoon-zkp_aggregation

File Edit View Search Terminal Help

: spaces/ursa/platoon-zkp_aggregation$ cargo run
platoon-zkp_aggregation v0.1.0 (/home/wanxinli/Workspaces/ursa/p
latoon-zkp_aggregation)
dev [unoptimized + debuginfo] target(s) in 1.30s
“target/debug/platoon-zkp_aggregation”

1. Instantiation:

==> Instantiate an autonomous truck with the "MAC address" F2:DC:55:DE:FB:A2;
==> Instantiate the truck company A;

==> Instantiate the truck company B;

==> Instantiate the truck company C;

Key Generation:

=> Generate key pair between the truck and company A for the "MAC address";
=> Generate key pair between the truck and company B for the "MAC address";
=> Generate key pair between the truck and company C for the "MAC address";
Average running time for generating each key pair: 56.187889ms

T

=> Generate ZKP based on the "MAC address" for company A;
=> Generate ZKP based on the "MAC address" for company B;
==> Generate ZKP based on the "MAC address" for company C;
* Average running time for generating each individual ZKP: 254.658079ms

3. ZKP Generation:

4. ZKP Aggregation:
==> Aggregate three proofs for the "MAC address";
* Average running time for aggregating three individual ZKPs: 1.112578ms

5. Verification Key Aggregation:
==> Aggregate three verification keys for the "MAC address";
* Average running time for aggregating three verification keys: 403.867ps

6. verify Aggreagated ZKP:

==> Verify the aggregated ZKP for the "MAC address" - true;
* Running time for verifying the aggregated ZKP: 511.764525ms

aces sa/platoon-zkp_aggregations [J

Figure 4.4: Process of the Aggregated ZKP on Hyperledger Ursa.

Phase 3 - ZKP Generation: In Phase 3, the autonomous truck applies the
prover keys to generate three individual zero-knowledge proofs, one for each of the

three companies. The average running time for this signing process is about 255 ms.

Phase 4 - ZKP Aggregation: In this phase, the three individual proofs generated
from Phase 3 are aggregated into one short proof. Our results indicate that the average

running time for aggregating three signatures is about 1.1 s.

Phase 5 — Verification Key Aggregation: In Phase 5, the module automatically
aggregates multiple verification keys from Phase 2 into one short verifier key. The
result indicates that the average running time for aggregating three verifier keys is

around 0.4 ms.

Phase 6 — Verify Aggregated ZKP: Finally, the blockchain peers can verify the
aggregated ZKP using the aggregated verifier key from Phase 5. The verification
algorithm takes the aggregated proof, the aggregated verification key, the associated

generator and the hashed identifier value as inputs and uses bilinear pairing to verify
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aggregated ZKP. The average running time for verifying one aggregated ZKP is about
512 ms.

4.6.1.2 Blockchain Network with Access Control Policy

Hyperledger Fabric is an open-source and modular permissioned blockchain
framework. The four programmable modules used in our system are: model file (.cto)
which is used to define all of the data structures in the network; script file (.js) where
smart contracts are written; access control list (.acl) for deploying access control poli-
cies; and the query file (.qry) which defines the query operations similarly to a tradi-
tional database system.

In our prototyped blockchain system, we provide a web portal for the network
participants (autonomous trucks and companies), which can be used to interact with
the blockchain network. An example is shown in Fig. 4.5, where each participant
has a registered ID for connecting to the blockchain. The trusted entity operating
as the certificate authority in our system (e.g., DMV) also acts as the blockchain

administrator, issuing access control permissions for autonomous trucks and companies.

A TC TC m

admin@platoon Truck Company A@platoon Truck Company B@platoon Truck 1@platoon

nnnnnnnnn

Figure 4.5: Blockchain network login window for companies and autonomous trucks.

We construct our blockchain prototype and perform multiple experiments on

the access control policies. Once the defined access control policy is executed and
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verified, the client will be able to retrieve the on-chain data in the form of historical
transactions. An example of platoon record retrieval is shown in Fig. 4.6. After
any successful retrieval, the blockchain network stores the event in an access log with
the timestamp. Our access control policies prevent client users from accessing others’
transactions, unlike in a permissionless blockchain system where all users can access
all historical transactions. For example, if an attacker, or another user not included in
the defined access control policy, attempts to retrieve a record from another user, our

blockchain network will reject this request immediately.

Transaction Events (1)

org.example.basic.5ampleEvent#20e7d7ac-9b63-4433-8a3a-3ee8b8244399...

>

toon_Record#11",

b824439940"

Figure 4.6: A company can retrieve its owned truck’s platoon record from the
blockchain ledger.

4.6.2 Experimental Results
4.6.2.1 Aggregated ZKP Running Time

In order to quantify the performance of our aggregated ZKP scheme, we conduct
multiple experiments and measure the running time for both the proof verification
and aggregation stages. Fig. 4.7 compares the running time for verification of an
aggregated proof with that of our previously non-aggregated ZKP scheme [111], where
the x-axis represents the number of proofs to be verified. In our previous scheme,
proofs are verified sequentially. The results show that the running time for the non-
aggregated ZKP scheme scales linearly with the number of proofs to be verified, while
our aggregated approach can offer constant verification time regardless of the number

of proofs. This is because the verification latency of an aggregated ZKP becomes

90



independent of the number of proofs, offering a significant performance improvement
when the proof count exceeds two.

3

—*— ZKP Verification With Aggregation
—o— ZKP Verification Without Aggregation

25+

[

o N
T T
\

\

Running Time (s)

-
\
\

-
-l e — A — — e — — — —

o
o

5 7 8 9 10

0 1 2 3 4 6
Number of ZKPs

Figure 4.7: Running time of ZKP verification with aggregation vs. ZKP verification
without aggregation.

Additionally, Fig. 4.8 illustrates the running time for the aggregation-related
functions, including the initial ZKP aggregation stage (by the prover) and the verifica-
tion key aggregation stage (by the verifier), with respect to the number of ZKPs to be
verified. The results show that our new aggregation scheme can perform both stages
in a few milliseconds, providing desirable response time for real-world truck platoon-
ing. Moreover, when considering the combined running time of the aggregation-related
functions with that of the ZKP verification phase, the time for aggregation-related

functions becomes negligible compared to the overall running time.

4.6.2.2 Transaction Throughput

Transaction throughput for a blockchain network quantifies the rate at which
transactions are processed through the network over a given time cycle, in units of
transactions per second. We evaluate the throughput results under different transaction
send rates and Hyperledger Fabric endorsement policies. In Fig. 4.9, the average
transaction throughput will increase at the beginning and peaks at 27 tps, 17 tps and

15 tps under 1-of-any, 2-of-any and 3-of-any endorsement policies, respectively.
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Figure 4.9: Transaction throughput vs. Hyperledger Fabric endorsement policy un-
der different send rates.

The endorsement policy has a strong impact on transaction throughput. In Fig.

4.10, our results show that the number of endorsing peers has an inverse relationship to

the network’s transaction throughput. This is because increasing the number of peers

required to validate a transaction also increases the complexity of the endorsement

process. That being said, our results show that the performance is relatively stable for

a given endorsement policy, and the difference between the minimum, maximum and

average cases is minor.
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Figure 4.10: Minimum, average and maximum transaction throughput vs. Hyper-
ledger Fabric endorsement policy under the send rate of 30 tps.

4.6.2.3 Transaction Latency

We also perform experiments to measure and quantify the transaction latency
of our prototyped blockchain network. Transaction latency measures the processing
time for a blockchain transaction, from client submission to when the transaction
is committed to the ledger. We perform multiple experiment rounds with varying
transaction send rates and Hyperledger Fabric endorsement policies. In Fig. 4.11, when
increasing the transaction send rate, the average transaction latency will increase under
2-of-any and 3-of-any endorsement policies but remain relatively constant around 0.5s
under 1-of-any endorsement policy.
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Figure 4.11: Transaction latency vs. Hyperledger Fabric endorsement policy under
different send rates.
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As shown in Fig. 4.12, the relationship between the transaction latency and
endorsement policy is readily apparent: as the number of endorsing peers increases,
we see an increase in both average and maximum transaction latency. However, the
increase in latency when changing the endorsement policy from 2-of-any to 3-of-any is
significantly lower than when moving from a 1-of-any to a 2-of-any policy.

2

[ Minimum Latency
1.8 |- | [ Average Latency
[CIMaximum Latency |
16+ [
12

04r
021
0
y

1-of -any 2-of-any 3-of-any
Hyperledger Fabric Endorsement Policies

(s
=
=

Transaction Latency (s)

Figure 4.12: Minimum, average and maximum transaction latency vs. Hyperledger
Fabric endorsement policy under the send rate of 30 tps.

4.6.2.4 Execution Time of Platooning Formation

We present the performance of platooning formation phase, which contains the
“Ist catch-up” and cooperative driving steps. In the experiments, we set the maximum
vehicle-to-vehicle communication radius R = 300m, initial speed of the standalone
truck v, (t) = 60km/h = 17m/s, acceleration rate of the standalone truck a,(t) =
1m/s* and maximum speed of the standalone truck v7'** = 100km/h = 28m/s, initial
and maximum speed of the platoon v;(t) = v*** = 80km/h = 22m/s, deceleration
rate of the platoon a;(t) = —1m/s% To compare the execution time between the 2nd
catch-up and slow-down strategies, we set |a,(t)| = |a;(t)|. And we set the Hyperledger

7 to obtain the average blockchain network

Fabric endorsement policy as “2-of-any
latency from Fig. 4.12, which is 1.1s.
We vary the number of truck companies in the network from 2 to 10, which

requires the standalone truck to generate one-time zero-knowledge proofs from 2 to
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10 before the proof aggregation step (refer to Fig. 4.3), respectively. First, we record
the “Ist catch-up” time I' (end-to-end authentication time). As shown in Fig. 4.13,
with increasing the number of zero-knowledge proofs, I will slightly increase from 2.1s
to 4.2s due to more time needed for generating one-time ZKPs. More specifically,

generating a one-time ZKP will add a time cost of 255ms to I'.

5
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Figure 4.13: Execution time of “lst catch-up” step vs. Number of truck companies
in the network.

Next, we calculate the cooperative driving time © and total platooning forma-
tion time T based on Equation 4.8. As shown in Fig. 4.14, the “2nd catch-up” and
“slow-down” strategy have same time cost if |a, ()| = |a;(¢)| while the “hybrid” strat-
egy has better performance in time cost. In comparison with the “Ist catch-up” step,
cooperative driving will take more time, especially when a long distance of vehicle-to-
vehicle communication radius R is given. As a result, © can preserve relatively constant
even if more ZKPs are considered for authentication. Fig. 4.15 presents the total pla-
tooning formation time T. With increasing the number of zero-knowledge proofs, T will
have a negligible increase by considering both “Ist catch-up” and cooperative driving

steps.

4.6.2.5 Resource Consumption

Throughout our experiments, we collect data on the resource consumption for

each node across all three endorsement policies, and the results are shown in Table
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Figure 4.14: Execution time of cooperative driving step vs. Number of truck com-
panies in the network under different cooperative driving strategy.
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Figure 4.15: Total execution time of platooning formation vs. Number of truck
companies in the network under different cooperative driving strategy.

4.4. As the number of peers in the endorsement policy increases, the network traffic
also increases. This is because, by adding more peers to the endorsement policy, we
elevate the complexity of the process and require more communication overhead for

each endorsement.

4.7 Conclusion
This chapter introduces an aggregated and efficient zero-knowledge proof ap-
proach to privacy-preserving identity verification atop a permissioned blockchain net-

work for authentication in the mixed fleet platooning environment. We provide the
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Table 4.4: Resource Consumption in Truck Platooning Network

Type | Peer | Memory | CPU | Traffic In | Traffic Out
l-of-any | peerl | 202.3MB | 15.11% | 862.3KB 880.4KB
2 ofany peerl | 209.5MB | 12.51% | 984.1KB 903.4KB
peer2 | 244.7MB | 13.18% | 967.1KB 567.8KB
peerl | 200.5MB | 11.48% 1.1MB 881.0KB
3-of-any | peer2 | 245.0MB | 11.76% 1.1MB 547.4KB
peerd | 223.3MB | 12.26% 1.1MB 549.2KB

correctness proof and the security analysis of our proposed authentication scheme,
highlighting its increased security and fast performance in comparison to a single proof
design. The blockchain performs the role of verifier within the authentication scheme,
reducing unnecessary communication overhead. Platooning records are stored directly
on the digital ledger to guarantee the data immutability and integrity, while our pro-
grammable access control policies ensure data privacy. To evaluate the end-to-end au-
thentication time, we prototype our proposed scheme using the Hyperledger platform
and conduct extensive benchmark tests. The results demonstrate that our proposed
approach can perform authentication on the order of milliseconds, regardless of the

number of proofs, highlighting feasibility for real-world deployment.
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Chapter 5

BLOCKCHAIN-ENABLED BIDIRECTIONAL AND
PRIVACY-PRESERVING AUTHENTICATION FOR
SAFE RIDESHARING

5.1 Introduction

Ridesharing services have gained significant awareness during the last decade as
a practical approach for enhancing societal mobility. E-hailing fares have experienced
a notable increase at a rate of approximately 130% every year since 2013 [112]. Addi-
tionally, a recent parking study shows that vehicles are not in use for an average of 95%
of their lifetimes [113], providing many opportunities for increasing current vehicle uti-
lization through ridesharing applications. In conjunction with emerging connected and
autonomous vehicle technologies, ridesharing systems can provide additional societal
benefits, including reduced energy use, fewer emissions [114], lower parking demand
and decreased traffic congestion [115].

Nevertheless, protecting the safety of users (both riders and drivers) is an ongo-
ing challenge in ridesharing systems, making it difficult to grow adoption and realize
the associated benefits. In the existing ridesharing systems, both riders and drivers
typically identify each other by verbal communication, which presents safety concerns
in the event that a malicious actor seeks to infiltrate the system disguised as a trusted
user. Furthermore, it is a challenge to provide the identity verification function while
also respecting users’ privacy.

As stated in a recent report by Uber, there were over 5,900 cases of assault-
related incidents and even nine assault-related deaths on their ridesharing platform

in the US from 2017 and 2018 in total [116]. Consequently, the user impersonation
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problem presents a serious threat to users’ safety in existing ridesharing systems due
to the lack of a secure and privacy-preserving identity authentication protocol.

Recently, novel blockchain architectures have been proposed for decentralized
two-sided sharing economies, including ridesharing systems [47] [117]. Initially pro-
posed in 2008 as the core technology for Bitcoin [89], blockchain represents a dis-
tributed and decentralized network technology allowing anonymous networked peers
to reach consensus on the state of an immutable digital ledger. For a recent sur-
vey on consensus protocols for the blockchain networks, we refer the reader to [11].
While the blockchain ledger records the current and historical states of digital assets,
the smart contracts define the executable logic of digital assets on the ledger. Two
critical properties of blockchain technology, data provenance and data immutability,
provide potentials for designing secure and decentralized identity verification protocols
for ridesharing. Nevertheless, the privacy-preserving and low latency requirements of
the bidirectional authentication in ridesharing environments cannot be addressed by
the existing blockchain-based approaches.

Public blockchain systems show significant privacy concerns when sensitive user
information is involved. Any networked participant can read the entire ledger in a per-
missionless blockchain system (e.g., Bitcoin) due to the transparency-by-design prop-
erty. On the other side, a permissioned blockchain system (e.g., Hyperledger Fab-
ric [42]) allows for programmable access controls, making it suitable for constructing
a blockchain-based ridesharing system with the consideration of data ownership and
data privacy. However, the access control policy serves to later protect the sensitive
information stored on the ledger, but it does not provide a privacy-preserving approach
for verifying a user’s identity at the beginning.

To address the safety problem of user impersonation in ridesharing, we propose
a secure, decentralized and privacy-preserving approach for identity verification. More
specifically, we introduce a novel zero-knowledge verification protocol integrated with a
permissioned blockchain network for safe ridesharing. Zero-knowledge proof (ZKP) is a

cryptographic scheme that enables one party to prove to another that they recognize a
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secret message without exposing any detailed information other than possession of the
secret [118]. The proposed blockchain network performs the role of the ZKP verifier
and can verify the identities of both rider and driver without disclosing any sensitive
identifying information.

Additionally, the blockchain network provides an immutable digital ledger for
storing trip records after the verification has been processed. To protect the stored data,
we propose programmable access control policies with query functionality, enabling
users to define what entities can access their data. All retrieval events are stored and
secured within the blockchain ledger to provide data provenance. The users verified
by the access control policy can execute defined queries to retrieve subsets of trip
records. Our programmable access control policies allow for conditional statements
over multiple variables, enabling fine-grained data access.

We developed the proposed system on the Hyperledger platform and run bench-
mark tests for performance analysis. Our permissioned blockchain network is imple-
mented using Hyperledger Fabric [42], while the ZKP verification protocol is con-
structed atop the blockchain using the Hyperledger Ursa cryptographic library [44].
In addition, we create Chaincode smart contracts to implement the proposed func-
tionalities. The developed blockchain-based identity verification system provides si-
multaneous bidirectional privacy-preserving identity verification for both riders and
drivers. For the performance analysis, we analyze the identity verification performance
by measuring the proof generation and verification time costs under different lengths
and numbers of secret messages. In addition, we measure the transaction latency, trans-
action throughput, success rate, and resource consumption of the proposed blockchain
under varying transaction send rates and endorsement policies using the Hyperledger
Caliper benchmark tool [119].

To summarize, this chapter makes the following contributions:

e This chapter first introduces a zero-knowledge and blockchain-based approach

for bidirectional user identity verification in ridesharing.
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e Second, access control policies with query functionality are proposed to protect

on-chain trip records and enable fine-grained data access.

e Third, the proposed system is developed on Hyperledger Fabric blockchain plat-
form, with Chaincode smart contracts and Hyperledger Ursa cryptographic li-

brary.

e Finally, performance analysis is conducted for both the verification phases and

the blockchain network using the Hyperledger Caliper benchmark tool.

5.2 Related Work

Many studies have proposed novel designs of blockchain technology in a wide
array of subject areas outside of finance, including healthcare [120], internet of things
[121] [122], smart cities [123] [124], and artificial intelligence [125] [126]. Recently,
blockchain technology has also been investigated in intelligent transportation sys-
tems, given the distributed and decentralized nature of the internet of vehicles (IoV)
[104,127-129]. Li et al. [46] propose a blockchain-based method to protect emerging
intelligent traffic signal systems against malicious attackers, and extend their study
into an environment of multiple vehicular networks [130]. In [131], Lin et al. showcase
a blockchain-based deep reinforcement learning architecture for reliable spatial crowd-
sourcing in the software-defined internet of vehicles, which improves performance and
guarantees data privacy. In addition, recent studies have proposed designs for end-
to-end decentralized ridesharing solutions which leverage existing public blockchain
systems. Baza et al. [47] introduce a ridesharing system with proof of concept imple-
mented on Ethereum, which is trustless and preserves users’ privacy. The proposed
scheme includes systems for payment, matching, and reputation management, con-
trolled by smart contracts, which utilize zero-knowledge-range proofs to protect loca-
tion information. This design differs from our proposed system because it leverages a
permissionless and public blockchain network as the controller of the application, pre-

senting additional communication overhead compared to our permissioned blockchain
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approach outlined in this chapter. In comparison, our system also offers programmable
access control policies for clients, protecting the privacy of data stored on the ledger,
unlike in a permissionless blockchain network.

Comprehensive ridesharing systems atop a public blockchain were proposed
in [132] and [133], which preserve privacy using pseudonymity schemes. These studies
motivated our research into a design of identity verification and trip records retrieval in
ridesharing, which requires no pseudonyms or exchange of private information between
either party. Additionally, in [134], the authors propose a smart contract based access
control and direct two-party encryption approach to privacy preservation in a decen-
tralized ridesharing environment. That being said, the two-party encryption approach
still requires the exchange of sensitive information, unlike in our scheme where the un-
derlying identity information is never transmitted. Zhang et al. [135] propose a novel
and decentralized ridesharing system, focused on the package delivery application, that
preserves the location privacy of users. Their scheme introduces a hash-oriented practi-
cal Byzantine Fault Tolerance (pBFT) consensus algorithm to reduce consensus latency
from minutes to about 15 seconds. However, their privacy-preserving design is rooted
in the package delivery application and utilizes mailbox locations exclusively as the
pickup and dropoff points, making the design application-specific.

Providing secure and privacy-preserving bidirectional identity verification in
ridesharing is a challenging problem and demands new design solutions. The applica-
tion requirements necessitate a privacy-aware system with high throughput and low
latency, which cannot be addressed by the existing blockchain-based approaches. This
chapter contributes to the state of the art by proposing a fast, non-resource-intensive
and privacy-preserving verification protocol managed by the proposed blockchain archi-
tecture, which also includes programmable access control policies to protect the stored

ledger data.
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5.3 Preliminaries
5.3.1 Zero-knowledge Proof

The zero-knowledge proof is a cryptographic scheme enabling one party (the
prover) to convince another party (the verifier) that he/she knows a secret piece of in-
formation m, without revealing any detail besides the fact that the prover possesses the
said knowledge. In other words, ZKP is a particular type of proof where the communi-
cated statement only consists of the fact that the prover owns the secret information.
There exist two types of ZKP schemes: interactive ZKP and non-interactive ZKP. The
primary difference between the two schemes revolves around the communication over-
head, with a non-interactive ZKP scheme requiring significantly less communication
compared to an interactive ZKP. In the non-interactive scheme, the prover only needs
to send a single message to the verifier to prove possession, and no interactive back-
and-forth communication of multiple messages is required. A zero-knowledge proof

needs to meet three properties:

e Completeness: If the statement is true, the honest verifier will be convinced of

this fact by an honest prover.

e Zero-knowledge: If the statement is true, the verifier learns nothing but the fact

that the statement is true.

e Soundness: If the statement is false, the prover cannot convince an honest verifier.

In the context of blockchain-based systems, ZKP has the potential to be in-
tegrated to address existing privacy issues. Namely, ZKP could be used to guaran-
tee transaction validity without requiring the verifier to know any sensitive informa-
tion about the sender, recipient or digital assets being transferred. For instance, in
Zcash [109], the zk-SNARK protocol is utilized during the consensus process to reach
an agreement on the state of a transaction without disclosing details about the trans-

action amounts.
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5.3.2 Bilinear Maps

Gap-Diffie-Hellman (GDH) groups and bilinear groups are two important math-
ematical underpinnings of constructing pairing-based cryptographic systems. GDH
group comes from a separation between the Computational Diffie-Hellman problem
(CDHP) and Decision Diffie-Hellman problem (DDHP). Consider a multiplicative cyclic
group G of prime order p with generator ¢ [136], the Diffie-Hellman problems proceed

as follows:

e Computational Diffie-Hellman Problem (CDHP): Given g¢,¢% h € G, compute
h* € G.

e Decision Diffie-Hellman Problem (DDHP): Given g, g%, h, h® € G, decide whether

a equals b.

A multiplicative cyclic group G is a GDH group if DDHP can be solved in
polynomial time, but no probabilistic algorithm can solve CDHP with non-negligible
advantage within polynomial time [137]. A bilinear group has a map e : G x G — GTr,
in which Gt is another multiplicative cyclic group of prime order p with the following

properties:

e Computable: There is an efficiently computable algorithm for computing e(z, y)

if z,y € G.
e Bilinear: e(z?,y") = e(z,y)® for any x,y € G and a,b € Z.
e Non-degenerate: e(g, g) # 1.

A bilinear group can provide an algorithm for solving DDHP. Given a Diffie-
Hellman tuple (g, g%, h, h%), we have:

a=b modp <= e(h,g") =e(h’g).

Accordingly, if a group G is a bilinear group, G is a GDH group as well.
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5.3.3 Hyperledger Fabric

For the permissioned blockchain, Hyperledger Fabric is a popular and widely
adopted framework. Hyperledger Fabric has been used in many enterprise use cases
including healthcare [4], IoT [25], logistics [26], supply chain [27], etc. Recently, NASA
also published a proposal for secure air traffic management based on Hyperledger Fabric
[28]. In short, Hyperledger Fabric is a highly modular, decentralized ledger technology
(DLT) platform. Five main entities participate in the transaction flow of Hyperledger

Fabric, including certificate authority (CA), client, committer, endorser and orderer:

e Certificate Authority: The certificate authority manages user certificates that
includes user registration, user enrollment and user revocation. Due to the fact
that Hyperledger Fabric is a permissioned blockchain network, only authorized
users can invoke (create a new transaction) or query (access to information)
transactions from the decentralized ledger. Hyperledger Fabric utilizes the X.509
standard certificates to denote permissions, roles, and digital assets for all client

users.

e Client: A client is considered as an application user who communicates with the
Fabric blockchain network. Specifically, the client can interact with the Fabric
network according to its permissions, roles, and digital assets that are defined on

its certificate from the associated organization’s CA server.

e Committer: The committer is a specific peer role that appends the validated
transactions to the ledger. A peer node can serve as both an endorser and

committer, but it might only act as a committer in more regulated circumstances.

e Endorser: The endorser is a specific peer role that simulates transactions and
prevents unstable or non-deterministic transactions from processing through the
network. Transactions are sent to endorsers in the form of transaction proposals.

In addition, all endorsers are also committers that can write to the ledger.
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e Orderer: The orderer is one of the most important entities that constitute the
ordering service. A group of ordering service nodes (OSNs) will order transac-
tions into blocks according to the network’s preferred ordering implementation.
Transactions are broadcasted to orderers and then delivered in blocks to the

ledger.

The consensus layer of Hyperledger Fabric was designed to be pluggable. The
current implementation of Hyperledger Fabric supports two types of consensus, namely
Kafka [29] and Raft [30]. Both consensuses can provide crash fault tolerance, in which

the blockchain network can still reach consensus properly even if some peer nodes fail.

5.4 System Architecture

The proposed system architecture for bidirectional and privacy-preserving au-
thentication in ridesharing includes a verification protocol based on zero-knowledge
proof and the permissioned blockchain network with access control policies. We first
describe the following entities taking part in the proposed system by referring to Fig.
5.1:
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Figure 5.1: Proposed bidirectional and privacy-preserving authentication system for
ridesharing based on zero-knowledge proof and permissioned blockchain.
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Permission Issuer: The permission issuer represents a trusted organization that
issues cryptographic key pairs and identity information (e.g., driver license and
state ID) to the data owners and verifiers. In reality, agencies such as the De-

partment of Motor Vehicles (DMV) are suitable candidates to fill this role.

Rider: A rider is a registered client user in our blockchain network. The rider pos-
sesses the issued identity information (e.g., state ID) and wants to prove his/her

identity to drivers in the network without disclosing the actual information.

Driver: A driver is a registered client user in our blockchain network. The driver
possesses the issued identity information (e.g., driver licence) and needs to prove

his/her identity to riders in the network without disclosing the actual information.

Peer Node: A peer node is a network entity that hosts and maintains the
blockchain ledger and performs the role of data verifier that validates the identity
information from users. Peer nodes are deployed and managed by a consortium
of multiple organizations, forming a decentralized but permissioned blockchain

network.

Permissioned Blockchain: The permissioned blockchain network operates as the
controller of the system and provides an immutable transaction ledger for record-

ing the zero-knowledge proof and trip records.

In the remainder of this section, we first explain the construction of the privacy-

preserving verification protocol, followed by the design of the blockchain network with

access control. Then, we summarize the workflow of identity verification in ridesharing

using our proposed system architecture.

5.4.1 Privacy-preserving Verification Protocol

We introduce the bidirectional verification protocol for validating both riders’

and drivers’ identities without disclosing any sensitive information to each other. When

a ridesharing service pairs a rider with a driver, both participants act as provers to prove
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their identities, in ZKP-based encrypted messages, to a peer node from the blockchain
network that acts as a verifier. After the peer node authenticates the identities, the

result is notified to both participants.

Bilinear Pairing Property. Let G be a multiplicative cyclic group of prime order p
with generator g. Let e : G X G — Grp be a computable, bilinear and non-degenerate
pairing into the group Gr. Then, we have e(x%,y°) = e(x,y)® for all x,y € G and

a,b € Z because G is cyclic.

Based on the property of bilinear pairing [138], We describe the proposed
privacy-preserving verification protocol in Algorithms 13, 14 and 15. Algorithm 13
represents the key generation process, in which the permission issuer issues the prover
key p; and verifier key v; for prover ¢ (either a rider or a driver). Algorithm 14 describes
the zero-knowledge proof generation process when the prover ¢ first computes a hash
digest h; based on identity information m; and generates the one-time zero-knowledge
proof 6 based on the hash digest h;. Algorithm 15 presents the proof verification pro-
cess that the verifier (a peer node in blockchain network) verifies the prover i without
revealing the identity information m;. In this verification process, the one-time zero-
knowledge proof ¢;, hashed identity information h;, verifier key v; and the generator g

are used for bilinear pairing check on the elliptic curve e [139].

Algorithm 13: Key Generation
Input : prover ¢
Output: prover key p;, verifier key v;
1 The permission issuer selects a random a; € Z, for prover ¢ ;
2 The permission issuer saves the prover key as p; = a; ;
3 The permission issuer computes the verifier key as v; = g’ € G ;
4 The permission issuer returns p; and v; ;

Correctness Analysis. Assume that a prover i generates a one-time zero-knowledge
proof 9; based on the identity information m; and sends this proof d; to the verifier
through transaction request. We prove that the proof §; can be validated by Algorithm

15 as follows:
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Algorithm 14: Zero-knowledge Proof Generation

Input : identity information m;, prover key p;
Output: one-time zero-knowledge proof ¢;

1 The prover computes a hash digest h; based on identity information m; via

SHA256 algorithm [31], as h; = H(m;) ;

2 The prover generates the one-time zero-knowledge proof §; = h** € G ;

3 The prover returns d; ;

Algorithm 15: Zero-knowledge Proof Verification

Input : one-time zero-knowledge proof 9;, hashed identity information h;,

verifier key v;

Output: identity verification result r;

1 the verifier checks if e(d;, g) == e(h;, v;) then
2 ‘ r; = True ;
3 else

4 ‘ r; = False ;
5 end

6 The verifier returns 7; ;

First, the verifier key v; is computed as:
Vi = gpi>
Then, a one-time zero-knowledge proof is generated as:

(Mg, pi) — 0; = H(mz’)pi = h",

Next, verifying the proof ¢; is done by checking that iff:

e(di, 9) = e(hi, vi),
According to the bilinear pairing property, we have:
e(0i,9) = e(h™, g)
e(hi, g*")
= e(h;, v;).
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In this way, the proof §; can be validated by the verifier without knowing the
prover’s identity information m;. In addition, Section 5.5.2 details the development of
the proposed verification protocol in the context of ridesharing. In the experiment, we
choose Hyperledger Ursa library [44] to build the generator g and elliptic curve e for

bilinear pairing.

5.4.2 Permissioned Blockchain with Access Control

In this subsection, we explain the design of the permissioned blockchain network,
which maintains a distributed ledger for recording transaction information, including
the driver’s and the rider’s names, origin, destination, and price of the trip. To pro-
tect on-chain data privacy, we define access control policies and enforce the system
to determine which data users are allowed to retrieve. With the access control poli-
cies deployed in the blockchain network, a user can only retrieve his/her historical

transactions. Access control policies are defined with the following components:

e Participant: It represents the people or entities who are involved in the procedure

of access control.

e Operation: It indicates the actions taken in the access control procedure. It can

be either READ or WRITE.

e Resource: It represents the ledger data to which the access control policy applies.

It can be either trip records or user profile information.

e Condition: It indicates the conditional statements over multiple variables. Com-
binations of multiple conditional statements are supported to serve advanced

access control design.

e Action: It represents the decisive action for executing the access control proce-

dure. It can be either ALLOW or DENY.

By utilizing the access control policy, users are allowed to have the data owner-

ship of their generated data and have complete control over who can access it, providing

110



a desirable level of privacy for all participants. The use of the access control policy
also protects the event log for trip data, determining who can read data stored on the
ledger. In other words, the access control policy gives the restrictions and conditions
as to who can do what kind of action on the blockchain ledger. For example, the policy
below states that only the client themselves can READ personal trip records from the

ledger:

rule Client_Can_Read_Personal_Trips {

description: "Only allow the client to read
personal trip records."

participant(par): "ridesharing.Client"

operation: READ

resource(res): "ridesharing.Trip"

condition: "res.owner.getIdentifier() ===
par.getIdentifier()"

action: ALLOW

The queries defined in our blockchain system include the WHERE condition to
specify the rules by which multiple on-chain records are selected. If the given condition
is satisfied, a query instruction can return the specific results from the ledger. For

example, the query below is able to filter out the trip records starting from Manhattan,

NY:

query Select_Trip_Records {
description: "Select trip records that
starts from Manhattan, NY."
statement:
SELECT ridesharing.Trip

WHERE (Trip.origin = Manhattan, NY)

111



5.4.3 System Workflow in Ridesharing

The workflow of the proposed system architecture for safe ridesharing is depicted
in Fig. 5.2. First, both riders and drivers register themselves as clients in the blockchain
system. The permission issuer (e.g., DMV) generates and distributes unique prover
keys to each client and corresponding verifier keys to the blockchain peer nodes. For
each client, the registration and key issuance procedure only need to be performed once.
After a ridesharing service matches the two clients, both the rider and the driver use
their prover keys to generate one-time zero-knowledge proofs based on their identity
information, and send the proofs to any peer node in the blockchain network. The peer
node then uses the verifier keys to authenticate the two proofs from the clients without
revealing their identities. When the authentication is completed, the blockchain system
will notify both the rider and the driver. At the same time, a smart contract is
executed to record the trip details as a transaction on the ledger. Subsequently, the
driver can start the trip with the rider. Clients can also send retrieval requests for trip
records through smart contracts, and the blockchain system will validate the identity
information against access control policies. If the condition is satisfied, a smart contract

will return the corresponding records to the client.

5.5 Experiments
5.5.1 Experimental Setup

We developed the proposed system for safe ridesharing, which involves two pri-
mary parts interacting seamlessly: the verification module and the blockchain network.
The verification module is developed utilizing the Hyperledger Ursa library [44]. The
blockchain network is built on the Hyperledger Fabric v1.2 [42] with Kafka consensus
and tested using the Hyperledger Caliper benchmark tool [119]. We instantiate ten
clients for testing, including five drivers and five riders in the blockchain network. The
experiments are deployed and conducted on Ubuntu 18.04 operating system with 8GB
DDR4 memory and 2.8 GHz Intel i5-8400 processor.
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Figure 5.2: Workflow of the bidirectional and privacy-preserving authentication pro-
cedure in ridesharing.

5.5.2 Verification Module

The verification module provides instantiation, key generation, ZKP generation
and verification functionalities as shown in Fig. 5.3. These functionalities are developed
in Rust programming language [140]. The verification module will run in the following

four phases:

5.5.2.1 Instantiation Phase
This phase creates two client instances, including one rider and one driver. For
example, as shown in Fig. 5.3, the rider has the identity information state_id (secret

value: 8253057) and the driver has the identity information driver_license (secret

value: 9907184).
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wanxinli@wanxinli-ubuntu: ~/Workspaces/bi-zkp_ridesharing

File Edit View Search Terminal Help

H $ cargo run
bi-zkp_ridesharing v@.1.8 (/home/wanxinli/Workspaces/b
i-zkp_ridesharing)
dev [unoptimized + debuginfe] target(s) in 1.83s
‘target/debug/bi-zkp_ridesharing”

1. Instantiate the Rider and Driver:
==> Instantiate a rider with "state_id" 8253057;
==> Instantiate a driver with "driver_license" 9987184;

2. Key Generation:

==> Generate a key pair for "state_id" 8253857;
*running time: 57.426055ms;

==> Generate a key pair for "driver_license" 9907184;
*running time: 56.562591ms;

3. Zero-Knowledge Proof Generation:

-=> The rider generates ZKP for "state_id" 8253057;
*running time: 31.070999ms;

==> The driver generates ZKP for "driver_license" 9987184;
*running time: 29.425423ms;

4. Zero-Knowledge Proof Verification:

==> A peer node verifies ZKP for "state_id" 8253057;
*yerification = true;
*running time: 215.567844ms;

==> A peer node verifies ZKP for "driver_license" 9987184;
*yerification = true;
*running time: 213.433825ms;

Figure 5.3: Process of the verification module on Hyperledger Ursa.

5.5.2.2 Key Generation Phase
In this phase, the permission issuer generates key pair for the identity informa-
tion. We build the key pair generator based on the Hyperledger Ursa library, and call

the ProKey and VerKey functions to generate prover key and verifier key, respectively:

let generator = Generator::new().unwrapQ);
let prover_key = ProKey::new() .unwrap();
let verifier_key = VerKey::new(&generator,

&sign_key) .unwrap() ;

The results show that the average running time for generating a key pair including a

prover key and a verifier key is 57 ms.

5.5.2.3 ZKP Generation Phase
In this phase, we hash clients’ identity information via the SHA256 algorithm
[31].  Then, each client calls the ProofGen function to generate a one-time zero-

knowledge proof, which takes the prover key and the hashed identity information as
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inputs:

let proof = ProofGen(identity.as_slice(),

&prover_key) .unwrap() ;

Our results indicate that the average running time for the proof generation phase is 30

ms.

Proof Length. The generated proof contains three elements on an elliptic curve.
For example, as shown in Fig. 5.4, the proof of hashed 8253057 from state_id is a
combination of three points from an elliptic curve denoted in hexadecimal format. The
generated proofs are only 198 bits long, which are shorter in comparison to the RSA

algorithm (1024 bits) and the DSA algorithm (320 bits) [141].

proof = point: {[1, O7C5B6EDDDESBEA6BC192DE2AA32FCBC935E6
B115DEBDC7586CAE6831BEAEZF4]; [1, OB57A351F961F950D68D6C6
BAEAB550438CFC751B149AD38B7B6BASFD2FALE7S]; [2, 095E45DDF
#17D05FB10933FFC63D474548B7FFFF7888802FO7FFFFFF7DO7ABAB]}

Figure 5.4: Example of one resulting proof from the ZKP generation phase.

5.5.2.4 ZKP Verification Phase

In the final phase, the zero-knowledge proofs for the identities of both rider
and driver will be verified by a random peer node from the blockchain network. The
verification function ProofVer takes the proof, the hashed identity information, the
verifier key and the corresponding generator as inputs, and verify the proof based on

the elliptic curve bilinear pairing:

let result = ProofVer($proof,
identity.as_slice(),
$verifier_key, $generator)

.unwrap() ;
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Based on the observation, it takes only 214 ms on average to verify each zero-knowledge
proof. Consequently, the verification module atop the blockchain network can authen-
ticate clients’ identities anonymously and notify the result to both parties before the

trip starts.

5.5.3 Permissioned Blockchain

Hyperledger Fabric is a modular and open-source framework for creating per-
missioned blockchain systems. There are four programmable Fabric portions that are
used to build our blockchain system, including the model file (.cto) that defines the
data structures in the network, the script file (.js) that defines the smart contracts,
the access control list (.acl) that deploys the access control policies, and the query file
(.qry) where the query operations are written. In our blockchain network, the data

structure of Trip asset on the ledger is defined as follows:

type Trip struct {

TripID string ‘json:"tripID"’
TripTime string ‘json:"tripTime"’
Driver string ‘json:"driver"’
Rider string ‘json:"rider"’
Origin string ‘json:"origin"’

Destination string ‘json:"destination"’

Price string ‘json:"price"’

Additionally, as displayed in Fig. 5.5, the developed system includes a web
interface for clients to connect to the blockchain network. The traffic management
authority (e.g., DMV) serves as the administrator to manage user certificates for the
other clients including riders and drivers. As a consequence, each client can have an

ID registry for interacting with the blockchain network.
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Figure 5.5: Blockchain-based ridesharing network login window for client users.

5.5.3.1 Smart Contracts

We define smart contracts to provide users the ability to save and retrieve their
personal trip records. We define the smart contract functions Save Trip and Retrieve
Trip in Algorithms 16 and 17, respectively, and implement them in Chaincode [142].

The Save Trip contract in Algorithm 16 takes input variables tripID, tripTime,
driver, rider, origin, destination and price, and outputs the transaction_id
or the associated error. During execution, the contract: (1) first checks for a duplicate
tripID, after which the input data is saved into a record variable if no duplicate is
found; (2) next, the json.Marshal function, included in the JSON package, is used
to encode the data in JSON format and store the result in variable tripJSON, and
any error during execution is stored in the error variable; (3) if there is no error, the
PutState method, provided by the Hyperledger Fabric SDK [143], is used to commit
the data record to the ledger; (4) and at the same time, the associated blockchain
transaction_id is returned to the client. The transaction_id is the unique trans-
action identifier within our blockchain network, distinct from the tripID data field

within the smart contract, which is generated by the peer nodes and assigned during
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Algorithm 16: Smart Contract - Save Trip
Input : tripID, tripTime, driver, rider, origin, destination, price
Output: transaction_id or error

1 if tripID exists then

2 ‘ return error ; // check for duplicate record

3 else

4 record := Trip{tripID, tripTime, driver, rider, origin, destination,
price} ; // store input in variable

5 tripJSON, error := json.Marshal(record) ;  // encode data in JSON
format

6 if error I= null then

7 ‘ return error ; // check for encoding error

8 else

9 transaction_id := PutState(tripID,tripJSON) ; // return and

commit the trip record to the ledger in JSON format

10 return transaction_id ;

11 end

12 end

the transaction validation and consensus process. The user can use the transaction_id
to verify the status of the submitted transaction, but he/she can only retrieve the ac-
tual data by executing the Retrieve Trip smart contract and satisfying the defined
access control policies.

In algorithm 17, the Retrieve Trip smart contract takes the tripID as the
input variable and outputs either the trip_record having tripID or an error. The
execution steps of the smart contract are as follows: (1) first the GetState method from
the Hyperledger Fabric SDK is called using the tripID as input and, if successful, the
resulting JSON record will be stored in the variable tripJSON; (2) next, the contract
checks if the GetState method returned an error, and if so we return it to the client;
(3) if there is no error, we call the json.Unmarshal function to decode the JSON data
and store the decoded record in variable trip_record; (4) lastly, the contract checks
if the json.Unmarshall function returned an error, returning it if so, and otherwise,

returning the successfully retrieved and decoded record.
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Algorithm 17: Smart Contract - Retrieve Trip

Input : tripID

Output: trip_record or error

tripJSON, error := GetState(tripID) ; // retrieve the trip record
with tripID

2 if error = null then

3 ‘ return error ;

4 else

5

6

jumy

var trip_record ;
error := json.Unmarshall(tripJSON, &trip_record) ; // retrieve the
data from the JSON and store in the variable record

7 if error != null then
8 ‘ return error ;
9 else
10 ‘ return trip_record ;
11 end
12 end

If a client needs to retrieve a personal trip record, he/she will submit a transac-
tion request by entering the tripID. After receiving the request, the blockchain system
will return the names of both rider and driver, time, origin, destination and price of
the trip as shown in Fig. 5.6. Simultaneously, the blockchain network will permanently
record this retrieval event as an access log, including the event ID and the timestamp.
In contrast to a public blockchain network, a user is not allowed to access others’ trans-
actions due to the access control policies in our proposed system. For instance, if an
attacker attempts to retrieve another user’s transaction records, the blockchain system

will be able to reject this request and return an error message.

5.6 Performance Evaluation

In this section, we analyze the performance of both the verification module
and the blockchain network. To measure the ZKP-based verification protocol’s perfor-
mance, we run experiments to investigate the effects of varying the length and number
of the secret messages. In order to quantify the performance of our proposed blockchain

network, we use the Hyperledger Caliper tool and conduct a series of benchmark tests
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Figure 5.6: A client can retrieve personal trip record from the distributed ledger in
the permissioned blockchain network.

with varying transaction send rates and endorsement policies. We define the bench-

mark factors used in our experiments in the following way:

e Transaction Send Rate: It measures the number of new transactions as input
to the blockchain network per second. This is a critical consideration for stress

testing the network.

e Endorsement Policy: It represents the set of peer nodes in a Hyperledger Fabric
network that must execute Chaincode and agree on the validity of a transaction

before the updates can be committed to the ledger.

5.6.1 Verification Protocol

In our experiments, the default length of the secret message m (e.g., state_id
or driver_license) is a 7 character long string. We first conducted experiments
with varying secret lengths of 10, 100, and 1,000 characters and compare the results
with respect to the running time of the verification protocol under each length. As
shown in Fig. 5.7, the key generation, ZKP generation and ZKP verification times

are constant, even when varying the secret length. This is because our ZKP-based
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verification protocol hashes the secret message m to a fixed-length value of size 256-

bits, by leveraging the SHA256 algorithm [31], before the proof is generated.
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Figure 5.7: Comparison of key generation, ZKP generation and ZKP verification
average running times among different secret message lengths.

Consequently, the results show that key generation, ZKP generation and ZKP
verification times are independent of the length of the secret message. This property
provides our scheme the flexibility for verifying a myriad of secret messages (e.g., social
security number and government identification number) without hindering performance
or security. Verifying a proof requires more time when compared to proof generation
because verifying the proof necessitates computing two pairings on the elliptic curve
(Algorithm 15).

We then analyze the performance of the ZKP-based verification protocol by
increasing the number of secret messages into a larger scale. Fig. 5.8 shows the total
key generation, ZKP generation and ZKP verification times by changing the number
of secret messages from 1 to 10, 100, 1,000 and 10,000. As a result, the proposed
verification protocol is efficient and able to handle 10,000 secret messages in 5 minutes

at the prover (rider or driver) level and 36 minutes at the verifier (peer node) level.
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Figure 5.8: The relationship between total running time and the number of secret
messages from key generation, ZKP generation and ZKP verification
phases.

5.6.2 Transaction Throughput

The transaction throughput measures the flow rate of processed transactions,
in the unit of transactions per second (tps), through the blockchain network. As
indicated in Fig. 5.9, when increasing the transaction send rate, the average transaction
throughput will increase at the start and then hit peaks at 27 tps, 17 tps, and 15 tps
under 1-of-any, 2-of-any, and 3-of-any endorsement policies, respectively.
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Figure 5.9: The relationship between average transaction throughput and
transaction send rate according to different Hyperledger Fabric endorse-
ment policies.
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The option of endorsement policy will affect the transaction throughput. For
instance, as shown in Fig. 5.10, with a fixed transaction send rate at 20 tps, the average
transaction throughput will decrease by increasing the number of endorsing peers. This
is because the complexity of the endorsement process is increased by more endorsing
peers. In addition, we conduct tests to record the minimum, average, and maximum
transaction throughputs. The results show that the difference between the minimum
and maximum transaction throughputs is relatively small under different endorsement
policies.
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Figure 5.10: Comparison of minimum, average and maximum transaction through-
puts among different Hyperledger Fabric endorsement policy based on
a fixed transaction send rate of 20 tps.

5.6.3 Transaction Latency

The transaction latency measures the end-to-end processing time of a blockchain
transaction over the course of its lifetime, from initial submission until the final results
are committed to the ledger. Illustrated in Fig. 5.11, the average transaction latency
increases significantly under the 2-of-any and 3-of-any endorsement policies as the
transaction send rate is raised. That being said, the observed average transaction
latency does not fluctuate under a 1-of-any endorsement policy, remaining at a constant

0.5 seconds, given the transaction send rate does not exceed 30 tps. However, if the
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transaction send rate exceeds 30 tps, the observed average latency will also increase
under a 1-of-any endorsement policy, albeit at a significantly slower rate than the 2-
of-any and 3-of-any policies. These differences can be explained by the complexity of
a given endorsement policy: the 2-of-any and 3-of-any policies are significantly more

complex than a 1-of-any policy and require additional overhead for communication and

computation.
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Figure 5.11: The relationship between average transaction latency and
transaction send rate according to different Hyperledger Fabric endorse-
ment policies.

Besides, the chosen endorsement policy can have a significant impact on the
transaction latency. For example, as shown in Fig. 5.12, if the transaction send rate
is fixed at 20 tps, an increase in the number of endorsing peers will also result in
an increase in transaction latency. Moreover, we conduct multiple rounds of tests to
record the minimum, average, and maximum transaction latencies. Our results show
that the difference between the minimum and maximum transaction latencies will also

increase when increasing the number of endorsing peers.

5.6.4 Success Rate
In the context of a blockchain network, the success rate indicates what portion of
the transactions have been successfully processed and committed to the ledger during

a given test cycle. There are many reasons a transaction might fail, including network
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Figure 5.12: Comparison of minimum, average and maximum transaction latencies
among different Hyperledger Fabric endorsement policy based on a fixed
transaction send rate of 20 tps.

time-outs, poor configurations, smart contract bugs or malicious actors. Throughout
all of our experiments, regardless of the varying send rates or chosen endorsement

policy, our blockchain network achieved a 100% success rate.

5.6.5 Resource Consumption

Throughout our experiments, we collected data on consensus peers’ resource
consumption across 1-of-any, 2-of-any, and 3-of-any endorsement policies. The results
are summarized in Table 5.1. The results show that our design uses low resources
and has suitable network traffic demand for real-world applications across various loT
devices. When increasing the endorsement process’s complexity, more messages must
be sent to reach a consensus, which accounts for the increased traffic under the 3-of-any

policy compared to the others.

5.7 Conclusion

This chapter addresses the safety problem of user impersonation in existing
ridesharing services by proposing a blockchain-based and zero-knowledge approach to
secure, privacy-preserving and bidirectional identity verification of ridesharing clients.

Our proposed design enables safe identity verification without requiring the sharing
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Table 5.1: Resource Consumption in Ridesharing Network

Endorsement | Peer | Memory | CPU | Traffic In | Traffic Out
1-of-any peerl | 203.2MB | 15.17% | 859.3KB | 883.4KB
peerl | 211.5MB | 12.46% | 979.2KB | 907.2KB
peer2 | 243.5MB | 13.24% | 967.9KB | 571.8KB
peerl | 205.7MB | 11.39% | 1.1MB 880.1KB
3-of-any peer2 | 244.5MB | 11.26% | 1.1MB 548.5KB
peer3 | 223.4MB | 12.13% 1.1MB 549.1KB

2-of-any

of confidential information between untrusted parties while also meeting the low la-
tency and non-resource-intensive requirements of the ridesharing environments. Access
control policies are also proposed, enabling clients to manage what entities can access
their trip records on the ledger. We develop the proposed system and perform ex-
tensive experiments to evaluate its performance under different settings. Our results
demonstrate that the proposed blockchain architecture, deployed on Hyperledger Fab-
ric, offers high transaction throughput with low latency. Meanwhile, the proposed
ZKP-based verification protocol can perform identity verification at the millisecond
level, making our design suitable for use in real-world ridesharing applications. For
future work, we plan to investigate the design of two-sided and dynamic mechanisms
for matching and pricing, which will work in conjunction with our identity verification

system.
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Chapter 6

CONCLUSIONS AND FUTURE RESEARCH

Blockchain-inspired information sharing systems proposed in this dissertation
and their extensions provide a more secure, robust and scalable alternative to ex-
isting private network solutions and can support a wide array of applications. The
modular structured design enables the addition of new functionalities in the evolving
transportation landscape. In addition, the proposed blockchain-inspired information
sharing systems have the potential to enable innovative mobility services and transform
the currently disjointed transportation services into privacy-preserving, collaborative,
and information-enriched services. For example, transportation organizations such as
state DOTs, TMCs, fleet operators, and ride-sharing organizations, among others,
can leverage the secure and privacy-preserving information sharing systems to make
information-enriched decisions while preserving the privacy of users’ data. On the other
hand, mobility service users can benefit from increased security, improved safety, and
advancements in mobility services resulting from this paradigm shift in information
sharing.

More specificaly, this dissertation contributes to the advancement of privacy-
preserving in blockchain consensus (Chapter 2), provides blockchain-inspired informa-
tion sharing systems for traffic operators (Chapter 3), and address the security and

privacy issues for autonomous truck fleets (Chapter 4) and ridesharing users (Chapter

5).
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6.1 Summary
6.1.1 ZK-BFT: A Zero-knowledge and Byzantine Fault Tolerant Consensus
for Permissioned Blockchain Networks

Consensus algorithms perform an essential role in blockchains and directly im-
pact their performance. During consensus processing, nodes need to validate and order
the pending transactions into a new block, which requires verifying the application-
specific data encapsulated within a transaction. This exposes the underlying data to
the consensus nodes, presenting privacy concerns. Existing consensus algorithms were
designed to ensure network security and performance goals, however limited attention
has been paid to protecting the data privacy directly within the consensus layer. In
this study, we propose ZK-BFT, a zero-knowledge and Byzantine fault tolerant consen-
sus algorithm for permissioned blockchain networks. ZK-BFT can verify transactions
without revealing the original information to consensus nodes, providing the consen-
sus layer with inherent data privacy while still ensuring Byzantine fault tolerance to
the network. We conducted experiments utilizing the Hyperledger Ursa cryptographic
library and showcased ZK-BFT transaction flow on the Hyperledger Fabric permis-
sioned blockchain. The results show promise for integrating ZK-BFT into existing
permissioned blockchain systems requiring privacy-by-design and Byzantine fault tol-

erance features.

6.1.2 Privacy-Preserving Traffic Management: A Blockchain and Zero-
Knowledge Proof Inspired Approach

Incorporation of connected vehicle (CV) data into real-time traffic management
systems presents a host of new challenges resulting from the current lack of data in-
tegrity and data privacy in traffic networks. Over the past few years, blockchain tech-
nologies have been inspiring extensive innovations in the transportation field. However,
due to the transparency property, sensitive data stored on the blockchain would be
accessible to anyone, resulting in a lack of privacy. In this study, we propose a decen-

tralized and location-aware architecture to address the data integrity along with the
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privacy-preserving issues in blockchain-based traffic management systems. Our pro-
posed architecture integrates with permissioned and modular blockchain network and
non-interactive zero-knowledge range proof (ZKRP) protocol. We develop the proto-
type system on the Hyperledger Fabric platform and Hyperledger Ursa cryptographic
library. The performance results show that our approach is effective and feasible for

real-time traffic management while preserving the data privacy requirements.

6.1.3 Aggregated Zero-knowledge Proof and Blockchain-Empowered Au-
thentication for Autonomous Truck Platooning

Platooning technologies enable trucks to drive cooperatively and automatically,
providing benefits including less fuel consumption, greater road capacity and safety.
In order to establish trust during dynamic platooning formation, ensure vehicular data
integrity, and guard platoons against potential attackers in mixed fleet environments,
it is pivotal to verify any given vehicle’s identity information before granting it access
to join a platoon. Besides, truck owners may be reluctant to disclose private vehicu-
lar information which can reveal their business data to untrusted third parties due to
privacy concerns. To address these issues, this is the first study to propose an aggre-
gated zero-knowledge proof and blockchain-empowered system for privacy-preserving
identity verification in truck platooning. We provide the correctness proof and the secu-
rity analysis of our proposed authentication scheme, highlighting its increased security
and fast performance. The platooning formation procedure is re-designed to seam-
lessly incorporate the proposed authentication scheme, including the “1st catch-up”
and “cooperative driving” steps. The blockchain performs the role of verifier within
the authentication scheme and stores platooning records on its digital ledger to guar-
antee data immutability and integrity. In addition, the proposed programmable access
control policies enable truck companies to define who is allowed to access their platoon
records. We prototype the proposed system and perform benchmark tests on the Hy-
perledger platform to quantify the end-to-end authentication time during platooning

formation. The experimental results demonstrate the feasibility of our design for use
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in real-world truck platooning.

6.1.4 Blockchain-enabled Bidirectional and Privacy-preserving Authenti-
cation for Safe Ridesharing

Ridesharing and on-demand mobility systems offer societal benefits that include
reduced traffic, lower parking demand and less environmental impact from vehicle us-
age. With about 130% growth in e-hailing fares every year since 2013, there are
growing safety concerns for ridesharing users. Specifically, the problem of user im-
personation has compromised the safety of both riders and drivers, sometimes ending
in fatal tragedy. To address the safety concerns resulting from user impersonation,
this study proposes a blockchain-based and zero-knowledge approach for decentralized
and privacy-preserving identity verification in ridesharing. The proposed permissioned
blockchain facilitates our privacy-aware verification scheme and provides fine-grained
access control policies to protect on-chain trip records. We developed the proposed
system on the Hyperledger Fabric platform, with Chaincode smart contracts and Hy-
perledger Ursa cryptographic library. To measure the performance of the system, we
conduct extensive experiments utilizing the Hyperledger Caliper benchmark tool. Our
results show that the zero-knowledge proof module can perform the privacy-preserving
identity verification at the millisecond level while the blockchain network offers low la-
tency and high throughput for transactions. The non-resource-intensive authentication
scheme and the proposed secure-by-design blockchain with access control policies make

the proposed approach fitting for application in real-world ridesharing environments.

6.2 Future Research Directions
We believe that this dissertation will encourage new research work in the area
of blockchain-enabled transportation systems. The following are immediate research

opportunities and promising directions that can be pursued following our work.
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6.2.1 Blockchain-enabled Federated Learning for Traffic Prediction

Traffic prediction is becoming increasingly important in recent years due to its
fundamental role in alleviating traffic congestion and associated negative impacts (e.g.,
unreliable travel times, increased fuel consumption, environmental impacts). Federated
learning (FL), where a deep learning model is collaboratively trained by multiple par-
ticipants without exposing the underlying data, has been investigated recently as a
way to enable efficient and decentralized knowledge sharing for various applications.
The system controller for any FL approach is an important design decision that can
directly impact the latency, throughput and reliability of the entire system. Blockchain
is a novel decentralized network technology which can provide benefits of reliability,
security and integrity for all stored data in comparison to centralized storage alterna-
tives such as cloud service providers. Together, permissioned blockchain and FL can
provide a novel way to train new traffic prediction models, with additional benefits of
being dynamic, privacy-preserving, decentralized and low-latency in comparison with
the existing, centralized model training approaches. We conducted a comprehensive
and critical review of the current state-of-the-art at the intersection of traffic predic-
tion and artificial intelligence, which is recently under the second round review in the
Transportation Research Part C: Emerging Technologies [144]. Another paper report-
ing our findings has been accepted in the IEEE/ACM International Symposium on
Cluster, Cloud and Internet Computing (CCGrid 2022) [145].

6.2.2 Security and Privacy of Connected Mobility

The emerging connected mobility paradigm is reshaping the ways people interact
with the world. By seamlessly connecting users, vehicles, and services over the inter-
net, connectivity opens up new opportunities to develop and improve traffic flow and
operations, which makes mobility safer, more efficient, and more convenient. By 2025,

it is estimated that there will be 470 million connected vehicles on highways around
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the world !. Meanwhile, connected mobility brings many unique security and privacy
challenges. For example, lack of security and privacy in vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I) communications will increase the risk of sensitive infor-
mation leaking while the data is collected and transmitted to the traffic management
center or even the whole vehicular network. For this concern, we plan to investigate
specific connected mobility scenarios to identify unique security and privacy threats
and corresponding resource constraints and develop practical security and privacy so-

lutions.

6.2.3 Decentralized Pricing Mechanism for Mobility Service

Rapid advances in Mobility as a Service (MaaS) and users’ on-demand needs
have contributed to the growing popularity of online ridesharing platforms such as
Uber. Online ridesharing platforms provide advantages including mitigating geograph-
ical barriers, allocating resources more efficiently and creating new businesses and jobs.
Nevertheless, existing mobility services are centralized and depend on third-party in-
termediaries for transaction settlement. Besides, centralized service providers could
raise users’ concerns regarding data integrity, security, transparency, and traceability.
To tackle these challenges, I seek to extend my past research on blockchain technologies
to develop a decentralized framework that can transform the pricing process based on
auction mechanisms and smart contracts, eliminating intermediaries between drivers

and passengers, ensuring transparency and reducing transaction costs.

U https://www2.deloitte.com/us/en/pages/advisory /articles /connected-vehicles-shift-
an-industry.html
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