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ABSTRACT

As the growth of technology has tremendously increased in recent decade,
especially in the area of internet technology, majority of services used by the people in
their day to day activities has now become automatic and therefore pushed to the
internet to be more conveniently accessible to the users, anytime anywhere. However
every innovation comes with its side effects, therefore talking about innovations in the
area of internet technology, they also come with a price. Since now majority of
services are offered online, they have become more vulnerable to the cyber-attacks.
The number of online services offered has direct impact on internet cyber-attacks, i.e.
more and more information/services go online, they become more prone to the Internet
cyber-attacks [17]

This research was initially focused on a study of the encryption methods, such
as public and symmetric key encryption, used by a new category of online service
providers (e.g. Mega, Tresorit, Wuala, and SpiderOak) to offer end customer secure
encrypted cloud data storage to end customers. To keep a users’ data secure requires
maintaining confidentiality of the data is both at rest and in transit. Some of these
providers provided client-side encryption where the encryption is done in the end
users machine, but most of them used server-side encryption to allow for faster, but
less secure encryption.

The direction of this research changed due to two factors. First, as some of the
providers security mechanisms were being investigated, it became clear that some of
the basic account establishment and authentication schemes were quite weak and thus
even the best data confidentiality mechanisms (e.g. encryption) would not ultimately

have much effect securing the users’ data. Second, a series of high profile public
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breaches of other service providers’ authentication and password recovery
mechanisms were also found to be quite weak and subject to brute force[ 18] and other
types of attacks. Examples include breaches of celebrity Twitter and YouTube
accounts[19][20][21]. An expanded review of authentication mechanisms of other
online service provides beyond secure cloud storage found a wide range of practices,
from very secure to insecure. Hence, the target of this research was re-focused on
better understanding the common user authentication processes of online service
providers in order to better clarify which mechanisms might be considered best
practice.

Many current online user authentication practices and mechanisms used by
online service providers were surveyed. Providers included a wide range of services
including social networking, email, and e-commerce sites. The research shows that
even though it is obvious that some of the best practices should be incorporated in the
user authentication process to shield the service from major cyber-attacks like brute
force and Denial of Service (DOS), there are many online services which don’t
implement those, making their users more vulnerable to cyber-attacks. This research
highlights precisely the best practices that should be used by online services to best
secure their online user authentication. Additionally, several suggested new best

practices are suggested which can provide additional security for users’ accounts.



Chapter 1

OVERVIEW

One of the major challenges the internet is facing today is cyber-attacks. As
discussed in previous section that majority of services are now available online to the
users for their convenience, it is increasing the risk of cyber-attacks as well. Providers
compete with each other to provide best experience to the users, thus increasingly
moving online, but the dark side of this scenario is that as more and more services go
online, they become more prone to the Internet cyber-attacks. For example, there was
time when, if users want to back-up data or store data, they used various storage
devices such as CDs, DVDs, or FLASH drives but the problem was that they can’t
access their data globally. And if they lost their physical storage device, and since
there is no likely security on the storage device, whoever finds it can see the user’s
data residing on the device. These and other issues gave rise to the very popular
online service known as cloud storage service, which is provided by many of large
Internet service providers. Now the good news for the users is they can access their
data in any part of the world — conditioned that the access Internet is available, but the
bad news is - is my data safe in cloud? In addition to cloud storage services, there are
services providing social networking online, banking services, online shopping
services, € commerce and many more, which uses personal and confidential data that

has to be protected when stored and used over Internet.



This research was initially focused on the encryption mechanisms used by
various online services which store the private information of users and the data
uploaded by those users into online storage containers (cloud storage). The way in
which the complete confidentiality and security of the data is ensured involves the
basic two steps of the encryption mechanism used as a general convention - protecting
data when it travels from/to the user’s computer (client) and protecting data when it
has completed its way to the storage database and finally is going to reside in the
service provider’s database (server). The former step is known as encrypting data “in
flight” and later is known as encrypting data “at rest”. The security of data in flight is
ensured by using TLS/SSL/HTTPS (Transport Layer Security/Secure Socket
Layer/Hypertext Transfer Protocol Secure) [22][23][24] protocols which encrypts the
transport layer/communication channel between the client and the server, hence the
data is no longer available in clear text for the people who might be snooping on the
wire. Similarly, the data at rest is secured by encrypting it with industry grade
standards of encryption, usually a symmetric key encryption such as the Advanced
Encryption Standard (AES) [25] or possibly a public key encryption algorithm, which
encrypts the data resting on the server database, so that the user’s data can neither can
be seen by the people working for that service provider nor available to the people
(hackers) who might try to compromised that server. As the research progressed and
these encryption schemes were explored, a more vulnerable aspect of these online
service providers came into picture and that is - the initial or the first step of the
service, user authentication. A superficial look at some providers practices revealed
that the user authentication provided by various online service providers is not

foolproof or highly secure and thus would allow unauthorized data access which



results in a data breach affecting the integrity and confidentiality of the users of that
service, even if the service has the best mechanisms of encryption to protect the data.
Hence, the target of this research was re-focused on better understanding the common
user authentication processes of online service providers in order to better clarify
which mechanisms might be considered best practice.

User Authentication [12] is the process of verifying the authenticity of the
person who is trying to access an online service to know whether he/she is the
legitimate user or not. This is the most crucial and important step to maintain the
confidentiality, security and integrity of the account as well as the information it holds
belonging to the legitimate account owner. It involves a series of online steps,
designed and implemented by the service provider, which the user has to go through to
make sure that the service accounts do not get compromised. The main step for the
user authentication involves getting information from the owners that only they know
such as usernames and passwords. Most of the online service providers rely only on
this step to prove the identity of the user, which can be exploited by the malicious
users (as we will see how in the following section) to hack into the account if proper
best practices are not adopted for this step. For more stringent security, it is usually
considered best practice to use Two Factor Authentication (2FA) [26] which involves
the step of a further verification of the user identity by asking for the proof that only
the legitimate user can own such as verification using devices such as cell phones or
personal email addresses etc. This makes more difficult for the attacker to break into
the accounts even if they have the user’s credentials. The aim of this thesis is to focus
on the externally visible aspects of the user authentication process, such as minimum

number of password characters, common strings check on password etc., and not the



hidden aspects, such as whether passwords are salted, hashed etc., used by various
online service providers, explore different kind of authentication techniques currently
in use, and based on this survey, that suggesting some best practices that should be
used to protect the integrity, confidentiality and security of the accounts (i.e. security
concerns involved in online user authentication)

Vulnerability in a service is not just confined to user authentication using one
or two factor authentication, but also how the overall service is protected from the
third party intervention. More detailed research showed that there are three major
areas where the fool proof security practices are needed in authentication. The first
one is described in the introduction, is the process that the provider uses to help the
user select a safe password. Two additional areas are introduced and detailed where
the user’s authenticity and the account can be further exploited, (1) practices to stop
unlimited bad password attempts at guessing a user’s password, also known as brute
forcing, and (2) the method deployed for “password recovery”, the process a user
takes to reset their password if it is forgotten. These three activities are the doors, or
what are called “attack vectors”, used to break into user accounts, and hence securing
all these three steps plays an important role in securing the confidentiality and
integrity of the users of the online services. Different techniques are employed by
different service providers to make their services secure, but unfortunately they still, in
this day and do not always implement some of the best practices which can make these
services much more secure. This thesis is based on survey research done on well-
known online service providers such as cloud storage services, social networking

online services and e-commerce services. Some of the vulnerabilities they have are



discussed which arise from not implementing best security practices seen across the
industry.

In early 1995, there was a revolution in Internet security with the invention of
SSL (Secure Socket Layer) protocol [23], which works between the Application layer
and Transport layer of the Internet Protocol suite. It was invented by Netscape in early
1995 to provide confidentiality while data was in motion. After SSL was invented,
couple of improved versions of SSL was released and then TLS (Transport Layer
Security) protocol came into existence. Standardized by the IETF (Internet
Engineering Task Force), it provided tougher security, authentication, privacy and
integrity for client-server applications. SSL/TLS are the cipher-suites of protocols
needed for the encryption of the data on wire. Encryption of data while it is in transit
is equally important as the encryption of data at rest. This eliminates the risk of loss of
integrity and privacy of data by the hackers snooping and/or modifying data the on
wire. Especially for login purposes, where the usernames and passwords are sent over
the wire to the server for the user authentication, SSL/TLS plays a vital role in
preventing the attacker getting credentials from wire. These protocols have been in
existence from 1995, but even today date there are many sites which don’t implement
these application security protocols, keeping the account holders security at risk. It
seemed pretty obvious in this day and age that nobody uses a channel, not encrypted
with SSL/TLS, for getting their users credentials and for other private data but
consider the case of match.com, am America’s online dating service that had
implemented SSL/TLS but as some point allowed the site to drop the encryption
requirements for several months [13]. Now, one could argue this is more an issue of

systems configuration control [27], but even when implementing best practices it is



critical to continue to audit your implementation to ensure intended best practices
continue to be used. With this example, it is worth mentioning that use of TLS/SSL
for the security of data in transit should be incorporated as one of the best practices in
the online user authentication mechanism and we strongly recommend to use TLS for
encrypting the data in transit because no matter how perfect is the password selection
or password recovery mechanism are of an online service, but if there’s no encryption

in transit (TLS), all the other best practices are of little use.



Chapter 2

COMMON ATTACKS

2.1 Motivation

Today, cyber security has become a prime focus of almost every nation and the
reason is quite obvious. As the technology world is growing day by day, more data
and services are pushed on to the Internet to reduce effort and to make the services
provided more “user friendly”, and hence it should not be wrong to say that today the
Internet has become “Internet of everything” [28]. But as these Internet services are
growing, it is introducing risks into all kinds of data and the things which are available
on the Internet. Since if the data is available to you that mean it is potentially available
to everyone who uses Internet, but the thing which separates it to be used by only you
(who is the owner or another authorized person) and not available to everybody on
Internet is the user authentication process. Hence it is very crucial to implement the
user authentication correctly and securely to make sure that the information should not
land up in someone else’s hands that are not authorized to see or use it.

Cybersecurity has become such a vast topic that there are now almost
unlimited areas of research in the field. The motivation behind this specific research
was triggered by some recent activities that involved hacking of some celebrity
Twitter and YouTube accounts [1]. In addition, there have been other attacks in the
past which showed serious security flaws in the service providers making them

vulnerable to the attacks [29]. Normally, that these flaws only become known come



after a successful attacked which becomes known to the public or the media. Some
real world incidents include the hacking of the website and Twitter page of WBOC
[2], the hack and attempted extortion of Sony Pictures [3], the hack of the website of
the Albuquerque Journal [4]. These data breaches again challenged the safety the
some security practices which were used by the associated service providers and may
still be in use by other service providers and forced a re-look at current security
methods in use today for securing and protecting data.

One of the major focuses of the attacks were seen to be the user authentication
mechanisms, so we started to look into the visible aspects of the user authentication
process beginning with the account creation for the new user, which includes practices
like checking of user selected password against common dictionary words, keyboard
patterns, top 10,000 passwords etc., password makeup and strength, and so on. The
other two most important visible aspects include password recovery steps used by the
service, and the types of action taken by the service when user enters bad credentials
more than maximum number of tries. And the overall authentication security of a
given provider depends on the security of the specific practices employed in these
three areas. There are another set of practices, those we call “invisible” aspects which
are not visible to a user or external researcher. These include password hashing and
salting mechanisms, and it is hard to know whether these methods are being used, or
even how safe the specific practice is. This thesis illustrates the techniques that are
currently in use and highlights the techniques that should be used to enforce strong
security and privacy of user’s data.

This paper attempts to identify precisely the best currently in use practices that

should be used by an online services to secure their online user authentication as well



as suggested several new best practices and illustrated those selections by showing
several interesting vulnerabilities found in while surveying some of the major online
service providers. The results showed that customer oriented services, which largely
depend upon the number of subscribed customers don’t want to lose their customers
just by having really lengthy and time consuming enrollment as the customer just
wants to create a new account, hence, often does not implementing some important
authentication steps. This suggests that there’s a tradeoffs between the customer
retention policies versus security best practices implemented by the online service
providers so that they do not lose their business by annoying customers by requiring
them to go through a long series of steps that may discourage the customers to open a
new account with the service and hence using that service, resulting less customers
subscribed in their service. Unfortunately, to securing their customers’ accounts they
need to implement those missed steps sooner or later, and as digital crime is growing
day by day. All the online services are at risk of an attack if they don’t keep pace with

current world’s current best security practices.

2.2 Common Attacks

When we talk about cybersecurity attacks, the list is never ending because the
word cybersecurity in itself covers a vast technology space consisting of many
specialized cyber security fields like forensics (packet, storage, memory, mobile
device, etc.), web application security, network security, service authentication,
cryptography, software security, and many more. It should be noted that the focus of
this paper is only on one of the specified cybersecurity areas, that is, best practices for

the user authentication in online service providers, hence the cyber-attacks described



in this section only covers the scope of the paper and are considered most common

attacks for the online user authentication.

2.2.1 Brute Force
A brute force attack is a type of cyber-attack in which attacker exhaustively
searches or checks many or all possible combination of passwords or keys against the
target, until the correct one is found. In general, in context of the paper, a brute force
attack consist of a list of all combinations of a character set, or top common passwords
which are checked against an online account that has weak password selection policies
and hence can be easily compromised by using this kind of attack. The only way to
make this attack more difficulty or near impossible to guess the correct password or
key, the number of valid keys should be increased by making use of all the
specifications included in section 4.1 of this paper. To illustrate the way how it works,
let presume that an online service is using all the best practices described in section
4.1.1 Minimum Password Requirements.
Let’s find out the number of combinations for generating a list of passwords
for the brute force attack on this online service:
1. Minimum Length Restriction: 8 (at least)!
2. Special Character Inclusion: ~20 (total)
3. Number Inclusion: 10

4. Upper&Lowercase Letter Inclusion: 26,26

I' As with all quantitative values in security, this value (8) will likely increase over
time as computer power increases with time. The value 8 is a reasonable value at this
point in time.

10



So the total number of combinations for a password of 8 characters in length
would be:

(8+20+10+26+26)*8 = 90"(8) =4 x 10*15 (approx.)

This is a very long list of passwords. If it takes Ims to check one password
(best case scenario), then to check this complete list against an account would take
126,839 years for a single computer. Even if considering that the attacker has a botnet
of 100 computers, then to try all these password combinations, it still would take 1268
years which is impractical for the human being to do that unless some advancements
are made by the technology which could make the processors faster. This example
shows how crucial it is for an online service provider to have a stringent password
selection mechanism to ensure security towards this kind of attack.

Now a days to same time and resources, attackers avoid checking all the
password combinations, and use intelligent password guessing, which means that
rather checking all the combinations (including password combinations that don’t
make any sense to humans and hard to remember), they build a list which includes
password combinations that could be more likely to be the right guess. Intelligent
password guessing shrinks down the list of password combinations for an exhaustive
brute force attack and more likely to work in majority of attacks. Therefore it is
strongly recommended to have lengthy passwords with all minimum password
requirements [3.1.1.1], so that even if the attacker is using intelligent password
guessing, it should be hard enough for them to build the intelligent passwords list from

the list of all the password combinations.
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2.2.2 Denial of Service (DOS)

Denial of Service, also known as DOS attack is normally thought of as an
attack where a significant services overload is directed at a specific service in hopes of
crashing the target servers or slowing them down so that a normal user cannot use the
service. This kind of attack and can produce worst results for the online commercial
services, dealing with online shopping where the provider could lose millions of
dollars if their website goes down or users are not able to access their accounts at the
peak hours of shopping.

A related DOS attack is one in which an attacker can prevent a specific user
from accessing their account. In this case a poor implementation might result in the
DOS attack on the users account preventing them from accessing their accounts. This
is one of the versions of DOS where the service is no longer be accessed to a user via
normal procedures of access and hence a temporary lock-out occurs on the users
accounts, however it does not mean that the service is altogether down, the users who
didn’t fall prey to this attack can access their account by the normal procedure. It is
not uncommon in the world of online service providers, where the users are
intentionally locked out of their accounts and hence no longer can access their
accounts. Online services can be DOS’ed, if they are using time-out mechanism on
their users account when the service encounters the maximum number of tries
available to the user to login. In that situation, to prevent malicious attacker brute
forcing the account, the service temporarily suspends the user account to slow down
the attacker. This is one of the practices implemented to secure the account. And we
consider it as one of the best practices, but only when it is implemented correctly,
leaving no scope of DOS. It is crucial that if the online service is implementing time-

out, it should have a proper, sophisticated algorithm to perform time out, taking into
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consideration all the aspects, hence allowing legitimate user to log into the account but
keeps out the attacker. Again DOS attack can occur in many ways and can take many
forms, but our discussion of DOS attack is limited to only online user authentication

mechanism, which is the scope of our paper.

2.2.3 Phishing Attack

Phishing attack is kind of cyber-attack in which user is convinced to provide
the credentials to an attacker. Unlike a conventional cyber-attack which tries to take
advantage of a vulnerability in software or hardware, this is an attack which attempts
to exploit a person, and this is often called social engineering [30]. In this attack, the
attacker works to gains the confidence of the victim and fools the victim into revealing
the credentials or other information to the attacker. Phishing attacks can be executed in
number of ways, but the most common way is spam emails. A spam email can be
constructed with malicious web URLSs in the body. The email could be constructed in
such a way that it appears to come from a legitimate source and then user is either
convinced or forced to click on the URL provided in the email body, as soon as user
clicks the URL, it becomes the victim to the phishing attack. With respect to our
interest in online user authentication, one of the phishing attacks could be where the
attacker can pretend to be a legitimate service provider and fool the users into logging
into their accounts, hence getting the credentials of the legitimate users of that online
service. This is frequently seen with email service providers. It is not a difficult job for
an attacker to build a web page with same look and feel as online service providers
with login option [8]. One of the important thing to avoid these kind of attacks is to be
alert, and the user should always check the URL of the web page in which they are

trying to login. If something is not right or correct on the web page or the URL seems
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not correct then user should refrain in providing any kind of information or clicking

any hyper-link on that web page.
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Chapter 3

SECURITY BEST PRACTICES SURVEY

As stated in prior sections that the main aim of this research is to identify and
describe industry best practices for online user authentication, it is important to catalog
and fully describe those best practices in some great detail. Comparing these practices
against a provider’s current practice should help further reduce the attack surface of
online service’s authentication scheme and make its users’ accounts less likely to be

breached. This section organizes and discusses these authentication best practices.

3.1 Category: Password Selection

3.1.1 Applicable To:
All online services who have a login account for their users to access their

service, for example:

e e-mail providers

e social media service providers

e e-commerce websites

e online banking services

o online money transaction services

e cloud storage services

e other online service providers
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3.1.1.1 Best Practice: Minimum Password Requirements

3.1.1.1.1 Minimum Length Restriction:

Definition: The passwords should be at least 82 characters or more in
length.

Discussion: This best practice should be adopted to protect the account of
the a user from being compromised by an attacker trying to exhaustively
guess the password of the account. The service should not allow a user to
propose a password less than 8 characters in length. This is an important
aspect for the security of the online service account’s users because it
significantly increases the number of combinations of all possible character
strings to be tried by an attacker, hence increasing the time and effort
needed of the attacker who is trying to guess the password with all possible
combinations. This security practice combined with other best practices in
this Password Selection will protect the account from being compromised
by an attacker who is trying to brute force the account, and it will become
near impossible to crack the user’s passwords.

Implementation: This best practice should be implemented at the time of
account creation for the service. When a new user is trying to create an
account for the online service, the service should not allow the user to
propose a password less than 8 characters in length. So, if the password

proposed by the user is less than 8 characters, the proposed password

2 As with all quantitative values in security, this value (8) will likely increase over
time as computer power increases with time. The value 8 is a reasonable value at this
point in time.
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3.1.1.1.2

should be rejected and the user should be asked to provide another
password. This practice should not be implemented standalone but with all
the other best practices mentioned in the Password Selection category.
Example: For many years the top users passwords contained short strings
like 123456, qwerty, mydog, love, brenda etc. which are very easy to guess
either exhaustively or when trying a list of commonly used passwords.

Attacks: Brute force

Special Character Inclusion:

Definition: The passwords should contain at least 13 special character?.
Discussion: This best practice should be adopted to make the passwords
too complex to be guessed or exhaustively tried. This reduces the number
of possible top common plain string passwords which can be tried by an
attacker to compromise the user’s account. Now the attacker may have to
build a new list of passwords satisfying this practice. Even the task of
building a list of passwords, to be tried while exhaustively brute forcing the
account, will get more difficult as now the attacker may have to replace the
common characters in the top common passwords list with the special
characters, like ‘a’ can be replaced by ‘@’ or ‘s’ can be replaced by ‘$’, but
the attacker then has to build the list with all the combinations of a single

simple string password with every special character that fits in, (like may

3 As mentioned before for password length, like all quantitative values in security, this
value (1) will likely increase over time as computer power increases with time. The
value 1 is a reasonable value at this point in time.

4 Here special character means one from the special character set:~!@$%"&*()-
+=/*;07U<>{}.
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be for ‘password’ he has to try : p@ssword, pa$$word or p@$$word) and
this will significantly increase the number of combinations of all possible
special character strings to be tried by an attacker, hence increasing the list
in size of an attacker who is trying to guess the password with all possible
combinations. It becomes even harder to guess the password when this best
practice is used with all the other best practices listed in the Password
Selection category.

Implementation: This best practice should be implemented when the user
is creating an account to access the online service. When a new user is
trying to create an account for the online service, the service provider
should not allow the user to select a new password which does not contain
any special character in it. So, if the password proposed by the user does
not have a special character, then, the proposed password should be
rejected and the user should be asked to provide another password which
should contain at least 1 special character in it.

Example: Recent activities [7] reveal that even today most of the people
use single English words as their passwords. A brute force attack on those
kinds of accounts will result in more than 50% cracked passwords when
using top common passwords list or dictionary list [30]. The top users
passwords contained strings like password123, butterfly, qwerty etc. which
do not contain any special character are very easy to guess when trying the
top common passwords.

Attacks: Brute force
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3.1.1.1.3 Number Inclusion:

Definition: The Passwords should contain 1° or more numeric characters
(0-9).

Discussion: The use of at least 1 numeric character increases the password
character set by 10 using the numbers (0-9) to make the passwords less
likely to be guessed. This best practice, even though not strong enough
when implemented stand alone, but when used together with other best
practices in the Password Selection category, can result in a strong
password which can be way too hard to be enumerated or guessed. It is
seen that users usually use the numbers which they can memorize easily,
such as the day, month or year in which they have born, or just a
consecutive sequence of numbers like 123 or 098, which either they
append after their simple password or use them stand alone. Adopting this
simple practice can easily allow their accounts to be hacked. For these kind
of passwords, it is still not easy to guess the passwords when appending
numbers, but for a specific target this kind of scheme may fall prey to the
attacker. A strong suggestion would be to use random string of numbers
with all other best practices in the Password Selection category, specially
not including the date of birth and sequential strings, which results in more
time for an attacker to guess the password if it contains a random string of
numbers. If the number string which is included in the password contains 3

numbers, so for the single password there will be 1000 possible

5> As mentioned before for password length, like all quantitative values in security, this
value (1) will likely increase over time as computer power increases with time. The
value 1 is a reasonable value at this point in time.

19



combinations of 3 digit number, hence increasing scope of the top common
passwords tested against the account. If more digits are used then the size
of top common passwords list will increase by a huge amount. Hence it is
always a good practice to use all the best practices together to protect the
users’ accounts from any kind of online attack.

Implementation: This best practice should be implemented when the user
is creating an account to access the online service. When a new user is
trying to create an account for the online service, the service provider
should not allow the user to create the password without having at least 1
number in it. So, if the password proposed by the user does not contain at
least 1 number (0-9) in it, then, the proposed password should be rejected
and the user should be asked to provide another password which should
contain at least 1 number (0-9) in it. Also the user should not be allowed to
select a new password which only contains sequential numbers such as
12345678 or 1212. This practice should not be implemented standalone but
with all the other best practices mentioned in the Password Selection
category.

Example: This is most common practice among others stated in the
Password Selection category which is currently in use by many online
services, but not all. The easy work around of this is users usually use their
date of births or sequence of numbers in their passwords which is not hard
to guess. Such poor passwords includes: passwOrd, 123456, 1212, 4444,
abc123 etc. Only using this best practice will results in weaker and easily

cracked passwords.
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e Attacks: Brute force

3.1.1.1.4 Upper & Lowercase Letter Inclusion:

e Definition: The password should contain at least 1¢ uppercase and 17
lowercase character.

e Discussion: Most of the online services assumes that when users create the
passwords, they are going to use the alphabetic character set, and hence
don’t apply a restriction that the password should contain at least 1 or more
upper and lower case characters which results in weak password and puts
the account owner at the risk of the hacking of their account. Therefore it is
necessary for the online services to strictly apply the rule of inclusion of
alphabetic characters in the passwords. More specifically the best practice
should be to force the users to include at least 1 uppercase character which
increases the number of possible combinations by a factor of 26 (now the
password will have at least 1 uppercase character). Further, by forcing
users to include a lowercase character as well, will increase the length of
the password created by the user as well as the combinations by again a
multiplying factor of 26. The benefit that a service provider will have by
adopting this best practice will be - now it will become very hard for an

attacker to crack the password, since the list which he might be using may

6 As mentioned before for password length, like all quantitative values in security, this
value (1) will likely increase over time as computer power increases with time. The
value 1 is a reasonable value at this point in time.

7 As mentioned before for password length, like all quantitative values in security, this
value (1) will likely increase over time as computer power increases with time. The
value 1 is a reasonable value at this point in time.

21



not contain passwords satisfying the required conditions and hence it
becomes difficult to recreate the complete list which includes the valid
passwords for the online service accounts.

Implementation: This best practice should be implemented when the user
is creating a new account to access the online service. When the user is
asked to provide a valid suitable password, he/she should not be allowed to
create the account with a password without containing any characters of
alphabets (both upper and lower character set). Hence, if the password
proposed by the user does not contain at least one upper and one lower case
alphabets (a-z, A-Z) in it, then, the proposed password should be rejected
and the user should be asked to provide another password which satisfies
the required condition to create a strong password. This practice should not
be implemented standalone but with all the other best practices mentioned
in the Password Selection category.

Example: When there are no restrictions on password creation for
including the alphabetic characters then the users end up generating the
accounts with simple passwords such as: 666666, 070707 etc. which are
easily guessable when tried against the top 1000 or the other top common
passwords lists available online. And hence the accounts with such simple
passwords get compromised.

Attacks: Brute force.

To show the serious consequences of not implementing the best practices for

guaranteeing strong passwords of users, following statement is a quote taken

from “The Wall Street Journal” soon after the iCloud photos breach:
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“Apple could have done more to make people aware of the dangers of
hackers trying to target their accounts or the importance of creating stronger
and safer passwords.” - Tim Cook [Apple’s CEO]

Unfortunately, Apple could have possible avoided or reduced the numbers of
breaches that they experienced if they had implemented best practices for
creating strong passwords.

The following image shows the use most of these best password selection
practices, which includes length restriction, number, special character and

upper/lowercase character inclusion:

OMB No. 3206-0005

Help
Select a username and password and enter them in the fields below, then click the "Submit”™ button to continue.
Your username must be a minimum of six characters with no spaces or special characters. It may contain letters and/or numbers and is not case specific.
Your password must be a minimum of eight characters and contain at least one character from three of the following four categories:
* Uppercase letters (A-Z)
* Lowercase letters (a-z)

* Numbers (0-9)
 Special Characters (#, @, S, %, & +, =% 2, { . [ 1. <> "

Username | |

Confirm Username [ I

Password [ I

Confirm Password l |

Figure 3.1: Minimum password requirements
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3.1.1.2 Best Practice: Disallow Common String

Definition: Online services should not allow common strings (e.g. English
words) as passwords, but should allow common substrings as a part of the
password.

Discussion: This is one of the most important best practices discussed in
the Password Selection category. As the definition suggests, there should
be a regressive check against common strings for the password suggested
by the user during account creation. This is important because the
passwords that most users commonly use are either well known or
common words which they can remember easily. This makes the
attacker’s job easier to crack the account’s password, especially if the
attacker knows enough about the person whose account he is trying to
break into. A very good example to illustrate this would be: if I am a pet
person (especially interested in dogs) and the attacker is following/stalking
me on my social media sites and if he is gathering every minute detail
about me then maybe he can easily guess my password by trying out every
single English word that relates to me (which I have ever tweeted or
included in my comments on Facebook etc.). For example: he could try
out my pet’s names, my favorite food or my favorite novel. But the point is
that the attacker would likely be able to break into my account if I have
used a simple password; more importantly if the online service has
allowed me to create a password of my own choosing without checking it
against the common English words, dictionary words and top common
passwords (we will see the characterization of the lists in ‘implementation’

more specifically). This makes the clear that the online service provider
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should check the passwords proposed by the users while creating an
account against the top common strings or dictionary words to make sure
that the users’ accounts are secure enough against any this simple type of
brute force attempt. On the contrary, the English words or common strings
should be allowed as a part of a pass phrase; “dog” alone should not be
allowed but “dog jumped off the wall” should be allowed as a password,
because it is more difficult to guess the pass phrase containing multiple
English words3.

¢ Implementation: When user tries to create an account for the online
service provider, the proposed password should be checked against
following checklist before approving the password for the users’ accounts
and if it does not satisfies any of the following conditions then the user
should not be allowed to create the account with that password and forced
to enter a new password.

1. Recent compilations of both old and recent common passwords
found in breach datasets. For example, top 1000 passwords
[Burnett66].

2. English and foreign words.

3. Common given names and surnames (English and non-English).

4. Any sub-string in the user's ID as well as the complete

username.

8 The total enumeration of a small number of common words used in a “pass phrase”
might also be easily enumerated. A best practice look at pass phrases is needed.
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5. Common keyboard sequences (e.g. "qwerty", "zaqxswcde",
etc.)
6. Old passwords of the users®.

e Example: For many years and even now many users’ passwords contain
simple English words such as butterfly, wizard, animal, football, etc. which
are easy to guess and crack if lists of commonly used passwords are
available. It is also easier to guess the passwords which contain their
username in it because the valid usernames list for specific online service is
easily available on the Internet, and when a particular user is targeted then
it is not hard to find the valid username of that person. Hence it is strongly
recommended for the online service providers to use this best practice to
protect their customers’ accounts from brute force attack.

Following image shows that the common strings are not allowed while
creating the account. The image is taken from an online account creation
screen. The account creation attempt was made with “qwerty” as the

password:

9 This check should never be implemented by storing old passwords in clear text.
Saving old passwords as salted hashes would be an acceptable implementation.
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Create your free account

Strength: Very Weak

Your password is easily guessed. Try making your password longer
Combine uppercase & lowercase letters. Add special characters. Do
not use names or dictionary words

Figure 3.2: Disallow common strings

Attacks: Brute force

3.1.1.3 Best Practice: Account Activation Check

Definition: Account should be activated only after the verification of the
user’s email address.

Discussion: According to this best practice, the online services should not
allow account activation unless it is confirmed that the email address used
as login user ID at the time of account creation by the user, is valid. This
means users should not be able to create a full-fledged working account
with a non-existing email ID. It is specifically applicable to the online

services that use a user’s complete email address to login into the account.
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This includes some social media providers, for example, Facebook and
Amazon, who have email address as the username for their users. Online
service providers should check whether the given email addresses belong
to a valid active account or it is just a dummy email address. This is
important because it will prevent users to create fake accounts which are
specifically used for some malicious activities. Also it reduces the number
of fake accounts created, as now users have to get to their email address to
activate the account. Furthermore, it protects the online services from the
attackers using botnet and robots to creating large numbers of fake
accounts (as potential DOS) because the account will not be activated
unless the required activation steps, which are sent on the email account,
has been followed. In these cases, account activation link is sent to the
email address provided by the user as the username, and then user has to
log into the email account and follow the account activation link to confirm
that it is a human being and not a robot, who is trying to create fake
accounts with fake, non-existing email addresses.

Implementation: It is clear from the discussion that this best practice
specially focuses on the online services that use email addresses of the
users as their usernames. When implementing this best practice, when the
user tries to create a new account for the online service provider, the
service should verify whether the email address provided by the user is a
valid account or not. To do this, the online service provider should send an
account activation link to the provided email address of the user and should

activate the account only when user logs in its email account and follow the
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activation link. Also, user should be warned about the expiration of the
activation link. Ideally the activation link sent to user should expire in few
hours. Only after the verification of the user’s email account, the online
service account activation process should complete, otherwise if the
activation link expires then the user should request another activation link
to be sent by the online service provider.

Example: This practice has been recently adopted by couple of online
service providers. Because it is assumed not to have much impact on the
security of the online service users, there are only a handful of online
service providers using this best practice. We recommend using this best
practice to cover every possible loophole which can prove to be a potential
vulnerability in the future (precautions are often better than the cure).
Following example image shows that the account has to be confirmed
using the activation link sent to the email address provided at the time of

account creation.
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Please check your e-mail and click the link to

confirm your account.

Figure 3.3: Account activation check

Attacks: DOS

3.1.1.4 Best Practice: 2FA For Login

Definition: Ultimately a mandatory 2-Factor Authentication (2FA) for
every time user logs in is far safer than a conventional user ID and
password used alone.

Discussion: As the best practice states that there should be mandatory 2-
Factor Authentication for every login to the account that means the user
should go through the 2-Factor Authentication steps every time the user
logs into the account. This greatly impacts the time to brute force the
account as now not only the attacker needs a correct password but also the
answers to the questions of the second step of user Authentication which
includes one or more following step for authenticating the user:

1. A secret code sent to the mobile phone of the account owner.
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2. A secret code sent to the secondary email address of the account
owner,

3. *Security questions* asked at the time of account creation,
or any other method of authenticating users at second step. This is crucial
step to protect the account from any involuntary activity. To illustrate this
consider this example - an account got compromised by brute force attack
on user’s password, then after successfully cracking the password the
attacker is now asked to enter a security code which was sent on the mobile
phone of the legitimate account user, but now attacker is stuck because he
can’t access the account unless he has got access to that code or indirectly
the account owners cell phone. Some would claim that if the attacker could
steal the cell phone and then he can compromise the account, but two
things have to be considered: 1. the attacker is slowed down at the very
moment and 2. Majority of attacks happen remotely, i.e. involving
countries borders separating the attacker from the owners vicinity and in
that case it becomes impossible to get the access of the owner’s cell phone.
So in that case 2-Factor authentication with owners cell phone use will
provide a defense to the users accounts. More stringent security is acquired
by using a secondary email address of the account owner which can’t be
stolen by the attacker- which means if the attacker want to hack a particular
account then he has to hack the secondary email account of the owner first
which will delay his actual hack as well as will consume his resources
(depending on the best practices implemented on the secondary email

account). It is strongly suggested that there should be no use of any kind of
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information related to the account in the security code message or in the
security code email, so that even if the account of cell phone got
compromised there should be no information of the account for which the
code was sent. There is a complete new best practice for this kind of
situation and is explained in more detail in Password Recovery category.
Furthermore, while using ‘personal’ security questions, the online service
should be aware that in this day and age nothing is ‘personal’ anymore, i.e.
everything might be available over Internet for example on social
networking sites, so if the online service considers using security questions
as next step for user authentication, it is strongly recommended that the
user should have freedom to enter its own security questions and answers
so that the attacker should be unaware of the questions priory and try to
gather the probable answers for that questions beforehand. Therefore the
second step of authentication should be a mandatory step before user is
actually logged into the account.

Implementation: As discussed that 2FA should be mandatory on all online
accounts to use online services. Many online services offer 2FA, but keeps
it optional that means whenever users login to the account they don’t go
through all the steps require for 2FA if it is not activated on the account, so
that it is up to the user whether he/she wants to activate 2FA on the account
or not. This kind of practice is strongly discouraged because when a user
builds an account, the user hardly pays much attention to activate 2FA on
the account, or even if noticed, the user does not activate it just to skip

number of steps whenever it tries to login, or in many situations users just
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don’t know what’s 2FA really is and what its used for? So the work around
for this kind of situation, online services should not give the option of 2FA
as an optional step, instead they should implement 2FA by default without
any option of skipping it. To do this, it should be implemented when user
creates a new account and after asking all the valid account creation
parameters for a secure user authentication (username and password), the
next step should be asking user the questions involved in 2FA such as
phone number, or secondary email address etc. depending upon the choice
of 2FA by the online service. This step should clearly state that this step is
used every time the user tries to login, so that user refrains in providing any
kind of fake data for this step because otherwise user won’t be able to login
to the account if it has provided non-existing mobile no. or any other fake
information regarding 2FA. Only after this step user should be able to
successfully access the account.

Example: There are very few or almost none online services using this
best practice, the reason is obvious, they don’t want to annoy their
customers every time the users try to login. This is fair enough, but they
should consider the consequences of not implementing 2FA even though
having it as an “option” to attract the users who are really paranoid of their
online data security, doesn’t really help to protect the security of the
accounts. Presently there are very few online services having 2FA but none
of them have implemented it as a mandatory step for user authentication

while user logs into the account.

33



A very famous presentation made by a Russian security researcher [14]
showed that Apple does not use the 2FA to protect the iCloud backup,
Find My Phone data as well as documents stored in cloud, and by
knowing only the Apple ID and password, one can perform remote data
download without even notifying the actual user of the account. This
shows the risk of security on the users account for not using 2FA at the
time of login.

Attacks: Brute force

3.1.1.5 Best Practice: CAPTCHA While Account Creation

Definition: CAPTCHA [32] should be used for creating every new
account.

Discussion: CAPTCHA is an image of a string which may be pure numeric
or alpha numeric letters generated by arbitrary selection of numbers and
alphabets. Use of CAPTCHA ensures to some extent that the user trying to
access a service or website is a real person not a robot. Still it is widely use
to slow down the attacker trying to create new dummy accounts or just
trying to brute force. Use of CAPTCHA is important while account
creation because it protects the online service from infinite dummy
accounts creation which utilizes the resources of the service exhaustively
(DOS). On the contrary, many believe that CAPTCHA should no longer is
a best practice [33][34] because there are automated tools which can be
used to crack the CAPTCHA although consuming couple of seconds, but if
the attacker is patient enough to create the accounts, then tools can be used

to overcome the CAPTCHA wall protecting the service. But in a way
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CAPTCHA s still considered a best practice by us, as according to our
research which shows that some very complicated CAPTCHAs are hard to
crack with the available techniques and serve as a vital role in protecting
the account creation process. In this regard CAPTCHA is considered a
better alternative to be used to provide at least first level of security to the
service. We would still recommend using very complicated CAPTCHAs at
the time of account creation by users and hence we consider it as one of the
best practices for online user authentication.

Implementation: CAPTCHA should be implemented at the time of
account creation by the user. When a new user wants to use/access the
online service and for that it has to create an online account then on
account creation page, after user has selected a valid username and
password and answered all the required fields asked by the service then
before creating an account for the user, it should ask user to enter a
CAPTCHA and after validating that the CAPTCHA provided by the user is
correct then only an account should be created for that user. This process
should be followed every time when a new user tries to create a new
account.

Example: For several years CAPTCHA was considered as a best practice
for slowing down the attempts of account creation by an attacker. We still
believe CAPTCHA is still a best practice and many online services has
implemented it as a practice to verify that the new account for the service is
created by a legitimate user or at least a human being. There are online

services which don’t implement CAPTCHA at the time of account creation
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which might create a problem for the services in near future. Following

image shows the use of CAPTCHA at the time of account creation:

We want to make sure that a real person is creating an account.

“;Q New
Audio

Enter the characters you see

Figure 3.4: CAPTCHA while account creation

e Attacks: DOS []

3.1.1.6 Best Practice: Show Password Strengthbar

e Definition: Display a visible color strength bar showing strength of the
password.

e Discussion: This practice illustrates that there should be a visible color bar
showing the estimated strength of the password provided by the user at the
time of account creation with the online service. For instance, bright red for
the poor password and bright green for a good strong enough password. It
is very clear that the use of this best practice will enhance the security
much further because the visual interpretation gains a quick attraction of
the user towards the alert it signifies and is very unlikely to be ignored

especially red color, which has been a sign of alert or danger. This might
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force the user to think again when creating a weak password. It should be
noted that many online services use an optional message off to the side of
the password field which contains a message saying that the password is
weak or poor, but usually it is seen that people ignore any written warning
on the form since they already have to go through all the annoying
questions of asking the information regarding the account. Also there is so
much text already present on the form that it is hard to get the user to focus
on any written message, unless it is mandatory to correct all the errors on
the form including that warning message. So we consider this as a best
practice to show the visible strength bar for the password provided by the
users.

Implementation: This best practice has to be implemented at the time of
creating an account for accessing the online service. While creating a new
account for the service, there should be a visible color strength bar which
shows the strength of the password entered by the user. Until the color bar
shows a strong enough passwords proposed by the user, the service should
not accept that password and ask the user to enter a new strong password.
Example: Many online services don’t have this practice implemented and
as a result, most of the users don’t realize, at the time of account creation,
that the password provided by them does not satisfy specifications that a
strong password should have and hence fell prey to the attackers. Also,
more importantly the users don’t understand that the password which they
consider strong enough can actually be very poor and could be found easily

in the top 10,000 passwords list. Hence, they need be get aware of the fact
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that they should propose a password that is considered secure enough
according to industry practice not according to their personal consent. For
example: p@ssword, ***** etc. are no longer considered safe. Following
image shows the strength bar for the proposed password, the proposed

password was “p@ssword”:

First name Last name

jkdhjkdh khsfekfhs

Email

sdgsh@gmail.com

Create your password

Medium

Confirm password

Figure 3.5: Password strength bar

e Attacks: Brute force

3.2 Category: Bad logins Protection

3.2.1 Applicable To:
All online services who have a login account for their users to access their

service, for example:
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e e-mail providers

e social media service providers

e e-commerce websites

e online banking services

e online money transaction services

e cloud storage services

e other online service providers

3.2.1.1 Best Practice: Restrict Maximum Bad logins

Definition: The maximum number of attempts to login should be restricted.
Discussion: This best practice clearly illustrates that user should be
restricted from attempting a large number of bad logins at the same time.
This is very critical aspect to be taken care of while implementing a secure
online service. It is not uncommon for attackers to exploit this
vulnerability, as the very first thing that they do to exploit any online
service is to see whether it can be brute forced or not. Brute force is the
technique in which attacker vigorously tries to crack the password by
attempting top 1000 or more simple passwords to compromise the accounts
and thereby, the service. Hence, it is very important to stop the attacker
trying a large number of password combinations to crack the password.
This is done by restricting the maximum number of tries a user can have to
successfully log into the account. To do this there should be a mechanism
to stop or slow down the user from trying n number of passwords. Majority
of services timeout the user and then suspends the account temporarily, so

that if an attacker is trying to get into the account, he must have to wait till
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the timeout expires and retry again. This kind of implementation, to protect
the account being brute forced, and directly impacts the time needed to
crack the password as we will see how in later best practices described in
this category. The other important technique used to slow down the user is
to use CAPTCHA. It is a random string of numbers, alphabets or
combination of both which needs to be put in before attempting to go
forward. The main purpose of using CAPTCHA was to distinguish
between human user and botnets. Now days CAPTCHA is no longer
considered to be safe by some standards [33][34], as there are many tools
which can automate CAPTCHA for you easily available on Internet, but
we recommend using complex CAPTCHAs to slow down the user. In any
case, an online service should not give users any number of tries to log into
the account even if they have good rules to create a hard password, if an
attacker is really interested in hacking a particular account then sooner or
later he will get through it if there are no restrictions on login attempts.
Implementation: This best practice has to be implemented at the login
time, when users already have created their accounts with the online
service. At the time of login, users should get maximum 5 to 6 attempts to
log into the account successfully and after that there should be a
mechanism to prevent them to try to login into the account simultaneously
to prevent account from being compromised.

Example: Many times in the past [18], brute force attack took place on the
accounts not secured against these kinds of attacks. And simple passwords

without any kind of complexity becomes very easy to exploit. It makes the
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task of the attacker easier to brute force the accounts because for a long
period of time, people had passwords like password123, honeybee, etc.
very easy passwords. And even the lists of top 1000 common passwords
have been leaked from online service users and made available to the
world. These lists are used by the attackers to brute force the accounts.

Attacks: Brute force

3.2.1.2 Best Practice: Slowdown With CAPTCHA

Definition: The user should be slowed down with the use of complex
CAPTCHA, while exceeded the maximum attempts to login.

Discussion: We recommend to use complex CAPTCHA as the first layer
of protection from the brute force attack on the online services and it will
become really valuable to use CAPTCHA, if the best practices of the
Password Selection category are already employed, because then it will
take years for an attacker to brute force any account. CAPTCHA can be
implemented for various reasons, one of the reasons is already discussed in
Password Selection CAPTCHA While AccountCreation, and here the
implementation has the same purpose, as to distinguish between the
legitimate users and the attacker. Here it is protecting the account from
being compromised by the attacker who is trying to brute force it. The way
it works is that when user exceeds the maximum number of tries to log into
the account then the user is slowed down for every next attempt made and
the user is forced to enter a CAPTCHA before trying to login. It slows
down the user to attempt too many logins at the same time and prevents the

account from being compromised.
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Implementation: This best practice should be implemented during the
time of login. This is one of the mechanisms for preventing users to try
multiple times to login with a bad password. When user tries to log into the
account with a bad password, then after the user had exceeded the
maximum number of tries, which should be typically 5 or 6, then user
should get a CAPTCHA on the login screen which should ask user to enter
the image of string displayed by CAPTCHA. The user should not be
allowed to log in, even if the right password is provided, until he/she enters
the correct CAPTCHA. The login button should be disabled until anything
is provided in the CAPTCHA box. If the user entered the wrong
CAPTCHA, then he/she should get the message that the provided
CAPTCHA is not correct. The user should be allowed to log in only when
the provided username, password and CAPTCHA combination is correct, if
any of the fields is wrong then the user should again be forced to enter a
new CAPTCHA with correct fields to log in successfully. It should be
considered that CAPTCHA used by online service providers should be
complex enough, so that it should be hard to automate the use of it.

Example: In the past, CAPTCHA was considered a safe practice to keep
attackers away from compromising the accounts, until the methods were
developed for the automation of the CAPTCHAs, used by the online
service providers. Even though these methods provide a solution for
solving the CAPTCHAs, they are not very efficient and still cause delays in
attack. Because of the automation of CAPTCHAs, it is no longer

considered as a best practice by the industry to use CAPTCHA to slow
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down the user [33][34]. But due to the fact that it is still hard to automate
the use of strong and complex CAPTCHAs, many services still uses
CAPTCHA to slow down the attacker, and we strongly recommend the use
of such type of CAPTCHASs to prevent attacker from brute forcing the
accounts, since improper implementation of other mechanism to slow
down the attacker such as timeout could result in another attack known as
Denial of Service attack, which is discussed in more detail in next best
practice under this category. So, best practices 3.2.1.1 and 3.2.1.2/3.2.1.3
go hand in hand, that means if the user is restricted to login after maximum
number of allowed logins, then either 3.2.1.2 or 3.2.1.3 is used as next step
to slow down the user. The following image shows the use of CAPTCHA
to slow down the user after crossing the threshold of maximum number of

login tries:
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Welcome back, please log in

Invalid login credentials

9 rerfredr3

Log In

I \

Figure 3.6: Slowdown with CAPTCHA

e Attacks: Brute force

3.2.1.3 Best Practice: Slowdown with timeout

e Definition: Suspend the account for some random amount of time.

e Discussion: This best practice states that when the user exceeds the
maximum number of attempts allowed to login then the login should be
suspended temporarily, that means the account should be timed out. Great
precautions should be taken to avoid a Denial of Service attack, in which

legitimate user is deprived of logging into the account even if the provided
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credentials are right. Complex algorithms were built to implement this
practice, so that the correct implementation should be one in which if the
attacker has blocked an account, and if the legitimate user access the
account with correct credentials then it should provide the access to the
user, but blocking any further attempts from attacker. This might involve
certain factors to be taken into consideration such as monitoring traffic
from a particular ip and blocking that ip for any suspicious activity for that
particular account. Blocking the ip all together will result in DOS for the
other users who will try to log into their accounts from that ip address.
Hence majority of the services have algorithms which blocks a particular
account, under suspicious activity, get accessed from a particular ip address
and hence timeout the account to be used from the particular ip address.
This best practice results in a huge lag for the attackers trying to brute force
the accounts and hence if the timeout is large enough, say 60 minutes, and
the maximum number of attempts is limited to 5-6 then it will take a week
for an attacker to try top 1000 simple passwords (without any restrictions
on length and special characters). Even if the length is at least 6 characters,
without any restrictions on password (taking simplest case) then to try the
total number of combinations (26"6) with timeout of 60 minutes will take
approx. 5000 years for an attacker. This is the simplest case considered;
again if a botnet is used to attack a particular account then the time will
vary depending upon the resources available to an attacker. But the bulk
attack on various accounts would take forever to brute force since every

account will require a botnet of many machines and to build a network of
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huge amount of botnet machines to target few hundreds of accounts would
be practically impossible. Hence, timeout is considered to be petty efficient
while considering the security of the users accounts.

Implementation: To implement timeout mechanism, precautions should
be taken so that it should not result in DOS attack on the service. When
user has lost the maximum number of attempts available to log into the
account then the account should be temporarily suspended for definite
amount of time. After the timeout has expired user should be again allowed
to login into the account and given the maximum number of attempts.
There are two ways to implement timeout on accounts. The first one is
described above, to use a definite amount of time to suspend the account
every time user exceeds the maximum number of attempts back to back.
The other one is called exponential back-off, in which when the first time
account gets suspended, the time interval of suspension is fixed, then if the
user again exceeds the maximum login attempts after expiration of first
time out, then the timeout interval increases exponentially and hence so on.
This happens every time when user fails to login successfully into the
account. Once the user successfully logs into the account, then the timeout
is reset to the first timeout interval which is the minimum amount of time
of'account suspension.

Example: Slowing down the user with timeout is considered to be so
efficient than using CAPTCHA that majority of online service providers
use this technique to shield the accounts from being compromised. The

technique has its own advantages as well as disadvantages which are used
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as a trade-off by online service providers whether to go with the
implementation of the timeout or CAPTCHAs with complex strings.
Following image shows the use of timeout to slow down the user after

crossing the threshold of maximum number of login tries:

Sign in X

00 many lo gin attempts. Please try again in a rew minutes

jdguawdtewug@ssijlflsf.sdfwd

Figure 3.7: Slowdown with time-out

e Attacks: DOS

3.2.1.4 Best Practice: Bad Login ErrorMessage
e Definition: Error message for bad login should not reveal whether

username or password is incorrect.
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Discussion: This best practice illustrates the correct way to notify user
about a bad login. When a bad login is encountered, the user is generally
notified of what went wrong. In that case user might have either entered a
wrong password or might have miss-spelled the username, in either ways
the error notification message which is displayed after a bad login should
never tell user what was entered wrong, username or password. This is
crucial to hide the identity of the correct usernames of an online service.
There are many ways how the leakage of correct usernames could harm
any online service and especially the users. In case of email service
providers, this information is sold to different promotional
agencies/companies that then send promotional messages and spams to the
usernames list of that email service. The worst case would be, these lists
are then used to engage innocent users to phishing attacks or to infect their
systems with viruses or Trojans, which can be easily done by a phishing
email. These phishing emails are made with all the shiny and glittery offers
which, at the first glance, appears to be attractive, and once the users are
convinced to click some URL or download something from that phishing
email, then they fell prey to the phishing attacks, which can take over their
machines and could do all kind of weird stuff. Have you ever observed
getting emails from unknown email ids that may contain promotional
offers, some downloadable files containing virus or worms? Have you ever
thought how they got to know your email address? Another example would
be, the lists of legitimate usernames can be used to brute force the

accounts, in which now attacker has to concentrate only on passwords,
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since he already has got the correct usernames of that online service users.
Hence, the online services should be conscious about what information
they should give out and to whom.

Implementation: This best practice is implemented at the time of login.
When the user provides the credentials to access the online service, then if
the username/password combination doesn’t match any valid record, then
the error message provided should be a generic message saying: “username
or password is incorrect” rather than saying “username is incorrect” or
“password is incorrect”. If the user is a legitimate user then he/she might
figure out what’s incorrect (since username is generally not hidden by
asterisks) and may be able to login successfully in next attempt. The
message should be clear enough and should not give any kind of hint
whether the username or password was incorrect.

Example: There are some online services that still use the error messages
which are specific to the username and password. Although there are other
ways too to determine whether a username is a valid username or not, but
those ways takes time, such as while creating a new account with the
service, if the proposed username already exists then the user is forced to
provide other username. This way takes more time to determine a list of
usernames that actually exists because for every username, the attacker has
to go through the account creation process which takes time to answer all
the questions on the page. But it takes less than 10 seconds to determine
whether a username exists or not, if the service provides the specific error

message at the time of bad login. Hence this best practice doesn’t allow
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attacker to build a list of valid usernames on the basis of bad login
attempts. Following images shows that after a bad login, the error message
appeared on screen reveals that either the email address (username) or the
password is not registered with the online service and hence, it doesn’t

recognize it. This should be strongly avoided as per the above best practice.

Hmm, we don't recognize that email. Please try again

fatbanbanfat@gmail.com ‘

Mot a member? Join now

Figure 3.8: Incorrect username error message
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Microsoft account What's this:

Keep me signed in

Can't access your account?

Sign in with a single-use code

Figure 3.9: Incorrect password error message

e Attacks: Phishing attack, Brute force attack

3.2.1.5 Best Practice: No Timing Difference Loading Pages
e Definition: There should not be any timing difference while loading
legitimate login page versus a bad login page.
e Discussion: The time to load a page after a successful login should not
have a noticeable difference to the time to load a page after having
encountered a bad login. It does have a significant impact on the attacker to

get a hint whether the login was successful or not. By measuring the times
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it takes to load different pages, one can predict the next pages after either a
bad login or a successful login and can code accordingly to take actions
based on timing differences to load pages. This best practice is not as
critical as other mentioned in this category, but worth mentioning as one of
the best practices to be implemented to make an online service fool proof
from any kind of attacks.

Implementation: This best practice has to be taken care of when
implementing the pages involved in the user login process. When user logs
in, the pages loaded after a successful login and after a bad login should not
have considerable difference. Delay in loading of pages also can be caused
by the factors like Internet connection of corresponding hosts or slow
processing speed of the host’s processors, but it definitely should not be
because of poor implementation. Online services should make sure that it
should not be properly implemented from their side.

Example: There are not many incidences reported based on specifically
exploiting this vulnerability. But a poor implementation might results in
the exploitation, so it is better to take precautions.

Attacks: Brute force

3.2.1.6 Best Practice: Notification Of Bad Logins

Definition: Email/text notification to the owner of the account about the
bad login attempts.

Discussion: This is one of the most important steps to be taken after
experiencing exploitation on users account. The online service provider

should notify users of each and every activity taking place on their
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accounts. Even if it is annoying for the legitimate users to get hit by the
email notifications every time they log into their account or every time they
change their passwords or if they mistakenly type wrong passwords, in
case they have forgotten their passwords, it is the responsibility of the
online service provider to notify users as this could save them getting
compromised. This best practice particularly focuses on the notification
provided to the users when someone exceeds the maximum attempts of
logins, to make the users aware that somebody is trying to log into their
accounts, and if they didn’t do that, then it is better they take actions like
changing their accounts password to some strong and uncommon
password, or just notify the security team of that particular online service
provider to let them know somebody is trying to brute force their accounts,
who then can take the required action. This can save the users information
from being compromised and alerts the users as well as the service
provider of the suspicious activity on the accounts. The majority of brute
force attacks can be avoided by implementing proper mechanism to notify
users of the suspicious activity and forcing them to create strong enough
passwords which are hard to brute force.

Implementation: This best practice should be implemented by the online
service providers. We strongly recommend this best practice as a minimum
requirement for an online service provider to avoid the impacts of attacks
on user’s accounts. This best practice should be implemented when
somebody tries to login into the account and exceeded the maximum

number of tries then an email or text notification should be sent to the
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actual owner of the account notifying him about the bad login attempts, so
that if the user wasn’t trying to log in then he/she could take necessary
steps to avoid any harm to its information and account. The notification
should be sent every time the maximum number of login attempts is
exceeded.

Example: Again taking the example of Apple iCloud breach in which the
photos of famous celebrities were leaked and made available on Internet,
they lacked the proper notification implementation to the users, as seen in
this statement by The Wall Street Journal [5]:

“Apple said it plans to start sending the notifications in two weeks. It said
the new system will allow users to take action immediately, including
changing the password to retake control of the account, or alerting
Apple's security team.”

It is important for the online services to provide notifications on the
activities taking place on users account including notifications for
password reset, last activity of the account (when and where), and
notification of cloud data download on the devices. The following image
was a from the email sent for the bad login notification from an online
service, even though the subject line of the email does not stated anything
about the maximum login tries, it had “Getting back onto your account” as
the subject line. It is noticed that this email was sent every time the login
attempts exceeded the maximum allowed attempts, and account gets timed

out:
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Figure 3.10: Bad login attempts notification

e Attacks: Brute Force, [5]

3.3 Category: Password Recovery

3.3.1 Applicable To:
All online services that have a login account for their users to access their

service and provide the password recovery mechanism, mainly including:

e e-mail providers

e social media service providers

e e-commerce websites

e cloud storage services

e other commercial online service providers

e online banking service

3.3.1.1 Best Practice: 2FA For Password Reset
e Definition: Mandatory use of 2 Factor Authentication while requesting a

password reset.
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Discussion: Many online service providers have 2 Factor authentication,
but how many of them make it mandatory to use 2FA while password
recovery? This question is important, as how can you allow someone to
reset the password of an account without verifying the true identity of the
person? There are different mechanisms provided by online services to
recover the password of the account. It is crucial to use 2FA to recover the
password of an account, if users have forgotten it. Mandatory use of 2FA
adds an extra layer of security while recovering the account’s passwords.
To show the importance of the 2FA, consider a scenario where the
password recovery mechanism is based on some personal security
questions, in that case if the targeted person is a famous or well-known
person then probability of answering the security questions correctly by an
attacker is quite high, since the basic information about the target can be
easily found out via Internet. In this case if there is no shield of extra
protection (such as 2FA) then attacker would easily get into the account. If
2FA have been used then in that situation, even after answering the security
questions correctly, the attacker need to have the mobile phone access (if
2FA is based on text message on the mobile phone) to enter the security
code sent to the registered mobile number on the account. Or the attacker
has to get access to the email account on which the code has been sent, if
email address was used for having 2FA. In either case, 2FA allows an extra
security check on the user, who is trying to reset the account’s password,
by asking the security code which can only be provided by the legitimate

user who owns the email account/phone. This could make it very difficult
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to hack into the account if the user is using 2FA to protect the account. We
all know the importance of having 2FA on the accounts, but we hardly pay
attention while creating the accounts to activate it at the time of password
recovery, or there are many services which uses 2FA only at the time of
login but don’t implement it at the time of account’s password recovery.
Implementation: This best practice is implemented while user asks for the
password recovery. When user have forgotten the password, it goes to the
password recovery site and asks for the new password, regardless of the
method provided by the online service to reset the password, such as,
security questions, email sent with recovery URL, recovery based on the
personal information (last time of account access etc.) etc., the online
service should use 2FA to reset the password. The first factor of
authentication is the information provided by the user to any of the above
mentioned methods and the second factor authentication should be either a
security code sent to the registered mobile phone or the use of the
secondary email address to send the security code to the user, or to use an
authenticator. And after the user has verified itself by providing the
security code using 2FA then only it should be allowed to change the
password otherwise the user should not be allowed to change the password
or should contact the security team of that online service provider, if it has
lost access to its devices used for 2FA to recover the account.

Example: Many online account hackings are caused because of not having
proper implementation of 2FA on the user’s accounts. It is easy to get

personal information and answers to the security questions, but it is
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difficult to circumvent the second layer of security which is 2FA. One
famous example of such kind of breach was the Apple’s iCloud breach in
which the attackers managed to steal the accounts of the famous celebrities
by answering the security questions correctly and resetting the accounts
passwords. How hard is to guess the answers to the security questions such
as “first school”, “mother’s maiden name”, “favorite car” etc. of the
celebrities whose information is available all over the Internet? An update
made by the Apple’s press contact - Natalie Kerris after the investigation of
the Celebrity Photo Breach:

“To protect against this type of attack, we advise all users to always use a
strong password and enable two-step verification.” - Apple Press Info [6]
The quote from The Wall Street Journal, in which it is so much clear that if
Apple have used 2FA while password recovery then it would have saved
them from the attack, even if attackers have managed to get all security
questions correct.

“Celebrities’ iCloud accounts were compromised when hackers correctly
answered security questions to obtain their passwords, or when they were
victimized by a phishing scam to obtain user IDs and passwords.”-Tim
Cook [CEO, Apple Inc.[[5]

e Attacks: DOS

3.3.1.2 Best Practice: Use Of Recovery Email Address
e Definition: Use of email address which owner of the account has provided

while setting up the account.
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Discussion: This is a common practice to use the email address that the
user has provided while creating the account with online service, to use for
password recovery. This email address could be the username of that
account, or if the username is some kind of string then this email address is
the one which might have used for the verification and activation of the
online account. It is a common practice by the online service providers to
send an account activation link to the registered email address to verify the
legitimacy of the user. In any case, the online services have the email
addresses associated with the online accounts of the users. This best
practice illustrates the use of these associated email addresses to recover
the account’s password. By doing this half of the burden of security is shed
off to the email service provider, as it is the email service provider’s
responsibility to secure the accounts of their users to protect them from the
attackers hacking into the accounts. Since almost every online service have
email addresses of their users and uses it as the medium to authenticate the
users, it is crucial for the email service providers to use proper mechanisms
to secure the accounts of their users because if the email accounts get
compromised then almost every online service account associated with that
email address will be compromised. Because majority of online service
providers send a password reset link to the associated email address, and it
is not a hard task to find out the valid email addresses associated or having
an account with the corresponding online service provider. Once the email
account is compromised then almost all the online accounts of the victim

with that email address get compromised. Hence it is very crucial for the
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email service providers to have stringent security procedures to ensure the
security of their accounts.

Implementation: This best practice is implemented at the time of account
recovery by the users. When user requests a password reset then after
verifying the user with 2FA, the online service provider should send an
email including the password reset instructions to the user’s registered
email address with the online service provider. This email might contain
the password reset URL or some instructions how to reset the password,
either ways the email should not reveal any kind of account information of
the user or any clear text passwords or security code, these cases will be
discussed in next best practices of this category in detail. After following
the steps in the recovery mail, user should be allowed to change the
password of the account.

Example: This best practice is followed by majority of social media
providers, e-commerce services and cloud services, who rely on the email
service provider for the security of their users’ accounts. Currently this best
practice is implemented without any 2 Factor Authentication of the user
and that means if the attacker has the valid email addresses of the online
service users then it can request a password reset and the password reset
email will be sent to the legitimate user. In this way the attacker can spam
the legitimate users with a flood of password reset emails from the online
service provider and might attack the users by phishing emails that appears
to be from the online service provider and can fool the users to provide

their credentials if they want to regain the access of their account. Or the
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attacker might DOS the legitimate user from requesting a password reset if
it has exceeded the limit of password resets allowed per day by the online
service. The following image was from the Password recovery page of an
online service. It uses the email address used at the time of logging into the

account:

Enter the e-mail address associated with your account, then
click Continue. We'll email you a link to a page where you can easily create
a new password,

Password Assistance

Email address: fatgdtdtr@yer.trt

Figure 3.11: Use of recovery email address for password reset

Attacks: DOS, Phishing attack.

3.3.1.3 Best Practice: No Password Hint In Recovery Email

Definition: The password recovery email should not contain the old
password, the new password or the password hint in clear text.

Discussion: This best practice illustrates that the online services should not
provide any kind of password related information within the email sent for
the password recovery to the users. This is because if the attackers has any
way get the access to the email accounts of the users then they should not
get any kind of hint about the passwords the user usually uses for the
online accounts (cloud or social media account). Because people usually

use the same passwords for logging into the other online accounts as well
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and any kind of hint or the old passwords can help attackers to predict and
brute force the other online accounts of the user as well. Also if the attacker
is snooping on the wire and the password hint is sent in the clear text then
even though the communication is encrypted with SSL/TLS but majority of
times the emails are sent unencrypted between different email servers and
anybody snooping on the wire can actually get the password or password
hint in clear text. Hence to be safe, online service providers should not send
password related information such as old passwords, new passwords or
password hints in clear text in emails.

Implementation: The implementation of this best practice is pretty much
similar to the implementation of Password Recovery->Use Of Recovery
Email Address the only difference is while sending the recovery email to
the user, after verifying the user, it should not contain old passwords, new
passwords or any password hint in clear text.

Example: As discussed, that many times the passwords of email accounts
get leaked [7], and if the user has not changed the password after password
leak and if the attacker is still be able to get into the account then it causes
a chain reaction, in which the attacker might go through the recovery
emails, which might be sent by the online services the user is using, and get
the crucial information such as the password hint or old passwords which
can make the attacker’s task easy to hack into other online accounts of that
user, even though the user is no longer using that email address for the
password recovery of other online accounts. The attacker can predict and

make combinations from the old passwords to crack the current passwords
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of the online service accounts of the users. And in this way the attacker
could be successful in compromising the other online accounts and
DOSing the user from using those accounts by resetting the passwords of
the accounts. The following image is a from an email sent to the user for
resetting the password of its online service account. The email doesn’t have
any password reset code or hint, it just have a URL which does not reveal
any kind of information regarding password hint or user account. On the
contrary, in the next following image, the online service sends a clear text
numeric code in the recovery email, which is not considered as a good

practice:

Reset Your Password

DI —

This emasl was sent au
A

U, e recifent

request by reset your passeord, This 5 cone 100 your probicbon

il FEddmily DRoCese

url, emer click on e bution oF copy Bnd paste Mie fllowing ik (expings @ 24

acoount Secung. Don reply o any emad fal asks for your personall informarton. Finsd out mane aboul prabechnog

Figure 3.12: No password reset hint in email
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Figure 3.13: Password reset code in clear text in email

e Attacks: Brute Force, DOS

3.3.1.4 Best Practice: No Account Info In Recovery Email

e Definition: The password recovery email should not contain any part of
account information.

e Discussion: It is seen that majority of online service providers have a
general mechanism of sending a recovery email to the registered email
address (either the username or email associated with the account) which
includes the information regarding password reset. This best practice
illustrates that the recovery email should not reveal any part of account
information, especially username or the part of username or any other
information related to the account owner. The reason being pretty much the
same as discussed in ‘No Password Hint In Recovery Email’ of this

category. It is important because if the account gets compromised, this
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information is directly available to the attacker and the most important
thing is that people have same usernames or account information provided
to the particular account as they used in other accounts because in this day
and age single person have at least more than five accounts and it is
difficult to remember five different sets of information for every account so
people usually consider to have same or similar information shared
between their accounts hence easy to remember. Therefore if some
information of one account gets revealed, it then makes other accounts on
stake as well. Hence it is important that online service providers should
consider not sending any account information in the recovery email. Also it
does not make users task difficult to guess which account’s recovery email
is this? because firstly if user have requested a password reset then he will
be expecting an email from the service provider having password reset
steps, also the users don’t request password resets for many accounts
simultaneously which can confuse them that which email belong to which
service and secondly the service providers emails have service name
mentioned either in the email address or in the subject line which makes it
pretty clear that which service’s recovery email it is.

Implementation: As discussed in ‘No Password Hint In Recovery Email’
best practice’s implementation, this best practice is also implemented in
pretty much the same way. When user have forgotten the password and
asks for the password reset, the service provider sends an email having
either the steps of password reset or an URL for resetting the password.

Either ways the email sent by the service provider should not contain any
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username information or the account information in the email. When user
gets the recovery email, then after changing the password, it is
recommended to delete the email hence the account information should not
get into the wrong hands.

Example: In year 2014, 5 million google accounts usernames and
passwords got leaked and posted on the Internet [7]. Even though the
passwords were pretty old but if somebody might not have a new password
and his username is on the list, and likely that the attacker can verify the
email addresses with the passwords, then he might come across an active
account and can steal as much information if he can get to find out the
other accounts details and might try to exploit them as well. The following
image is taken from the email sent by online service to the user. It clearly
shows the user’s account information in the email “@fatban2”. Also it
doesn’t give the information about the time out of the URL. This is not

considered as a best practice:
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We received a request to reset the password for your account
wiatband

If you made this request, click the bufton below. If you didn't make this
request, you can ignore this email

Oruse this link to reset your passwond
hitps:/i account/confirm_email_reset?reset

If you're getting a lot of password reset emails you didn't request, you
can change your account settings to require personal information to
reset your password

If you have more questions about password reset, please visit our Help
Center

Figure 3.14: Account information in recovery email

Attacks: Brute force

3.3.1.5 Best Practice: No Personal Security Questions For Recovery

Definition: The password recovery should not be based on the personal
security questions only.

Discussion: As the definition suggests that the passwords should not be
recovered just by answering some personal security questions. This best
practice is very important and crucial to use, the major disadvantages of

using security questions as the recovery mechanism are:
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1. Only 10-12 security questions are implemented by the online
service providers, and from them at least 4-5 should be
answered correctly to get the password reset. Hence the
combination set is limited and small.

2. The questions asked for the recovery are fixed every time user
wants to reset the password, so once the attacker have
questions, he can make a list of all probable answers.

3. It is not too difficult to get the security questions correct,
because user answer these questions genuinely, as it helps them
to remember the answers for the questions, and almost all the
personal data is available on Internet (on social media sites).

Above brief points can give an outline of why security questions are
considered insecure along while doing password recovery. Online services
don’t have a standalone security questions mechanism for password
recovery, but they consider it as a worst case scenario, i.e. if user is not
able to access the registered email account for some reason, or no longer
have access to the registered phone number, and couldn’t remember the
password, the in that situation the service provide recovery by asking few
questions related to the account, for example: “last time of accessing the

2 ¢C

account”, “recent emails addresses used” or “when was the account created
roughly”, again these questions are not too hard to get through and besides
some services directly ask the security questions selected and answered by

the user at the time of account creation. In all the scenarios, it is not too

difficult to hack into the account. Hence it is important that if an online
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service still wants to use security questions as the “worst case recovery
mechanism” then it is better to back it up by using another layer of security
(might be 2FA) and if the user is unable to get through the another layer of
security then they should have an only option of contacting the security
team of that particular service for the account recovery.

Implementation: This best practice is implemented at the time of account
recovery, when user find no means of recovering their lost passwords, then
the security questions come into picture. The password reset should not be
allowed only on the basis of answering of the security questions, rather the
service should use 2FA to authenticate the user, by using mobile phone or
by using alternate email address, and if user is unable authenticate itself
then the only option should be to contact the customer service- the security
team- of that service provider to seek help.

Example: The example of the breach happened by using security questions
mechanism to recover the passwords of the accounts is explained in
Password Recovery->2FA For Password Reset->Example. This example
shows that it is not a hard task for the attackers to get the personal
information, likes-dislikes and other relevant family information of famous
people, who leaves the footprints all over the Internet. The following is an
image taken from the page of password reset of an online service account,
it asks for the basic account setup questions and if provided correctly then
an email has been sent to the mentioned email address by the user at the

time of account recovery. Not considered a good practice:
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Recover your account

Help us to keep this account secure by verifying that it's yours. To get back into your account. enter as

much mfo as you can

Account info

fat

January il ¥ | 1990 bl

United States

Delaware

Figure 3.15: Personal security questions while password recovery

e Attacks: DOS and Phishing attack

3.3.1.6 Best Practice: No Random emailld/Phone For Recovery
e Definition: The password recovery should not be based on any random
email address or phone number provided promptly at the time of recovery.
e Discussion: This best practice clearly states that there should not be any
password recovery based on the email address/phone number provided at
the time of account recovery. A few online services use this as their worst
case situation, where user have forgotten the password, don’t have access

to the email account, and does not now other information of the account,
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then online service allows to provide an alternate email address, which is
not registered on their database and sends email for the further
communication regarding account recovery. Even though they don’t
provide any steps of password recovery right away but uses this latest
email address which is provided by the user at the time of recovery for
communicating with the user/attacker. If attacker manages to convince the
online service provider that he is the legitimate user who is locked out of
the account then it will make the legitimate user’s account vulnerable from
being compromised. Hence, if ever the user is locked out of the account,
the online service provider should not give any alternative of providing the
email address in current use and ask the user to directly contact the security
team of the service.

Implementation: As many other best practices in this category, this best
practice should be also implemented at the time of password recovery and
its implementation is pretty much same as the one mentioned in Password
Recovery->No  Personal  Security = Questions For  Recovery-
>Implementation. Instead in place of security questions, the account should
not be able to get recovered using an email address provided at the time of
recovery.

Example: Many times people might have set up an email account decades
ago, which they no longer use but have that email address as the account Id
or username of other online services. In that situation whenever the user
wants to reset the password, it faces the problem because he might no

longer remember or use the email account provided as the username of that
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service. In that situation they might want to use an alternate email address
to recover the password, but the problem is that alternate email is not
registered with the online service, so online service gives an option to
provide an alternate email address at the time of recovery. It works if the
user is legitimate, but if the user is not the authorized one that it might
result in the account getting compromised and exploited by the attacker.
Following is the image taken at the time of account recovery. Note that the
contact email in the image is different from the one which is given at the
creation of account, that means it is a random email address entered at the
time of recovery when the user has lost the access to its actual registered

account:
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Recover your account

What account are you
trying to get back into?

Email address

Where should we contact you?

Enter an email address that's different from the
ane you're trying to recover

Contact ermad sddress
_ Enter an email address that's different
from the one you're trying to recover. If
you don't have another email address.

m create a new one with

Figure 3.16: Random email address for recovering the password

e Attacks: DOS

3.3.1.7 Best Practice: Timeout The Recovery URL

e Definition: The URL or the recovery steps sent to the user should timeout
and should be invalidated after the timeout.

e Discussion: It is the most common practice to send the URL, steps to reset
the password, or some kind of numeric/alphanumeric code in the recovery
email by the online service provider to allow user to reset the password. It
is pretty clear from this best practice that this email should not be valid

forever because of some obvious reasons. Many reasons are already
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covered in the previous best practices, such as when the email account gets
compromised and if user is using that email account on other online
services as well, then the other online services where this account is used
becomes vulnerable to attack. And if there are password recovery emails
resting in the inbox of the email account, then it even saves more time of
the attacker to look and research for the online services which uses this
email account. More importantly if the password reset emails were still
active then the attacker can directly change the passwords and perform a
Denial of Service from all the online services the user was using with that
email address. This is the worst case which could happen to the user.
Hence it is important that whenever the user requests the password reset for
the online service accounts then, the service provider should make sure to
time out the password reset process after certain amount of time from the
time when email was sent. One common practice seen in online services is
they typically have 1 hour as the time after which the password recovery
email expires. This is fair enough time to allow user to reset the password
and if for some reason user is unable to reset the password in the given
amount of time then he can request the password reset again. Also it is
highly unlikely that an attacker hacks into the account when the password
recovery email is still valid and can use it to reset the account’s password.

Implementation: This best practice is implemented at the time when user
requests for the password reset. Whenever the user requests the password
reset an email is sent to users registered email address. The service

provider should make sure to timeout the email after a particular amount of
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time may be after an hour or thirty minutes from the time the email was
sent. It should be mentioned in email that the password reset URL or code
will expire in next 30 or 60 minutes so that the user should change the
password before the email expires. Also it is recommended that after
resetting the password, the user should delete the email forever (i.e. from
the inbox as well as from the deleted messages list) to secure the online
service account.

Example: Many times the email accounts get compromised and
information gets leaked, that makes all the other accounts linked with that
email address vulnerable to attack. And most importantly if the online
service does not timeout the recovery email and if in case the user have
ever requested for one, then it allows the attacker to have easy access to the
online service by resetting the password again and locking out the
legitimate user from that online service. The example for this best practice
is similar to the one illustrated in Password Recovery->No Password Hint
In Recovery Email. The following image is taken from the email sent to the
user. It clearly shows that the URL is only valid for 24 hours. Most of the
URLSs are timed out after certain period of time. Considered as one of the

best practices:
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~ I

You recently requested a password reset.

To change your
into your browser. hitps:/fw

The link will expire in 24 hours, so be sure to use it Aight away

Thanks

password, click here or paste the following link

-u'_

Figure 3.17: Recovery URL time-out (24 hours)

Attacks: DOS

3.3.1.8 Best Practice: No Part Of Email/Phone Shown While Recovery

Definition: While the password recovery process, no part of recovery
email/phone number should be revealed.

Discussion: According to this best practice, while recovering the password
for an account, the service should not reveal any part of email address or
phone number which will be used to send the recovery email or code.
Generally while walking through the steps of password recovery, online
service shows a part of email address, which user has registered with the
service, for example “jon*****@gmail.com” or something of similar sort,

if the user has registered the phone number then it shows like: “302-123-
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**%%>” which is considered a bad practice. It will give a hint of the email
address/phone number of the user and if attacker knows the username then
it will not be hard to find out the complete email address or phone number
of the user. At the first glance it might look small and trivial, but these
small things make a big difference. It is said in security industry is 100%
security is a myth, but we can make systems and services hard enough to
break into only if we consider each and every loop hole, no matter how
small it is. Same is true with online services as well; they should minimize
the risk of attack by reducing as much leak of information from their
services as they could.

Implementation: This best practice is implemented when user wants to
reset the password of the account. When user goes through the steps of
whatever password recovery mechanism is implemented by the service, the
service should make sure not to reveal any part of email address or phone
number information associated with the user account. Online service
should control on the amount of information available to the user while
password recovery, so that it should not make online service accounts
vulnerable to the attacks.

Example: It is not under the control of the online service providers that
how attacker gathers relevant information related to the online accounts of
a particular online service before attacking it. But what definitely can be
controlled by the service provider, is what information it makes available
to the public, especially at the time of account login and password

recovery. Online services should pay great deal of attention to control the
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leakage of information from their side to protect the users account from
getting hacked. The following image is taken from the screen that appears
when the user requests the password reset for its online account. It clearly
illustrates that the online service is not using the above mentioned best
practice, revealing the part of email account user has registered with the

service, which is used for password recovery:

How do you want to reset your password?

We found the following information associated with your
account

® Email a link to fa"@g**."

Figure 3.18: Part of recovery email address shown

e Attacks: DOS and Brute force

78



3.3.1.9 Best Practice: Password Reset Notification

Definition: The online service should send user a notification every time a
password reset takes place on the account.

Discussion: This is one of the most important best practices which need to
be implemented to secure the users accounts. According to the best
practice, the user should be notified whenever the password for their online
accounts changes or resets. This is important because if the user is not the
one who has requested the password reset or changed the password of the
account, then the user can take immediate actions to retake the control of
the account, or immediately contact the security team of the online service
provider so that it should suspend all the activities occurring on the
account. Also notification helps the user to keep track of the activities
happening on account and if the user has not initiated any of the actions for
which it is getting notifications then immediate actions can be taken to
lessen the impact of the breach. Unfortunately majority of online service
providers don’t have notification service active to notify user about the
password change on the account. Because of this, neither the user nor the
online service provider knows that there was a breach on the account, until
the attacker reveals, or posts the data or account specific data over Internet.
When the prevention measures are taken, it is already become too late to
recover from the breach.

Implementation: This best practice is implemented when the user’s
requests for the password reset, a new email is sent to their accounts, or
whatever password reset mechanism is offered by the service. Whenever a

password reset happens on the user’s account, then the online service
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should send an acknowledge message to the registered email address or the
phone number of the user notifying about the password change occurred on
the account with the date and time of the event. Also, for more precise
identification of the computer from where the password change happened,
the online service could provide the IP address and the location of that
computer as well.

Example: There are many examples of this kind of attacks where the
attack take over the account without intimating the user that its account got
already hacked. One of those kinds of attack is Apple’s iCloud breach
where the attackers took over the accounts by resetting the password
without the users having any information of that. It has already have been
discussed in Password Recovery->2FA For Password Reset, where
celebrities accounts got hacked and no notifications were sent to the users.

Attacks: DOS

3.3.1.10 Best Practice: Recovery EmaillD/Phone Change Notification

Definition: Notify the user whenever the recovery emails address/phone
number changes.

Discussion: This is also another type of notification that an online service
provider should consider to send the users whenever the information like
password recovery email address or phone number changes. As discussed
previously that many online services don’t have email address as their
username, instead they have the general alphabetic or alphanumeric strings
as their usernames and saves the email addresses/phone numbers of the

users for the password recovery mechanism. It happens many time that
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user doesn’t remember which email address or phone number they have
provided to the online service at the time of account creation and generally
asks for the new email address or phone number for sending the recovery
email or code at the time of account recovery. Since many online service
providers do provide this type of service, where user can change the email
address or phone number for the password recovery (although not
considered as a best practice, see Password Recovery->No Random
emailld/contact For Recovery), it becomes important for the online service
provider to notify user whenever such type of change happen, because as
discussed in Password Recovery->No Random emailld/contact For
Recovery best practice the disadvantage of using such practice, the account
becomes vulnerable to attacks. Hence if the online service providers
practice such type of password recovery mechanism where user can change
the email address/phone number for password recovery, then the online
service should send an email notification to the registered email address so
that if an attacker is trying to reset the password then the user should be
able to access the registered email account and should get the notification
of email/phone change done by someone.

Implementation: This best practice is implemented for the online services
that use email addresses or phone numbers for the password recovery.
Whenever user changes any of those, either at the time of password
recovery or in general when changing the settings of the account while

logged in, the user should get a notification of the changes no the registered

81



email address or phone number. So that if the user hasn’t made those
changes then immediate prevention actions can be taken by the user.

e Example: Many services allow users to change the recovery email address
or phone number at the time of password recovery. This best practice
should be implemented to make sure that user is notified of any changes in
the password recovery method to maintain the security, integrity and
privacy of the account. The following image was a from the email sent for
the change in the recovery phone number notification from online service

provider:

macanty chanoed Ifeau mada Bis change o doent neasd 5o i Fi e
ecanlly changed. If you made Mis cChange, you den need 1 40 anything moe

¥ou dxdn 1 change your recovery phone, somedna may have broken into your account Visa

his link for more Infonmabon

i youi are having problems accessing your account, resel your password by clicking the bufion

Figure 3.19: Notification for change in recovery phone number

e Attacks: DOS
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3.4 Category: Service Authenticity

3.4.1 Applicable To:

Especially for the services who have their usernames other than the general

first and last name combination of users (in other words, services whose usernames

are hard to guess and generally not available to public):

e Other commercial online service providers, especially dealing with money

transactions.

e Online banking service

3.4.1.1 Best Practice: User Personal Security Image and Caption

Definition: Mandatory use of Personal Security Image and Caption for
users accounts to verify the service’s authenticity.

Discussion: This best practice verifies the authenticity of the online service
providers. It is important to use personal security image and caption so that
the users should not fall prey to the phishing attacks, in which the user is
fooled by the convincing and legitimate look and feel of the web page
created by the attacker to steal the credentials of the users. If the online
service has set up the personal security image and caption corresponding to
every user account then, generally at the time of login, the caption and
image are sent back to the user from the service corresponding to the valid
username entered by the user. This image and the caption makes the user to
make sure that it came from the legitimate service as they think it is,
because if the attacker was trying to steal credentials, then he would not be
able to get the image and caption corresponding to the user and user after

getting the security image and caption can verify that the service provider
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is legitimate or not. And only when the user verifies the security image and
caption, he provides the password and logs in. This saves the users to
provide the credentials to the attacker trying to fake the service provider.
Hence this best practice is used to verify the authenticity of the service
provider and prevents the users being falling prey to phishing attacks.
Implementation: To implement this best practice, online service has to
make sure that the usernames for the online accounts should not be
available easily to the public via any source or applicable to the online
services that do not use the common username for the login purpose,
especially banking institutions. This best practice is implemented at the
time of login. The login page should first ask for the username, after user
has entered the correct username, a personal security image and caption is
pulled corresponding to the user account and shown to the user with the
password field. Only after user verifies the personal caption and image
associated to its account by checking the check box, the login button
should get enabled and user should be allowed to login with correct
password provided. If the security image and caption does not match the
security image and caption user have corresponding to the account, then
user can back off from providing password and hence will be saved from
any kind of phishing attack hacker might have planned.

Example: Many banks implement this best practice to make sure that
user’s credentials are secured and users should get alarmed if some site
claiming their bank asking for username and password does not show the

correct personal security image and caption. This best practice works for
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the banks because the usernames on bank accounts are pretty uncommon
and rigid, also they make sure that there is no way to guess the correct
username of an account because after 3-4 tries the account gets locked out,
hence attacker can’t guess the username by such few tries, also the process
becomes harder because of rigid rules on the usernames imposed by the
banks.

e Attack: Phishing Attack

3.5 Category: Suggested New Best Practices

3.5.1 Applicable To:
All online services who have a login account for their users to access their

service, for example:

e e-mail providers

e social media service providers

e e-commerce websites

e online banking services

e online money transaction services

e cloud storage services

e other online service providers

3.5.1.1 Best Practice: Uncommon Username For Login
e Definition: The usernames used for the online accounts should be
uncommon or should be hard to guess.
e Discussion: This best practice suggests that online service providers

should have mechanisms to impose some specifications for the username
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selection, just similar to the password selection, also giving users an option
to use their common usernames to be displayed on their account whenever
any authorized friend or person looks or visits the online account (in case
of social online service providers). In this way online service obscure the
username used for the login purpose, just like passwords are never exposed
to others who look or visit the online accounts. This would be a great
disadvantage at the part of attacker, because now he has to guess the
correct username as well as the correct password, since now the usernames
are not available and it is pretty hard to guess the usernames because of the
username selection mechanism. Hence doubling the task of the attacker for
both brute force attack as well as DOS attack.

Implementation: The implementation of this best practice should be done
in same way as done for the implementation of a secure password selection
mechanism. The only difference should be that there should not be many
restrictions on username such as all the subcategories of Password
Selection->Minimum Password Requirements. The restrictions should be
sufficient enough to give some randomness to username so that even the
attacker knows the full name of victim; it should be hard for him to guess
the username used for the login to victim’s account. For example, Number
Inclusion and Upper & Lowercase Letter Inclusion should suffice. The user
should be given freedom to choose a common name to tie up with the
account and use for display purposes on the account, but that name should
be different than the one used for the login. This will slow down the

attacker for having a bulk brute force attack on the accounts of an online
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service, because now he has to do the same exercise to guess the correct
usernames of the accounts as he does for guessing the passwords.

e Example: The very first step to perform a brute force attack on the online
service provider is to build the list of legitimate usernames using that
account and after that the next step is to guess the password for every
username in the list. Currently the first step is considered as not much time
consuming and easy to do because majority of the online services either
use email addresses of the users as their login username, or uses the first
name, last name or combination of both as the username. Both of this
information is easily available on Internet. And to make a list of usernames
which are the combination of first and last name, attacker can take top
1000 common first names and common last names and can make all the
random combinations like johnsmith, andy, etc. to make the list of the
legitimate usernames for the online service. But this process can be made
difficult if usernames are now harder to guess and to guess a single
username, it requires all the combinations of the restrictions imposed on
the username (uppercase lowercase and numbers) and this could consume a
lot of time of attacker and make the attacks like brute force, DOS harder on
hacker’s side.

e Attack: Brute Force, DOS.

3.5.1.2 Best Practice: Mandatory Upgrade Of Password After New Password Policy
e Definition: When an online service makes any changes in the password
policy, users should be forced to comply with the new policy by changing

their current passwords.
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Discussion: This is very important aspect, which should be taken into
consideration while online services make any updates on their password
creation policies for the online accounts accessing the service. In the past,
when the cybercrime was not very prominent, the online services especially
email service providers used to have very few or almost no password
restrictions on the accounts of the users, hence users can have any
password they want without having thought about security. Maybe at that
point in time, it wasn’t as crucial as it is today to have a strong passwords
for the online accounts. These email services are still being used by the
users, new as well as the old users who created their account almost a
decade ago. Now they have upgraded their password selection policies and
force users to have good passwords while creating the account and the
user’s accounts in the current day and age may be secure enough. But the
question is what about the security of the accounts created over a decade
ago? Do the old users have changed their passwords to comply with new
password policies? It is difficult to answer these questions but it is easy to
mitigate the cause of these questions, by forcing all the users, who have
created their accounts before the new password policies were enforced, to
change their passwords for better security of their accounts. This avoids the
risk of the old accounts getting hacked by the attacker, brute forcing the
accounts. Hence, the online services should make sure that whenever they
upgrade to a more secure password selection mechanism, they should make
sure that all the users should mandatorily change the password to comply

with the new system of password selection.
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Implementation: This best practice should be implemented at the time
when there are changes in the password policy of an online service
provider. When an online service provider decides to upgrade its password
selection mechanism, including some new rules imposed on the passwords
for the new accounts, and then the service should make sure that all the
account holders prior to the password policy upgrade should
change/upgrade their passwords according to the new password policy. To
make sure, user changes the password, the online service should give the
users a timeline till which they should change the password and after that
the users should not be allowed to login with their old passwords, when the
service detects that the old password has not been changed for the
particular user then the service should force the user to reset the password
by following password reset mechanism of the online service provider.
After successful reset the user then should be allowed to login.

Example: There is couple of examples in past which signifies the
importance of this best practice. One of the recent activities involving the
hack and leakage of around 5 million Gmail passwords with the
corresponding usernames is an example where they claimed that majority
of the accounts were old accounts with their old passwords, and said that
even though the usernames are legitimate usernames, the passwords are the
old passwords and users have changed their passwords corresponding to
their accounts [7]. But there might be some users who might not have
changed their passwords since creation of their accounts and could have

easily become vulnerable to the attack because Google did not have
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mandatory upgrade of old accounts passwords after they changed their
password policy. This shows that if this best practice could have
implemented then no accounts could have been on risk, if the accounts
were old enough.

Attack: Brute Force.

3.5.1.3 Best Practice: Mandatory Password Hash Salting.

Definition: Passwords should be secured with cryptographic hashing,
using a salt at least as large as the number of bits used for hash.

Discussion: Now days it is a common practice to encrypt the passwords
with a hashing algorithm before storing them on server. Hashing, while
secure, is vulnerable to pre-computation of large dictionaries of possible
passwords. To prevent this, it is recommended to use a large salt, a random
number generated for every password hash, for more stringent security, so
that is becomes near impossible for the attacker to hash every potential
password with every potential salt value. This best practice recommends
the use of at least the number of bits of hash algorithm used as a salt with
the hashing algorithm to encrypt the passwords because large salt increases
the number of combinations for every password and hence it becomes time
consuming for an attacker to produce all the combinations of the salt with
the corresponding hash to crack the password. And the procedure is
repeated for all the possible combinations of the passwords available to the
attacker, or for the top 1000 common passwords. With the current state of
the technology, it has become easy to compute the hashes but it is still

difficult to compute the hashes salted with number of bits as large as the
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hash. Hence we strongly recommend using salt of at least 64 bits in length
while hashing the passwords.

Implementation: This best practice is implemented at the server side of
the best practice and hence, it is hard to know that which online service
uses password hashes with salt and how long the salt is. This best practice
makes sure that whenever an account is created for the online service, the
passwords submitted by the users at the time of account creation are hashed
with the salt bits as large as the hash and then stored on the server side of
the online service provider.

Example: Salting is important because it makes the task of pre-computing
the passwords more difficult. Consider a situation, for example, that the
attacker has access to a password file containing all the usernames and
password hashes. Without a salt, attacker could take top common
passwords hash them and then compare each of them with the hashes
available in the password file. It is pretty likely to find a match if the
passwords are easy to guess. But if a salt is added to the hash of the
passwords then for every password, the attacker has to compute all the
possible combinations of salt bits with the hashes to guess the right
password. This makes the cracking task more time consuming. The length
of the salt added to the hash is critical because if the salt is small enough,
then it would not have a large impact on the cracking time and resources
used, although it would definitely be better than no salt, but it doesn’t solve
the problem of easy password cracking. If the salt is large enough such as

64 bits then the possible combinations for the salt would be 264 which is
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pretty huge number and it would be not considered worthy to compute all
these combinations for a single password and especially when you don’t
know whether that password would produce a match or not. Hence it is
strongly recommended to use large salts while hashing the passwords, at
least as large as the hash.

Attack: Brute Force.

3.5.1.4 Best Practice: Periodic Password Reset

Definition: Users mandatorily changing the passwords periodically
Discussion: This best practice suggests that the online service providers
should ask their users to change their passwords periodically, may be every
six months or annually. This could be annoying to the users and may have
a bad impact on the online service provider’s market. But this is important
and taken into consideration because due to advancement in the processing
speed of the processors and ever growing technology, the passwords
considered safe today might not be secure enough a year later. Hence
password strength regulation is important and it makes the accounts secure
by the fact that if an attacker is collecting a database of the passwords from
years, they might not be effective at the current point in time, if the online
services have a periodic password reset policy. Hence it is recommended
that users should change their passwords periodically and to make sure it
happens, online service provider should implement this best practice.
Implementation: This best practice makes it mandatory that the users
change their passwords after certain amount of time. Hence as soon as this

best practice is implemented, after the first password reset, the online
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service should remind the users couple of days ahead to reset the
passwords after certain amount of time has passed (may be half yearly or
annually. When the time comes for the password reset, i.e. one year after
the previous password reset, the user should get warning message to reset
the password whenever user logs into the account.

Example: Many major industries implement this best practice to secure
their employees login credentials, by annually or half yearly forcing all the
employees of the organization to change their business account passwords
so that they are secured and nobody and hack into organizations network
with an old password. This best practice could be used in the same way
with the public online service providers as well to make sure that the
accounts should not get compromised, if the attacker is collecting the
information for past years.

Attack: Brute Force.
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Chapter 4

ONLINE SERVICE PROVIDERS - A SURVEY

The list of best authentication practices summarized in Chapter 3 were
gathered by documenting the various authentication practices and mechanisms used by
a wide range of online services providers in the Spring of 2015. These providers
included social networking, email, and e-commerce services. The survey revealed a
significant range of different levels of care used to protect users’ accounts. Some
appear to be very sound and secure and others will be less effective against different
forms of attack such as brute force password attacks and password recovery
compromises. Discussions with at least one provider indicated that a provider may
have one level of security for free accounts and implement more stringent methods for
accounts in which the customer is paying a monthly fee. In section 4.1, several tables
now follow detailing the various practices found to be in use. Section 4.2 is a
discussion of the survey findings, and Section 4.3 discusses best practices for slowing

down an attacker.
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4.1 The Comparison Table as of 1/20/15

Comparing online services with best practices: Password Selection

Table 4.1
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Comparing online services with best practices: Bad P/w Attempts

Table 4.2
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Comparing online services with best practices: Password Recovery

Table 4.3
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4.2 Discussion on findings:

The survey was done on major cloud service providers, social media providers

and e-commerce service providers. The following sub-sections provides a discussion

on the findings from the survey and tradeoffs of using particular best practices by the

service providers.

4.2.1 Online Cloud service providers:

The survey includes the analysis of the implementation of online user

authentication in the major cloud service providers. The categorized descriptions of

the results found are discussed below:

Password Selection: The best practices described in this category in section
3.1.1.1 should be incorporated for the best password selection mechanism for the
online service providers. This tremendously reduces the risk of brute force attack,
provided all the best practices in this category are implemented. When surveyed
some major cloud storage service providers, the results varied in a wide range,
having services, like SpiderOak, implementing none of the best practices of
password selection, to the services like Tresorit and Syncplicity, implementing
almost all the mentioned best practices for password selection in section 3.1.1.1. It
is surprising that the most popular and widely used cloud services such as Google
Drive, Amazon, Dropbox and Mega don’t have any password restrictions, except
for the minimum length, which means users can have easy passwords and hence
could be easily cracked by the brute force attack. That could mean that they don’t
want to impose the difficulty on their customers, trying to create a new account,
because simple passwords are easy to remember. Also nobody wants to spend half

an hour deciding and creating a password which they will definitively forget if
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they don’t access the service frequently. Because of fear of losing potential
customers, the services don’t force user to have strict passwords. But now people
are aware of risk of having simple and weak passwords because of password
hacking problem faced by the online services. So, services should try to make the
users passwords hard enough so that they couldn’t be easily guessable. It can be
seen from the results that besides Tresorit, Syncplicity and Microsoft, no other
cloud service has any kind of restriction on password selection, except minimum
length. If the mechanism of restricting bad login attempts is not properly chosen
and implemented, these services might be on the risk of brute force attack on their
accounts.

Bad login attempts: There are two major implementations seen for restricting the
user to try too many bad passwords at the time of login: slowing down using
CAPTCHA and a login timeout on the user. It can be seen by the results of the
survey that a majority of online cloud service providers (6) uses CAPTCHA as
primary step for the protection against bad login attempts and 5 other providers use
a timeout mechanism for slowing an attacker down. Mega, Wuala, SugarSync and
SpiderOak don’t use any of the mechanisms to slow down the user, hence keeping
them at high risk of brute force attack and except Mega, none of them have rigid
password selection rules, which may exclude Mega from being brute forced, but
no mechanism for protection from bad logins will keep it under the attack zone as
well. Also, considering the bad login notification, no one except Syncplicity
notifies the user about bad login attempts, which makes Syncplicity stand out of
the crowd with majority of the best practices implemented by the service, with the

only concern being a DOS attack because Syncplicity implements a timeout
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mechanism to slow down the user and if not properly implemented, can allow the
target user’s account to be DOS’ed, making the account unavailable to the user.

Password Recovery: For password recovery, all the cloud service providers
surveyed use the email account used as the account login username, except

Tresorit which offers no password reset.

4.2.2 Social Media service providers:

The survey was done on the major social media providers such as social

networking sites like Facebook, Twitter etc. for their implementation of online user

authentication and following is the description of results found from survey for each

category:

Password Selection: The survey shows that the password selection mechanism for
social networking services such as Facebook, Twitter, and LinkedIn is directly
proportional to the ease of remembering the passwords for the accounts, that’s why
these services don’t impose rigid password selection rules while creating the
accounts. The reasons for doing this are pretty straight forward, these services are
used very frequently by the users, maybe daily or even many time a day, hence the
services don’t want to annoy the users by requiring hard passwords which are most
likely to be forgotten by the users, so that users can easily login and access their
accounts whenever they want. The business success of these services is directly
proportional to the number of users of the service; therefore they don’t want to
give their new users a hard time while creating the account by asking to include all
the randomness in their password. Hence easy passwords are preferred so that the
services should not lose their customers which will have direct impact on their

business. Also, as seen from the results the minimum length for password is 6
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characters, hence from the security perspective, this could result in brute force
attack on the user accounts, if proper security mechanism is not employed for
protecting the accounts.

On the other hand, the email service providers, Yahoo and Google, have a good
password selection mechanism as compared to those of social networking services;
the minimum lengths for the password are 7 and 8 characters, with Yahoo
implementing rigid rules for selecting the passwords. It should be noted that none
of the social media providers uses CAPTCHA at the time of account creation,
except Gmail, which means that an attacker can create thousands or millions of
accounts thus consuming provider service resources.

Bad login attempts: As seen from the results, Yahoo doesn’t implement any of
the best practices for slowing or restricting the user, who is attempting to login
with bad passwords. The reason is pretty obvious, as discussed above that Yahoo
has rigid password selection policies and does not allow users to have weak
passwords hence it is difficult to build a list of all combinations of the passwords
to brute force the account (although not impractical, and may be in future when the
processors get better, this can be easily done, hence vulnerable to brute force).
They could have employed strong intrusion detection system to log all the bad
password attempts and may initiate some prevention steps. Gmail and LinkedIn
uses CAPTCHA to slow down the user, hence excluding them from the risk of
being DOS’ed by the attacker. Conversely Facebook and Twitter uses timeout
mechanism to slow down their users, putting them on the risk of being getting
DOS’ed, if the timeout mechanism is not properly implemented. Focusing on one

of the most important practice that should be implemented, bad login attempts
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notification, only Facebook implement the notification practice, this could be
critical because, if ever the accounts get brute forced, the users will never get
notified and hence would not be able to take any preventive measures until the
accounts get compromised.

Password Recovery: For password recovery process, it is important to verify the
authenticity of the person doing the password reset and the method to do this,
which is considered most reliable at present, is 2-Factor Authentication (2FA).
Unfortunately, none of the social media providers, analyzed in the survey, use the
2FA to authenticate the person as a legitimate user, at the time of account
recovery. Except Yahoo, other social media providers use the email address
associated with the account to send the recovery URL/code. It is important to
timeout this recovery URL, Facebook and Twitter don’t implement that, resulting
the recovery code might be reused by the attacker if the email accounts get
compromised. Most importantly the users should be always notified whenever the
password reset happens on their accounts, so that if the user has not initiated it, the
prevention measures could be taken on time to prevent further damage to the
account. Unfortunately, none of the social media service providers surveyed

implements this.

4.2.3 E-commerce service providers:

Finally the survey included the analysis of the implementation of user

authentication on several e-commerce services. A discussion on their implementation

of user authentication follows.

Password Selection: The e-commerce services surveyed include PayPal and

eBay. Both the services provide some complexity by forcing users to have at least
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a number or a special character in their passwords. Both have different mechanism
to slow down the attacker from creating number of fake accounts. PayPal uses
email account for sending the activation link and the account only gets activated
by verification of the email account associated with the PayPal account of the user.
eBay uses CAPTCHA to slow down the number of attempts for account creation.
These practices show that they are concerned about the password complexity for
preventing a brute force attack, but at the same time, they don’t want to make the
login process too tough a process to create an account for the service. Also, their
tradeoff between the password complexity and number of user customers is similar
to the social media providers, because their businesses depend on the number of
customers they have.

Bad login attempts: The result of the survey shows that both of providers, PayPal
and eBay, don’t use the timeout mechanism to slow down the customer, instead
they use CAPTCHA. This is a critical choice because both the services deal with
online money transactions and they know that they could suffer a loss in their
business, in terms of money, if they lock out the potential user who may want to
buy something online or want to make a money transaction. Their profit directly
depends on the time users spend online using their services, either shopping or
transacting money, and hence they don’t want to lock out potential customers of
their service even for couple of minutes. This could impact their annual profit and
hence impact their business goals. This could be a potential reason of preference
given to CAPTCHA than to timeout. This shows that CAPTCHA still belongs to

be in the list as one of the best practices.
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Password Recovery: Password recovery of PayPal account is based on the
personal information, such as use of the pre-registered cell phone number. They
send a verification code on the registered mobile phone and then the user has to
enter the verification code to reset the password, and after entering the verification
code the user is able to select the new password for the account. This kind of
implementation is vulnerable to social engineering attacks. The user does not even
have to unlock the phone to see the code in the message headline. This preview
display, which is usually displayed when the phones are locked, contains the code
as very first word of the message. This method is useful only when after entering
the code, an email has been sent to the email account to reset the password, and
this provides the 2FA needed for the password recovery. eBay does not uses 2FA
for password reset, but uses the email account associated to the eBay account of
the user to send a password recovery email. Both of the services do not implement
password reset notification practice which means that the password could be reset

and go unnoticed by the user, if attacker resets the password.

4.3 A Discussion on Timeout Versus CAPTCHA (study from the survey):

Earlier, the use of CAPTCHA for the purposes of slowing down the

attacker/user was considered efficient and probably the best practice. Although

recently, after the automation of solving a CAPTCHA challenge, many people suggest
that it should now be considered a bad practice to use CAPTCHAs for slowdown
purposes [33][34] and that the trend is the industry might be now moving away from

the use of CAPTCHA and back toward timeout. We can look at the survey for

insights. The results of the survey shows, surprisingly out of 22 online service

providers only 7 service providers (31.8%) use timeout mechanism to slow down the
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users, 10 service providers (45.4%) still use CAPTCHA, and 5 service providers
(22.7%) don’t use any kind of mechanism to slow down their users. Out of these 5
services, Wuala, SugarSync and SpiderOak are at high risk of getting brute forced,
since they don’t have any restrictions on password as well as do not implement any
mechanism to slow down the attacker (neither timeout nor CAPTCHA). These results
show that CAPTCHA is still very much in use in the online industry and still
considered as one of the best practices as a first step of protection from brute force
attacks. Finally, the use of CAPTCHA reduces the risk of both brute force and DOS
attacks, hence a properly implemented CAPTCHA could lower the risk of both types
of attacks, whereas timeout only reduces the risk of brute force attack and adds a risk
of a DOS attack on the user’s account. As such, we recommend the use of

CAPTCHAs as one of the best practices. The following chart illustrates the findings:
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Time-out Vs CAPTCHA

10

No. of Online Services

Timeout CAPTCHA None
Slow-Down Mechanism

Figure 4.1: Services using Timeout, CAPTCHA or neither.

4.4 A Discussion on 2-Factor Authentication (Dropbox case study):

As discussed previously in the section of 3.1.1.4, it is a best practice that a
service should use mandatory 2FA at the time of login for all kind of accounts. Here it
is important to note that 2FA, even if not mandatory, should also be made available to
every account of the service to allow users who are really security conscious to
improve their attack resistance. In discussion this researcher had with Dropbox they
revealed that they are using mandatory 2FA for their non-free accounts, i.e. business
accounts and paid accounts, but for a free user, 2FA is not made mandatory. This

shows a tradeoff between the kinds of accounts a user creates versus the security of
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that account. There is no harm in paying extra attention towards the security of the
important accounts (paid and businesses accounts), but it should be kept in mind that if
the majority of the accounts an online service provider has are the free customers’
accounts, and if the security of all those accounts get jeopardized, then the service
might lose the goodwill in the market even though all the paid accounts were
protected. Also, one of the factors, noting the popularity or the service and getting
more customers, free or paid, is the number of customers a service has. And in
majority of cases the big chunk of these customers are free account users, not the paid
ones, hence the service should also consider to safeguard the free accounts as well
with 2FA, because as discussed the breach of these accounts might result in the service
loosing goodwill and position in the market. Hence it is strongly encouraged to use
2FA for all types of accounts to better protect the online service accounts to get

hacked.
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Chapter 5

CONCLUSION

We have surveyed the current user authentication practices and mechanisms of
many online service providers such as cloud storage services, social networking,
email, and e-commerce services. There are various authentication methods currently in
use and what mechanism provides the best security is in constant flux. One example
of such a change would be the use of CAPTCHA, used to slow down the an attacker
from trying to guess a user’s password as fast as possible, but people have found the
work around for it, as many online tools are available for automatically solving a
CAPTCHA challenge, it is assumed that it is no longer a best practice to use for
slowing down the attacker [33][34]. But it is still worthwhile to use some very
complicated CAPTCHAs as the solution to slow down the attacker and prevent a
direct brute force attack. Other more common techniques currently used is normal or
exponential time-out, which temporarily locks out the users from logging into the
account if they exceed a maximum number of password tries. The critical problem
with these techniques is, if not properly implemented; it can result into Denial of
Service (DOS) attack on the user’s specific account (e.g. Dropbox) and thus makes the
service vulnerable to DOS for high profile clients (e.g. celebrities). Hence in that case
CAPTCHA still may be preferred over timeout time out because timeout may have

more serious consequences if not implemented correctly.
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This research shows that even though it is obvious that some of the best
practices should be incorporated into the user authentication process to shield the
service from major cyber-attacks, there are many cloud storage services [Table 4.1,
4.2, 4.3], who are not using them, possibly making them more vulnerable to the
attacks like brute force. The reason could be business related, in the sense that they
might assume that they may not get hit by the attacks because of their business size or
business model (e.g. a free service which needs many millions of users), but sooner or
later they may need to adopt more of these or other best practices to at least defend
against the most common cyber-attacks such as a brute force attack. Also, the research
revealed that the way different service providers implement security practices depends
on the nature of the service provided, for example social networking services or e-
commerce service providers may want it to be easy for new customers to get enrolled
in the service, so rather than asking them to follow all security best practices
mentioned in the ‘Account creation - Password selection’ section of the table, they
allow the user to choose any kind of password they want, and then adopt a more
stringent process for other authentication steps - Password recovery and Bad Password
Attempts. On the other hand services like online banking have tight secure
mechanisms for the complete user authentication process, since online banking is
available only to the account holders of that bank and their business model does not
depend on the number of online users of that service. This illustrates that that there is
always a trade-off between the type of business model of the service and security

practices adopted for the user authentication in that service.

The current published NIST best practices [9], at least in the lower impact systems,
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appear weaker than the current required industry practices we have cataloged. And
they are not sufficiently detailed to guide the implementer how to incorporate them in
their services. We present a concise selection to follow of what we believe are current
best practices and we recommending several new practices. The recommended best
practices in this paper are defined with respect to current security vulnerabilities and
what we believe are best current practices, but since new cyber-attacks are coming
into picture on a continuing basis, it should be said that what is safe today may not be
safe tomorrow. But it can be seen clearly that a majority of online service providers
still have some gaps with the best current security best practices described here. It is
often said that 100% security can never be achieved in cybersecurity, the only possible
way to achieve it is to be cut off from the Internet (e.g. air-gap) which can’t always be
fully achievable, but we can strive for our systems to become less vulnerable and

protect ourselves from attacks by practicing security best practices.

5.1 Summary of Best Practices:

In closing, this section provides a concise summary of all the best practices
mentioned in this thesis as a quick reference, which should be currently implemented
to provide strong security against the common cyber-attacks made on the online
service accounts.

1. Password should include:

e At least 8 characters or more!l0,

10 As with all quantitative values in security, this value (8) will likely increase over
time as computer power increases with time. The value 8 is a reasonable value at this
point in time.

119



10.

11.

12.

13.

e Special characters.

e Numbers.

e Uppercase as well as lowercase characters.
Password should be checked for the common strings, parts of user names
and top common passwords.
Email an account activation link to verify the user before activating the
account.
Mandatory 2FA to verify the user’s identity at the time of login.
Use CAPTCHA during new account creation.
A Password strength bar should be shown to the user while creating a
password.
Restrict the maximum number of incorrect password attempts.
Slow repetitive incorrect login attempts by using a complex CAPTCHA
challenge.
Slow repetitive incorrect login attempts by using a sophisticated time-out
mechanism.
Bad login error messages should not reveal whether a username or
password is incorrect.
No timing difference between loading a legitimate login page versus a bad
login page.
Send email/text notification to the owner of the account after a number of
bad login attempts.
Mandatory use of 2FA for verifying user while requesting a password

reset.
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14.
15.

16.

17.

18.

19.

20.

21.
22.

23.

24.

25.

26.

Use a user’s email address for password reset.

The password recovery email should not contain the old password, new
password, or the password hint in clear text.

The password recovery email should not contain any part of account
information.

The password recovery mechanism should not be based on the personal
security questions only.

The password recovery should not be based on a random email address or
phone number provided promptly at the time of recovery.

The recovery URL should have a timeout and should be invalidated after
the timeout.

While recovering the password, no part of recovery email or phone number
should be revealed.

Notify the user every time a password reset takes place on the account.
Notify the user whenever the recovery emails address or phone number
changes.

Use a user selected and user specific personal security image and caption
phrase to verify the service’s authenticity.

The user names used for the online accounts should be uncommon or
should be hard to guess.

In case of changes in the password policy, all users should be required to
comply with the new policy by updating their current passwords.
Passwords should be secured with hashing, using a salt at least as large as

the number of bits used for hash.
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27. Users should be required to change the passwords periodically.
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Chapter 6

FUTURE WORK

The information incorporated in this survey and thesis was done manually by
researching the current observed best practices and industry standard best practices
available to the online service providers. The survey was made by researching every
online service listed in the table manually, by testing the online service against every
best practice and getting the result whether the online service uses the best practice or
not. This testing process is time consuming and might be automated by developing an
audit tool which then can be used to perform the tests on the online service, testing
that service against the best practices listed in the table and providing the results based
on some weighted sophisticated algorithm to conclude how vulnerable the online
service is towards the common cyber-attacks like brute force, DOS etc. Such a tool
would also allow us to quickly re-audit providers on a periodic basis and get a measure

of whether their security stance is improving.

6.1 Tool for Automated Auditing:

As we see, whenever a new vulnerability is discovered, developers build tools
to detect the vulnerability and also, in some cases, suggest a work around. For
example, there are tools that automate the process for vulnerability assessments like
OpenVAS, Nessus, and there are tools to detect viruses and malwares like McAfee,
Malwarebytes and all the other anti-virus software products. So the motivation behind

building up an automated audit tool, which can scan an online service and detect the
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vulnerabilities with respect to user authentication by checking the service against all
the best practices, comes from that idea where it might be useful to have an automated
tool to assess the online service so as to know the weaknesses in the user
authentication implementation, and possibly recommend better mechanisms or a work
around.

The main challenge in building an automated tool of that kind is that every
online service has their own set of methods to implement a secure online user
authentication, including their own set of practices implemented for the different
categories illustrated in section 4. Hence the tool should be built in such a way that it
should allow for customized auditing corresponding to the online service which is
using it. To describe the challenges associated with the development of the tool, let’s
take an example. Say there is an online service A which uses CAPTCHA to slow
down the attacker while attempting bad passwords, and a service B which uses time-
out to slow down the attacker. To perform an audit on the service A, a customized set
of best practices has to be used, and to perform an audit on service B other set of
customized best practices has to be used. Similarly, the behavior of the tool also
depends on the methodology implemented for the password recovery. There are many
ways to implement the password recovery mechanism, as described in section 4
category Password Recovery, hence there should be a way in which the tool could be
tuned or customized for the different mechanisms for password recovery by the online
service to perform audit on the password recovery method.

In summary, there are various ways to implement the mechanism for the
password selection, bad logins protection and password recovery, and all are

mentioned in section 4 in each corresponding category. And all these different
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mechanisms have to be taken into consideration when building the automated audit
tool so that it can be used widely across various online service providers to perform an
audit on their service. Finally, the audit tool should show the level of seriousness of

the vulnerability and should suggest a better solution or workaround to that problem.
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Appendix

CURRENT PUBLISHED BEST PRACTICES

There are many articles on the Internet that describe the best practices that
should be implemented by the online services to make their online user authentication
process secure. But the most reliable source for this kind of information is considered
to be the documents published by governments to tighten the computer security and
other domains of security. One of the most widely accepted set of documents are
published by NIST, the National Institute of Standards and Technology for the United
States. NIST has a special publication series for computer security community [9]. It
includes the published documents for almost all areas of computer security where the
guidelines specify recommended mechanisms to maintain rigid control over the
security and privacy of the service. Since the scope of this thesis is limited to online
user authentication, we researched the NIST documents establishing the guidelines in
this area of computer security. We have analyzed the three NIST publications: Guide
to Enterprise Password Management [10] (NIST.SP.800-118), Security and Privacy
Controls for Federal Information Systems and Organizations [11] (NIST.SP.800-53r4)
and Electronic Authentication Guideline [12] (NIST.SP.800-63-2). The best practices
listed in these documents were compared with the best practices in this thesis
document. A brief discussion of some of the comparisons follow.

e When analyzing the NIST document NIST.SP.800-53r4, we found that the

document does not discuss about the use of CAPTCHA as one of the practices
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anywhere in the document, neither at the time of account creation nor at the time
of unsuccessful login attempts. We recommend use of complex CAPTCHASs as the
first layer of protection against the brute force attack as well as at the time of
account creation, so that the server resources should not get overwhelmed with
millions of fake accounts. Also, the NIST.SP.800-53r4 document does recommend
automatic lockouts of the accounts while encountered unsuccessful attempts, but
doesn’t say about how long it should be. Furthermore, the document does not
recommend mandatory salting of the passwords, stating- “organizations may also
consider salting passwords ", also without recommending a minimum length of the
salt that should be used while hashing the password because as already have been
discussed in the thesis that salts with 8-16 bits are not that complex and easily
crack able. The document should strongly recommend the use of salt while
password hashing which should be as large as the hash.

When analyzed the NIST document NIST.SP.800-63-2 for the guidelines for the
electronic authentication, we found that the document does recommend the use of
CAPTCHA for protecting the account from attacker trying to authenticate. Also,
the document does recommend the time-out of the accounts for the short period of
time followed by an unsuccessful attempt of authentication. Also, as seen in the
NIST.SP.800-53r4 document, this document also does not strongly recommend the
use of salt for hashing the passwords before storing them, stating “Passwords may
be concatenated to a variable salt”. We strongly recommend the use of a large
enough salt, at least as large as the hash, to protect the passwords against the
dictionary attacks of password cracking. These documents don’t clearly state the

practices and how to implement them in real world scenario.
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e The other document which was analyzed was the NIST sp800-118 document,
which briefly illustrates the guidelines for enterprise password management. This
document does not state anything about the use of CAPTCHA for slowing down
the attacker at the time of password guessing attempts. Also, the document does
state the use of salt for securing the passwords from getting easily cracked using
the dictionary attack, but does not recommend the bare minimum length of salt
used for the hashing of the passwords. Finally the document also mentions of
locking of the user account after consecutive failed authentication attempts in a
row. But the document states that time-out should be 15 minutes after 50
consecutive tries, to protect the legitimate user from locking out of the account for
a long time. The maximum number of tries threshold is quite high (50) and the
timeout period is pretty low, so if the accounts have easy passwords then even
though having this kind of timeout would not solve the problem of brute force
attack (top 1000 passwords can be tried in 5 hours from a single computer, this
could take even less time when used botnet, more than one computer, which is
pretty common practice to brute force the accounts). Also, improper
implementation of the timeout technique could result in the DOS attack on the user
accounts, and the document does not states this warning, resulting in some
misleading information which could have serious impact on the online services
security and privacy.

While NIST does often mention many of the best practices across the 150 or
more SP 800 documents, those practices are not always found uniformly across the

documents. An implementer, just using a recent document, might leave out a key best
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practice found in an older document or a document seemingly unrelated to the

implementation at hand.
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