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ABSTRACT

In computer networks, routing determines how data move across a network from
a source to a destination, while medium access control (MAC) defines when and how to
transmit data from one node to another. Ant-based routing protocols have successfully
provided an effective, if not optimal, solution to the routing problem by using control
packets, called “ants”, to explore networks, discover routes and reinforce the best
routes. However, the modeling of ant-based routing in the context of wireless local area
networks (WLANSs) is challenged by the intrinsic complexity of wireless medium access
control and its cross-layer interaction. Therefore, this dissertation mainly concerns two
problems: improvement of an ant-based algorithm’s performance on routing problem
and mathematical characterization of medium access control for wireless local area
networks.

Our contributions are threefold. First we introduce a novel strategy for ant-
based routing to achieve optimal solutions that have least hop count. Next, we modestly
analyze the integrated behaviors of ant-based routing with medium access control based
on the case investigations of a practical MAC protocol MACA (Multiple Access with
Collision Avoidance). Finally, we develop a detailed Markov model according to the
comprehensive descriptions of the Distributed Coordination Functions (DCF) in IEEE
802.11, an international standard that specifies access scheme for WLANS.

This dissertation is organized as follows. Chapter 1 presents the background of
routing and medium access control problems in WLANS, and reviews related research
efforts on ant-based network routing and the ITEEE 802.11 DCF. In Chapter 2, we
show that our strategy leverages the previous efforts to model and analyze ant-based
routing protocols on wired networks that explained how some critical parameters drive

the network into near optimal route configurations. A simulation study of the strategy

Xiv



on both simple 5-node network and large 50-node network demonstrates a significant
improvement on the discovery rate of stable single route solutions with minimum dis-
tance from a source to a destination as measured by hop count. In Chapter 3, we start
by performing case studies to understand the MACA protocol based on a Markov chain
analysis. The findings are incorporated into the previous analytical framework of ant-
based routing protocol, and the predicted behaviors of the resulting integration model
are validated through realistic simulations. A regression study is also conducted to
evaluate MACA performance by packet delivery ratio in multi-hop wireless networks.
Finally in Chapter 4, we give the detailed derivation of our new model for the IEEE
802.11 DCEF. The validity of our model does not depend on the network parameters
and topology. For steady state calculations, we approximate joint probabilities from
marginal probabilities using product approximations. By assessing the model in a va-
riety of representative networks, we find excellent agreement of equilibrium node states

with realistic simulations of network traffic.
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Chapter 1

INTRODUCTION

1.1 Background and Motivations

With proliferation of computers and thriving technologies of telecommunication,
wireless local area networks (WLANSs) play a critical role in modern society. Since its
debut at the University of Hawaii laboratory in 1971, WLANSs are becoming more ubig-
uitous than ever. Interactions between computers, mobile phones, tablets, wearable
and smart devices all require data communications over shared radio frequencies. The
increasing popularity comes with the major benefit of mobility, as users can dynami-
cally access the network, move among different environments, create ad hoc scenarios
for a limited time and then leave [41]. On the other hand, the technological limitations
in radio transmission such as low bandwidth and vulnerability to signal interference
necessitates an optimal network framework with delicate design and efficient implemen-
tation in response to typical performance requirements and Quality of Service (QoS)
demands. It is often of interest to simulate a wireless LAN to gain insight into its be-
haviors for the purpose of performance improvement. However, experimentation with
the live network is usually disruptive and can be very costly both in terms of software
and time [38]. Instead, a detailed and comprehensive model is usually more desired
and valuable both qualitatively and quantitatively for apprehending the problems such
as performance analysis and optimizations. The most exploited mathematical tools
and foundations belongs to the theory of stochastic processes such as Markov chains
[36] and queuing systems [33]. The accompanying complexity of developing and inves-
tigating these models is such that exact solutions are available only for limited simple

cases which are theoretically important but lack practical relevance [61]. The intrinsic



challenges of modeling as well as explosive growth of applications together has made
wireless local area networks one of the most important research topics in computer
science, and has drawn considerable attentions from the mathematics community as
well [5, 9, 20, 24, 31].

Most common WLANSs are based on IEEE 802.11 international standards, also
known as Wi-Fi [3], which describe two variations of operating mode for WLANSs.
The first one contains infrastructure such that every device/computers/nodes in the
network only communicate to a centralized control unit called Access Point (AP),
which also serves as bridges cabled to other local networks or the internet. Sacrificing
some flexibility that wireless communications provide, the infrastructure WLANSs are
simpler to design and can guarantee certain level of QoS for chosen nodes [40]. In
contrasts, the infrastructure-less scenarios, also referred to ad hoc networks, offers
greatest possible flexibility as each node can either directly communicate (peer to
peer) or relay message to another (multi-hop forwarding) without any coordination
from central administration. However, it also leads to complex issues such as the
problem of routing for maximal network utilization. Routing, in essence, is the task of
exploring and maintaining the paths from a source to a destination on which a data
packet can travel. Such tasks are particularly challenging in the ad hoc setting where
the nodes are able to move within the network. This means that the network topology
will vary dynamically. Also the data transmissions are unreliable due to broken links.
Many routing protocols have appeared in the literature that incorporate certain level
of adaptivity and robustness to cope with mobility and loss of information in wireless
ad hoc networks. Those classical protocols, such as link state routing algorithms, are
called proactive routing, or table-driven routing, as they maintain up-to-date routes
information to all nodes, including those to which no packets are being sent [53]. On the
other hand, the reactive protocols, or source-initiated on-demand routing, create and
maintain routes only on as needed basis, for example, Dynamic Source Routing [29].
Moreover, hybrid routing combines both proactive and reactive components trying

to merge the advantages of the two. A specific example of a hybrid algorithm are



ant-based routing protocols, which differ substantially from traditional protocols in
terms of the technologies implemented. Inspired by swarm intelligence and Ant Colony
Optimization (ACO) [8], ant-based routing naturally provides desired properties of
wireless ad hoc networks such as adaptivity and robustness [18]. As the first part of
the thesis, we focus on the mathematical analysis and simulation study for a dynamical
system that was developed in [59] for basic ant-based routing protocols (BARP). We
improve the performance of BARP by showing it is possible to select near-optimal
routes as measured by hop count when using a time dependent routing strategy.
Although ant-based routing protocols have been successfully applied to exploit
routes in multi-hop wireless networks [16, 17, 18, 43], the rigorous mathematical model-
ing and analysis of the performance was limited to wired networks because the models
did not include particular pathological features of channel access in wireless networks
such as the hidden terminal problem: data transmissions are vulnerable to interference
when transmitting nodes have only partial information about the network topology.
The efficiency of wireless communication requires independent nodes to coordinate
transmission and reception of data packets over a shared spectrum in a distributed
way. The coordination of such communications is accomplished through Medium Ac-
cess Control (MAC) protocol, a set of rules that defines when and how to transmit
data from one node to another. Operating on the data link layer in OSI (Open Sys-
tems Interconnection) architecture of modern computer network, the MAC protocols
aim for avoiding interference from packets collisions while maximizing spatial reuse. A
number of MAC protocols, such as Aloha [4, 47], MACA [30], CSMA/CA, etc., have
proven to be effective both generally and in special circumstances [34]. Most stud-
ies of MAC protocols are experimental, using either simulated or real network traffic
to directly compare performance. MAC protocols themselves are complex and have
resisted efforts to create consistent mathematical models that can reproduce detailed
network performance timelines. The main bulk of the thesis is therefore to derive and
validate a detailed mathematical model for the Carrier-Sensed Multiple Access with

Collision Avoidance (CSMA/CA) protocol together with binary exponential backoft,



which form the IEEE 802.11 Distributed Coordination Function (DCF). This detailed
model is valuable in and of itself to understand how protocol parameters affect perfor-
mance, and it is a natural building block for understanding upper layer protocols such

as BARP that operate on top of the MAC layer.

1.2 Related Works

Inspired by the mechanisms of ant’s pheromone trail laying and following behav-
iors, ant-based routing protocols deploy control packets to discover routes between pairs
of nodes, reinforce optimal routes via pheromone deposition, and discard less-efficient
routes through pheromone evaporation. There have been a variety of contributions in
the design and mathematically study of ant-based routing algorithms. The pioneering
works of Schoonderwoerd et al. [54] in 1997 were the first to consider the applications
of ant-based algorithms within the domain of routing in distributed networks. The
authors designed an ant-based control system for call-routing in telephone networks.
The development of ant-based routing protocols for packet-switched communication
networks dates back to 1997-1998 when Di Caro and Dorigo introduced an algorithm
called “AntNet” [15]. It was designed to provide adaptive routing solutions in fixed,
wired computer networks, and was followed by a number of other ant-based algorithms
such as ARA [25], AntHocNet [16], ANSI [43], which were proposed for solving routing
problems of wireless mobile ad hoc networks. While the merits of these routing algo-
rithms were experimentally studied using a set of predetermined protocol parameters,
other investigators began to apply deep mathematical analysis to understand the com-
plex behaviors of ant-based routing protocols and the impacts of protocol parameters
on network performance. Yoo, La and Makowski rigorously studied a simple two router
ant-based system with multiple parallel routes [65]. The study rigorously determined
the long-time asymptotics for the system. This work was augmented by Punyaslok
and Baras [42], who modeled the arrival times of data and control packets along par-
allel routes between two routers. Following the similar patterns in [59], the extensions

map the stochastic problem to a system of ordinary differential equations (ODEs).



The authors identify stationary states and analyze their stability. For larger networks,
Bean and Costa developed a framework for studying ant-based systems, connecting
equilibrium solutions with Wardrop equilibrium, a special case of Nash equilibrium,
from traffic flow theory [6]. Different from [59], Bean and Costa’s routing model fol-
lows a succession of unique steady states and assume globally-synchronized clocks at
each nodes. Others have augmented empirical studies by modeling different aspects of
the protocol. Saleem et al. have developed mathematical frameworks for the analysis
and measurement of collision probabilities to routing overhead, route optimality and
energy consumption [50, 51, 52]. Along similar lines, Zhahid et al. have developed a
mathematical framework for analyzing beehive based protocols [66]. Finally, an an-
alytic framework based on Markov chain analysis is proposed in [48, 49] where the
authors analyze and explore a full range of routing exponents (referred to as sensitivity
parameter) to optimize network performance.

On the other hand, in the domain of wireless medium access control, many
researchers have constructed mathematical models to understand and predict ensem-
ble network behaviors under IEEE 802.11 Distributed Coordination Function (DCF).
However, the complexity of this DCF under general network topologies requires that
investigators make severe assumptions about potential collisions between nodes. The
enormously influential work of Bianchi [7] on fully connected single-hop saturate net-
works begins by assuming that the collision probability on each node is constant and
independent of network topology and node states. As we shall see, this is clearly not
the case in general and a Markov model based on this assumption cannot hope to model
the DCF. Numerous works have extended this approach to try to capture missing el-
ements of the DCF in a way that is both simpler than a full simulation and valuable
as a predictive instrument for studying protocols.

There have been many extensions of Bianchi’s work to model single-hop trans-
missions where there are no hidden terminals. For instance, the basic model in [7] is
adapted to the assumption of freezing backoff counter due to busy medium in [68],

which is further polished and strengthened in [19] by introducing the dependence of



consecutive slots, and also in [57] by redefining the discrete time scale given in [7]. Wu
et al. [63] augment Bianchi’s model by assuming finite retransmission attempts, which
is also adopted in [27]. In [26], the authors propose another model extension for sat-
uration throughput analysis by considering the effect of non-ideal channel conditions,
while [14] presents a similar model for unsaturated cases. In addition to throughput
analysis, a comprehensive analysis of delay performance is conducted by [67], where
the authors modify node state transitions in [7] with signal transfer functions to char-
acterize the probability distribution of MAC layer service time for WLANSs in both
saturated and non-saturated traffic situations. Others, for instance, [13], model the
statistical behaviors of the Head-of-Line packet instead of nodes and perform unified
study on both throughput and delay. A great deal of effort has also been made to
model and analyze IEEE 802.11 DCF in the presence of hidden terminals, where some
prospective senders are not within the sensing range of others. For instance, to model
the existence of hidden terminals, [64] employs fix-sized time slots and details the state
transition to formalize the channel status considering the interaction between physical
and virtual carrier sensing in a discrete time Markov system. However, the authors
follow the same assumption that collision probability is constant regardless of retrans-
mission history. In contrast, [28] uses the joint backoff stage of the two stations that
are hidden from each other as state in order to account for the interactions between
them. Unfortunately, these models are limited to infrastructure scenarios using access
points and depend on the network topology.

There has also been some efforts to model and analyze multi-hop transmissions.
Guillemin et al. propose a model for CSMA in multi-hop settings based on a random
walk on lattice [24]. The underlying assumption in this model is that node behavior
is synchronized so that the problem can be parametrized by the queue size on each
node. However, nodes in a network undergo random exponential backoffs when there is
channel contention so these assumptions are not valid. Efficiency requires that network
protocols operate asynchronously with each node acting opportunistically to empty its

queue or respond to other node’s requests for it to accept data. Other investigators



rely upon statistical descriptions of transmission nodes combing with channel behaviors
to develop a model. Garetto et al. [23] model CSMA for various two contenting
flow topologies to study the unfairness problem and further supplement it to predict
throughput in arbitrary topology [22]. The authors implement a decoupling model
for each individual node with an embedded discrete time renewal process based on
the basic assumption that the current channel state is independent of previous state.
However, [60] points out that the above assumption is unrealistic with the presence of
hidden terminals and the consequent de-synchronization of the nodes. Instead, Tsertou
and Laurenson describe the channel by modeling a first-order dependence between
consecutive channel state and adjusted Bianchi’s original model using fixed-sized time
slot and contention window [60]. Mustapha et al. [37] apply a discrete-time modeling
approach that combines a topology model, a channel model and a simplified node state
model with only three states for analyzing throughput of multi-hop ad hoc networks. In
the similar vein but different methodology, Shi et al. [55] extend Bianchi’s assumptions
on backoff-stage dependence of collision probabilities, non-saturate queues, etc., and
develop a detailed continuous-time model of CSMA networks where the correlations
of nodes are described through a companion channel model of joint backoff states.
Unfortunately, the true statistical description that they are attempting to capture
depends upon network topology and queue sizes. A more useful model will generate
the statistical description given network parameters and topology. This is precisely

what we set out to do.

1.3 Dissertation Outline

This dissertation is divided into three components to tackle different yet inter-
connected issues regarding to WLANs. In chapter 2, we start by briefly introducing
the ant-based routing protocols and its merits for exploiting the intelligence of swarms
to solve a complex problem such as near-optimal path searching. Then we describe a
modeling framework in detail that was originally developed by [59] for ant-based rout-

ing protocol in ad hoc networks using dynamical systems theory. The rigorous study



of a representative small network by examining stationary solutions and their linear
stability suggests we can improve the performance of ant-based routing by dynamically
adjusting the routing exponent, a critical parameter that controls the behaviors of the
protocol and our model. The contribution of this thesis is novel in that we leverage
this technology and validate its effectiveness and efficiency by two specific examples, a
5-node network and a 50-node network, using both theoretically and realistic simula-
tions with Matlab and QualNet respectively. As a concluding remark of this chapter,
we point out the limitations of current modeling frameworks for ant-based routing on
wireless networks due to the intrinsic complexity of medium access controls (MAC)
and its cross-layer interactions.

To investigate the integrated behaviors of ant-based routing algorithm with
medium access control (MAC) in wireless networks, Chapter 3 begins with an intro-
ductory review of several important wireless MAC protocols, from Aloha to CSMA /CA,
which lay the foundation for the modern wireless communication standards. We then
explore the operational details of one specific MAC protocol MACA (Multiple Access
with Collision Avoidance) in the following sections. MACA is the first one ever de-
signed to address the hidden terminal problem in shared channel networks [30]. We
model the behavior of MACA and perform case studies in both two-sender and three-
sender network scenarios with a Markov chain analysis. Then we take a modest step
by modeling and analyzing the integrated behaviors between ant-based routing proto-
col and MACA on a simple 6-node topology. The efforts are validated by comparing
numerical solutions of steady states with the QualNet simulation of realistic wireless
communications. The last section of this chapter discusses the difficulties we have en-
countered to generalize our MACA modeling framework with Markov chain analysis
and an alternative approach where the details of MAC protocol are lumped together
with a single linear regression model.

In chapter 4, we focus on the derivation and verification of a stochastic model
from the detailed IEEE 802.11 DCF description. Our work starts with making rea-

sonable assumptions, which, distinct from [7] and its many extensions such as [19, 26,



57, 63, 67, 68|, does not claim that the packets collision probabilities on each node are
constant or independent of network topology. Instead, we have developed a detailed
discrete time Markov model of interconnected node states including multiple back-off
stages and binary exponential back-off counters to capture the dominant first order
effects of nodes responses to contention. For steady state calculations, we approximate
joint state densities from marginal probabilities using product approximations. To as-
sess the quality of the model, we compare detailed equilibrium node states with results
from realistic QualNet simulations in three representative wireless network configura-
tions. We find a very close correspondence between our model and realistic simulations

of network traffic.



Chapter 2

DYNAMIC ROUTING EXPONENT STRATEGY FOR ANT-BASED
ROUTING PROTOCOL

Ant-based routing originates from the Ant Colony Optimization algorithm within
the field of swarm intelligence. With the highly desirable features such as flexibility,
robustness, decentralized control and self-organization, ant-based routing protocols has
been shown to provide an effective solution in terms of both delay and packet delivery
ratio to the routing problem of wireless ad hoc LANs, i.e., mobile Ad Hoc Networks
(MANET) [12], where bandwidth is limited and topology is constantly changing. In
ant-based routing protocols, the routing exponent controls how ants hop from node
to node to discover routes. Previous work has shown that stable multi-route solutions
for small routing component values are dynamically connected to stable single-route
solutions for large routing component values. Typically, these stable single-route so-
lutions correspond to paths that have or almost have the smallest hop count. In this
chapter, we leverage this idea to improve the performance of ant-routing protocols by

dynamically adjusting the routing exponent. The results are validated via simulation.

2.1 Introduction

Swarm intelligence is a term that refers to the action of a locally coordinated
group of individuals that can achieve a complex objective or behavior. Often the local
coordination algorithms are inspired by ecological systems including social insects, self-
organizing colonies of single-celled organisms or movements of larger animals such as
flocks of birds. Each individual possesses incomplete information about the problem to
be solved, and coordination is achieved typically through interaction with a subset of

individuals in the swarm. Through these interactions, complex, near-optimal behavior
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can emerge [8]. One successful application of swarm intelligence is the use of ant-based
protocols to route data through networks.

Ant-based routing protocols use control packets, called “ants”, to explore net-
works, discover routes and reinforce the best routes. Throughout this thesis, we will
use the terms “ant” and “control packet” interchangeably. True ants in the biological
world mark foraging trails with chemical pheromone that can be detected by other
ants. The pheromone evaporates over time, so that inefficient routes fade from disuse.
More efficient popular routes are reinforced as ants deposit more pheromone along
them. Similarly, in ant-based protocols, virtual pheromone is stored on the nodes as
the ants traverse the network. In short, the key to the routing protocol is a spatially
distributed, mathematical model of pheromone deposition and evaporation. Research
has shown that ant-based routing protocols provide an effective solution to the routing
problem of both wired networks [15] and mobile ad hoc networks [16, 17, 43]. In this
chapter, we will use a mathematical framework for studying routing protocol dynamics
to improve their performance.

A modeling framework introduced in [59] to describe the evolution of pheromones
in ant-based routing protocols using dynamical systems theory correctly predicts sta-
tionary states of realistic network protocols. In this study, it was shown that some
of the principles gained from rigorous analysis of small networks, transfer to larger
networks that are much more difficult to be mathematically analyzed. In particular
routing exponents that are much smaller than unity, lead to multi-route solutions and
exponents that are much larger than unity lead to single-route solutions. However,
not all single-route solutions are optimal in the sense that they require more than the
minimum number of hops to travel from a sender node to a receiver node. Also, it
was shown that if one treats the routing exponent  as a parameter, stable multi-route
solutions were dynamically connected to the optimal single-route solution on small net-
works. In this chapter, we will leverage this idea to show that on large networks, it is
possible to improve the performance of ant-routing protocols by dynamically adjusting

the routing exponent.
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The rest of the chapter is organized as follows. In Section 2.2, we describe a
modeling framework, which is the mathematical foundation of dynamic routing expo-
nent strategy. In Section 2.3, we introduce this strategy by two specific examples, a
5-node network and a 50-node network using Matlab and QualNet simulations, and
then validate its effectiveness by statistical comparison. Section 2.4 concludes this part

our work and states the limitations.

2.2 Preliminaries of Ant-based Routing

In our modeling framework, a computer network is viewed as a directed graph.
Each node represents a computer station or a wireless transmitter and pairs of node
are neighbors if they are connected either through cable or within the radio coverage
range of each other. Fach link is weighted by pheromone values, which determine
how ants will travel in the network along multi-hop routes. Using pheromone tables
on each node, ant-based routing protocols deploy ants to discover possible routes be-
tween pairs of nodes, and optimize routing tables to enhance shorter, desirable routes
via pheromone deposition and discard longer, less efficient routes via evaporation of
pheromone. In our mathematical modeling framework, the behaviors of ant-based
routing are characterized by three general rules: route discovery, route reinforcement
(deposition) and route decay (evaporation).

Route discovery is accomplished by the random motion of ants through the
network as they hop from node to node. Following the notation used in [59], an ant at
node 7 will move to node j with probability p;;,

B e ) (2.201)

where 7;; represents the pheromone values on the link from node ¢ to node j, N; is
the set of all connected neighbors of nodes i and S is the routing exponent which
controls the behaviors of the protocols. The routing tends toward pure random if
B — 0, resulting in more option of routes. On the contrary, if 5 — oo, the routing is

deterministic, and the ants will always pick the link with the most pheromone value,
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consequentially favoring single-route solution. The protocol uses two different types of
ants. Ants traveling from source s, seeking route to destination d. are called “forward
ants”. If the network consists of m nodes, we define y™ be the m-dimensional vector
probability density of ants over the network at the n” time step, and discrete time scale
hs be the amount of time for each ant to make one hop between nodes. The forward
ants traverse the network following the Markov process according to a transition matrix

P™(B) = [p;] at the n'* time step,
y" = POy, (2.2.0.2)

because both probability density and pheromone values on each link are evolving only
dependent on present state by every discrete synchronous step. Here the £ component
of the density vector y™ is the probability of finding an ant on the &** node of the
network. This implies that if we have N ants in the networks, then the expected number
of ants at each node is Ny™. Once a forward ant reaches the destination, it becomes
a “backward ant”, and will trace back to the source from the destination, reinforcing
route by depositing pheromone along the path it takes. On the other hand, route decay
(evaporation) follows a global rule regardless of ant activity. Pheromone throughout
the networks decays exponentially in the absence of deposition. Overall, the routing
protocol defines how the matrix P = [p;;] evolves from one iteration to the next through
pheromone deposition and evaporation. We denote the matrix P at discrete time step
n as P™. From the previous analysis and implications from 2.2.0.1, we know that
the routing exponent 3 controls whether single-path routes are selected or multi-path
routes are selected. For a complete description and analysis of the protocol, see [59].
In this section, we will review the essential features and properties of the protocol.

A full-fledged routing protocol is very difficult to analyze because it has many
parameters such as packet size, processing time of ants [11], and features to respond
to different contingencies, for instance, network congestion. Instead, we will study and
implement a very simple routing protocol and explore it using an analytic framework.

Since ant-based routing is a dynamic process, we identify three critical time increments.
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The increment h; is the amount of time between evaporation events on each node. The
increment hy is the amount of time between deployment of ants from a source node
s. The increment hj is the time required for a control packet to move from one node
to the next. For stability issues, we assume that h; < hg < hy such that all ants in
the networks can finish their tour before a new cohort of ants is released. The routing

protocol can be described as follows. Independent of all the ant activity, pheromone

1 N ants are released from the source node. The source node resets its clock
tot =0.

2 Each ant moves through the network following (2.2.0.1) and maintaining a
node-wisited stack until it arrives at the destination node.

3 An ant reaching the destination node will retrace its steps back to the
source. If the ant’s route from source to destination is cycle-free (i.e. no
node is visited twice), the ant deposits pheromone along the links it
traverses. Otherwise, no pheromone is deposited. Typically, the amount of
pheromone deposited on a link is inversely proportional to the hop count of
the route traveled between source s and destination d.

a4 When a backward ant arrives at the source, it is destroyed.

5 When the source node clock reaches t = ho, return to step 1.
Algorithm 1: Basic Ant-based Routing Protocol

will decay along all links every hy period.
In [59], the reduction of pheromone level on link ij from discrete time step ¢,

to ty41 (e.g. the1 — t, = hy) is described as

ij ij ]

L) () thlT(n) =(1— thl)Ti(jn) (2.2.0.3)

where k; is a constant evaporation rate. If hy — 0, (2.2.0.3) is equivalent to 7/;(¢)
—k17;;(t) which indicates that pheromone will decay exponentially in time: 7;;(t) =

7;;(0)e~"*. The deposition of cohort of N ants on link ij is characterized by

L) Tz'(jn) + thzNFi(j?l) (2.2.0.4)

]
Here, the discrete time interval is hs, a sufficient amount of time for all ants to complete

their tour to the destination and return (recall hy > hs3); ko is a constant rate that
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controls deposition and F ")

is the deposition function that determines the increment
of pheromone value at each step. According to the step 3 in the ant-based routing

algorithm, stochastically, the deposition function takes the form:

g

F = ~ pw (2.2.0.5)

where ﬁfjd(k) is the probability of an ant following a k-hop route from source node s
to destination node d passing through link 75 without any cycles. The summation is
the expected inverse hop count, <H%d> made by a single ant. This is a natural way
to reinforce shorter routes more than longer routes because the amount of pheromone
deposited along the route is inversely proportional to the path cost. Unfortunately,
there is no known close form of probability ﬁfj‘-i(k) for a given graph. However, the
computation of <HLd> is still possible by construction of a K-cycle-free tree using
recursive algorithm [59].

Now, combine (2.2.0.3), (2.2.0.4) and (2.2.0.5), an analytic model for the be-

havior of this ant-based routing protocol can be derived:

Ti(jn+1) (1 — hyry) P2/ 7 (n) )+ hatey Z k_ﬁfjd k), (2.2.0.6)
evap:);atlon ~ ~- -
deposition

The link undergoes hy/hy evaporation events between step 1 and step 5 of the routing
algorithm, and it is understood that hg/hs transitions of (2.2.0.2) occur for every
transition of (2.2.0.6).

If we think of the ant-based protocol as a nonlinear dynamical system, we can
understand network performance by examining stationary solutions and their linear
stability. A stationary state occurs when (2.2.0.2) and (2.2.0.6) are independent of the

time steps hq, hy or hz by taking the limit to 0 and satisfy the system,

Z 7 7l (2.2.0.7)

K1

Z,(j”) s called pheromone

where 7;.” is an equilibrium pheromone distribution and A =

deposition number. For a detailed derivation of (2.2.0.7), see Appendix A. Note that

15



Figure 2.1: Stationary states calculated using the stochastic model. Solutions S1,
S5 and S7 were calculated with § = 0.5 and A = 0.3. Solution Slp was
calculated with =2 and A = 0.3.

ﬁf;l (k) depends upon 7;;. Since this is a nonlinear system, solutions are not necessarily
unique. In fact, a single 3, A pair may have many stationary solutions. The eigenvalues
and eigenvectors of the Jacobian of this system reveals whether or not a given stationary
solution is stable. Earlier work presented a phase diagram for a representative 5-node
network [59].

The previous work shows that some of the principles and features gained from
rigorous study of small networks are consistent with larger and more complicated net-
works that are much more difficult to analyze. In particular, for the simple 5-node
network and a larger 50-node network, small routing exponents [ < 1 lead to sta-
ble, multi-route solutions whereas large exponents 8 > 1 lead to stable single-route
solutions. Examples are shown in Figure 2.1 where solution S1 is stable but solutions
Slp, S5 and S7 are unstable in the parameter regimes used to generate the solutions.
However, solutions with the same qualitative structure as S5 and S7 are stable when
b =2.

Moreover, stable multi-route solutions are dynamically connected to the optimal

single route solution on the 5-node network. As shown in Figure 2.2, if we follow the
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Figure 2.2: Continuous dependence of solutions on 3 for the simple 5-node network
configuration used in Figure 2.1. Here X is fixed on 0.3. Each curve
represents the pheromone values on corresponding link shown by the
legends.

structure of certain stationary solutions, we see that the stable multiple-route solution
S1 is dynamically connected to the optimal single-route solution S5 by sweeping the
value of 8 from 0.5 to 2. On the other hand, the unstable multiple route solution S1p
is connected to the suboptimal, unstable single-route solution S7 by a sweep of 5 from
2 to 0.5. One possible explanation is that shorter routes are reinforced more readily
when the system is more deterministic which is the case when f is large.

These results and observations on large networks suggest that we can improve
ant-based routing by dynamically adjusting the routing exponent. Large values of
offer the advantage of stability and determinism, but there is no guarantee that the

single-route selected will be optimal. The earlier study suggests that the system will
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Total time of Simulation || 199.99
N 200
g 0.5 — 2
K1 0.3
Ko 1
A 0.3
hl 1
h2 1
h3 0.01

Table 2.1: Table of parameters used in network simulations.

naturally evolve into the optimal single-route state if we start with a stable multi-route

solution with # small and then steadily increase (8 to a large value.

2.3 Dynamic Routing Exponents

In this section, we first validate the efficiency of this technique of dynamically ad-
justing the routing exponent on a 5-node network. Then, we leverage this idea to show
that on large networks, it is also possible to improve the performance of ant-routing
protocols. We implement our algorithm in Matlab, without a physical communica-
tion model so there are no packet drops, and in QualNet with realistic protocol and
communication models. QualNet [2] is a state-of-the-art simulator that contains sets
of comprehensive tools for accurate, efficient simulation of large-scale, heterogeneous
networks. It provides an exact, high quality, reproduction of external network behav-
ior so that the simulation result is almost the same as on actual systems. Table 2.1
summarizes the parameter settings used by both Matlab and QualNet simulations. In
the QualNet simulation, each topology is modeled as a point-to-point mesh network
with link bandwidth of 100 Mbps and link propagation delay of 1 millisecond. The
ant-based routing protocol operates in the network layer, and encapsulates ants in the

IP packets.
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2.3.1 5-node network

To demonstrate the concept of using dynamic routing exponents, we apply this
idea on the 5-node network where the dynamics are well understood. (We note that a
phase portrait was calculated in [59]). We initiate simulation with random pheromone
values over the network. Rather than using a fixed value in (2.2.0.1), 8 will be a

function of time and slowly vary from 0.5 to 2.0 as follows.
(

0.5, t <50 (allow time for multiroute solution to stabilize)

B(t) =405+ 20, 50 <t <80 (move network toward single-route solution)

2.0, t > 80 (proceed with optimal solution)

\

(2.3.1.1)

This function allows the routing protocol to relax into a multiroute solution
before slowly moving the system toward an optimal or near-optimal single-route solu-
tion. Thus, we expect the network to move toward stable multiroute solution S1 when
0 <t < 50 and then move toward S5, the optimal single-route that directly connect
source and destination. This is precisely what we observe in Figure 2.3, which demon-
strates dynamic pheromone distribution on four critical routes of the simple 5-node

networks shown in Figure 2.1.

2.3.2 50-node network

With the same configurations summarized in Table 2.1, the Matlab simulation
for a 50-node network has successfully validated the anticipated result that routing
exponent 5 = 0.5 leads to the formation of multiple route solution, while g = 2, on
the other hand, corresponds to the existence of the single-route solutions. We consider
optimal solutions to be solutions with the minimum possible hop-count. Depending on
the initial conditions, single-route stable solutions found with large routing exponents
are observed to be close to optimal, but not typically optimal. In Figure 2.4, we see

two typical stable solutions. Since the shortest path possible connecting source and
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Figure 2.3: Pheromone values as a function of time using dynamic routing exponents
for both Matlab and QualNet simulations.

destination in this network is 6-hops, the single-route is nearly optimal (7 hops) but
not optimal.

Now we will explore our dynamic routing exponent strategy (2.3.1.1) by trans-
lating the design principles for the small network to 50-node network settings. Again,
the simulations begin with random pheromone values over all links in the network.
Along the time of simulation of ant-based routing protocol, we capture several key
instants, shown by Figure 2.5, that illustrate the reorganization of pheromone values
over the network driven by the dynamic routing exponent 3. Similar to the 5-node
network case, we see the system initially settles into a multi-route solution as shown in
Figure 2.5(a). As [ increases, we see the network evolve toward single-route solutions
in Figure 2.5(b,c). Beyond this point, the system has settled into a stable, globally
optimum, 6-hop solution as shown in Figure 2.5(d). In addition, Figure 2.6 depicts
one instance of the evolution of average hop count from the perspective of the control

packets over time as  changes linearly from 0.5 to 2 between simulation time instances
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Figure 2.4: Two stationary solutions with 5 = 0.5 on the left, 5 = 2 on the right, both
with A = 0.3. Node s is shown by red spot and node is shown by green
spot. Pheromone values are normalized by the maximum pheromone
value over the entire network.

50 and 80.

2.3.3 Statistical Comparison and Impact of A

We implemented a statistical analysis to quantify how the performance of ant-
based routing protocols can be improved by dynamically adjusting routing exponent
from a value less than unity to that larger than unity. We performed the same ex-
periment on the 50-node network 100 times using different random initial conditions
and compared the performance using § = 2 (standard practice for protocols like An-
tHocNet) to using the dynamic 8 algorithm. All other network parameters are the
same. All the simulations are executed with random initial pheromone distribution
and A = 0.3. Our simple comparison, shown in Figure 2.7, demonstrates a consider-
able benefit when using the dynamic g algorithm. The difference between the average
length of a single-route solution for the g = 2 algorithm compared to the variable /3
algorithm at the end of simulation is almost 2 hops (mean value: 8.01— 6.11) for the
Matlab simulations and 4 hops (mean value: 10.2 — 6.2) for the QualNet simulations.

Our statistical results indicate that the dynamic ( strategy is still somewhat
sensitive to initial pheromone levels though not nearly so much as the constant 3 sys-

tem. If the system is too far from a stable multi-route solution that includes an optimal
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Figure 2.5: Distribution of normalized pheromone values at some important moments
of simulation. At time 50, a multi-route state is achieved and beta starts
to vary. The solution settles down at time 80, when beta stops to vary.

path as an option for ants, the dynamic  algorithm will not be able to smoothly move
the network into an optimal configuration. This explains why the optimal route are
not always achieved as the mean remains above 6 in the dynamic 3 trials.

Finally, we test the performance of dynamic routing exponent technique under
different values of A, the pheromone deposition number (recall A = ), an equally

2

crucial parameter as # in our model. Since x; corresponds to the rate of evaporation
while k9 corresponds to the rate of deposition, A controls the ratio of evaporation to

deposition. We anticipate larger values of A to reduce the impact of deposition and
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Figure 2.6: Evolution of average hop count over time.

so reduce the benefit of the overall technique as we try to drive the system toward an
optimal solution. To illustrate this affect, we performed the statistical study on the
50-node network for A = 0.1,0.2,...,1.0. Figure 2.8 shows that when A < 0.5, the
results are acceptable as the average length of the optimized single-route is roughly 6.
However, when A > 0.5, the average hop count of the optimized single-routes increases

linearly and reach 7.5 when A = 1, which is consistent with our expectation.

2.4 Conclusions
2.4.1 Summary

We have introduced and explored a new algorithm that dynamically adjusts
the routing exponent in ant-based protocols. The new algorithm was motivated by an
analytic framework that provided a complete description of the nonlinear dynamics of

a small network. From this description, we observe that stable multi-route solutions for
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Figure 2.7: Statistic research of dynamic routing exponent strategy on improving
performance of routing protocols.

small § are dynamically connected to stable single-route solutions for large 5. These
stable single-route solutions correspond to paths that have the smallest hop count.
We give two examples using simulations in both Matlab and QualNet, a simple, 5-
node network and a larger 50-node network. For the 5-node network, the results are
exactly compatible with the previous rigorous study. For the 50-node network, we
leverage principles from the simpler 5-node network and successfully validate them
via Matlab and QualNet simulation. In particular, we find the dynamic § protocol
performs significantly better than the static f = 2 protocol in a large series of tests
using random initial pheromone values. Finally, we explore the impact of A, the key
parameter that determines the relative importance of evaporation and deposition. As
expected, we find that the effectiveness of the dynamic § algorithm will be impaired
when A is large. However, for moderate A, our new dynamic (8 routing protocol finds

shorter routes than tradition ant-based routing methods.
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Figure 2.8: Average length of optimal single-route with respect to A.

2.4.2 Limitation and Next Step

Given superior features of adaptability and robustness, ant-based routing algo-
rithms are naturally suitable for ad hoc networks and have been shown empirically
to outperform many reference routing algorithms in the field such as AODV [39] in
multi-hop WLANs. However, our mathematical modeling and analysis were confined
to wired networks because the dynamic model did not incorporate particular patholog-
ical features of wireless networks such as the hidden terminal problem which may lead
to severe losts of information and waste of bandwidth due to packet collisions when
two or more frames arrive at the receiver’s interface simultaneously. For instance, if we
assume wireless communications over the 5-node network in (2.1), nl and n4 will not
detect the presence of each other due to the limited signal transmission power. Thus,
both nodes are highly vulnerable to transmission failures caused by packet collisions
and we observed a considerable amount of ant lost from simulations. In computer net-
working, such issues are dealt with by medium access control (MAC) protocols, a set
of rules that essentially allow multiple independent devices coordinate transmissions

and receptions of data packets over shared spectrum so as to mitigate collision.
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In the next chapter, we will present case studies for understanding the op-
erational details of wireless MAC protocol MACA (Multiple Access with Collision
Avoidance) [30], one of the pioneering schemes designed to handle the hidden termi-
nal problem on shared medium. In particular, MACA introduces a distributed virtual
sensing mechanism that has been recognized as a critical part of the modern WLANs
standards [3]. Based on the studies, we take a modest step by modeling and analyzing
the integrated behavior of Ant-based routing with medium access control of MACA on

a simple wireless topology.
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Chapter 3

ANALYSIS OF ANT-BASED ROUTING WITH WIRELESS MEDIUM
ACCESS CONTROL PROTOCOL MACA

As a first step to rigorously characterize the behaviors of ant-based routing al-
gorithm in wireless local area networks, in this chapter we start by investigating the
delicate maneuvers of a practical wireless MAC protocol MACA in coordinating inde-
pendent network traffic over shared spectrum. In particular, a Markov chain analysis
of the MAC protocol is presented to reproduce the timeline of channel behaviors and
network performance in representative settings. We incorporate the findings into the
previous analytic framework of BARP and solve for the equilibrium distribution of ant
packets and pheromone level over a simple wireless topology. The results are validated
via QualNet simulation using realistic protocol and channel conditions. Finally, we
point out the difficulties of model extensions into general wireless networks and adopt

an alternative regression approach to identify the problems.

3.1 Review of Basic Wireless MAC Protocols

In this section, we will review some fundamental MAC protocols available for
wireless LANs. The literature on these protocols and their many variants is huge and
is still expanding. We therefore do not intend to provide a detailed account on every
aspect of these protocols and contributions to their development. Instead we provide
a general background and some key features in which we are particularly interested for

further study and in depth analysis.
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In wireless computer networks, an effective channel access method allows mul-
tiple network devices or nodes to transmit data packets over the same physical trans-
mission medium (i.e. air) and share its capacity. The simplest design is called ran-
dom access. With this scheme, all network devices may transmit whenever they want
without considering others’ conditions. The ALOHA protocol [4], developed along
the pioneering computer network system ALOHAnet in 1970s, was the forerunner of
modern wireless MAC technologies that implement a contention based random access
mechanism over shared medium for client transmissions without centralized controls.
Based on the pure ALOHA protocol (the original one implemented in ALOHAnet),
a user transmits whenever a data packet is ready to be sent irrespective of whether
the channel is occupied by other users. Despite the simplicity and convenience of this
design, random access leads to packet collisions when two or more devices decide to
transmit within the same transmission period. The resulting mingling of signals will
corrupt both data packets thus packet collisions cause the loss of information and waste
channel bandwidth. ALOHA requires that all failed packets be retransmitted at a later
time. The moment is randomly chosen following certain prior selected probability dis-
tribution in order to shrink the possibility of future interruptions. One implement
was slotted version of ALOHA protocol where time is divided into uniform time in-
tervals. In this scheme, each device only transmits at the beginning of the next time
slot. The collision problem is relieved because there are no overlapping transmissions
compared to pure ALOHA. Any two packets either collide completely or not at all.
The performance of both pure and slotted ALOHA protocol has been rigorously mod-
eled and analyzed by assuming independent Poisson traffic source with constant packet
generation rate [4, 47].

Successful implementations of the ALOHA system led to the development of
the Carrier Sense Multiple Access (CSMA) protocol. Within the same vein, CSMA
protocol is especially reinforced to protect the payloads from being destroyed by packet
collisions. In its essence, CSMA requires all stations monitor the channel first before

the initiation of every transmissions (including the retransmissions). Only when the
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channel is sensed idle will a station be permitted to transmit. The Carrier Sensing
(CS), known as CCA (Clear Channel Assessment), is accomplished through physical
measurement of the energy level received on the station’s radio interface. If that value
is above a pre-selected threshold, the sensing node determines that another node is
currently transmitting, i.e. the channel is occupied. The CSMA protocol operates in
two types. The first one is called p-persistent. Under this mode, a sender transmits the
packet with probability p if the channel is determined idle. Otherwise, the sender waits
persistently until the channel goes idle, then attempts to send again with probability
p. If the sender chooses not to transmit (with probability 1 — p), then it repeats the
described procedures at the next available time slot. As a special case when p =
1, nodes will aggressively transmit whenever the channel becomes available. The 1-
persistent mode has been widely implemented in wired network system such as Ethernet
which uses CSMA/CD (with Collision Detection) protocol [1]. The second type of
CSMA protocol aims to limit the interference among packets by always rescheduling
transmissions after a randomly distributed back-off (waiting) time when a busy channel
is detected. Therefore this is known as a non-persistent algorithm, which has been
shown to have overall superior performance compared to 1-persistent (or p-persistent if
p is not carefully determined) CSMA in terms of the network throughput, an important
measure that represents the rate of all successful transmissions over the channel [32].
Although CSMA protocols greatly reduce the chance of signal interference and
offer large advantages as compared to ALOHA protocol [32], the physical CS mech-
anism has not completely eliminated the possibility of collisions. For instance, two
stations may decide to transmit at the exact same time so neither will find the channel
is busy prior to their transmissions. Moreover, despite the sensing efforts, in a general
wireless setting collisions can still be unconfined at the receiver in the presence of two
(or more) concurrent transmitters who can not detect the traffic from each other. In
other words, a lack of a carrier does not necessarily mean it is always safe to transmit.
The latter is referred to as the hidden terminal problem or hidden node problem. This

problem is usually illustrated through a typical topology given by Figure 3.1. Due to
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Figure 3.1: The Hidden Terminal Problem. The sensing ranges of the transmitters 1
and 2 are marked with shaded disks while that of receiver R is denoted
by green circle. Both 1 and 2 are exposed to R but hidden from each
other, resulting in vulnerable transmissions at R.

the effect of path attenuation in wireless communications, i.e. the reduction in power
density of a radio wave as it propagates through medium, a node can only determine
the channel conditions accurately within a certain range. This pathological feature of
the radio communications has been shown to badly degrade the performance of CSMA
in wireless LANs [32, 58].

To address the hidden terminal issues, a virtual carrier sensing scheme has been
widely recognized and implemented to improve the original CSMA protocols. The
augmented scheme, known as Carrier Sense Multiple Access with Collision Avoidance,
or simply CSMA /CA, has not only been shown beneficial to WLANSs in the present of
hidden terminals, but used in various wired network architectures as well. According
to the virtual sensing scheme, a sender and a receiver handshake via short and expend-
able RTS (Request To Send)/ CTS (Clear To Send) control packets before transmitting
the long and valuable data packets. Both RTS and CTS packets are transmitted with
a duration field, an indicator called Network Allocation Vector (NAV), in which the
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sender explicitly specifies the least amount of time required by the transmission imme-
diately following the current packet that contains the NAV. Therefore, a neighboring
node overhearing the broadcasted RTS or CTS packets addressed to other nodes will
defer its own transmission long enough for the addressed communication to finish. Af-
ter a successful RT'S/CTS handshake, the sender can transmit its data packet without
frequently incurring collisions with neighboring and hidden nodes.

The virtual carrier sensing algorithm using RTS/CTS handshakes was first pro-
posed by the MAC protocol Multiple Access with Collision Avoidance (MACA) [30]
on single wireless channel. MACA was inspired from the collision avoidance method
that was used by the legacy Apple Localtalk network system in which a RTS / CTS
dialogue was introduced. Simplified from the traditional CSMA protocols, MACA re-
places the physical carrier sensing method by exclusive RTS/CTS exchanges to address
the hidden terminal problem and detect collisions at the receiver. Although collisions
may frequently occur between RTS packets especially without the CS step before trans-
mitting, MACA can reduce the chance of collisions between data packets as long as
RTS packets are significantly shorter than the data packets. However, data packets
can still collide with RTS packets. For instance, in Figure 3.1, if 2 fails to overhear the
CTS packet that R responds to its sender 1 (for some reasons that will be discussed
later), then the RTS packet from 2 and a data packet from 1 may collide at R. To
study and rigorously characterize the complex behaviors of medium access control on
wireless LANs, we first explore the operational details of the MACA protocol. The
objective is to understand how MACA manages packet collisions.

The remaining chapter is organized as follows. In Section 3.2, we propose a
Markov chain analysis to evaluate MACA performance for a 2-sender network, then
discuss the generalization for 3-sender case. In Section 3.3, we analyze the cross-
layer interactions between stochastic routing using BARP with medium access control
under MACA. In Section 3.4, we implement a regression approach to evaluate MACA
performance in wireless multi-hop local area networks. Section 3.5 concludes the efforts

and limitations.
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3.2 Modeling and Case Studies for MACA Protocol

In this section, we perform a case study to understand the complex interactions
in the exchange of RT'S/CTS packet pairs together with data transmissions. Specifically
we model the behavior of MACA protocol in both two-sender and three-sender scenarios
with hidden terminals. The model is validated through comparisons between numerical

calculations using Matlab and realistic network simulations using QualNet.

3.2.1 Two-Sender Scenarios

We start by analyzing the operations of MACA protocol under the classic two-
sender topology shown by Figure 3.1 with following assumptions: (i) Senders are po-
sitioned symmetrically about the receiver and hidden from each other. (ii) Senders
have identical configurations and are synchronized at the beginning. i.e. they intend
to transmit at the exact same time. (iii) RTS and CTS packets have the same size
and are both significantly shorter than DATA packets. (iv) The channel is in perfect
condition without path loss and packet loss during the propagation.

Figure 3.2 illustrates the MACA timeline associated with a typical communi-
cation between sender 1 and receiver R. Before a data packet can be transmitted, a

successful RT'S/CTS handshake between sender and receiver is required:

1 Sender 1 randomly chooses a time t1 (e.g. t;=\; in the timeline) between 0

and CW to send a RTS packet RTS; by broadcasting.

2 After a delay of o + Tp, receiver obtains RT Sy, then replies with a CTS
packet C'T'Sy by broadcasting immediately.

3 When sender 1 receives C'T'Sy after another delay of o + Tp, it begins to
transmit data packet by broadcasting immediately.

4 When sender 2 overhears C'T'Sy at the moment t; + 2Tp + 20 (e.g. A3 in
the timeline), it freezes and sets its NAV counter equal to the transmission
delay of DAT Ay immediately.

If the RTS/CTS handshake fails, another RTS will be scheduled by the sender
at a later time. Specifically, the retransmission of an RTS follows a random back-off

scheme where the moment of retry is uniformly chosen between 0 and the back-off
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time

MACA Timeline

Figure 3.2: o denotes the propagation delay (time); Tp denotes the transmission
delay of RTS or CTS packets; Ajq3 are three critical moments; CW
denotes the initial back-off contention window size.

contention window (CW) size. We require that the back-off window size doubles for
each RTS retry. When a RTS retry limit is reached, the data packet will be dropped.

Based on the results of QualNet simulation using realistic communication mod-

els, we make three key observations:

#1. If one terminal is receiving a packet while another packet arrives, then both

packets will be corrupted.

#2. If one terminal is sending a packet while another packet arrives, then both pack-
ets will be dropped (inward packet is ignored, the signal of outward packet is

weakened).

#3. In the PHY layer, sending has a higher priority than receiving [21].

Here the first observation corresponds to the packet collision. The PHY (physical) layer
in observation #3 is defined in the seven-layer OSI framework of computer networking.

It specifies the methods of transmitting raw bits over a real link.
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Thus, given the second sender also randomly choosing a time ¢y (assume to >
t; here) between 0 and CW to send a RTS packet RT'Ss, we can conclude three

possibilities:

1) If to < Ao = Ay + 2T, RT'S, either collides with RT'S}, according to observation

#1, or interrupts the sending of C'T'Sy, based on the observation #2. No data
packet will be sent, and both senders will resend RTS packet following the rules
of the back-off mechanism (back-off window size doubles) after a constant period

called RTS timeout.

2) If Ay <ty < Ao+ 20 = N3, CTS; will successfully arrive at sender 1 but not at

sender 2 according to the observation #3. Sender 1 then sends the data packet
which will collide with RT'Ss provided the size of the data packet > the size of
RTS packet.

3) Ifty > A3, both senders will successfully receive CT'S;. Then sender 2 will become

quiet and sender 1 successfully sends the data packet.

For the case of to < t1, by the symmetry assumption, the analysis is the same. In
general, we define the time that the j-th sender sends RTS packets with back-off

window size 2" 'C'W as

T =n-1T+Y ¢, 1O=0 (3.2.1.1)

j
k=1
where T is the length of RTS timeout, and V7,

0)

t.,’ =0

(0) _
J
"~ U(0,2'CW) iid ¥n >0

From the analysis above, we develop a stochastic model for the two-senders system,
of which the behaviors at time ¢ are characterized with the joint statuses of the two
senders. Figure 3.3 demonstrates the directed diagram of the states. In particular, the

transition possibilities are given by the aggregating behaviors of the RTS-competing
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process. All the other transition probabilities unlabeled in the figure are equal to 1
because there are only two competitors in this scenario such that whoever first finishes

the data transmission, the other always succeed.

™ — ™| < 2Tp,m =0,1,2, - -- ,n—1>

(3.2.1.2)

13" — ™| < 2Tp,m =0,1,2,--- ,n—l)

(3.2.1.3)

(3.2.1.4)
—2Tp+0) <T =T < —2TD"T2(m) — T | < 2Tp,m = 0,1,2,--- ,n — 1)

P3,n = P(}TQ(’” - < 2TD‘\T2<’”> —T™| < 2Tp,m=0,1,2,--- ,n — 1)
(3.2.1.5)

3™ — 1™ | < 2Tp,m =0,1,2,- - ,n—l)

(3.2.1.6)

3.2.1.1 Model Validation

If we set the RTS retransmission limit as L, then we can verify the two-sender
model by evaluating the success, failure and drop rates of data packets for any sender
and comparing the results with QualNet simulations. In particular, we only focus on
the results of sender 1. Let Pp denote the probability that sender 1 drops the data
packet, Ps be the chance that sender 1 succeed in delivering the data packet and Pg

represent the probability that sender 1 fails to send the data packet due to collision,
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Two Successes

One Success

RTS Competing

One Fail

One Fail and One Success

MACA - Two sources

Figure 3.3: Directed diagram for the Markov chain: S represents the successful send-
ing of data packet. F' corresponds to data packet being corrupted, and
Cy’s,1=1,2,3,- -+ mean sender is competing with others (if any) by ran-
domly sending RT'S packet within period of back-off window size 2~ 1CTV.
The states, (s1(t), s2(t)), where s1, s, € {S, F,Cy,Cs,Cs, -+ }, show the
status of (senderl, sender2) at time t.

based on the diagram 3.3 and define P3,0 := 1, we conclude

Pp = 1:[(133,1')(1%, L)+ [[(P3.i) (3.2.1.7)
Py=>" H(P3, i)((P1,n) + (P2,n)) + 2 H(P3, i)(P4,n) (3.2.1.8)
Pp=> T](P3,i)(P5,n) (3.2.1.9)

Notice that sender 1 will drop the data packet in the case of sender 2 encountering a
collision with RTS packet from sender 1 associated with the probability (P4, L), as the

RTS retransmission limit L has been reached.
The transition probabilities (3.2.1.2) - (3.2.1.6) are calculated in Mathematica

using the parameters shown in Table 3.1. The results are plugged into the equations
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Tp | 290.583
cw 600
o 3.75

Table 3.1: Parameters used in verification. The values are in microsecond (1075s).

(3.2.1.7) - (3.2.1.9). On the other hand, for the QualNet trials, both senders compete in

separated and synchronized sessions and in total each forwards one million data packets.

In the end, we summarize the frequency of the data packets delivered, collided or

dropped for sender 1. We repeat the experiments 3 times using distinct retransmission

threshold for RTS packets. e.g. L = 1,2,3. The results are given in Table 3.2 where
lp—al

the relative error between two probabilities p and ¢ is computed by T

Table 3.2: Comparisons of drop, success and fail rate of data packets between model
and simulations.

RTS limit 1 Pp Pg Pr
Model 0.999329 | 0.000357 | 0.000314
QualNet 0.999347 | 0.000322 | 0.000331
Relative error | 0.00002 0.097 0.052
RTS limit 2 Pp Pg Pr
Model 0.695105 | 0.301066 | 0.003515
QualNet 0.695335 | 0.300747 | 0.003918
Relative error | 0.00032 0.001 0.114
RTS limit 3 Pp P Pr
Model 0.287799 | 0.707052 | 0.005150
QualNet 0.287638 | 0.706752 | 0.005611
Relative error | 0.00056 | 0.00042 0.089

3.2.2 Three-sender Scenario with MACA
We also consider a generalization of the mathematical model for MACA protocol
to a scenario with three senders and one receiver, illustrated by Figure 3.4. We follow

a similar set of assumptions as described above. Again a form of 3-tuple

(Sl(t)782(t)783(t))7 81, 82,83 € {S7 F7 N7 017027037 o }
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A Three-Sender Scenario

Figure 3.4: The three-sender scenario with hidden terminals

is used to represent the states of (senderl,sender2,sender3) at time t. Here a new
status N is added, which represents that a sender receives CTS packet destined for
another node so that it freezes for a specific amount of time governed by NAV.

The Markov process of the system with three senders is much more complicated.
In fact, the joint state space of three senders tends to expand exponentially. Starting
from any state

(Cn1JCn270n3)7 vn17n27n3:172737"'

in one transition, there are eight new possible states if we focus on node 1. The
descriptions are presented below. Notice that the associated conditions for transmission

time of RTS are given regardless of the state transition history.

1. (Chy41,Chyi1, Cngt1): No data packets will be sent due to the collision of RTS
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packets, or failing to receive a CTS. The corresponding RTS transmission mo-

ments satisfy,

0 < To((?;)@)) _ T;?f)(l)) <2Tp, 0< TO([?;)@)) N T(i’z;)(z)) < Tp, Va € Ss.
(3.2.2.1)

. (Chy, Cryi1, Crgr1): Senders 2 and 3 send RT'S packets which collide while sender

1 is still backing off. The corresponding RTS transmission moments satisfy,

0< Ti?(t;’)(z))_T(ich’)(:s)) < 2TD7 Tl(nl)_Tci7(c;/)(2)) > TD; = 53 st O/(l) =1
(3.2.2.2)

. (Chy31,Chyy Crgr1): Senders 1 and 3 send RT'S packets which collide while sender

2 is still backing off. The corresponding RTS transmission moments satisty,

0 < To(ﬁt(li’)(l))_To(;?;)(s)) < 2T}, T2(n2)_TC(¥7<(1{’)(1)) > T, Vo € Sy s.t. .a(2) = 2
(3.2.2.3)

. (Chyt1, Crgy1, Cry): Senders 1 and 2 send RT'S packets which collide while sender

3 is still backing off. The corresponding RTS transmission moments satisfy,

Yooy, Tl S v e Sy st a”(3) = 3

(na///( )) (na///( )
0<T iy =T o w11 (1)
(3.2.2.4)

a///(l) CX”,(Q)

. (S, N, N): Sender 1 delivers the packet successfully while the other two freeze by

NAV. The corresponding RTS transmission moments satisfy,

T — ("™ > 2T + 20, T~ T(™) > 2T} + 20. (322.5)

. (F,C,,41, N): The RTS packet from sender 2 collides with the data packet from
sender 1 and sender 3 freezes by NAV. The corresponding RTS transmission

moments satisfy,

2Ty < T\ — T < 2T + 20, T —TI™ > 2T + 20, (3.2.2.6)
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7. (F,N,Cp,+1): The RTS packet from sender 3 collides with the data packet from
sender 1 and sender 2 freezes by NAV. The corresponding RTS transmission

moments satisfy,

1) — T > 2T + 20, 2Tp < Ty™ — T < 2Tp +20.  (3.2.2.7)

8. (F,Chyt1,Cnyi1): Both RTS packets from sender 2 and 3 collide with the data

packet from sender 1. The corresponding RTS transmission moments satisfy,

2T < T — T < 2T + 20, 2Tp < T™ — T™) < 2T + 20, (3.2.2.8)

Here S5 represents the set of all permutations of {1,2,3}, RTS transmission time
is defined in (3.2.1.1) and the constraints, (3.2.2.1) - (3.2.2.8), are conditioned on the
history of state transitions. In particular, we conclude that Vi, € {1,2,... ,n,—1},z €

{1,2,3}, there exists i, € {1,2,...,n, —1},y € {1,2,3}\x, such that
T — TW)| < 2T (3.2.2.9)

(3.2.2.9) ensures the existence of a path which links the current state (C,,,, Cpy, Chs)
and the initiate state (C, Cy, Ch).

Notice that once sender 1 gets to the states .S or F', we go back to the two-sender
case. Although it is unlikely that we will find a regular repeating structure like Figure
3.3 with a linear growth state space as in the two-sender case, it is still possible to find
a truncated approximation of the complete state space with recurrent configuration
given some proper settings of network parameters. More specifically, the truncated

chain should satisfy the following property:
g, —ny| <1, Ve,y € {1,2,3}

For example, we can assume that the branching term (C,,, Cy, 41, Cpyt1) will always
transit to (S, N, N) as long as the RTS timeout, T, is sufficiently longer than the ni-th
back-off window size at node 1. In this case, node 1 will successfully occupy the channel

before node 2 and node 3 resume.
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Under this assumption, given current backoff window size as 2" *CW, let Pc(cn )
be the probabilities that all three RTS packets collide, and PC(Z-") represents that two RT'S

packets collide while the last one from sender ¢ has not been sent yet. pm

. represents

the chance that sender 7 successfully delivers the data packet and P(?) represents the

probability that data packet from sender ¢ is corrupted, we have,

PO =3 P(o <1 —1™ <or,  0<TW —TW <1,

(2) (1) a(3) a(2)

a€Ss

0 < Ty =TS < 2Tp, 0< Ty — T < Tp, Yo € 53,m:o,1,2,...,n—1).

(3.2.2.10)

<2Tp, TS —T{" >Tp

0<T 1!

o T < 2Ty, 0< T — 1 <TD,Va653,m20,1,2,...,n—1>.

3 ~ Lo
(3.2.2.11)

P = p(T§n> T s 9Ty v 20, T — T S 9T + 20

0<TW —T'"™ <21, 0<T

) (m) _
T ( —Ta(Q)<TD,Vaesg,m—O,l,Q,...,n—l).

)
(3.2.2.12)

PR = P(2Tp < T —T{" < 2Tp+20 OR 2Tp < T{" —T{" < 2T + 20‘

0 < Ty =TS < 2Tp, 0< Ty — T < Tp,Ya € Sg,m:0,1,2,...,n—1>.

a(1) (3)
(3.2.2.13)

The representations of PC(Q" ), Ps(; ), PJE;), PC(; ), Ps(; ), P}g) are similarly defined. We point
out that the direct computing of probabilities (3.2.2.10) - (3.2.2.13) becomes increas-
ingly hard as n goes up. In fact, a crude effort with Mathematica fails to provide

effective results when n = 2.
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3.2.2.1 Approximating Transition Probabilities with Monte Carlo Simula-
tion

In this section, we implement a Monte Carlo method to approximate the tran-
sition probabilities. The detailed description for the 3-sender scenario with focus on
node 1 is given by Algorithm 2. The same method applied for all senders. To check
the accuracy of this algorithm, we first compute the relative error by comparing the
simulated data with the theoretical value achieved through Mathematica when RTS
retry limit L = 1. The parameters used and the results are shown by Table 3.3 and
3.4 respectively. The realistic simulation of QualNet with L = 1 also validate the ef-

Table 3.3: Parameters used in Monte Carlo Simulations

Tp 293
CW | 600
o 1.333
M 10°

Table 3.4: Evidence for the effectiveness of Monte Carlo Method

RTS limit 1 P.. P P,y Pp
Theory 0.866032 | 0.044652 | 2.24646 x 1076 | 1.98811 % 10~
Monte Carlo | 0.866382 | 0.044535 1.6 %+ 1076 1.7%10°6
Relative error | 4.0414~4 0.0026 0.2857 0.1414
QualNet 0.866765 | 0.044623 2% 107 2.7+ 107

forts. Note that the three-sender model accurately captures the behaviors of the system
transitions on the first phase of RTS competition (Cy,Cy,Cy). For the second phase
of RTS competition and above, Mathematica fails to work, however the Monte Carlo
method still provide us reasonable results. In particular, since all the transmitters are
symmetrically positioned and independent, the probabilities PC(Z" ), Ps(zn ), P}?) for each

sender should be the same in theory. This is confirmed by the simulation solutions

summarized in Table 3.5 with L = 2.
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Input: A matrix 7 of size M x K x N. Here M is the number of trials, K is
the number of sender (K=3), and N is the number of times RTS packets
have been resent.

N N N
Output: P, PYY, PGV, PIY.

c

1 Generate matric T = [Tykn], whose elements are given by > t](f) (m), where
t (m) ~ U(0,21CW) i.id
2 Initialize the following counters to 0.
Noyatid - Number of trials that are valid — satisfying (3.2.2.1) for alln < N — 1.
Nee : Number of valid trials that satisfy (3.2.2.1) forn =
ne1r : Number of valid trials that satisfy (3.2.2.2) for n =
ns1 : Number of valid trials that satisfy (3.2.2.5) forn =
ng1 . Number of valid trials that satisfy (3.2.2.6), (3.2.2.7) or (3.2.2.8) forn = N.

3 for m=1to M do

4 forn=0to N —1do

5 if Toin, Tman, Tman do not satisfy (3.2.2.1) then
6 goto step 3

7 end

8 end

9 Nyalid = Nvalid + 1;

10 if TN, TmeN, Tman satisfy (3.2.2.1) then

11 ‘ Nee = Nee + 15

12 else if 71N, Tman, Tman satisfy (3.2.2.2) then

13 | | na=na+l

14 else if 71N, Tman, Tman satisfy (3.2.2.5) then

15 | na=nga+1;

16 else if 7,1 N, Tman, Tman satisfy (3.2.2.6), (3.2.2.7) or (3.2.2.8) then
17 ‘ ng =nyp + 1

18 end

19 end

(N) _  nee (N) _ na (N) _ na (N) _ np1
20 Bvaluate Pec’ = nmlm’Pd - nualid’P51 - nvalid’Pfl T Nyatid

Algorithm 2: Monte Carlo Method for approximating transition probabil-
ities on node 1 in the three-sender scenario
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Table 3.5: Validation of symmetry with Monte Carlo method

Monte Carlo - RTS limit 2 P, Py | Py
sender 1 0.121810 | 0.047302 | 575
sender 2 0.122600 | 0.048001 | 488
sender 3 0.121802 | 0.047245 | 505

3.3 Modeling and Analysis of BARP with MACA

As we briefly discussed in Section 2.4.2; the modeling of ant-based routing in
the context of multi-hop wireless networks is challenged by the intrinsic complexity of
wireless medium access control and its cross-layer interaction. Leveraging our previous
work of modeling and analyzing ant-based routing protocols on wired networks, in this
section we investigate the integration of such model with the mathematical modeling

framework of MACA proposed in Section 3.2.

3.3.1 Modeling of BARP with Packet Loss

Our modest step of modeling and analyzing the integrated behaviors between
wireless MAC and ant-based routing starts on a simple six-node topology shown in
Figure 3.5. Node 1 is the source (s), node 5 is the destination (d), and there exist

exactly two paths, 1-2—3—4—5 and 1—6—5.

s (O SO d
-

Figure 3.5: A simple network topology
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Since the maximum number of neighbors for each node is two, we only consider
the MACA model for the two-sender scenario. Also, we assume that the probability of
a sender successfully sending data packet (ants) only depends on whether other nodes,
in the communicating range of the receiver, have data packet (ants) to send. Thus,
we define a new component, yg) which represents the probability of finding an ant
dropped at the n-th time step in the network, to the original density vector of ants y (™
in BARP. One can think there exists a virtual node D that collects all the dropped ant
packets. Here, ants are dropped either due to collision at the receiver or RT'S retry limit
reached at the sender. Also, based on the MACA modeling and the representations of
Pp and Pp, (3.2.1.7) and (3.2.1.9) in Section 3.2.1, if we set the RTS retransmission
limit as L times and let  be the probability that sender 1 fails to deliver data packet,
then

L L
0=Pr+Ppm Y [[(P3.i)(P5,n) + [[(P3,i).  P3,0:=0
=1

n=1i<n

This approximation is accurate in general when L > 5. Recall the basic ant-based
routing procedure described by Algorithm 1 in Section 2.2. The corresponding tran-
sition matrix in (2.2.0.2) for the forward ants now also relates to distributions of the

ants over the network and becomes

POy ™) = [« Siy™)],  1e N
where N; represents the set of neighboring nodes of 7 and

1— oy, 1 #d

1, otherwise.

By the definition of ygl), we get:

vy’ =20 (= pS. ™)),
1]
We exclude the destination d in the definition of S,;(yl(")) because once a forward ant

arrives at d, it becomes a backward ant which proceeds on a different channel thus
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won’t interfere with other ongoing forward transmissions. For modeling the backward
ants and the existence of equilibrium solution, we add one link from d back to s and

one link from D back to s both with transition probability of 1, that is,

) =y oy,

To complete the system, we also have the normalization condition:
y™ 14y =1

Finally, together with the equilibrium equation of pheromone (recall equation (2.2.0.7)),
our stationary solutions for both pheromone and density of ants as n — oo should

satisfy the following non-linear system:

Aty = Zkﬁfjd (3.3.1.1)
y = P(B,y)y (3.3.1.2)
yp = Zy — p;iSi(u)) (3.3.1.3)
Yys = yd+yp (3.3.1.4)
1 = y-1+yp (3.3.1.5)

3.3.2 Evaluation and Validation

We validate the developed model by comparing the Matlab numerical results
of solving its steady state solution with the QualNet simulation results of executing
MACA and BARP protocols with realistic wireless communications, using the six-node
topology of Figure 3.5.

By using Matlab’s fsolve subroutine, we compute the steady state solution for
both the pheromone distribution (7;; on the link from node ¢ to node j) and the ant
drop rate (yp). The initial value of pheromone on each link is 1, and the starting
probability density vector of ants is (1,0,0,0,0,0).

The QualNet simulation uses the parameters summarized in Table 3.6. The

initial contention window size is set to 1200 microsecond and RT'S retransmission limit
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(a) QualNet parameter

Terrain size 1500 1500 m?
Number of nodes | 6

Mobility 0

Radio range up to 500 m
PHY protocol 802.11b
Bandwidth 2 Mbps

MAC protocol MACA

(b) BARP parameter

Ant interval 2 second
Decay interval 2 second
B 0, 0.5, 2
hl 1

k1 0.3

ho 1

ko 1

Table 3.6: BARP parameters used in QualNet simulation

is 6. The channel model implemented is two-ray ground-reflection without fading [44].
Along the two paths (1—+2—3—4—5 and 1—+6—5) from the source to the destination,
forward ants sent from nodes 4 and 6 will collide at the destination node 5. The
source originates one forward ant every two seconds. In the simulation, after receiving
an ant, a node does not forward the ant until the next integer second. For instance,
if a node receives an ant at time 2.123S, it will forward it at 3.000S. By adopting
this mechanism, we ensure that node 4 and node 6 compete for sending ants to the
destination at exactly the same time, which corresponds to the modeled two-sender
scenario. Also notice that the proposed analysis only models the behavior of forward
ants. To accommodate this feature in QualNet simulation, backward ants trace its
steps back to the source through a ‘wired’ interface at each hop to avoid colliding with
forward ants sent wirelessly.

We perform Matlab numerical computation and QualNet simulation with dif-

ferent 8 values, as they affect pheromone distribution and ant drop rate. When £ is
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8 Path 1) o o3 o4 o5 15655 510 Los | 2
0 3%%% 833%2 Matlab 3.68 [ 2.92 | 0.00
05 087000 fiitve QualNet | 5.12 | 3.01 | 0.00
. 0.117521 0.470853
9 0 0.714286

0 0.713762

Table 3.7: At left and right, the pheromone distribution on each path and ants drop
rate (x10™*) comparisons.

0, a path is randomly selected independently of pheromone values. As (3 increases, the
path with higher pheromone concentration is favored.

Both Matlab numerical results and QualNet simulation results of pheromone
distribution (7;; on the link from node i to node j) are presented together in Table 3.7
(left). Each entry has the format 7 where x denotes the Matlab result and y denotes
the QualNet result. As evidenced, they show comparable values.

Table 3.7 (right) compares the Matlab and the QualNet results of ant drop rate
with different 5 values. We observe that the ant drop rate decreases as 3 increases.
When g = 0, ants choose the two paths with equal probability, which then results in
more collisions at the destination and drops over the network. As [ increases, more
ants favor the shorter path 1—6—5 with higher pheromone concentration, which leads
to less collisions at the destination. When § is 2, all the ants choose the path 1—6—5

without causing any collision at the destination. Again, we observe comparable results.

3.4 Evaluation of MACA for Multi-hop Wireless Networks: A Regression
Study
Up to this point, our modeling and analysis efforts of the virtual carrier sensing
mechanism for wireless MAC are bound to symmetric single-hop network scenarios

where all sources can directly communicate with the destination. Under the symme-

try assumption, the detailed timeline of RTS/CTS handshake can be understood by
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concentrating on one sender only. Furthermore, with the restriction of single-hop dis-
tance, it is also reasonable to assume that the packet collision or delivery rate of a
specific sender-receiver pair solely depends on the decisions of other competing nodes
within the receiver’s vicinity. The generalization of the Markovian framework presented
in Section 3.2, however, is very difficult, especially for the case of wireless multi-hop
networks. Instead, in this section we adopt an alternative approach for the purpose
of understanding the cross interaction and interference patterns among various traffic
flows in a typical setup of wireless multi-hop networks. In particular, we perform a
linear regression study of the packet delivery ratio on each directed link by lumping

together all the MACA protocol details into the regression coefficients.

3.4.1 The Complications of Multi-hop Wireless Networks

In a multi-hop wireless network, e.g. ad hoc WLANSs, data traffic flows from
source to destination through a series of intermediate nodes whose function is to relay
information from one device to another. The previous modeling assumptions on the
topology features such as symmetry and one-hop range of interference are therefore in-
sufficient if multiple data frames traverse through the network contemporaneously. For
instance, consider the simple yet practical linear network topology in Figure 3.5. Two
data flows such as 1—2 and 3—4 might compete for channel access at the same time,
resulting in a problematic asymmetric configuration that leads to severe unfairness
at all time scales and starvation of the upstream flow [22, 23], since the handshakes
between 1 and 2 may be interrupted by the hidden node 3 but not vice versa (no
contention at 4). Moreover, the collision/delivery rate of the data stream 1—2 is not
exclusively influenced by node 3 as a direct neighbor of the receiver 2, but the ac-
tions of two-hop neighbor, 4, as well. The complication is that the transmissions from
node 4, either RTS or DATA packet, may collide with the CTS packet broadcasted
by 2 at node 3, who then won’t be aware of the succeeding data transmission on 1—2
and may potentially cause a collision. This problem is referred to as the masked node

problem in the literature [45, 46, 56]. Here node 3 is called “masked” if it is receiving
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two or more signals simultaneously. As a consequence, none of the ongoing trans-
missions, nor the new packets that arrive within the masked period, will be decoded
correctly. The masked node problem has been shown to severely limit the effectiveness
of the RT'S/CTS mechanism in preventing performance degradation in wireless ad hoc

networks [62].

3.4.2 A Regression Model

In this section, we describe a linear regression model with coefficients calibrated
from the QualNet simulations. We intend to capture and evaluate the impacts of asym-
metric configurations and masked nodes on the packet delivery ratio for any directed
routes. Here, the packet delivery ratio measures the percentage of packets that has
been successfully transmitted. Now, given a network topology with n directed links
(i.e. there are potentially 12 directed routes for the topology in Figure 3.5), we assume

the delivery ratio over a specific link m is determined by the following:

dn(P) = co + Cgm) Zpi + Z CE?)pz’pj (3.4.2.1)
i=1 i=1 j¢N;

Here d,,(p) is the deliver ratio of data packets on route m given p = (p1,p2,...,Pn)
where p; is the probability that link ¢ is “active” and [V; is the set of directed links that
originate from the same sender as route 7. The interaction terms p;p; are included to
capture the effects of cross-inference among every pair of concurrent transmissions on
the network. Notice that one sender cannot initiate two transmissions simultaneously,
hence the interactions do not exist if j € N;.

Naturally, no packets will be delivered on route m if it has never been activated,

that is, d,,, = 0 if p,, = 0, the model then can be reduced to,

A (D) = E™pm + Y & pp;. (3.4.2.2)
JENm
The coefficients will be calibrated using the QualNet simulator operated on MACA

protocol. The experiments are conducted as follows. Each QualNet trial is comprised
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of M (a sufficient large number) transmission sessions with a chosen p: given any link

m, Py, is uniformly chosen between 0 and 1 such that

> opi<1 (3.4.2.3)

JENm H{m}
(3.4.2.3) implies that at the beginning of each transmission session, a node may decide
not to send the head-of-line packet (which then will be dropped). After a trial is done,
the delivery ratio, Jm(p), are calculated by

_ # of packets delivered on m

dpm(P) i

(3.4.2.4)

Based on the data tuples (d,,(p), p) obtained from a sufficient large number (> 2n) of
QualNet trials, we perform a multilinear regression of the observations in d,,(p), ¥m,

on the predictors in p with Matlab diagnostic function.

3.4.3 Evaluations and Predictions

We start by solving the regression model (3.4.2.2) on a simple 5-node ring topol-
ogy shown by Figure 3.6. In particular, we execute the QualNet trials 1000 times with
arbitrary combinations of p that satisfy the condition (3.4.2.3). The significant coef-
ficients concluded from Matlab statistical test reveal three types of dominant 2-link
interactions. Figure 3.7 demonstrated the interactions for a specific link. Since the
corresponding coefficients are negative, the regression model confirms and quantifies
the adverse influence of masked nodes (interaction type 1) and asymmetric hidden
contentions (interaction type 3) on the performance of MACA protocol (measured by
packet delivery ratio) in representative wireless multi-hop networks. In particular, the
masked node problem impacts performance the most, then the hidden node problem
in symmetry, and finally the unbalanced contentions.

Next, we leverage the existing linear model of the 5-node ring topology by only
including the above three types of interaction. For any link ¢, let I;; denote the link

that interacts with ¢ in the fashion of type j. Due to symmetry, all links should be
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P P

Figure 3.6: A simple 5 node topology. The circles indicate the transmission ranges of
each nodes. There are 10 possible directed transmissions demonstrated
by the arrows.

Interaction type 1 Interaction type 2 Interaction type 3
02 A 0.2 / 0.2
0 0.1 2 4 0.1 z 4 0.1
A 0 o 0 o 4 0
1 ) 1 5 1 5

Figure 3.7: Three types of prime interactions observed for the target link (red):
deeper blue means higher impact. Type 1 relates to the masked node
problem, as the interface at node 4 will be occasionally blocked by signal
from node 5; Type 2 indicates the typical symmetric hidden terminal
problem; Type 3 corresponds to the asymmetric hidden node problem
which causes unfairness because receiver 3 will more likely be blocked by
4, but not by 2.

identical. Thus we average the coefficients with respect to directed routes and rewrite
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the reduced model for general ring topology as

10 3 10
7 1 ~(i 1 ~(i
dm<p) = (1_0 Z C( ))pm + Z(E Z C§i3)pmplmj
i=1 j=1 i=1
3
= Copm + Y _ CiPmpr,,,

J=1

(3.4.3.1)

where ¢ and 6%3 , Vi are known from the solution of 5-node ring topology.

With the new model (3.4.3.1), we achieve good predictions of packet delivery

ratio on both ring topologies with 6 nodes and 8 nodes respectively. Focus on one link,

Figure 3.8 compares the numerical results dp..q with data d from 100 QualNet trials

) . el . dyrea—d|2
using randomly generated transmission probabilities p. The relative error, %,
indicates a 4.89% deviation for 6-node scenario and 4.46% for 8-node.
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Figure 3.8: A comparison between model predictions and QualNet statistics on data
delivery. The result on the top corresponds to 6 node ring topology and

the bottom corresponds to 8 node ring topology.

3.5 Conclusion

In this chapter, we have briefly reviewed several pivotal wireless medium access

control protocols and their primary design for managing effective packets switching

over a shared radio spectrum. Specifically, we have explored the functional details of

MACA, a practical MAC protocol proposed to address the hidden terminal problem,

and introduced a Markovian modeling framework to characterize the behaviors of the
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RTS/CTS mechanism implemented by MACA protocol on representative single-hop
network scenarios. On top of the proposed mathematical analysis of MACA, we revisit
the rigorous model of BARP to investigate the cross-layer interactions between wireless
medium access control and ant-based routing on a simple network topology. The efforts
were validated by comparable results from the numerical analysis of the equilibrium
solution to the integration model and QualNet simulations with realistic implementa-
tions of wireless communication protocols. Finally, given the difficulties of generalizing
the MACA analysis for wireless multi-hop networks, we have implemented an alterna-
tive approach with multilinear regression on a simple multi-hop ring topology of size
5 to reveal the problematic asymmetric configurations and the masked node problem.
The reduced model using significant coefficients and corresponding interaction terms
predicts packet delivery ratios accurately on larger ring topologies.

The modeling efforts and analysis using Markov processes and linear regres-
sion have been validated to correctly characterize MACA and network performance
on representative infrastructure and ad hoc topologies respectively. However, both
approaches are inapplicable to general network scenarios with arbitrary topology and
parameters. The Markov model is likely to contain irregular transition structure and
rapidly expanded state space unless certain requirements about network parameters
are met. For the regression model, it will be difficult to establish an elegant experi-
mental design for universal network scenarios similar to the ring configuration for linear
topologies such that all transmissions are equivalent due to prefect symmetry. In the
next chapter, we introduce a more useful Markov model with a discrete fixed time
scale to generate the statistical description of node behavior and status given network

parameters and topology.
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Chapter 4

PROBABILISTICALLY MODELING OF IEEE 802.11 DISTRIBUTED
COORDINATION FUNCTION

In this chapter, we will introduce and analyze a new Markov model of the IEEE
802.11 Distributed Coordination Function (DCF) for wireless LANs. The new model is
derived from a detailed DCF description where transition probabilities are determined
by precise estimates of collision probabilities based on network topology and node
states. For steady state calculations, we approximate joint probabilities from marginal
probabilities using product approximations. To assess the quality of the model, we
compare detailed equilibrium node states with results from realistic simulations of
wireless networks. We find very close correspondence between the model and the

simulations in a variety of representative network topologies.

4.1 Review of IEEE 802.11 Distributed Coordination Function (DCF)
IEEE 802.11 [3], the international standard designed for WLANS, provides a
detailed MAC layer specification in which the fundamental mechanism for network
devices to access the channel without any centralized control is called Distributed
Coordination Function (DCF). This is a contention based random access scheme, im-
plementing the non-persistent Carrier Sense Multiple Access with Collision Avoidance
(CSMA /CA) protocols. Recall Section 3.1, carrier sense is the ability of a network de-
vice to determine if the transmission medium is idle. In general, wireless carrier sense
is composed of two distinct techniques: 1) CCA (Clear Channel Assessment), which
is performed through physical evaluation of the signal energy on the station’s radio

interface, and 2) NAV (Network Allocation Vector), a virtual carrier sense mechanism,

95



which is a data segment that indicates the amount of time required for the transmis-
sion immediately following the current packet that contains the NAV. The collision
avoidance feature of CSMA /CA requires that a station transmits only when the chan-
nel is sensed to be idle. Unfortunately, collisions may still occur when two stations
determine an idle channel at the same instant and subsequently transmit. To reduce
the chance of repeated collisions of retransmitted packets, CSMA /CA protocols apply
a binary exponential back-off (BEB) algorithm, by which every station selects a ran-
dom back-off time before each retransmission. The name binary exponential originates
from the fact that at each retransmission attempt, the longest possible back-off time
(contention window size) doubles. Hence it is less likely for two stations to retransmit
at the same moment. Diagram 4.1 summarizes the procedures of CSMA /CA protocols

implemented by 802.11 DCF. Notice that we implement the same back off rules when

Start
CSMA/CA
algorithm CW:@

Set backoff timer to
random number |«

Carrier Sense | -Petween 0 and CW

e >y

Defer until | _busy| Listen for | cw = 2*:cw
medium idle | DIFS period X :
A ) * ' .

idle, .

Decrement

Backoff timer .
while idle :
idle e |

timer=0 timer>0

busy

© success

End

Figure 4.1: Non-persistant CSMA /CA algorithm implemented in 802.11 DCF
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exploring MACA protocol in Section 3.2.

DCF specifies two approaches for packet transmission. The default scheme is
called Basic Access mechanism. Provided the channel is sensed idle, a sender trans-
mits the data packet after a random back-off time interval. A receiver, following the
successful reception of a data packet, replies a positive acknowledgment frame. The
communication is complete whenever the sender receives an acknowledgment that it
anticipates. However, a packet collision may still occur at the receiver node in the
presence of other concurrent transmitters who are hidden from the sender. To address
this issue, DCF provides an optional technique similar to MACA protocol, known as a
Request-to-Send /Clear-to-Send (RTS/CTS) mechanism. Recall that instead of broad-
casting a long and valuable data packet directly, a sender/receiver pair operated in
RTS/CTS mode reserves the channel by handshaking via RT'S and CTS short packets.
In particular, since NAV is transmitted along both RTS and CTS packets, a node in
immediate vicinity when overhearing either RTS or CTS packets will defer its own
transmission long enough for the addressed communication to finish. Although col-
lisions may still occur among RTS or CTS frames, this virtual sensing scheme can
diminish the chance of collisions between data packets and improve network through-
put as long as RT'S/CTS packets are significantly shorter than the data payloads. A
complete and comprehensive description of 802.11 DCF can be found in the standard
3].

The remainder of the chapter is organized as follows. In Section 4.1.1 and 4.1.2
we examine the RT'S/CTS operations of IEEE 802.11 DCF and introduce assumptions
used for model derivation. In Section 4.2 we formulate and discuss the model in details.
In Section 4.3 we apply the model in three representative network configurations and

examine the results. Section 4.4 concludes the modeling efforts.

4.1.1 Preliminaries
In a wireless local area networks, not all nodes are necessarily within the sensing

range of each other, creating hidden terminals. To address this, the 802.11 DCF adopts
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an RTS/CTS/DATA/ACK four way handshaking scheme, shown in Figure 4.2 and
described as follows:

A sender, z, will constantly monitor the channel activity by carrier sensing.
x will not attempt to transmit RTS unless the channel is sensed idle for a period of
time called the Distributed InterFrame Space (DIFS). On the other hand, = accesses the
channel following the BEB algorithm: at each transmission of RTS packet, the back-off
counter is uniformly chosen between 0 and the current Contention Window size. Here
the contention window determine the longest possible back-off time a node can choose.
The back-off counter is decremented to zero unless x senses a busy channel. This will
suspend the counter until the channel is sensed idle again after a DIFS. Broadcasting
of RTS starts when the timer reaches zero. If the receiver y successfully captures the
RTS packet, it will reply to x by broadcasting a CTS packet after a short period of
time interval called the Short InterFrame Space (SIFS). The contention window will be
reset to an initial value only when z correctly receives the CTS from y. However, CTS
reception can be disrupted by a transmission from another node anywhere within range
of . If the CTS is not received, the contention window doubles, and x retransmits
RTS according to the new contention window after waiting a specified time period of
Tout, called RTS Timeout. Thus, at each failed RTS/CTS handshaking attempt, w
is doubled up to a maximum value. Then the window size remains at that threshold
until it is reset. If the maximum transmission failure limit (Retry Limit) is reached,
x will discard the data packet and the window size returns to an initial value. The
RTS/CTS exchange improves the chances that two nodes will be able to reserve the
channel and exchange data after another SIFS in a complex environment. At the end
of the successful reception of the data packet from x, y immediately responds with a
positive acknowledgement (ACK) after a SIFS. The RTS/CTS/DATA/ACK four way
handshaking is complete whenever an ACK is correctly received by z. If not, = will

reschedule the data packet transmission.
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Carrier sensing
the channel

DIFS

RTS data Time
Sender

SIFS SIFS
Receiver

NAV (RTS) DIFS
Other | NAV (CTS) data

stations

Defer access Pick random backoff
time in [0, Cwin]

Figure 4.2: IEEE 802.11 DCF timeline with RTS/CTS access mechanism

4.1.2 Assumptions
In this section, to systematically develop a predictive model of 802.11 DCF, we

introduce the following notation and assumptions.

Network : We assume ideal channel conditions. This means there will be no noise,
capture effect, etc., and the propagation delay is ignored. Each node operates
under homogeneous configurations. All nodes have the same sensing range R

and transmission range R, where R < R;.

Timescale : Distinct from [7] and its many extensions, we adopt a constant timescale
of least duration, o, which is equal to the time needed at any node to detect the
transmission of a packet from any other node. Because o is very small, we shall
assume that any node can immediately detect the transmission of a packet from
any other node inside its sensing range Rs. All the time parameters in the model,

i.e, transmission time of RTS, DATA, etc, are assumed to be multiples o.

MAC protocol : For simplification of modeling, we use a modified version of IEEE

802.11 DCF implementing the RTS/CTS mechanism: DIFS is set to be one
time unit and SIF'S is assumed to be negligible. RTS and CTS packets have the
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same size, hence their transmission delays, denoted as Trrs and Terg, are equal.
The protocol still adopt the BEB algorithm and the back-off counter is chosen
uniformly between 1 and the contention window size. Furthermore, we set the
retry limit of the RTS is the number of times that a contention window is allowed
to double. Hence if the contention window achieves its threshold, we assume the

data packet being sent is dropped.

Data : There is no retransmission of data packets. A data frame is dropped either
because there is a collision at the receiver or retry limit of RTS reached. Also,
we assume the acknowledgment packet (ACK) following a successful data packet
transmission has fixed size (2 slots) and always succeeds. Hence the transmission

time Tpara includes the sending/receiving period of data plus ACK.
Carrier sense :

1. CAA - Clear Channel Assessment: Since the signals from different
neighboring nodes can overlap, the busy period a node physically senses in
general will not be constant and will most likely depend on the number of

active neighbors.

2. Network Allocation Vector (NAV): It is included in both RTS and CTS
packets indicating how long the channel will be occupied. In the standard,
the value of NAV is Ty av, = Tors + Tpara + Tack if contained in RTS, or
Tnave = Tpara + Tack if contained in CTS. When a node freezes through
NAV, it will ignore arriving packets until the NAV period ends. On the other
hand, a node will update the freezing period of NAV with the information
overheard from either a CTS or RTS packet if a new NAV value is greater
than the current NAV value. For simplicity, we employ fixed-size NAV

period, and assume a node freezes at the end of NAV if the channel is busy.

CTS Timeout : Within the period of CTS timeout, T,,; = Tcrs + 0, any incoming

packets arrived from the physical medium, valid or not, will be ignored. At the
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end of CTS timeout, we assume a node freezes if the channel is occupied, and

resumes back-off/idle if otherwise.

4.2 Modeling the Distributed Coordination Function

In a single-hop network (i.e. a fully connected graph), every node can sense each
other and consequently experiences the same level of contention. However, in a WLAN,
the competition among stations for channel access can be biased: a station with more
nodes hidden from it may back off longer or encounter more packet collisions than the
others which have fewer undetectable contenders. As a result, the performance of the

DCF will vary for each node in the network.

4.2.1 Modeling of Node States

We model each node x in the network as a multi-dimensional stochastic process,

denoted by
Ha(t) = (50(1), ba(1), au(t), v (1), Qu(1))

with the discrete-time Markov chain, in which the uniform integer time scale, o, is

adopted: t,, and t,,1 correspond to the beginning of two consecutive slots. (t, := no.)

s;(t) : Back-off stage (0,1,2,...,m) of node x at time ¢, where m is the maximum
back-off stage. By the exponential back-off scheme described in Section 4.1,
s.(t) = 7 implies that the contention window size at time ¢ = w; = 2'w. w is the

initial window size.

b.(t) : Back-off counter of node x at time t. At the beginning of any back-off
stage 7, the counter will randomly choose a value among (1,...,w;) based on
the assumptions of protocol. Then for each following time step t,, the back-off

counter either decrements or freezes with respect to carrier sense.
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a,(t) : Action/Status of node z at time ¢:

;

1, x is idle

B, x is back-off counting

U, =z is waiting due to unidentified signals sensed
R—, x is sending RTS to z

R+, x is receiving an uncorrupted RTS from z
R=, x is overhearing an uncorrupted RTS from z
C%, wissending a CTS to 2

C%, x is receiving an uncorrupted CTS from z
C%, x is overhearing an uncorrupted CTS from z
A+, xis sending DATA to z

A<, xis receiving an uncorrupted DATA from z

D., =z is waiting due to NAV triggered by RT'S/CTS from z

W, =z is waiting for a responding CTS

Here z € N, where N, denotes the set of neighboring nodes of x. Remark on W:
a,(t) = W implies that either the previous RTS packet has been dropped at the
receiver so there will be no responding CTS, or the CTS has become unidentified

due to collisions at z.

Table 4.1 characterizes the actions/statuses of x by the behaviors of x’s antenna,
the channel conditions, and the status of z’s queue. For instance, if a,(t) = I,
x has nothing to send in the buffer and there is no signal in the medium. Hence
its antenna keeps quiet, the channel is sensed free, and its queue is empty. If
a,(t) = D,,  will be frozen because of NAV, which means the antenna is quiet,
the channel can be either busy or free depending on the other nodes’ actions, and
x’s queue can be either empty or occupied. The other actions can be described

similarly as above.

v(t) : Virtual timer associated with a,(t). It will start (t = ;) at one of the

following values and decrement to 0 at the beginning of each time slot. Otherwise
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Table 4.1: The node statues in terms of antenna, channel, and queue

az(t) Antenna Channel Queue
(Quiet/Sending) | (Busy/Free) (Empty/Occupied)
1 Quiet Free Empty
B Quiet Free Occupied
D, Quiet Busy/Free Empty /Occupied
w Quiet Busy/Free Occupied
U/Rs /A /Rz/C5 || Quiet Busy Empty/Occupied
Cs Quiet Busy Occupied
C» Sending Busy Empty /Occupied
R+ /A% Sending Busy Occupied

the timer stays at 0.

Ve (to) =

where ty is the initial start time. Here, tgrs := [Trrs/c] — 1 (similarly defined

for other time parameters).

Q.(t) : Queue status vector of node z at time t. Here, Q,(t) = (Y, L), where
Y is the receiver of the Head of Line (HoL) packet that being sent by node
x. The second entry, L, represents the length of the queue (including the HoL
packet) at node z. If there is no packet in the queue, we say Q. (t) = 0 = (0,0).
Furthermore, we say node x is on [-th layer at time ¢ if L = [. Whenever the
node x successfully receives a packet during the back-off counting, L is increased
by 1. If node z finishes transmitting a packet (either success or failure), L is

dropped by 1, and Y will be updated based on the receiver of the next packet in

the queue.

if a,(ty) € {R77R<27RE}

lrrs, (
tout, if a,(to
ters, if a,(to
tpara, if a,(to
| tvave/tvave, i aq(to
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4.2.2 Modeling of States Transitions

In this section, we investigate and model the state transitions at each node using
notation introduced above. Notice that we do not characterize network performance by
thoroughly examining the joint node states and their transitions, even though the joint
distribution, once found, can be considered as the most universal form of expressing
knowledge [69]. As we shall see an example in Section 4.3.2; the joint state model cor-
rectly produce a complete probabilistic description of the network behaviors, however,
the full distribution is difficult to model and analyze because it grows exponentially

with both the size of network and the cardinality of node state space.

4.2.2.1 x As a Listener/Receiver

A node z is a listener when it is in back-off counting (with occupied queue) or
idle (with empty queue). It consistently monitors the channel by both physical and
virtual carrier sense. Upon the successful reception of a RTS packet, x becomes a
receiver by completing the RTS/CTS/DATA/ACK handshake. Diagram 4.3 and 4.4
represent the states’ transitions for x based on the description of 802.11 DCF and the
assumptions in Section 4.1. Both diagrams share a similar structure, called Carrier
Sense Block (CSB), which repeatedly appears in our model for every pair of back-off
stage and back-off counter.

For Figure 4.3, suppose that at time step ¢, where n =0,1,2,---, node z is at
the kth step of the ith backoff stage for receiver y with [ packets in the queue. At the
next time step there are five possible state transitions on node x, associated with the

following probabilities respectively:

= Prob{ - 1,B,0, (y, >n+1‘lk30<y7>"}

= PrOb{ ? k R?vtRTS7< al )n—&-l}(iakaBaO < al )n}

n

= Prob{ i,k,Cs tors, (Y, n+1} i,k,B,0,(

©0 060
I

(i, k ) )
(i, ) )

Prob{ (i, k, Rz, trrs, (y, ) )ni1| (i, k, B, 0, (y, 1))n }
(i 1)) D}
(i,

= Prob{(i, k,U,0,(y,1))nt1|(i, k, B,0, (y,l))n}
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Here we adopt the short notation:

P{(21, 22, 23, 24, 25 )m41| (21, 25, 25, 24, 25 )n }
= P{H.(thy1) = (21722723,24,25)‘Hx(tn) = (21, 29, 23, 24, 25) }
Transition occurs when x detects a quiet channel, that is, currently no
neighbors of x are broadcasting or beginning to transmit any signals. As a result, the
back off counter decrements by 1. Transition accounts for the fact that, one of z’s
neighbor, z, begins to send a RTS packet for x while others neighboring nodes stay
quiet. In this case, node = takes the first step of receiving the RTS packet, so that
ay(tns1) = R, vp(tny1) = trrs. Transition @ or takes place provided that only

z starts to broadcast a RTS packet or a CTS packet not for x. In those scenarios,
Ay (tni1) = Rz, vp(tns1) = trrs or ap(tny1) = Cs,v.(tht1) = ters. The transition ,
a,(tny1) = U, happens when z detects disordered signals in the channel, caused by
either corrupted or partial packets from x’s neighbors.

During the receiving (overhearing) of RTS or CTS from a neighbor z, node z
may observe packet collisions when the hidden nodes of z initiate transmissions to x.

Thus, given the j-th step of receiving (v.(t,) = j), we have the following probabilities
associated with the transitions , and :
= Prob{(i,k, U,0, (y,))ni1|(i, k, R, 5, (Y, [))n } (4.2.2.6)
= Prob{(i,k,U,0,(y,))ns1|(i, k, Rz, J, (y. 1)) } (4.2.2.7)
= Prob{(i,k,U,0,(y,))ns1|(i, k, C5, . (¥, 1))n } (4.2.2.8)

Otherwise, x keeps receiving and the virtual counter v,(t) decreases by 1 at each time

step with the probabilities:

= Prob{(i,k,Re.j — 1,0,(y,0))ns1|(i,k, R, 4, (y, )} (4.2.2.9)
= Prob{(i,k, Rz,j — 1,0, (y, [))ns1|(i, k, Rz, 5, (y, 1))} (4.2.2.10)
= Prob{(i,k,Cs,j — 1,0,{y,))ns1|(4,k, C5, 4, (y, 1))}  (4.2.2.11)
If a RTS is successfully received, that is, a,(t,) = R, v.(t,) = 0, z will start to

respond with a CTS to z, shown by a,(t,+1) = C3, v.(tni1) = ters. The transmission
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- CSB™¥). - A Carrier Sense Block of node x at the k th back-off -
step of the i th back-off stage on Ith layer for receivery . (k, I>0):

(i,k—1,B,0,<y,l > )a— @

s R trrs, _» Bz trrs, :Cz tors,

’U< 5@‘@ @‘ "

L Bestrrs — 1, CRetprs—1, ,Cxlors—1, !

>
r
+ |
il

' >C?L D tnave,
| o

5 A?7 tDATA',
[

“ e

— As,tpara — L.

JAg, 1,

: ; N

Jie 0 |®
"aaFgEé;‘ "" ; """"" """"""""""""

ik, B,0,<y,l+1>)

E'cs'Es'(X?vl"ﬂY\‘ """""

Figure 4.3: Carrier Sense Block at upper layer
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of the CTS takes torg steps and if successful,  should begin to receive a data packet
from z. Otherwise, no data will be sent, and x resumes carrier sensing. Thus we have

the following transition probabilities:

= Prob{(i,k, Az, tpara, (¥, ))nl (i, k,C2,0,(y, 1))n}  (4.2.2.12)
= Prob{(i,k, B, 0, (y,))nt1|(i,k, C,0, (y, 1))n} (4.2.2.13)

At each step of receiving DATA, there are two possible transitions:

= Prob{(i,k,Ac,j — L(y, )| (i, k, A, 4, (y,))n}  (4.2.2.14)
= Prob{(i,k,U,0, (y,0))ns1|(i, k, As, 4, (v, )0 } (4.2.2.15)

For the first transition, = correctly receives the next piece of data so v,(t) decrease by
1. Otherwise, = detects a collision, which implies the signal is corrupted, shown by
az(tns1) = U. When v,(t) = 1, the receiving of data is complete and z shall reply
with an ACK packet. When v,(t) decreases to 0, that is, the DATA/ACK handshake
is successful, x will resume back off counting on the next layer and the queue size
increases by 1. If the queue is full, as shown by the dashed arrow in diagram 4.3, the
data received will be dropped and x will resume back-off counting on the same layer.

If x successfully overhears a RTS, then with probability 1 it will go to silent
mode D, and update v, (t) to tyay,. Similarly, if a CTS is overheard, v, (t) changes to
tnave. Upon v,(t) reaches 0, the behavior of z at the next time step depends on the
channel status. With probability , x resumes back-off counting because it senses a

quiet channel, or with probability , x detects a busy channel and waits.

= Prob{(i,k, B,0, (y,1))ns1|(i, k, D, 0, (y, 1))} (4.2.2.16)
= Prob{(i,k, D.,0,(y,1))n+1|(i, k, D., 0, (y, 1)) } (4.2.2.17)

Finally, if « senses jumbled signals in the channel at time step ¢, (a,(t,) = U),
then after one discrete time step x either senses the channel is clear and resumes back-

off counting (a,(t,4+1) = B), or detects a busy channel (a,(t,+1) = U) and waits, with
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the following probabilities:

= Prob{(i,k, B,0,(y,))ns1|(4,k, U, 0, (y, 1))} (4.2.2.18)
= Prob{(i,k,U,0, (y,1))ns1|(i,k,U,0, (y,1))n} (4.2.2.19)

For Figure 4.4 where x has empty queue, the state transitions are similar except
with probability x stays idle and keeps monitoring the channel. After a data packet
is received, if z is a relay node, it will randomly or deterministically choose a receiver

in N, and set a back-off counter between 1 and the initial contention window size w.

4.2.2.2 zx As a Sender

At the end of counting (b,(t) = 0) at any back-off stage, x becomes a sender
by immediately initiating a RTS transmission. The state transitions of z as a sender
are shown in Figure 4.5. A structure, called a RTS/CTS Contention Block (RCB)
emerges in the model whenever x attempts a RTS/CTS handshake.

Suppose node x transits a RT'S packet to y during ith backoff stage with [ packets
in the queue. After a time period of tgrg, the RTS transmission either succeeds and

begins to receive a CTS from y with probability

= Prob{ (4,0, Cs, ters, (U, 1))ns1|(3,0, R, 0, (y, 1)), } (4.2.2.20)

or fails with probability

= Prob{ (i,0, W, tout, (y, 1)) n+1](i,0, R, 0, (y, 1)) } (4.2.2.21)

In this case, there will be no reply so that x waits until the virtual counter v, (t) reaches
0.
At each step of receiving a CTS, depending on whether there is a collision at x,

we have the following transition probabilities:

= Prob{(5,0,C5,5 = 1, (4, ))ns1](0,0,C5, 5y (y,1))n}
= PI‘Ob{(’i, 07 I/Vatout - ja <y> l>)n+1|(27 07 C$7j7 <y7 l>)n}
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| CSBW: A Carrier Sense Block of node x when idle (/=0).

J(0,0,1,0,<0,0> ) B

sz trrs, Gz ters,

C) @) |6 @) G

0, :
7DZ7tNAVC7 v
S e ——' .

& :

‘Back off stage 0 on 1st layer -
.for any receiver y .

L »(0,%,B,0,<y,1>)"

Figure 4.4: Carrier Sense Block at base layer
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: . ‘The end of counting at
......... : ‘the back off stage i on :
N A e _ ‘I-th layer for receiver y..
. VAV — B . ‘
' RCBY):ARTS/CTS "o (1,0,B,0,< y,1 >> :

:Contention Block of
‘node x at the i th back-

.off stage on Ith layer #

for receiver y (I> 0).@ 13,0,

v ’ C?v tCTS7 3 W7 touh
(Q’07A77tDATA7<y7l ><— @
o Wy N v
! 7cv7tCTS - 17 ,W7 taut — 17
v ¥
Cy, 0, W, 1,

. layer for receivery.
. (*: back off counter is
Narandomly chosen)

‘Back off stage 0 on (I-1)-th
| > 1 ‘layer for any receiver z
0,0,A,0,<y,l > p-(0,%,B,0,< 2,l —1>)d=

--------------------------------------------------------------- »(0,0,7,0,<0,0> = = =

Figure 4.5: RTS/CTS Contention Block
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When the receiving of the CTS is complete, x will initiate an DATA/ACK
handshake, which lasts tpa74 time steps. In the end, if [ = 1, 7.e. the queue is empty,
x becomes idle, otherwise x restarts the back-off procedure for the next Hol. packet
and the queue size decreases by 1.

Finally, suppose the RTS/CTS handshake fails, = senses the channel at the end
of the CTS timeout. Given no transmitting neighbors, if the current back-off stage is
less than the maximum stage allowed (i < m), = will reset the back off counter between
1 and the doubled contention window size, then resume counting procedure at the back

off stage 7 + 1. The associated probability function is:

= > Prob{ (i + 1,k B, 0, (y,1))ns] (1,0, W,0, (y, 1)) }
k

However, if the maximum stage is reached, then the data packet will be dropped. Based
on the current queue size, z can either restart back-off procedure (I > 1) or become

idle (I = 1):

= > " Prob{(0,k, B0, (y,1 — 1))ns1|(m, 0, W,0, {5, 1)), }
k

= Prob{(0,0,1,0,(0,0))ns1|(m,0,W,0, (y, 1)) }

For the case that a busy channel is sensed, x will freeze, as shown by,
= PI‘Ob{ (17 07 VV7 07 <?J7 l))n+1|(7'7 07 W7 07 <y7 l>)n}

4.2.3 Representation of Transition Probabilities
In this section, we address the formulations of transition probability functions
in detail. For simplicity, we first denote the probability density function for any node

x in the network at time step ¢,, by
P(n)([Xizj;]z) = PrOb{HcL‘(tn> = hx} = PrOb{Hx(tn) = (iv k,x; 7, <y> l>>}

Here i € [0,m], k € [0,2w], x € {I,B,U Rz/5/5C3/5/:Az/5.D.,W}, j €
0,tnyave], ¥,z € N, and [ € [0, L,] where N, is the set that contains z’s neighbors
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(and (), and L, represents the maximum queue size of x. The joint probability density

functions are similarly defined and symmetric:
n s U n R l
PO e B plers ) = PO (D ors 60 o)

The probability density function of node z can be obtained by marginalizing

out other nodes in the joint state probability density function, i.e.
Prob(H,(t,) = h,) = Prob(H,(t,) = h,,e)
— > Prob(Hy(t,) = hy, Ha(ty) = hy, - <)

(h,-- )€Q(hg;a!,)

where Q(h,; 2’ - - ) represents the sub state space of nodes {2/, - -} such that,
PI‘Ob(Hx(tn) = h:C7 HJ}’ (tn) = hq;’, T ) ;_lé 0

V(hy, ) € Qhy: 2/, )

On the other hand, given a set of marginal densities, the joint distribution in
general cannot be uniquely determined unless the random variables are independent.
This brings forward the main challenge in our modeling framework since for each node,

all the critical state transitions mentioned in the last section are dependent on the con-

current states of its neighboring nodes. To be precise, suppose N, = {x1,29, -, 2, }
and expanding the marginal probability density function of z on Q(hg;xq, -+, x,), we
have

Prob{H,(tn41) = hl|H.(t,) = h,}

B Z Prob{H,(t,) = hy, Hs, (t,) =hyy, -+ Ha () = hy, }
B Prob{#,(t,) = h,}

(hwl"' 7hxr)€Q.A(hz'x1 ,Tr)

n () (y.0) (y,l)
ZQA [Xfykl;]sztl, L )P( )([lekvj]x’ [Xizfvj]m17 o [Xzyk;d]l'r) L fQA([X’g,yk’,l;]x)
7 1 7 = 1
S smrse ) PO OGS e D5 o i) Falbalille)
where Qq(hy; 1, ,2,) € Q(hy;zq, -+ ,x,) and

Prob{H,(tn1) = h;|Hx(tn) =h,, Hy, (tn) = hey, o He (6) = hy, }
17 it (hazl e 7hxr) S QA<hx;m1a e ;xr)

0, otherwise
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For the purpose of evaluating the transition probability functions introduced in Section
4.2.2, we shall establish their connections (shown by functions Fq and Fq,) to the
probability density functions of joint states with the neighboring nodes. The joint
state spaces €2 and €24 will be discussed based on four categories of actions A that x

takes.

4.2.3.1 Carrier Sensing while in the Idle or Back-off States

Let us suppose at the current time step ¢, = is sensing a free channel and not
freezing or waiting, that is, x is in back off state B (or equivalently, idle state I, if its
queue is empty), and the parameters i, k', 3/, l" are fixed: H,(t,) = (', k', B,0, (¢, ).
Referring to Table 4.1 the channel must be quiet, hence all the neighboring nodes of =
are not sending and not receiving from x or common neighbors with x (as  is known

to be in the back-off state). Using the notation of cartesian product, we then have

/,l/ /,l/ /,l/
QB Jai v, swr) = QB Jaimn) o x QB lai o)
l,ll
= Xpen, QB i )

X zaeN, { Hao (tn)| Xa ¢ {R?7077A7}:&Xa ¢ {sz_//yv O;_//y7 A§7D2’}72/ ¢ N}

TV
not interacting with x and Ng

Vv
not transmitting

such that P(”)([Bf,y;g/llg]m)) = fg([Bf}J;c,llg]z)) At the next time step ¢,1, if no neighbors
of x are ready to send any signals, the channel will remain quiet. Hence we conclude

that

n U N
Fa,,([B o8 l>] ) Zﬂl (B r e ) Pt )([Bz'('yk' 3]1‘7 [Xfykg]zu 7[Xi,k,j]xr)

i k’ allPir k0 '
@ - - 1 1
Fol[Bidls)  Lgupys PO([BYgles Dethlens -+ Xz,

/kl

}I:xlf" »Lr

Here, Qm([Bz/ ;/l(})]z; T1, @) C Q([Bfk,l/>]x; x1,- - ,x,) and includes an extra restric-

tion:

Qa([BY as s+, 20) = Xawen, Qa([BY )i 2a)

— e {Han () € QB 20)| (0, ) & 1(B,0,0), (R, k,0), (C<,0,0)}}.
not begin to send‘%TS/C'TS/DATA
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For transition , it accounts for the fact that one neighbor of z, for example, 2/,
begins to send a RTS packet to x, while the rest neighbors do not begin to send. We

thus have

Qy([BY ey 2) = Qup([BY e ') Xawenone Qal[BY 1l )

,,l,
- {Hx’ (tn)| SX) k? y)x’ = (Ba 07 17)/} XzaeNz\x’ Qla([BE}{k/’g)]x; xoc)

~
begins to sent a RTS to x

such that

/,l/
Fora ((BY 1))
l’l/
Fo([BY 0w

1) =

On the other hand, if 2’ begins to send a RTS not to x while all other neighbors remain
quiet and do not start to transmit any packet, x will start to overhear the RTS. The
probability @ is given by

/,l/
 Forw(BY o2
- ’7l’

Fo([BY:)

where Qlc([Bi(}f ;f’g]m, x' -+ x,) is similarly defined by

Qlc([Bf;{k’/l,g]il?? xlv T 7xr)

= {Hz/(tnﬂ\(x, k):r’ = (B, 0) & Yot ;é LE‘J} aner\a:/ Qla<[BZ<;l{’;}70>]z, .Ta)

~
begins to sent a RTS not to x

Likewise, if 2’ starts to sent a CTS not to 2 while the remaining neighbors stay

quiet and do not initiate a transmission, we get

Qld([Bl?/Z{k’/l’g)]x; :U/, e ,.’177«)

= {Hx’(tn)’ £X7 k)x’ - (R?a O)7Z ¢ Nx } X:vaeNz\z’ Qla([Bf}{k7/l7(§]x;$a)

~
begins to sent a CTS not to x (or Ny)

so that

/,l/
 Fona(BY )
- ’,l’

Fo(BY )2
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Otherwise, x detects an unidentified busy channel. The corresponding transition

has probability computed by

®-1-

.%AW%QJ_§:<RMAB%WQ Forear([BYdl)

FalBY) i\ Fa(BYS)  Fa(BYil)
ﬂmuwﬂwa>
Fa([BYy )

4.2.3.2 Receiving/overhearing Packets

Next suppose at t,,  is receiving or overhearing a packet from a neighbor x’ with-
out interference by the others that are hidden from a': H,(t,) = (', k', x,J, (¥, ")),
X € {R4, Ry, O5,C7, A5}, ' # 0. We observe that 2’ is at the j'-th step of trans-
mitting the same packet, and all the other neighbors of x that are hidden from z’
are quiet and do not interact with . The common neighbors of x and 2z’ are ignored
because they share the same channel and will not intervene. Now let N, represent

the neighbors of z that hidden from ', we can write

~{y' I ~{y U Ay I
Q([Xi’%k’}’]xa mla e 7377") = Q([Xz@,k’,;’]l”? ill'l) XﬂﬂaGNm;/ Q([Xff/y,k/,;/]w x/; xa)a

such that
(Q(REY Jaw) = (Helt)] (o) = (Red) )
j'-th step of sending RTS to x
URY oyl @) = {Har(to)] (6o = (B2, ), 2 # 2}
j'-th step of sending RTS not to x
QCY 0, L) = {Hu(t)l (i) = (C2.5)2¢ Ny}
j'-th step of sending CTS not to  and Ny
ey Jea) = {Holta)l (ed) = (Ca.4) )
j'-th step of sending CTS to x
AL Jeie) = {(Ho(ta)l  (0d)e = (A2.0) )
. §'-th step of sending DATA to

where Q([)Zf,y /k;l/;,]m; 2’5 z,) contains all the possible states of neighboring node x, in N,

given ongoing communication between x and x’. If x is receiving a RTS or overhearing
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a RTS/CTS from 2’ (Y € {Rs, Ry, C7}), then for the hidden nodes z,, z should
appear to be in a back-off or idle state since the conversation between x and 2’ are

concealed:
QR e 25 70) = UBY i wa), X € {Rg, Ry, C}.

On the other hand, if x is receiving a CTS or DATA from z’, then x, should be
informed because of the network allocation vector (NAV) incorporated inside the pre-
vious RTS/CTS packets sent from z. As a result, z, should be in corresponding step
of NAV delay. If not, it is also impossible for x, to receive any CTS/DATA packets
because its own RTS/CTS handshakes should have failed. To summarize, we have the

following:

QUCL!) | Nuiaswa) = QB e wa) M (8

' [i' K 5

(0. 9)e = Dostnave + 14 5) & oo 8 {C5, A5} & (). # (Re,0))

vV Vv vV
tnave + 1+ 5-th step of NAV delay not receiving CTS/DATA not begin to send CTS

QAL

z//i/7k,)j,

]x;m/;xa) = Q /k/ xawa U{H

06 7)o = (Do, j') & xao {05, A} }

-~

~
j'-th step of NAV delay not receiving CTS/DATA

Note that in general tpara > trrs(ters), thus it is possible that x, finishes receiving
a RTS and starts to broadcast a CTS during the period of DATA reception at x.
At the next time step t,, 11,  will continue to receive from x’ unless some neigh-

bors starts to broadcast, thus

QQ([R&I’{/> ey’ yx) = Q([Rg/’lf> e @) Xapen
m//Zl k" / a:’/z’,k’,]’ « xx

(Moo (tn) € QREY | 1i2's00)] (X B, §)e ¢ {(B,0,0), (R, k,0), (C<,0,0)}}

// / k:/ v/
not begin to send RTS/CTS/DATA

/,ll l
Q:’,([R%/,L/>k/ /]I? $/7 e 7xT') = Q([R<:l;l/z/>k/ /]337 xl>an€Nacm/

{Ha(ta) € QURY D, a3 a's20)| (ks f)an € {(B,0,0), (Re, k,0), (C,0,0)}}
not begin to send‘;ZTS/CTS/DATA
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/7l/ l
Q4(|:C<7:7/Z/ >k/ /:IJ?’ x’) ttt ,ZL‘T) = Q([CQ/J/Z/ >k’/ /]I) I/) XIQEN:{:I/

(Mo (ta) € QICY, Jai @' 20) (X ks f)aw & {(B,0,0), (Rs, k,0), (C,0,0)}}

not begin to send RTS/CTS/DATA

Q([AYY) 1ol 2) = QA 1) Xpen
wl/ll,k/,j/ //l/,k/,]/ @ TT

Mo (ta) € QALY 1iai20)] (X k.4, & {(B,0,0), (Re . k,0)}}

I/Z/ k/ 5/

not begin to send RTS/CTS

Quo([C¥ (W', e e ) = Q([Cﬁ/{’l/) .]z;x/)xzaeNm/

T / / k/ 5/ l:,/i, k/ ’
(Moo (tn) € QCEY | Liali2a)| (X K, e # (B,0,0)}
not begin ;(:send RTS

’//k://

and the transition probability functions during receiving are given by

Fa, ([REY) 1, ') ')
_ ([ <_//,L/ k,/ '/:| ) _ ([R I/Zl k/ /] ) _ ([C I/Zl k/ /] )
FalRET 1) FallRY //j),g/ 1) FaICZD, 1)
F y ) C(ZJ N9
o T, @ | FanllCY )
/l/ /l/> *
fﬂ([ //’L/k/ , ///k/ /] )

4.2.3.3 End of Sending

At the last step of transmissions from x to z', H,(t,) = (7, K, x,0,(y, 1)),
X € {R=,C5}, we know the communications are successful only if 2’ also reaches
the last step of receiving. Thus we only consider the joint state probability functions

between z and z’ in this case:

'‘al 1
= PORE D T D)
70 x i,k,j1T n a1 )
<Z> » wr0s TOPO(RS L)
Qo ([R5 Jas2’) ' /i’,0,0
z’ /i’,0,0
_ () ([ W) (wd) 1
- Z P ([O;’)/i/,k’ ]:va [Xz k,]] )P(n)([0<yl7l/> ] )7
([Cw; IIIL/ Jws2") o it k07
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where

(RS o) = (Ha(ta)l  (0d)w = (Bs.0)  },

Vv
last step of receiving RTS from x

O((CY )0, Jeia) = (Ha(tn)]  (ud)e =(C5.0) }

vV
last step of receiving CTS from x

Furthermore, since the RTS/CTS 2’ received must be sent from x, we have

n N y,l
POY(RED o) = Fol[RE) o) = > PR o, E0L),
QR | olarse)
z,l) z,l) z,l) N
([C%/z 00} ) ]:QQO?/Z 00] ) = Z ([C%/z oo]m ) [Xz@kz]ﬂﬁ)’
QICE) | olari)

where ¢ and [ are fixed for ' and

QR ol 2) = (Haltn)] - (x.)e = (B.0) ),

-~

last step of sending RTS to z’

]:c’;x) = {H$<tn)| EX7j>z = (C;,),OZ }

-~

(w,l)
2 [037/1'/,0,0

last step of sending CTS to x’

We can now rewrite the transition probability functions as

(n) ([ Rzl (1)
_ Z (P <[R_’>/z’00]3”[X’kU] )P ([R?/zko] ))
Ja;7")

Qo([RE ]:Q([R*/mo] ) P(n)([Rgl/ J)
2’ /i,0,0

@' /i’,0,0

) ([cl Wb Y poy(jod)
Ly (Dbl )
Jasz')

z,l . 7
(Y FallCED o) PO(CYD ],)

. T
x' /i’ k0
z' /il k!0

4.2.3.4 End of Waiting

Finally, suppose at time t¢,, node z is waiting (busy channel/NAV /CTS timeout)
as well as monitoring the channel: H.(t,) = (¢, k', x,0,{y, ")), x € {U,D.,,W}. If a
busy channel is sensed by x during backing-off or idle, then there must be at least one

active neighbor accessing the channel at the same time. Moreover, it is impossible for

78



x to send any packet, or receive a responding CTS (as x will be a sender in that case).

Thus

Q([Ué,;y/;l/}/’(]]x, L1y 7'177’) = Xq;aeNIQ([UQSU/;Z/l/’()]J}; LTaos X1y 3 Ta—1,Tatl, """ 7xr)
/7l/ . /’l/ . .
U Q([Ug/i/}ggo]xa o) X 23EN\Ta Q([U;}’/i,72/70]x7 T} Tp)
Ta €Ny
= U (Hau(to) | Xe € {B2.C5, A2}, # 1}
Ta€Ng

transmitting (ezcept CTS to x)

XxBGNI\xQ {Ha:5 (tn)‘ Xzg ¢ {R<5/§7 CY/EaAY} & Xzg 7é CY }

~
not receiving from x not sending CTS to x

At the next time step if at least one neighbor is at the end of transmitting while no
neighbors are in the middle of or ready to initiate a broadcasting, x will sense a free
channel again and resume back-off counting (or become idle if the queue is empty) at

the next time step. Otherwise, x will continue waiting. Therefore,

QS([UQ?//;I/:L"Q]@ Ly, 7x'r)
U {Heo(tn)] (X )z, € {(B2,0),(C,0), (42,0)}, 2" # 2}

ToENg

end of tmnsmittir;]r(except CTS to x)
XapeNo\ra {Hay(tn) € QUL oJas i 26)|
(X )as E {(R2,5),(C3,5"), (A2, 3"}, 5 #0

not in the mi?lrdle of sending
& (X7 kvj)zg ¢ {(B7 07 0)7 (R?a ku 0)7 (077 07 0)}4}

not begin to send RTS/CTS/DATA

so that

If = is at the end of NAV waiting period due to RTS or CTS from 2’. Using the facts

that z can not interact with other nodes during waiting and if 2’ is sending or receiving
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DATA, it must be at the last step, we conclude that

/7[/ .
Q([Di?/i’?k’,o]z’ Il? e 7567’)

= {Har (tn)| (X, )0 & {(Az/5, 00} 0 # 0 & xo & {R/m O/ /m Az yiws Do}

v Vv
not in the middle of DATA not interacting with x

X o €Nz \a/ {Hao (t0)] 2(:1:(1 ¢ {R‘E/fv C?/‘E/Ea A?/‘E7 Dz};}

not interacting with x

At the next time step if all neighbors of x are not transmitting or begin to send,
x will detect a free channel and consequentially resume back-off counting (or become
idle). Otherwise we assume x will wait until the channel is clear. The corresponding

conditions are

l,l/ l,ll
Q([DY0 Jai - x,) = QDY D s 2) () Xaaewe { Haw (ta)]

Xaw E {B2,C2, A2} & (X, K, ))a, & {(B,0,0), (Rs,k,0),(Cs,0,0)}}

VvV VvV
not transmitting not begin to send RTS/CTS/DATA

such that

l
fQ7 [D<:L/J/Z/>k/ ] )

Fa([DY o)z)

If z is at the last step of CTS timeout for 2/, the previous RTS/CTS between = and
2’ fails, Based on the timing assumption of CTS timeout in Section 4.1.2, the possible

concurrent states of 2’ are summarized as
QW0 N ') = {Har(ta) X € {T, B.U, Rz, R 1}, 2 # }
For any other neighbor z, € N,\z’, the previous RTS from x maybe overheard. Then

QW50 e 7' 2a) = QW0 e Za) U{Haw (t)] (6 ) = (Day tvave)}

~
tNAve-th step of NAV for x

Thus for all neighboring nodes of = we have

'l 'l 'l
Q([M/ié,o,o)]x% e x) = Q([Wf/,o,oqx? ') Xz €Ng\z! Q([m§,0,0>]x5 )
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At the next time step, if no neighbors are sending or begin to send RTS:

QWi s ) = QWS sl x) ()

XaaeN, {Hao(tn)] (X Kz # (B,0) & Xao # Rz}

~
not sending or begin to send RTS

x resumes idle or back-off with probability evaluated by

]:911 /00]>
W= i

’00

4.2.4 Equilibrium Distribution

In this section we will set up the global balance equations [36] for solving the
stationary distribution, W[Xfyklz]x, of the discrete time Markov chain as n — oco. i.e.
W[Xi%cl;}m = lim,, o0 P(”)([Xﬁyklg]x) For the transition probabilities such as (1a), we adopt

the following notation:
Dig = hm PP (t,) ;== lim Q

If the transition such as involves a specific neighboring node 2/, we use

psa = lim P5r(t,) := lim 2,)

n—oo

4.2.4.1 System Formulation

We start building the system from the base layer where | = 0:

0,0 0,0 Tz 0,0
7T[[(§70,0>]m = Pl [I& g] + PgaT| z T Z Dsy T ?/000] +p7a7ﬂDi/0}),o]x)
zZENZ
ZzGN (W[Wsnz,ﬂli)]x + W[A%L/lg 0 0]93)7 Lx >0
’ N - (4.2.4.1)
(9,0)
ZzEN [A<_/0 0, 0] Lz =0

L, = 0 implies that node x has an empty queue. Next, suppose the queue is non-empty
(1 > 0) and node z is backing off for node y where y € N,. If £k = 0, x transmits
immediately, thus

7l i ,l
(B0 = i, BY 0. (4.2.4.2)
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Otherwise, depending on the value of i (back-off stage), k& (back-off counter) and I (size

of queue), we have

e

i 7l
p1a7T[Bz< kJZI olz + P& [U<y o>]x
0 = Tz Tz N/ i
W[Bi,k,o]x o + ZZENZ (p5b7r[0?/7, k 0] +p7a7r[DSji7>k70]z)7 0<k<2w

T ) Tz l Tz ) 7
\p8a7T[Ui<,llJ~c D>]4U + ZzGNx (p5b7r[07y/l>k o] + p7a7T[Dgi7>k7o]:c>’ k= 2w

)

(
> en, TAL L, L<l<L,
Ly—1 L)
4 en, (r[AL S Ve + 7[ALE) 1), 1= L,
0, [=1
\
( l
+ 2i1w7r[m<g,1,)0,0]x7 1 >0
Py z,l+1 2,041 .
| Zeen, 22 @Wiis e + wlAS T )), i =0
( P,
Poy 1A i=0,1=1
+ Teew, AL ool (4.2.4.3)
kO, otherwise

where P, denotes the probability of  sending a data packet to its neighbor y. Within
each CSB and RCB, the steady state distribution of x should satisfy:

7l xTrz 7l T xZ
W[Ag/z,k,o]x == (pGa)tDATAﬂ[A%/Z,k tDATA]” = (Pga) """ - p [07/z ko]

N
= ... = (pgi)tDATA : p5a (p2a)tRTS7T[R<<?y/2,k7tRTs]z

Tz Tz xrz xrz 7l
= ((p6a)tDATA - Dae - (an)tRTS ‘pw)ﬂ[Bﬁ,g]x (4244)
Tz N N} |

lo + (pE)ersm[Ch 1,

Z/Z7katCTS

= ... = (pgg)tRTS [&y’

Z/i,ktrTs1%

= (s - piz 4 )'ems ) Bl (42.45)
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trTS tpATA trTS

1 l l l
per(Usiale = D (D psimlRE), L + ZW AL e +Zp3ﬂ RYD e
2EN; j=1
tors )
+ Zp z/m o) + Pl [BY e (4.2.4.6)
m m
N T | T T
rlAYD e == D R IO e = D (BT)CTS - peim[RY) L
1=0 1=0
T T |
== S )ers - pa[BYIL. (4.2.4.7)
=0
tors
T )0 N
pﬁ/aﬂ[m%,(;]m == ZpIObﬂ- +7T[M/i<,g,t>out]m
T T )0
== (1—@3>fCTS'p93>w[B§,%,3]m (4.2.4.8)

Now using equations (4.2.4.4)—(4.2.4.8), we can rewrite (4.2.4.1) and (4.2.4.3) as

0,0 mz 0.0
[Iéog] p1a+p16—|— Z iy (1 = PrY) +plc+p1d)) [Iéo,g]a:
2ENg
m—1
+ 3P w[B5d)e + 7[BSGkl) (3.4.1a)
zENy =0
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/

pTaW[B;,kaLo}m
m[B0) = (P, + Yew, (032(1 = PE) + p22 4 g2 7 [BEY],, 1<k < 20w
| (e + Soen, 08 (1= PE) + iz + 90 nl By e k=2
S en, PiEPER[BE VL, l<l<L,
T e, PEPE (RIBG e + 7B e), = Lo
kO otherwise
N (%W[Bﬁ’ﬁo,o]xa 1> 0
|2 Y en, (P T 7B e + 7 (B0 e), i =0
.
L ) S SRRl =0, 11 .
\O, otherwise
where P%* := (Pj)ters . P&z represents the probability of a successful sending of a

data packet at x to z, while PE* := (pgZ)tpata . pi= . (p3Z)'RTs denotes the probability

a

of a successful receiving of a data packet at = from z.

4.2.4.2 System Closure

Notice that the transition probability functions are still related to unknown
joints probability functions. We remain very interested in a treatment to achieve
optimal estimates from given marginals, but as a first step to conclude a solution, we

complete the nonlinear system by applying naive product approximations [35, 10]:

n y,l
P( ({ k;]$17[Xz<kj>]fE27" szj fEr HP sz:,]ma)

For simplicity we shall write

=r p(n )

o 12 <><[x§%;,3-]%>_73 (a)
T el O

>, T2 P<n><[ )y e
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for any summation conditions {2, and {23, and nodes zi,--- ,z,. Furthermore, if 1,
and (5 can be decomposed as [[]Z] Qa(z,) and [[1Z] Qs(z,), we can interchange the
summation and product and denote:
r y,l) =r
h ZQ ([Xi,k,j]%y) _ h P (Qa(asv))
A=1 Zﬂﬁ pm ([ka;]wy) =1 Qg ()

In terms of each types of actions in Section 4.2.3, we summarize the approx-

imations using tables 4.2 to 4.5. Note that if there are no nodes hidden from z in
the network (Va” € N, Ny, = (), we assume % 1 and z 1. That is, without
hidden terminals, the receiving of C'T'S or DAT A at x should always succeed since the
channel are expected to have been reserved by x through NAV contained in previous

RTS/CTS messages.

Table 4.2: Transition probability function approximations - case 1
Transition Probability Approximations
- Qla([ ’ /l>}x;xa)
Pla HmaeNz P% ( Q([B<;//k:;l>3)x,$a) )
’ le([B</ />}z;1’/) Qla([B/ / ]175’3a)
PJXU 7) —k / ’PIA k
1b ( ([B, k/ ]z7 /) H{l‘aeNz\Qf Ty ([B Y k/ ]z7$o¢)
: Q1:((BY ) aia’) Qua((BY ) )eiwa)
Prr P. —k , Pza —k
1c ( ([B, k/ oia) HacaeNz\x Ta ([B, k, Neiza) >
; Qa(BY g o) Qua((BY ) )eiwa)
LT P —k 9 ’ PIA -
- < ([B/k/ ]Iv ") HmaeNz\z Ta Q([B<lyk/l lz;iza) )
Py, L= P = Ypen, (P + P + P

4.3 Examples

4.3.1 QualNet Simulation
To validate our model, we compare the detailed equilibrium node states of three
representative networks with results from realistic simulations of wireless networks in

the QualNet simulator. The parameters used are summarized in Table 4.6, and the
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Table 4.3:

Transition probability function approximations - case 2

Transition Probability Approximations
77
92([R51f/’%,>k, Jeia'iza)
pe 11 P ol [il K
2 - /7/
“ 7a€Now Uaa \ T a(BY Y eima)
Qa([ﬁ‘&/’l/> Josz’52a)
Pm‘x’ H Pla o )il k! 5!
3 N To Ny
¢ Pa€Noa! © wa QBY, eiza)
Q ([C«@/J/) )
para’ I P T e g T
4 N, To ru
“ Pa€laat ©ma | Q(BY L Naiwa)
) ’
Qe([Ae,/ S Joiziza)
x' Ji' kg 1
P6x$/ HI&ENIZI P% Q([As_y/’ll> o1 s) 5 E|:E € Nl‘a s.t. NJ}”Z‘ 7é @
a :L'l/'i/,k/,j/
1, otherwise.
1) ’
QlO([Cﬁ/ s Joiziza)
x' Ji kg 1
Px$/ Hmaesz/ P% Q([Cf_y/’ll> s 300) 5 EL’L‘ € Nl‘) s.t. N$”33 ?é @
10a o il K 5
1, otherwise.

Transition Probability

Table 4.4: Transition probability function approximations - case 3
Approximations
<Q5([C(_g,7l/) Ja;z’)

z’ /i’ k.0

ol ) )

% /i,0,0
associated model parameters are concluded by the following: (i) The RTS retry limit

!
Pg?ax PI/

T

Q(

77
Qo([RYE ) Jasal)
z' /i’,0,0

N
g/z,k,o]w’;m)

!
Pgaz PI'

x

Q(R

m varies from 0 to %‘évvr;‘;‘;‘ = 2, that is, we allow RTS to retransmit 0, 1 or 2 times
in each example. (ii) The initial window size w is set as CWmin = 3. (iii) The
transmission time of RTS/CTS are discretized as tgrs = tors = ’—%-‘ -1 =1,

similarly tpara = 5 and t,,; = 2. Note that tpsr4 combines the transmission time
of both data payload and ACK frame. (iv) The NAV contained in RTS frame should
include the remaining time of a complete RTS/CTS/DATA/ACK handshakes thus
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Table 4.5: Transition probability function approximations - case 4

Transition Probability Approximations

Q7([D //,L/ k’ o’y

/
pr ,
7 /X Xap T
@ , Q([D<g/1/ >k/ I}I7x/7"'7x’r)

z/ XXy

T ([U</yk’/ /}zy"fl: @r)
8a 7D””lx Xy W, /
T X XTp Q([U/ kG /117117 ’Ir)
o (WS s o)
o XX
tla Tar \ QDS st )

"TCTS+TD,3TA+TACK—‘ — 1 =7, similarly tyay. = 5.

INavr =
4.3.2 A 2-node Network.
We first consider the following scenario. The network contains two nodes, x;

Both nodes have infinite number of packets in their queue and consecutively

and .
Due to symmetry, we only

transmit to each other. Figure 4.6 shows the topology.

g,

Figure 4.6: A 2-node network scenario without hidden terminals

focus on the behaviors of node x;. Since there is no hidden terminal problem in this

simple network and channel conditions are assumed to be ideal, all transmissions are
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Table 4.6: Parameters used in QualNet simulation

Terrain size

1500x 1500 m?

Mobility 0

Radio range up to 500 m
PHY protocol 802.11b
Bandwidth 5 Mbps

MAC protocol MAC 802.11b
Slot time 140 Microsecond
SIFS 0 Microsecond
DIFS 140 Microsecond
RTS/CTS/ACK Tx time 280 Microsecond
CTS Timeout time 420 Microsecond
Data Tx time 562 Microsecond
CWmin 3

CWmax 12

guaranteed against collision and interference unless both nodes reach out at the same

moment.

In this case only four non-trivial transition probabilities exists at any time step

t,, which are described in Table 4.7.

Table 4.7: Non-Trivial Transition Probabilities

x1 detects a quiet channel while back-off

21 detects a RT'S while back-off

RTS from x; succeeds

RTS from z; fails

Using product approximations summarized in Table 4.2 and 4.4, we evaluate

the above transition probabilities as follows in terms of the marginal densities of x5
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only.

U S
P (tn) = Pz Lonito T e (4.3.2.1)
" 2w}
P (t,) = Pz @) (4.3.2.2)
2\ Lexe{BW}
D y=Re e
Py® (tn) = Pe2 % (4.3.2.3)
x=Rz3,j=0
Py (tn) =1 = Pg™ (tn) (4.3.2.4)

For the next step, let ¢, — oo and employing the equilibrium equations (4.2.4.2),
(3.4.3a), (4.2.4.4), (4.2.4.7) and (4.2.4.8), we have:

(B ey = pian B, (4.3.2.5)

x (z2,00) T1T2 (2,00) i
2,00 pcll,/T[Bz ]90 +p [Bz ]x; O0<k<2"%3

B, = e wo (4.3.2.6)
P B b k=23
1T (22,00) .

z*p12 [Bz— ]ZC7 Z>O,k¢0
L ] b 1,0,0)21 @327)

Lo S B, + [ BEE Y ]a), i =0,k#0

ml ALl = o = AlALL = 7O e = o = 7[R = R B
(4.3.2.8)
W[Ai%?ﬁfo]w1="'=ZW &‘wjzogl szm g/zogo - _mez z?ooo
=0
(4.3.2.9)
T(Wioe™ o = -+ = 7 W55 ey = P (R oler = -+ = a7 BIGs ™ oy
(4.3.2.10)

Given the transition probability functions from (4.3.2.1) to (4.3.2.4), together with the

symmetry conditions:

(z2,00)

T ey = 7 s (4.3.2.11)
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for any i, k, x, j, and the normalization constraints

SN = D0 aG e = 1, (4.3.2.12)

.k, x5 .k,
the resulting non-linear system can be solved for stationary distribution at x; by Mat-

lab’s fsolve subroutine. The initial conditions of the system are

. x=B,i=0,7j=0k>0

W=

PODGE s =

0, otherwise

and Py (0) =1, Py (0) = 0, By, (0) = 1, By (0) = 0.

72,50
QAE/D,ZO]I’ [Al—.‘/oo ol ) (Af/o 1 o]n [A*;/U 0, O]Tg)

X, receives

N
R

2,00,

% FuBS( (5825 e, (B85 e (e IR L) (RETT ey (R -2)
< \’ ( >\\ ) (22,00) (a1,00)
T T 11”[Béf;,;@]lgw;;f Jow 1855 7)2,) - (B335 (B 7))
T

] ]
(BS25 [Bé,‘;xo”’b‘ B85 o B850 ) ™88 e [Béffﬁ]n)\ﬁBéﬁ?W]m«, (BSo5 s
]

\ﬁBSﬁ:W

B ) (B3 1

(B850 B850 (B o [BE 5 s o B )an)

T,
R

Ra”x Jass [ ./Ur)l]“

75/0,0,1

R ——

T
i

' .

H X, receives
1

v

71,00 73,00
(Aﬂ/gooiﬂ Ar]QQO]JJ (A 2/uoa]M [ T/ulo]

Notation: (x4 2w, (05 %57 Tw) = (Ha(t) = (i k, X d, (0, 0), Hy () = (@ K. %, 57, (0. 1))

Figure 4.7: 2-node joint state model (m = 0)

Figure 4.7 illustrates the dynamic among all the possible joint states of z; and
x2 when no RTS retry is allowed (m = 0). The stationary joint state distribution can
be solved from the linear system B.0.0.1 - B.0.0.29 given in Appendix B. In the first plot
in Figure 4.8, we compare the steady state distributions attained separately by solving
the non-linear system using the product approximation (blue bars), exploring the joint
state diagram (red bars) and implementing QualNet simulation (green bars). Overall,

the joint state diagram accurately catch the nodes’ behaviors and interactions under
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0.1

Steady state distribution with m=0 Steady state distribution with m=1

0.08f

"Z0.06f
" 0.04r

0.02r

0.1
Il Nonlinear Model Il Nonlinear Model
[ Qualnet 0.08f - ' [Qualnet
Il Joint Model

(0,0) (0,1) 0.,2) (0,3) (0,0)(0,1)(0,2)(0,3)(1,0) (1,1)(1.2) (1,3) (1,4) (1.5) (1,6)
ag,(00) = (B) az,(00) = (B)
‘ -Nonlinear‘ModeI ‘ ‘ -Nonlinear‘Model
[ Qualnet [HQualnet
M Joint Model — 0.4
T 8
<
S o2l
. mE
(W) ) Snd Rev
a-Tl(oo) aml(oo)

Steady state distribution with m=2

0 (0,0) (0,1) (0,2) (0,3) (1,0) (1,1) (1,2) (1,3) (1,4) (1,5) (1,6) (2,0) (2,1) (2,2) (2,3) (2,4) (2,5) (2,6) (2,7) (2,8) (2,9) (2,10)(2,11)(2,12)

-Nohlinéar Modél
[HQualnet

az,(00) = (B)

Figure 4.8:

Il Nonlinear Model
[Qualnet

(W) Snd Rev
az,(00)

Comparison of steady state probabilities at z1: the tuples represent (back-
off stage, back-off counter); "W’ represents the status of CTS timeout;
’Snt’ combines states of sending RTS/ receiving CTS/ sending DATA;
'Rev’ combines states of receiving RTS/ sending CTS/ receiving DATA
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802.11 DCF, and more importantly, so does the nonlinear system representing our
model. The following two graphs in 4.8 show the results when we allow RT'S retransmits
1 or 2 times. The joint state model between x; and x5 contains highly irregular
structure and therefore is difficult to solve directly. Nevertheless, our non-linear model

closely reproduces the network behavior captured by the QualNet simulation.

4.3.3 A Triangle Network

As an interesting extension of the simple two-node system, we now consider
an equilateral triangle network where three nodes 1, x5 and x3 share the medium.
Again, we assume each node has infinite packets in the queue and randomly chooses a

receiver. Figure 4.9 demonstrates the topology. Due to symmetry, only the transitions

Figure 4.9: A 3-node network scenario without hidden terminals.

associated with z; will be discussed.

Since there are no hidden nodes, transmissions always succeed unless two or
three nodes start to send simultaneously. As a consequence, only 8 transition probabil-
ity functions at time t,, are non-trivial, summarized by the following table. Notice in

this example, 1 may detect a busy channel during back-off if x5 and z3 send a RTS at

92



the same moment, resulting in a collision at x;. By applying product approximation,

Table 4.8: Non-Trivial Transition Probabilities

xq1 detects a quiet channel while x1 detects the channel is clear
back-off

x; detects a RTS while back-off x1 detects the channel is still busy
21 overhears a RTS while back-off RTS sent from x; succeeds
x1 detects an busy channel RTS sent from x; fails

GGG,

we can evaluate the above probabilities in terms of the marginal densities of x5 and x3

as the following.

T
Pit)= [ P (ZX’B’”‘#O ZXG{W’U}) (4.3.3.1)

ra€{r2,x3} ZXG{B,VV,U}

(i) =P B ey P L (4.3.3.2)
” Zxe{B w,U} ZxE{BWU}

Pt n) =Py X e > Bk#OJFZXE{WU} (4.3.3.3)
73 Xe{B WU} Xe{B WU}

P2 (t,) = P X Bk=0y=z3 2= BkaéoJrzxe{WU} (4.3.3.4)
g Xe{B w,U} Xe{B w,U}

Bt (i) =Py X o L= B#OJFZXG{WU} (4.3.3.5)
’ XG{B W,U} XE{B W,U}

Plfel (tn) =1 - Pm( ) Pla;}xz tn Plrbm:g( n) PIIBC11‘2 Plrclmg n) (4.3.3.6)

ZQSG zko]x1332933)) (4337)
2ot

k.0 ]zl ;T2,T3)

T XT3

Psxal (tn) - Pzgsz (

Py (tn) =1 — P (tn) (4.3.3.8)
D o —Re e

P (1) = P | 2 (4.3.3.9)
o1 ZX:R@),jZO

Poy ™ (tn) = 1 — Py ™ (tn) (4.3.3.10)
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PN
PIS(4,) = Py <M (4.3.3.11)

o1 ZX:R@’J:O

Py ™ (tn) = 1 — Py, ™ (tn) (4.3.3.12)

where Q([Uiiz,’c’?%o)]zl; Tg,T3) Tepresents

{Hao (t0)IXas € {(R/ A7z Ot} X {Mas (80)|Xas & { R 275 O jt jns A 1
U{Has(tn) [ Xas € {(R/A)H/B,CB}} X A My (tn) X & {Rﬁ/ﬁa Cx_{/ﬁ/aﬁaA‘E}}

and an([Ui{‘Z’B@]xl; Ty, x3) stands for

{Moa (t) € QUUS Y Vars 2) iz = 0} X {Hay (£0) € QUL ays w23 73)]
(Xag-des) & {((R/CJA) g7, 9} 5 # 0, (Xay bay) # (B, 0)}
U {Ha, (t) € QUL oy 23) |y = 0} X {Hay (tn) € QU1 s w35 w2)|
(Xaa+dea) & {((R/CJA) 73,30} 5 # 0, (X Ks) 7 (B.0)}

The stationary distribution of back-off states as ¢,, — oo satisfy:

t[BY e, = piia[BY Y e, (4.3.3.13)
e PRAIBE) e+ (U= pRBY e 0 < k<2043
W[Bi,k,o Jor = |
(1= pi)m[BY o, k=23
4
P_zly( 122 [B-<$2’OO>] + pizs [B§x3,oo)] ) S0k 7& 0
253 Pop “T|Di_10,0ler T Pop T[Di-10,0lz1)> ? )

+ 4§ Loy (prize somed i plezed)) o p[BITRS,

e S [ BES I ,, + w[Bes S e)), i =0,k #0

(4.3.3.14)

for any y € {xs,x3}. Note we assume at the beginning of each new DATA session, the

sender chooses its receiver randomly, thus P,,, = ‘N—1| = % In general, this will be set
51

as a parameter that is determined by the routing algorithm or experimental settings.
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For the remaining part of the distribution, one can conclude that

< ) > _ _ ( ’OO> T1T < ,OO>
[Ayy/z,k 0] [Af/zk5] [ x—g/i’k,o]xl [Réc—/zk 1] plé QW[Bi,Z;C,O ]r1
m %7/@2,0]9«"1 - [A?/zkt’)] - 7T[Cfc_g’/oic,)l)c,o]961 [R?/l k, e =207 [Bﬂ’i)@]xl
(4.3.3.15)
[D(y,OO) Joy = -+ = [D(y,OO) oy = Ui)(i%OO) oy = [RLWX)) Joy T1T2 [B<y700>]
T gy jikoler = 0 = T gy ik rler = Tl g5k oler = Tligg ) k1 ler = Pie ik, 0 Iz
T koles =+ = AL Tales = TR L oley = 7R Lo = PR 7B L
(4.3.3.16)
ooy _ Ple rploc) A
W[Ui,k,o Joy = P [ i,k,0 Jex (4.3.3.17)
8a
”[A%%}o,o]xl == Z” Y/zOl prm x2/200] = mez 100 e
i=0
W[A%fgfo,o]xl - ZW <x‘/zOl prwg wg/zOO] = = prm 100 ]xl
i=0
(4.3.3.18)
AW ey = - = w1 WS ey = 0w [RYT e = -+ = P 7 [BI Y ey
(4.3.3.19)

Given the transition probability functions from (4.3.3.1) to (4.3.3.12), together with

the condition of symmetric topology:

x5 e = 7% e = 7T e, (4.3.3.20)

for any 7, k, x, 7,y, and the normalization conditions
Yo o = D AT = D> A% e = 1 (4.3.3.21)

3,k,X,0,Y 1,K,X00,Y 1k, X005y

we form a non-linear system which can be solved again by Matlab with initial condi-
tions:

Y=B,i=0,j=0k>0

D=

PODGYT e =
0, otherwise
and Py, (0) = P, (0) =

P3t™2(0) = Pyi*#(0) = 1. The remaining significant transition

probabilities are initialized as 0.
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The plots in Figure 4.10 compare the steady state distributions with analytical
results from the above system and QualNet simulations where the RTS retransmission

limit (m) is set to be 0, 1, 2 respectively.

4.3.4 2 Senders and 1 Receiver

Finally we examine the following topology shown by Figure 4.11, where three
nodes, x1, To and x3, are presented in the network. Both z; and z3 have infinite
data packets destined to node x5 in their queues. This case includes hidden terminals
because node x3 is not within range of x; and vice versa. Node x5 has no queue
and absorbs data packet from z; and z3. Due to symmetry, only x; and x5 will be
considered.

Unlike the previous example, x; and z3 are hidden to each other thus the re-
ceiving procedure of RTS at x5 may be interrupted by collision. On the other hand the
receiving of CTS packets at z; always succeeds since 27 has no other neighbors (beside
x3) to interfere. Notice this fact indicates all the subsequent data packets (in this case,
from x3 to x3) will be protected by NAV hence probability . =1

The only possible non-trivial transition probability functions at time ¢, are

summarized by Table 4.9 and 4.10. For node z; we have

Pyl (t,) =P Znctigio T Lttty (4.3.4.1)
la n) — z2 S P N
2 er{I,R&—yU}
Pij™(ta) = Pz ZX—W (4.3.4.2)
x€{I,R .U}
D —Re e
Py (tn) = P2 % (4.3.4.3)
x=Rz3,j=0
Py ™ (tn) = 1 — Py, ™ (tn) (4.3.4.4)
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Figure 4.10: Comparison of steady state probabilities at x;:
(back-off stage, back-off counter);
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the tuples represent
"W’ represents the status of CTS

timeout; "U’ represents the freezing status due to busy channel; "Snt’
combines states of sending RTS/ receiving CTS/ sending DATA; 'Rev’
combines states of receiving RT'S/ sending CTS/ receiving DATA; "Ovh’
denotes overhearing RTS; '"NAV’ represents the freezing status due to
NAV
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Figure 4.11: A 3-node network scenario with hidden terminal.

Table 4.9: Non-Trivial Transition Probabilities for z;

x1 detects a quiet channel while back-off

1y

x1 overhears a CTS while back-off

RTS sent from z; succeeds

)
O

RTS sent from x; fails

Table 4.10: Non-Trivial Transition Probabilities for xo

2o detects a quiet channel while idle

T detects a RT'S while idle

2o detects a busy channel while idle

x4 receives RTS correctly

x9 detects a collision while receiving RTS

9 detects the channel is clear

SISICIGIGIGNS

2o detects the channel is still busy

For node x4, we have

P (tn) =

Py (tn) =

H Pe (ZX:B,k;AO + EX:W>

za€{z1,23} ZXG{B,VV}
o (S | (St o
o ZXG{va} 3 er{B,W}
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o IR S
P (t,) = Pea (ZX‘B”“‘O*"” ) Py (ZX‘B”“’AO ZX—W> (4.3.4.7)

3 ZxG{B,W} = Exe{B,W}
P2 (tn) =1 = Pig(tn) — P (tn) — Py (tn) (4.3.4.8)
D
Pgens(1,) = P [ 227kt T 2w (4.3.4.9)
3 er{B,W}
Pap™t(ty) = 1= Pag™ (tn) (4.3.4.10)
DN
Pps(1,) = Pu, [ it T L (43.411)
1 er{B,W}
Py (tn) = 1 — Py™ (ta) (4.3.4.12)
Z <®0 1T1,T
P22 (ty) = Py | e i EED (4.3.4.13)
T XT3 ZQ [U (0, 0 12 @1,13)
Pg (tn) = 1 — Pgi(tn) (4.3.4.14)

where Q([Ué%?g Jup; 1, T3) Tepresents

{Hay (tn) [Xar € { Ry Az 1} X {Hag (0n) [Xas & {C, Ot}
Uy (tn) Xas € {Rags Azp}} X {Hay (o) [Xa & {055 Oz} )

and an([Ué%fg]m; x1, x3) stands for

{Ha, (tn) € QUG awi ) ]an = 0} X {Hay (£) € QUG o 215 73)]
(Xas-des) & {(Rz: 1), (A3 )}, # 0, (X Kiry) # (B,0)}
U {Hay (tn) € QUG 0 73) Gy = 0} X {Hay (t0) € QU Jeoi 231)]
(Xarr o) & {(B2. 1), (A )}, # 0, (Yo By ) # (B,0)}
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The equilibrium equations for z; as t,, — oo are

(z2,00)

B ey = phim B, (4.3.4.15)

gy _ PRI+ (L= pR)TIBIE e, 0 <k < 2008
T 1 —

i,k,0 .
(]' - pﬁ)W[Bﬁ;m]xl; k = 22 >k 3
+ 21*3p3ém2 [B§f217(())o(§]w17 Z > O, k §£ O
B05 Y0 w (B ey + 7B ), =0,k #0
(4.3.4.16)
nlDnnley = - = A0 e = w(C5 Rl = 7Oyl = Pri” 7 (B,
(4.3.4.17)
A oagles =+ = D_mCEIT L Zp”““ Hiropln =0 = Zp““ B .,
i=0
(4.3.4.18)
ﬂ-[ i%,zdoo>]w1 == 7T[ z(,g,22700>]x - pgém [ %2/;?8,)0]4”1 = = pgém [Bff)?éoo)]zl
(4.3.4.19)
The equilibrium equations for the receiver x5 follows (4.2.4.1), (4.2.4.6), (4.2.4.7):
ooy e Uss A A 4.3.4.20
7T[ 0,0,0]332 - 1 _pﬂlvg (pSaﬂ-[ ]332 + 7T[ ?/000]902 + 71—[ y/ooo]wz) ( e )
[A ] — — 7T[R 0) ] IJC2331 [R< ] — T2T1,,T221 [I<@70>]
‘f/o 0,07 £/0,0,0 $1/0,0,1172 = P2a P1p 0,0,0 |22
:1: T ToT3, ToT 0,0
[A‘E/o 0, oles = [Réz‘/o 0, olaz o T [Ry/o 0, oo = P23 P [Ié,o,g]
(4.3.4.21)
U(y,OO) _ 1 T2 I<® 0) ToT| R Toxs R 4.3.4.92
7‘-[ i,k,0 ]331 - ?(ple [ 0,0 ,O]xz +p [ ?/001]332 +p [ f/o()l]wz) ( e )
Finally, using the symmetric conditions
T e = 5 (1.3.4.23)

for any i, k, x, j, and the normalization conditions

T2, 0,0 T2,
S = Y Al e = D e =1 (4.3.4.24)

1,k,X,7 ik, X0 ,k,X,J
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we form a non-linear system by combing equations (4.3.4.1) - (4.3.4.22). The initial
conditions for x; are similar to the settings in Section 4.3.2. For x5, we have
L x=1

0,0
PO, =

0, otherwise

and P2(0) = P2 (0) = Py2"*(0) = Pg?(0) = 1 while the remaining non-trivial
transition probabilities are initialized as 0.

The plots in Figure 4.12 and 4.13 show the difference between analytical results
and QualNet simulations for x; and x5 respectively. When RTS retransmission limit
(m) is 0, it is possible to construct the stochastic joint state model of xy, xo and x3
similar to the 2-node scenario in Section 4.3.2. We omit the diagram of the model since
the structure of transitions is complex, instead, we give the corresponding equilibrium
solutions shown by the red bar. As expected, the joint model accurately predicts the
behaviors of DCF. For the non-linear system, we observe some significant deviation
mainly due to the product approximation approach as we bring closure to the system.
In particular, the nonlinear model underestimates the collision rate of RTS. However,

as the complexity of the system increases, i.e. m = 1,2, the results improve.

4.4 Conclusion and Future Work

In this chapter, we have introduced a new Markov model for the IEEE 802.11
Distributed Coordination Function (DCF), a central mechanism of our wireless in-
frastructure. Our Markov model does not rely upon the assumption that collision
probabilities on each node are constant or independent of network topology. Instead,
we have developed a detailed model of interconnected node states including multiple
back-off stages and binary exponential back-off counters to capture the dominant first
order effects of nodes’ responses to contention. The model is complex, but it is nec-
essarily so, and it is not so elaborate that it cannot be analyzed. Using the model,
we have calculated stationary node states for two and three node networks including a

configuration that includes a hidden terminal with varying numbers of back-off stages.
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Figure 4.12: Comparison of steady state probabilities at x;: the tuples denote (back-
off stage, back-off counter); 'R’ denotes status of sending RTS packets;
"C/A’ combines states of sending CTS/ receiving DATA; ’Ovh’ denotes
overhearing CTS; '"NAV’ represents the freezing status due to NAV from
CTS
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To determine the transition probabilities for steady-state calculations we approximate
the joint probability densities with marginal probability densities using a product ap-
proximation. While this only uses a small subset of the information available in the
network description, we find it sufficient to achieve excellent agreement with realistic
simulations of network traffic.

In the future, we will continue to assess the quality of our DCF model through
comprehensive analysis on other aspects of the protocol performance such as through-
put, delay and packet drop rates. We will also move forward by combing our DCF
model and previous BARP model into an unified analytic framework that would rigor-
ously characterize the nonlinear dynamics of ant-based routing algorithms on WLANs

given network topology and protocols parameters.
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Chapter 5
CONCLUSIONS AND FUTURE WORK

In this thesis, we have introduced a dynamic routing exponent strategy to im-
prove ant-based protocols, analyzed the integrated behaviors of ant-based routing with
medium access control based on the investigations of MACA protocol in a variety
of wireless topologies, and further developed a detailed probabilistic model for IEEE
802.11 Distributed Coordination Functions.

The first chapter has been focused on the mathematical analysis and simulation
studies for an analytic framework that was formulated in [59] for ant-based routing
protocols. In these protocols, there are a number of key parameters that control the
deposition and evaporation of pheromone as well as the exploratory routing of the
ants. In particular, the routing exponent 3 controls the forwarding patterns of the
ants, and deposition number A balances the evaporation and deposition of pheromone
value over the entire network. The previous efforts of a small wired network com-
pletely described the nonlinear dynamics of pheromone level over each link. From the
description, we observe that 3 controls the stability of the system, and more impor-
tantly, stable multi-route solutions for § = 0.5 are dynamically connected to stable
single-route solutions for g = 2. These stable single-route solutions correspond to the
paths that have the minimum hop count. Based on the observation, we propose a new
strategy to improve routing performance of BARP by initially letting § be 0.5 and
changing it continuously in time until § = 2. Using simulations in both Matlab and
QualNet, we find exactly consistent results to the previous rigorous analysis on the
same simple wired network. Then, we leverage these principles to a 50-node network
and successfully show the effectiveness of the dynamic § strategy in obtaining opti-

mal or near optimal hop numbers from the source to the destination via Matlab and
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QualNet simulations. Specifically, a large series of experiments with random initial
pheromone values demonstrates an increase in the frequency of achieving optimal hop
count of more than 70% when using dynamic /3 instead of static 8 = 2. We also explore
the impact of pheromone deposition number A. Although large A has been shown to
impair the performance of the dynamic S algorithm, for moderate A our new routing
protocol still outperforms the tradition ant-based routing methods in terms of average
hop count for stable single-route solution.

In chapter 3, we have examined several basic MAC schemes for wireless net-
works. We have employed a Markov chain analysis to correctly predict network per-
formance under wireless MAC protocol MACA in a typical 2-node scenario with the
present of hidden terminals. We also generalize the proposed Markovian framework
to a 3-node wireless topology and implement a Monte Carlo method to approximate
transition probabilities when the direct computing becomes difficult. For the second
part of this chapter, we have made the first modest effort to rigorously characterize
the behaviors of ant-based routing algorithm on wireless LANs. The previous analytic
framework of BARP is incorporated with the Markov model of MACA on a simple
wireless topology that contains two paths from source to destination. We assess the
integration model via comparisons of equilibrium solutions that obtained from numer-
ical solver using Matlab and realistic simulations using QualNet, respectively. Close
correspondences are found. In the last section of chapter 3, we have implemented a
statistical study using linear regression to evaluate the MACA performance of data
delivery ratio on wireless multi-hop ring topologies. Distinct from the Markovian ap-
proaches, we avoid the intricate characterization of MACA operations and rely on
the regression coefficients to capture all the protocol details. Based on the results
derived from the datasets simulated by QualNet, we identify three types of contend-
ing transmission pairs that interfere with data delivery the most on a simple 5-node
ring. Furthermore, we have shown that the reduced linear model using only significant
regressors correctly predicts packet delivery ratio on ring topologies with size 6 and 8.

Finally, in chapter 4, we develope a new discrete time Markov model for the
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Distributed Coordination Function (DCF) in IEEE 802.11 standard for WLANs. The
model is derived from the detailed descriptions of the DCF where each node behaves
as a multi-dimensional stochastic process with intertwined Markov states. The tuples
of back-off states including multiple stages and binary exponential counters capture
the dominant first order effects of nodes’ responses to contention, and the discrete
transition events at each node are determined locally by joint behaviors of neighboring
nodes. For steady-state computations, we approximate the joint probability densities
with marginal probability densities using a product approximation. To validate the
model, we have calculated the steady state probability distribution with different back-
off stages in three representative scenarios. Comparing with results from realistic
simulations, we find very close correspondences in both 2-nodes and 3-nodes examples
without hidden terminals. For the configuration that contains a hidden terminal, we
observe an underestimation on the packet collision rates since the model only uses a
small subset of the information available in the network description. However, the
results improve as the complexity of the system increases. We find the model achieves

excellent agreement with realistic simulations of network traffic.
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Appendix A
DERIVATION OF EQUATIONS

Here, we show the stationary states of 7 Z satisfy the system 2.2.0.7. First,

J

given Taylor expansion

1hy h
(1= hyr)P2/M) =1 — hory + =2 (=2 — D) (r1)? + .. . (A.0.0.1)
2hy hy

and the assumption for time intervals: h; < ho, 2.2.0.6 can be expanded as follows:
Tigﬁ—‘rl) = (]_ — hlli ) hz/hl + hglig Z p ﬁf]d

1hy h s
= (1 — th‘il 2h—i(h—j — 1)(h1/€1) . + h2/€2 Z Lp pz]d

= Tz(j n) —h /€17' + O(h2 + hg/‘iz Z e ﬁfjd )
—|— hg K)Q Z p p” — K1 T + O(hQ)) (AOOQ)

Now, move Ti(f) to the left and divide both sides of A.0.0.2 by hsy, we get

Lntl) 7_(n)
]— Z Eﬁfﬂd — /117' + O(hg)

Taking the limit as hy — 0 and implementing the definition of derivative with respect

to time, we have

(n+1) (n
drij Ty T T )

dt ha—0 hg

= thlgo Ko Z Epw - /‘ilT + O(hg)

= Ky Z ﬁp” — fy7y (A.0.0.3)

114



If the dynamic system 2.2.0.6 is in equilibrium, we will observe dnii — . Therefore,

dt
from A.0.0.3 we conclude that the stationary pheromone distirubition 7'2-(;1)

by

is governed

n - ]' ~8
Ar) =37 L k)
k=1

where A = ky/Ks.
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Appendix B
BALANCE EQUATIONS FOR STATIONARY JOINT STATES

Here we formulate the global balance equations deviated from the joint state
diagram 4.7. For simplicity, we adopt the following notations to represent the limiting
state probabilities.

Bk1k2 = lim Pm)([B(gTIff(?]ﬂlu [Béivlclfoo>]$2)

n—o0

W; = lim PO (W™, W™,

n—o0

R; = lim P(n)([R(xz,oo> Joss [ (1,00) s

s oo 73/0,0,5 71/0,0,

Wiy = lim PO Jors o o) x € {R.C A}

n—oo
N = lim PO Lo oo l): X € {R,CL A}

The balance equations, known as outward flur = inward flux at each state, are con-

cluded as follows:

B = Bui (B.0.0.1)
Bo1 = Bz (B.0.0.2)
Bos = Bis (B.0.0.3)
Bio = Ba (B.0.0.4)
By, = By + %Wo + %Xlo v %im (B.0.0.5)
Bis = Bas + %WO + %ZQO v %Zm (B.0.0.6)
Bis = %WOO + %710 (B.0.0.7)
Bao = By (B.0.0.8)
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By = B3z + %Wo + l210 + %220 (B.0.0.9)
By = Bus + ;WO + 1220 +3 Ay (B.0.0.10)
Bys = §Wo + 51420 (B.0.0.11)
By = éWo + %Zlo (B.0.0.12)
By = %Wo + %Zgo (B.0.0.13)
Bss = %Wo (B.0.0.14)

Ry = By (B.0.0.15)
Wy =W, =W, =Ry =R, (B.0.0.16)
ﬁlo = ﬁn = By (B.0.0.17)
Ci=Cu=FRuy (B.0.0.18)
A=Ay =Ap=Ays= Ay =415 = (B.0.0.19)
Roo = Fay = By (B.0.0.20)
<520 = <521 = ﬁzo (B.0.0.21)
Ao = Aoy = Aoy = Aoy = Aoy = Ao = o (B.0.0.22)
§10 = <En = By (B.0.0.23)
810 = 811 = §10 (B.0.0.24)
Pip= Ay = Ay = Ay = Ayy = Ays = Cry (B.0.0.25)
§20 = <E21 = By (B.0.0.26)
820 = 821 = ﬁQO (B.0.0.27)
(220 = 221 = Zzz = 223 = (224 = Z% = CT; (B.0.0.28)

Here Equations B.0.0.1 - B.0.0.14 correspond to the transitions among backing off
states while Equations B.0.0.15 - B.0.0.16 correspond to the state transitions when RT'S
collides. The successful transmission from z; to x5 accounts for Equations B.0.0.17 -

B.0.0.22 and that from x5 to x; explains Equations B.0.0.23 - B.0.0.28. Together with
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the conservation law of probabilities:

DD But Y Wit ) Rp+> > > (Nwr+Xw)=1  (B.0.0.29)
Iz RN

k1 ko J

the above linear system B.0.0.1 - B.0.0.28 can be solved for equilibrium joint states

distribution.
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